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Methods, systems, and apparatus, for on-device image authentication. One of the apparatus includes an
image sensor configured to capture raw image data; a processing pipeline having one or more processing
elements configured to generate processed image data from the raw image data captured by the image sensor,
wherein the processed image data includes an encoded image generated by an encoder; a decoder configured
to generate a decoded frame from the processed image data generated from the processing pipeline; and an
image authentication module configured to generate an output in an authenticated image format, the output
including the processed image data and a representation of a delta between the decoded frame of the

processed image data and the raw image data.
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DEVICE, COMPUTER IMPLEMENTED METHOD, NON-
TRANSITORY STORAGE MEDIUM, AND SYSTEM FOR ON-DEVICE
IMAGE AUTHENTICATION
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[Z2]

Methods, systems, and apparatus, for on-device image
authentication. One of the apparatus includes an image sensor
configured to capture raw image data; a processing pipeline having one
or more processing elements configured to generate processed image
data from the raw image data captured by the image sensor, wherein the
processed image data includes an encoded image generated by an
encoder; a decoder configured to generate a decoded frame from the

processed image data generated from the processing pipeline; and an
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image authentication module configured to generate an output in an

authenticated image format, the output including the processed image

data and a representation of a delta between the decoded frame of the

processed image data and the raw image data.
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