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DATA SECURITY DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a continuation-in-part 
application of U.S. application Ser. No. 10/484,025, filed 
Jan. 15, 2004, now pending 
0002 The present invention is concerned with the secu 
rity of data stored on portable data storage devices, particu 
larly, but not exclusively devices such as hand-held organ 
isers or PDA devices or mobile telephones, most particularly 
mobile telephones. The invention is also concerned with the 
security of the portable data storage devices themselves and 
with the remote operation of portable data storage devices, 
such as mobile telephones or PDA devices. 
0003. In recent years, there has been a widespread 
increase in the usage of Small portable devices for the 
storage of important data such as contact and calendar 
information. Devices have become much more user-friendly, 
much smaller and much more powerful increasing the 
number of applications for Such devices and the usefulness 
of Such devices. The increasing portability and power of 
Such devices has had many benefits but has one drawback, 
namely that it is easy to mislay or lose a device containing 
large amounts of useful data. 
0004 The risk of loss or damage has been appreciated 
and many devices are provided with the facility to backup 
data onto another device, such as a desktop or other com 
puter. Often this involves making a physical connection 
using a cable although devices with IrDa (infra-red) com 
munication interfaces are available. The backup process, 
however it is implemented, normally requires positive inter 
vention on the part of the user and can be labourious. As a 
result, data on portable devices may not be backed up very 
frequently. Thus, even a user of above average diligence in 
backing up the data is liable to lose a significant amount of 
useful data in the event of loss of the device. 

0005 Further, as portable data storage devices become 
more powerful, more portable and are provided with greater 
storage capacities, they are being used to store both larger 
amounts of data and a larger variety of data. Devices are also 
being provided with an increasing variety of functionality. 
For example, devices are not only being used to store and 
retrieve data, Such as text, video and audio data, but can also 
obtain, store and run applications, such as games and 
business tools. 

0006 Also, as the processing and storage capacity of 
devices increases and the use of the devices becomes more 
widespread, many devices are being used to store informa 
tion that it is important should not be lost, for example 
business critical information Such as email messages, mul 
timedia or text messages or data files. For the individual 
user, it is also important to ensure the security of data since, 
for example, a user may have paid to download content or 
applications from the network or messages and photographs 
may be of personal importance to the user. 
0007. It can also be inconvenient and disruptive to use 
portable data storage devices, since it is necessary to extract 
the device from a pocket or bag before use. Hands-free kits 
have been developed to allow a user to operate the portable 
data storage device remotely, in particular by use of an 

Oct. 26, 2006 

earpiece placed in the ear of the user but it can be incon 
venient and impractical to have Such devices attached to the 
user's body for long periods of time on the possibility that 
the portable data storage device may need to be used. 
Further, if the user does not keep the earpiece in their ear at 
all times, then it is equally inconvenient to find the hands 
free device as it is to find the portable data storage device 
when, for example, the telephone rings. 

0008. The present invention aims generally to address the 
problem of reducing the risk of loss of data stored in a 
portable data storage device, particularly a mobile telephone 
and of increasing the ease of use of a portable data storage 
device. 

0009. In a first aspect, the invention provides a method of 
safeguarding against loss of data stored in a portable data 
storage device, the method comprising providing user-car 
ried a backup device having memory and a wireless com 
munication link for communicating with the portable data 
storage device; 
0010 communicating periodically or quasi-continuously 
over the wireless communication link with the portable data 
storage device to backup data entered into the portable data 
storage device and to check for removal of the portable data 
storage device; 

0011 signalling an alarm to alert a user to loss of the 
portable data storage device if the portable data storage 
device is out of range of communication for a predetermined 
period. 

0012. In this way, the backup device contains data (or 
selected data) stored in the portable storage device and So, 
if the device is lost, the backup data can be retrieved. 
Furthermore, if the device is moved out of range, an alarm 
is sounded so that the user is alerted that they have left the 
portable storage device behind. The alarm is preferably 
provided by the backup device, preferably as at least an 
audible (and/or vibrating and/or visible) alarm. However, an 
alarm may be provided additionally or alternatively by the 
portable data storage device. 

0013 Thus, embodiments of the invention may both 
avoid the need for regular manual backup and reduce the risk 
of loss of the device in the first place. The solution provided 
by the invention effectively reduces both the risk of loss of 
the device and the risk of loss of data even if the device is 
lost, most conveniently using a single communication link to 
achieve both functions. Although detection of the devices 
being out of range may be conveniently achieved by detect 
ing breakdown of the communication link, this detection 
may be supplemented or Substituted by a further ranging 
function, for example if a more precise specification of range 
is required or if an early warning of the limits of the range 
being exceeded is desired while a communication link still 
exists. 

0014) An alert procedure, for example the activation of 
the alarm and/or the disabling of the portable data storage 
device, may be initiated when the secondary further-ranging 
communication link comes into use. Hence, initiation of the 
alert procedure may either be an active process, for example 
the alert procedure may be activated on receipt of a signal 
over the secondary further-ranging communication link, or it 
may be a process which is initiated due to the lack of a 
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signal, for example the process may be initiated when the 
communication over the first communication link fails. 

0.015 The communication link is preferably a short-range 
link. It will be appreciated that the effective range need not 
be precisely defined and in practice will vary depending on 
ambient conditions but should be set so that the communi 
cation link breaks down at a separation distance between the 
two devices consistent with the user having left the data 
storage device behind. Typically, this distance will be of the 
order of 10 metres but smaller or greater distances may be 
employed depending on the application. The distance may 
be selectable by the user. For example, if the user wishes to 
be alerted to possible theft of the device in a crowded place 
Such as on public transport, a separation distance of the order 
of 1 metre or possibly even less may be appropriate to 
trigger the alert. If a user is working in a large open-plan 
office space and is happy to leave the data device in the office 
but wishes to be alerted to having left it behind when he 
leaves the building, a distance of 50 metres or even 100 
metres may be appropriate. 
0016. In addition to operating the backup device at a 
number of different range settings, the backup device may 
also operate at a selected one of a number of different retry 
rates. That is, the backup device may communicate with the 
portable data storage device at predetermined intervals. 
These intervals may be user defined or selected. Alterna 
tively, they may be correlated to the range settings described 
above, for example the backup device may communicate 
with the portable data storage device a number of times each 
second if the separation distance is required to be less than 
1 metre, but only at intervals of several seconds if the 
separation distance may be up to 100 metres. A further 
alternative is for the intervals to increase automatically over 
time if the separation between the devices remains constant. 
For example, the interval may be decreased from a second 
to several seconds if the portable data storage device and the 
backup device are not separated by more than a few metres 
over a time period of an hour (for example, if the owner of 
the portable data storage device is sitting close to the device 
at a desk in an office). 
0017. It will be appreciated then that communication 
between the backup device and the portable data storage 
device may be operated at a selected one of a number of 
different power levels. This may help to conserve the power 
for the backup device and the portable data storage device in 
Some situations. For example, when only infrequent com 
munication with the portable data storage device is required, 
when communication is required only over a short range, or 
when backup of data across the communication link is not 
required, the communication link may operate at a lower 
power level. The communication range or frequency of 
communication may be selected automatically or manually, 
hence allowing the automatic selection of the most Suitable 
power level for the operation of the portable data storage 
device and backup device. For example, the communication 
link may operate initially at a first power level, but may 
switch to operating at a second power level if the portable 
data storage device does not pass out of range of commu 
nication with the backup device throughout a predetermined 
time period. In this example, operating at a lower power 
level may comprise reducing the frequency of communica 
tion between the portable data storage device and the backup 
device, or reducing the range of the commuincation link. 

Oct. 26, 2006 

0018 Most preferably, the communication link is a wire 
less radio link and most preferably, the link is a Bluetooth 
(Registered Trade Mark) (or similar) radio link. Bluetooth R. 
operates at approximately 2.4 GHZ and provides secure 
communication between devices up to distances of the order 
of 10 metres, which is ideal for the present application. 
However, other forms of radio link may be used, for example 
a 415 MHz low power transceiver link, as used, for example, 
for remote control alarm keys and the like. The latter also 
has the advantage that low-cost compact transceivers are 
readily available. An advantage of using higher frequencies 
is that more compact transceivers can be employed whilst 
still having relatively efficient antenna for the radio trans 
ceiver. Nevertheless, in view of the short communication 
distances required, as will be appreciated, any of a variety of 
available frequencies may be used. In a further embodiment, 
an alternative wireless communication link, such as an 
802.11a or 802.11b link may be used. 
0019. The wireless link need not use radio; for example, 
an ultrasonic link may be employed in certain cases. In 
certain cases, a contact based link may be employed, for 
example based on transmission of data by coupling to a 
user's body. 
0020 Preferably, at least one unique identifier of the 
portable data storage device may be transferred over the 
wireless communication link to the backup device. This 
unique identifier may be an IMEI number, if the portable 
data storage device is a mobile telephone, or, more prefer 
ably, the unique identifier may be a Bluetooth R serial 
number. Each Bluetooth R chip has a unique Bluetooth R. 
serial number, which it difficult to alter. Hence the Blue 
tooth R serial number may be used as a reliable and unique 
tag for the portable data storage device. 
0021 According to a related and highly preferable fea 
ture, the data transferred to the backup device may include 
at least one of a unique identifier of the portable data storage 
device, a unique identifier of a Subscriber module associated 
with the portable data storage device and user profile data for 
the portable data storage device. 
0022 Preferably, the portable data storage device is a 
mobile telephone and the unique identifier of the portable 
data storage device is the International Mobile Equipment 
Identity (IMEI) number of the mobile telephone. Further 
preferably, the unique identifier of a subscriber module 
associated with the portable data storage device is an iden 
tifier of the Subscriber Identity Module (SIM). 
0023 Backing up an identifier of the portable data stor 
age device to the backup device may allow a lost or stolen 
portable data storage device to be uniquely identified with 
out a user actively discovering and storing the identifier. For 
example, the IMEI number of a mobile telephone may be 
transferred to the backup device so that the IMEI number 
may be transferred to the operator of the mobile telecom 
munications network if the mobile telephone is lost or 
stolen. This may allow the operator to prevent use of the lost 
or stolen mobile handset that corresponds to that IMEI 
number immediately. 

0024. According to one embodiment, a user whose por 
table data storage device or mobile telephone has been lost 
or stolen may present the backup device, onto which the 
unique identifier, for example the IMEI number, has been 
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stored to an authorised controller, for example the mobile 
telephone network operator or the police. The authorised 
controller may download the information stored in the 
backup device and may, for example, use the IMEI number 
to block use of the mobile telephone handset or to track the 
handset. The user may transfer the data from the backup 
device to the mobile telephone network operator at an easily 
accessible location, for example at a retail outlet connected 
to the mobile telephone network operator. The retail outlet 
preferably has a central control device which can read data 
stored on each backup device. In this way, the IMEI number 
can be easily and quickly transferred to the network operator 
without the portable data storage device user having to 
actively discover and retain the IMEI number. 
0025) Further data may also be transferred to the backup 
device, for example, the SIM identifier of a mobile tele 
phone may be stored in the backup device and the mobile 
telephone operator may use the data to prevent use of a lost 
or stolen mobile telephone or SIM card. 
0026. Having data such as the IMEI number and SIM 
identifier easily available may increase security for users of 
the mobile telephone network and may prevent the use of 
lost or stolen mobile telephones. 
0027 According to a further, highly preferably feature, 
the portable data storage device is a mobile telephone and 
the user profile data for the portable data storage device 
includes at least one of data stored in the mobile telephone 
handset, call settings, telephone settings, security settings, 
call divert settings, display settings, tone settings, message 
settings, call register settings, available prepaid credit and 
internet access settings. 
0028. The user profile data may include, for example the 
PIN code used to access the portable data storage device and 
the settings of the portable data storage device. Such as 
ring-tone settings or keypad tone settings. The type of user 
profile data that is stored on the backup device will depend 
on the type of portable data storage device. According to a 
preferable embodiment, it is possible for the user profile data 
stored on the backup device to be downloaded onto a new 
portable data storage device. This may be useful, for 
example, if a user loses the portable data storage device or 
has it stolen, or if the user purchases a new portable data 
storage device. In these situations, the user profile informa 
tion stored in the backup device may be uploaded to the new 
portable data storage device, so that the new portable data 
storage device can be set up very quickly to operate in 
essentially the same way as the lost, stolen or old portable 
data storage device. This may allow the user to start using 
the portable data storage device as quickly as possible 
without having to reset all of the settings and user-prefer 
ences manually. 

0029. The data may be uploaded from the backup device 
to the new portable data storage device by the user but is 
preferably uploaded by the vendor of the new portable data 
storage device. This may be done in conjunction with the 
vendor obtaining information on behalf of the network, such 
as obtaining the IMEI number of the lost or stolen mobile 
telephone, as described above. 
0030 Preferably, the method includes receiving a user 
input to cancel an alert or to disable the alarm. The user input 
may be provided prior to the alarm being activated or after 
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the alarm has been activated. This enables a user to keep the 
backup device with them and not be constantly alerted to 
having (deliberately) left their data storage device else 
where. 

0031. In order to avoid further unnecessary triggering of 
the alarm, signalling of the alarm may be suspended if the 
wireless communication link is being used by the portable 
data storage device. Preferably, the backup device has the 
capability to detect whether the wireless communiction link 
is being used by the portable data storage device. For 
example, if the wireless communication link is being used 
by the portable data storage device to communicate with a 
further device, for example a computer, it may not be 
possible for the portable data storage device to maintain its 
periodic communication with the backup device. In order to 
avoid an alert being triggered in this situation, however, the 
backup device may detect the use of the BluetoothR) link by 
the portable data storage device and Suspend triggering of 
the alarm. 

0032. Instead of, or in addition to the alarm being sig 
nalled, an alert procedure may be initiated by the portable 
data storage device if the portable data storage device is out 
of range of communication with the backup device for a 
predetermined period. This alert procedure may comprise 
any of the procedures outlined below. A preferable alert 
procedure, however, may involve the at least partial dis 
abling of the portable data storage device. For example, as 
described in more detail below, the keypad of a mobile 
telephone may be disabled, or a signal may be sent to a 
network, for example the mobile telecommunications net 
work, to prevent the use of that portable data storage device 
over the network. 

0033. In a most preferred application, the data storage 
device is configured so as to be at least partially inoperable 
in the absence of communication with the backup device. 
The data storage device may be configured so as to become 
partially or completely disabled if communication from the 
backup device has not been received within a predetermined 
time period. The partial or total disabling of the device may 
be over-rideable by a user, either by disarming the disabling 
feature in advance of the portable data storage device going 
out of range or by entry of an appropriate password or pin 
number into the data storage device. Disablement may be 
temporary so that functionality of the device is resumed 
when communication is re-established. This may enable a 
user to leave a mobile telephone which is inoperable unless 
the user, with the backup device, is within range. Partial 
disablement may, particularly in the case of a mobile tele 
phone, include access to only certain functions. For 
example, if a mobile telephone is out of range of the backup 
device, use may be restricted to dialling a number to report 
the phone as lost or to receive delivery of the user informa 
tion for returning the phone or to provide a code or password 
to a central control centre to re-enable the portable data 
storage device. 

0034) Further alert procedures which may be initiated at 
the portable data storage device are described in more detail 
below, but they may include: alerting a separate network (for 
example a mobile telecommunications network) which may 
allow the portable data storage device to be disabled 
remotely, displaying a message (which may include details 
of how to return the portable data storage device) to indicate 
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that the portable data storage device has been lost or stolen, 
or passing data to a separate network (for example, the 
mobile telecommunications network). In the last case, the 
data may include, for example, location information, or a 
unique identifier of the portable data storage device. 
0035. The data in the portable data storage device may be 
backed up to the backup device periodically or in response 
to the entering of new data into the portable data storage 
device. Data stored in the backup device may be backed up 
to a further device for increased security, and may be 
accessible by the further device. For example, data stored in 
the portable data storage device may be backed up to a 
computer and may be viewed on that computer. However, 
access may be restricted to only a portion of the data. 
0036) To increase security, it may be necessary to register 
the backup device with the portable data storage device 
before use. This may help to ensure that data is only 
transferred out of the portable data storage device to a 
recognised backup device. 

0037 According to a further preferred feature, the 
backup device may communicate with a separate network. 
This may allow the backup device to signal to a remote 
station in the network, for example a mobile telecommuni 
cations network, if the portable data storage device is out of 
range of communication. The backup device may transmit a 
unique identifier of the portable data storage device to the 
network, which may use the identifier for example to disable 
the portable data storage device remotely, or to locate the 
portable data storage device. 
0038 According to a further aspect, there is provided a 
method of operating a portable data storage device, the 
method comprising communicating periodically or quasi 
continuously with a backup device over a wireless commu 
nication link to back up data stored within the portable data 
storage device. Preferably, an alert procedure may be trig 
gered when the backup device is out of range of communi 
cation with the portable data storage device. The alert 
procedure triggered may comprise one of the alert proce 
dures outlined above and may comprise triggering an 
audible, visual or vibrating alarm on the portable data 
storage device itself. Preferably, the alert procedure com 
prises disabling at least one function of the portable data 
storage device. The alert procedure may also comprise 
communicating a unique identifier of the portable data 
storage device to a network, which may be a mobile tele 
communications network. The alert procedure may be trig 
gered if the portable data storage device is out of range of 
communication with the backup device or may be triggered 
upon receipt of a signal over a wireless communication link 
operating within a second range when the portable data 
storage device has passed out a first range of communication 
with the backup device. 
0039. According to a further aspect, there is herein pro 
vided a method of operating a backup device, the method 
comprising periodically communicating with a portable data 
storage device over a wireless communication link to 
backup data stored in the portable data storage device; and 
triggering an alert procedure when the portable data storage 
device is out of range. 
0040 Preferred features of the operation of the backup 
device may be the same as those outlined above. According 
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to a highly preferable feature, however, it may be necessary 
to pre-register the portable data storage device with the 
backup device before the two devices may be paired and 
before communication can be initiated. This may reduce the 
risk of unauthorised portable data storage devices commu 
nicating with the backup device and downloading data from 
the backup device. A plurality of portable data storage 
devices may be pre-registered and paired with the backup 
device. The backup device may be placed into an authori 
sation mode of operation in order to allow registration and 
pairing. An alert proceude may be triggered in the event that 
an unauthorised device attempts to pair with the backup 
device. 

0041. A convenient way both of securing data and pre 
venting unauthorised access to a mobile telephone (or simi 
lar device) may be to have a SIM card (or equivalent data 
storage device) for the mobile telephone provided in the 
backup device. In that way, when the backup device and 
mobile telephone are separated, the telephone is unusable 
and furthermore, the data in the SIM card is inherently 
secured. This may also enable the backup device to be used 
with devices such as “disposable' mobile telephones. These 
features may be provided independently. A further aspect 
provides a mobile telephone having a (short range) wireless 
link to a remote device containing SIM card data for the 
mobile telephone. 
0042. As used herein, the term mobile telephone is 
intended to encompass devices which are capable of text or 
data or graphic or video communication as well as or instead 
of Voice communication, where the context so requires. 
0043. It has been appreciated by the inventors that the 
requirement for the backup device to have memory and a 
communication device may in fact be satisfied by another 
portable data storage device, such as a PDA. Thus, it is 
possible to implement the backup device as an application 
for another portable data communication device, such as a 
PDA. 

0044) In a development, it is possible for two (or more) 
portable data storage devices to be used to perform mutual 
backup and security functions for each other. It is greatly 
preferred, however, if the backup device is not a fully 
functional data storage device but has limited or no user 
input and output functions. Surprisingly, therefore, it is 
advantageous for the device to be provided with little 
functionality. Pursuant to the invention it has been appreci 
ated that the backup device must be compact if it is to be 
carried with the user, which limits the user input and output 
interfaces which can usefully be provided. Furthermore, if 
the device has limited functionality, it is less likely that the 
user will use (and therefore possibly lose) the backup device 
itself. In preferred implementations, the backup device is 
compact and provided as a device which may be readily 
carried with the user, Such as a credit-card sized device, a 
watch or watch insert, a key-ring or a clip-on device which 
can securely clip to a user or to an article of clothing. The 
backup device may have means for attaching securely but 
preferably removably (optionally permanently) to a person 
or to an article of clothing, Such as a wrist Strap, a clip, a belt 
clip, a pin or safety pin, a VelcroTM fastener, a tie clip, a 
self-adhesive pad or any other Suitable fastening. 
0045 According to a further aspect, there is also pro 
vided a method of safeguarding against the separation of a 
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central portable data storage device and at least one tagging 
device, the method comprising: 
0046 providing at least one wireless communication link 
for communicating between the central portable data storage 
device and the or each tagging device; 
0047 communicating periodically between the or each 
tagging device and the central portable data storage device 
over the or each wireless communication link: 
0048 initiating an alert procedure if the or each tagging 
device is out of range of communication with the central 
portable data storage device. 
0049. The central portable data storage device, or control 
unit, may be operated, for example, by an adult, who may 
provide a tagging to device to one or more children, or to a 
pet. The alert procedure may comprise displaying an iden 
tifier of the tagging device that is out of range, for example, 
a photograph of the holder of the tagging device. Further 
details of the users of the tagging devices may be stored 
either on the central portable data storage device or on the 
tagging units themselves. These details may include, for 
example identification details, medical records or selected 
medical details, or pet passport details. The medical details 
stored may include, for example details of a past medical 
history, such as past heart attacks, or details specific to the 
user of the tagging device, for example if the user has 
diabetes or an allergy to a particular drug or food. 
0050. The backup device can, using current technology, 
be made very compact as it need only include a communi 
cation device, such as a Bluetooth R chip (which may be 
Smaller than a postage stamp), some (flash) memory, limited 
processing power and a power source. All of these functions 
can readily be integrated into a small device, so Small in fact 
that the backup device itself may be easy to misplace, which 
is why it is desirable for it to be securely attachable to 
clothing or integrated into another form of housing which 
the user is likely to use. 
0051 Preferably, the backup device is integrated into a 
housing which has functionality other than as a data storage 
device, for example as a key-ring, a credit-card, a watch or 
the like, as noted above. 
0.052 There is also herein provided a method of securing 
a mobile telecommunications device comprising communi 
cating between the device and a backup device to record a 
unique identifier of the mobile telecommunications device, 
preferably the IMEI number and/or the SIM card identifier, 
preferably automatically on initiation of backup of data to 
the backup device. 
0053. There is also described herein a method of creating 
a message at a primary device having data storage and long 
range communication capabilities, the message comprising 
a header including a destination identifier for the message 
and a message payload including text data, the method 
comprising: 
receiving audio data from a user at a secondary device 
connected to the primary device over a short range wireless 
communication link: 

processing the audio data to convert the audio data to text 
data; 
obtaining a destination identifier for the message; 
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generating a message incorporating the text data in the 
message payload and the destination identifier in the mes 
sage header; 
transmitting the message to the primary device over the 
short range wireless communication link. 
0054 Advantageously, the method may allow a user to 
create a message to be sent from a primary device (e.g. a 
portable data storage device Such as a mobile telephone or 
cell phone) by providing only audio data, Such as voice 
commands. Implementing this functionality at a separate 
secondary device, rather than at the primary device itself. 
may enable the functionality to be implemented easily on 
many different types of primary device without requiring 
customised application software. The method set out above 
may enable hands-free text messaging, which may be useful 
when it is not possible for the user to operate the primary 
device directly with their hands, for example when the user 
is driving or if the user is disabled. 
0055 Alternatively, the method may simply provide the 
user with the option of creating messages using audio 
commands, which may provide a faster and more convenient 
input method than prior art text input methods. Preferred 
features of this aspectare set out in the dependent claims and 
advantages of the preferred features will be clear to one 
skilled in the art and are set out in more detail in the 
description below. Corresponding apparatus and computer 
program or computer program product aspects are also 
provided and preferred features of the method may also be 
applied to these corresponding aspects. 

0056. There is also described herein a communication 
device comprising: 

means for communicating with a portable data storage 
device over a short-range wireless communication link to 
transmit audio and/or video data between the portable data 
storage device and a user in real-time; 

output means for outputting audio and/or video data 
received from the portable data storage device to the user; 

input means for receiving audio and/or video data from the 
user for transmission to the portable data storage device; 

means for Supporting the communication device in relation 
to the user, away from the ear of the user. 

0057 This may allow a user to communicate via the 
portable data storage device without requiring access to the 
portable data storage device itself. Further, since the com 
munication device is Supported in relation to the user but 
away from the user's ear, the user is not required to insert a 
headset in their ear each time they wish to use the device. 
Neither is the user required to retain a headset in their ear for 
an extended period of time on the chance that they may need 
to use the portable data storage device. Rather, the commu 
nication device is Supported discreetly and unobtrusively 
within range of the user. 

0058. The means for supporting may comprise means for 
attaching the communication device to an article of clothing 
or an accessory of the user. For example, the means for 
Supporting may comprise a pin or a clip for attaching the 
device to a user's clothing, such as at a lapel, or to an 
accessory, Such as a user's bag. 
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0059. The means for supporting may comprise a ligature 
for securing the communication device around a portion of 
the user's body, such as around the user's neck. Hence the 
device may be implemented as a pendent for the user to wear 
around the neck. Alternatively, the ligature may be used to 
attach the device to an accessory, such as a bag. 
0060. In one embodiment, the communication device 
further comprises means for communicating periodically or 
quasi-continuously with the portable data storage device 
over a short-range wireless communication link to back up 
data stored on the portable data storage device. Hence the 
communication device may also act as a backup device for 
backing up data from the portable data storage device, either 
automatically at predetermined time intervals or on instiga 
tion of a backup procedure by the user. 
0061 There is also described herein a communication 
device for backing up data stored on a portable data storage 
device, the communication device comprising: 

0062 means for communicating periodically or quasi 
continuously with the portable data storage device over 
a short-range wireless communication link to back up 
data stored on the portable data storage device; 

0063 means for communicating with the portable data 
storage device over the short-range wireless commu 
nication link to transmit audio and/or video data from 
the portable data storage device to a user in real-time. 

0064. Hence the communication device may act both as 
a backup device and as a means for transmitting data to the 
user. Data that may be transmitted may include text message 
or multimedia message data, audio or video message data 
(such as Voicemail messages) or audio data currently being 
received at the portable data storage device, for example due 
to an incoming telephone call. The data is preferably for 
warded to the communication device and communicated to 
the user on receipt by the portable data storage device. 
0065 According to a highly preferred embodiment, the 
device further comprises means for transmitting audio and/ 
or video data from the user to the portable data storage 
device in real-time. Hence the link between the user and the 
portable data storage device, via the communication device 
is preferably a two-way link. 
0066. In a preferred embodiment, the communication and 
backup device further comprises means for Supporting the 
communication device in relation to a user, away from the 
ear of the user. For example, the device may be provided 
with a pin or clip or a key-ring attachment or may be 
provided with means for Suspending the device around a part 
of the user's body, for example a ligature to enable the 
device to be hung around the user's neck. 
0067 Preferably, either device described above may fur 
ther comprise means for monitoring receipt of real-time 
audio and/or video data at the portable data storage device 
and notifying the receipt of the data to a user. 
0068 Preferably, the device further comprises means for 
receiving a command from a user and means for commenc 
ing the transmission of audio and/or video data in response 
to the command. 

0069. The means for receiving a command may comprise 
a button or means for receiving an audio command. Such as 
a voice command recognition system. 

Oct. 26, 2006 

0070. In one embodiment, the device may further com 
prise means for displaying video and/or text-based data to 
the user. For example a colour or monochrome LCD display. 
0071 Preferably, the short-range wireless communica 
tion link comprises a BlueToothTM communication link. 
0072 There is also described herein a method of oper 
ating a communication system comprising: 
providing a portable data storage device and a backup 
device; 
communicating periodically or quasi-continuously between 
the portable data storage device and the backup device over 
a short-range wireless communication link to back up data 
stored on the portable data storage device; 
communicating between the portable data storage device 
and the backup device over the short-range wireless com 
munication link to transmit audio and/or video data from the 
portable data storage device to the user in real-time. 
0073. There is also described herein a method of oper 
ating a communication device, the communication device 
being Supported in relation to the user, away from the ear of 
the user, the method comprising: 
communicating with a portable data storage device over a 
short-range wireless communication link to transmit audio 
and/or video data between the portable data storage device 
and a user in real-time; 

outputting audio and/or video data received from the por 
table data storage device to the user; 
receiving audio and/or video data from the user for and 
transmitting the data to the portable data storage device. 

0074 There is also described herein a method of backing 
up portions of data stored on a portable data storage device, 
the method comprising: 
classifying each portion of data into one of a plurality of 
predefined data types; 
communicating periodically or quasi-continuously between 
a backup device and the portable data storage device to back 
up at least one portion of data classified as a first data type; 
communicating at a predetermined rate of recurrence 
between the backup device and the portable data storage 
device to back up at least one portion of data classified as a 
second data type. 
0075 Hence different types of data may be backed up 
according to different backup cycles. For example, a first 
type of data may be backed up more frequently than a 
second type of less critical data. 
0076. The method may further comprise communicating 
at at least one other predetermined rate of recurrence to back 
up data classified as least one other data type. 
0077 Preferably the method also includes determining 
whether the portable data storage device is in use before 
communicating to back up data of at least one type. For all 
or selected types of data, the backup cycle may not be 
instigated if the portable data storage device is in use, or if 
the communication link over which the backup device 
communicates is in use. 
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0078. In one embodiment, the predetermined rate of 
recurrence for one or more types of data may be set by a user. 
0079 Classification of the portions of data may be auto 
matic or at least one portion of data may be classified 
manually by the user as a particular data type. In one 
embodiment, individual portions of data are classified manu 
ally by the user. 
0080 Preferably, the predefined data types include one or 
more of: 

0081) 
0082 

critical and volatile data; 

critical and stable data; 

0083 non-critical and volatile data; 
non-critical and stable data. 

0084 Hence the data may be classified both according to 
its importance and the likelihood that it will change. 
0085 Preferably, the first data type comprises critical and 
Volatile data, preferably including at least one of operational 
data, calendar, reminder, alarm and task data. 
0.086 The second data type may comprise critical and 
stable data, preferably including at least one of directory 
data, data files and personal configuration information. 
0087. In one embodiment, the method may further com 
prise converting the format of at least one portion of data 
before storage. 
0088. The method may also comprise compressing at 
least one portion of data before storage. This may reduce the 
memory capacity required to store the data. 
0089. There is also described herein a backup device for 
backing up data from a portable data storage device, the 
backup device comprising: 
a short-range wireless communication link: 
means for communicating periodically or quasi-continu 
ously with the portable data storage device over the wireless 
communication link to back up data comprising a first data 
type; 

means for communicating at a predetermined rate of recur 
rence to back up data comprising a second data type; 
storage means for storing the data obtained. 
0090 There is also described herein a portable data 
storage device comprising: 
a short-range wireless communication link for communicat 
ing with a backup device; 
storage means for storing data of a first data type and data 
of a second data type; 
means for communicating periodically or quasi-continu 
ously over the short-range wireless communication link to 
back up data of the first data type at the backup device; 
means for communicating at a predetermined rate of recur 
rence over the short-range wireless communication link to 
back up data of the second data type at the backup device. 
0.091 There is also described herein a method of trans 
ferring data from a portable data storage device, the method 
comprising: 
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communicating over a short-range wireless communication 
link to back up data stored in the portable data storage device 
to a backup device; 
communicating over a second data transfer link to transfer 
data stored in the backup device to a third device. 
0092. This may allow a transfer of data from a portable 
data storage device, such as a mobile telephone, to a third 
device. Such as a printer or a PC, without directly connecting 
the two devices. This may allow the backup device to act as 
an intermediary between the two devices if the interfaces or 
software is not directly compatible. The backup device may 
be used, for example, to convert the format of files being 
transferred or to provide an interface to a large variety of 
devices. 

0093. The second data transfer link may comprise a 
physical link, Such as via a cable or a direct connection (e.g. 
a USB connection) between the backup device and the third 
device. 

0094. In one embodiment, the backup device may com 
prise a removable memory unit and communicating over the 
second data transfer link may comprise removing the remov 
able memory unit and inserting the unit into the third device. 
The removable memory unit may be, for example a flash 
memory card or a USB device. 
0095 There is also described herein a method of logging 
a series of transactions performed at a data storage and 
transfer device, the method comprising: 
communicating periodically or quasi-continuously with the 
data storage and transfer device over a wireless communi 
cations link to a remote backup device; 
monitoring transactions performed by the data storage and 
transfer device; 

logging data relating to the transactions performed at the 
remote backup device. 

0096. This method may allow a record of transactions 
performed at the data storage device to be backed up to a 
second device for later use or transfer to a network. 

0097 Preferably, the transactions are performed over a 
short-range wireless communication link, Such as a Blue 
ToothTM link. 

0098. The transactions performed by the data storage and 
transfer device may be monitored by the remote backup 
device over the wireless communications link, which may 
also comprise a BlueToothTM link. 

0099. In one embodiment, the data storage and transfer 
device comprises a computer. In an alternative embodiment, 
the data storage and transfer device comprises a portable 
data storage device. 

0.100 The transactions may comprise at least one of: 
financial transactions, access request transactions or com 
munication transactions. 

0101. In one embodiment, the method may further com 
prise initiating an alert procedure on identification of a 
predetermined transaction or type of transaction or on iden 
tification of an attempt to perform a predetermined transac 
tion or type of transaction. For example, the alert procedure 



US 2006/0240806 A1 

may be instigated if the portable data storage device 
attempts to access a particular web page. 
0102) In one embodiment, monitoring transactions may 
comprise monitoring data transferred over the communica 
tions link. 

0103) In an alternative embodiment, monitoring transac 
tions may comprise monitoring data stored in the data 
storage and transfer device. 
0104 Preferably, the wireless communication link com 
prises a BlueToothTM link. 
0105 The invention extends to apparatus embodying the 
invention, to a computer program or computer program 
product or signal embodying the method, to a data storage 
device configured to operate with Such a backup device. 

0106 An embodiment of the invention will now be 
described by way of example only with reference to the 
accompanying drawings in which:— 

0107 FIG. 1 shows a system in accordance with a first 
embodiment; 

0108 FIG. 2 shows a system in accordance with a second 
embodiment; 

0109 FIG. 3 shows a system in accordance with a third 
embodiment; 

0110 FIGS. 4a and 4b show two halves of a circuit 
diagram according to which one embodiment of the backup 
device may be implemented. 

0111 FIG. 5 is a schematic diagram of a further embodi 
ment incorporating a hands-free communication device; 
0112 FIGS. 6a to 6e illustrate views of a further embodi 
ment of a device as described herein. 

0113 FIG. 7 is a schematic diagram of a method of 
operating the secondary communication device in conjunc 
tion with the primary portable data storage device according 
to one embodiment. 

0114 Referring to FIG. 1, a portable data storage device 
10, in this embodiment in the form of a mobile telephone, 
includes a short-range wireless communication interface 12, 
in this embodiment in the form of a Bluetooth R) transceiver 
chip. Although the transceiver is shown visible at the base of 
the device, typically it may be integrated within the device, 
or provided as an additional component integrated with a 
battery for the device or within the battery housing. The 
device 10 stores contact details and optionally appointments 
or other data within the body of the device or on a SIM card 
provided with the device and a processor within the device 
10 communicates with the communication interface. 

0115) A backup device 20 has a short-range wireless 
communication interface 22, in this embodiment in the form 
of a Bluetooth R) transceiver chip. An internal or external 
antenna may be provided, optionally on a circuit board. The 
backup device includes backup data storage 24, for example 
FLASH memory. The amount of memory may be as little as 
1 Kb, for example to backup only key data but will typically 
beat least 64 Kbytes. Often considerably more memory, for 
example of the order of 1 Mb to 10 Mb and sometimes as 
much as 128Mb or even more may be provided, depending 
on the capacity of the device 10. A processor 26 controls the 
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operation of the backup device, specifically controlling 
communication via the interface 22 and storage of data, and 
also receives a user input 28 and controls an alarm device 30, 
for example a piezoelectric sounder. A battery (not shown) 
is also provided within the housing (although the device may 
in Some cases be powered by the transmissions from the 
portable data storage device). The alarm device may include 
a visible alert or a vibrating alert device. The user input 28 
is preferably a simple input device, for example a single 
input button or a few buttons. A useful minimum function to 
implement with the user input device is cancelling of an 
alarm; other functions may be implemented by controlling 
the device via the communication interface. However, a 
more complex user interface may be provided, for example 
a voice recognition interface. The user interface may be 
omitted entirely; in Such a case the alarm is preferably 
arranged to silence automatically after a predetermined time. 
0.116) The backup device is provided in a convenient 
housing, here in the form of a key fob having a key ring 32 
attached so that the device can conveniently be carried and 
is unlikely to be lost. 
0.117) The device 20 may be attachable to or woven into 
an article of clothing. Alternatively or additionally, the 
device 20 may be integrated with or arranged to communi 
cate with an item of “smart' clothing, that is clothing with 
Some processing and memory function built in and option 
ally some human interface. The device may be provided as 
an application for an article of “smart' clothing. 
0118. In operation, software, for example stored within 
the main body of the portable data storage device 10, in the 
communication interface or on the SIM card, causes the 
processor of the portable data storage device to communi 
cate with the communication interface to operate a data 
synchronisation algorithm over the interface with the backup 
device 20. Data synchronisation algorithms are well-known; 
in the present case a simplified, predominantly one-way, 
synchronisation algorithm may be employed as the data will 
not be changed by the backup device. Thus synchronisation 
may simply comprise updating the backup device with the 
contents of the portable data storage device at intervals, 
unless a “restore' sequence is invoked. 
0119) A single backup device may be employed to 
backup data, or detect loss, of more than one portable data 
storage device 10, for example a mobile telephone and a 
PDA may both be backed up to the same backup device. 
Furthermore, in Such a case the data backed up may be 
independently stored or mutual synchronisation between all 
such devices may be performed for some or all of the data. 
For example, a PDA may back up contact, appointment and 
memo data and a mobile phone may back up only telephone 
number data; the telephone number data may be synchro 
nised between the devices, or may be stored independently 
on the backup device. 
0.120. The backup device may include other functionality, 
for example it may communicate with another network, for 
example a network for communicating positional informa 
tion Such as Geo Fencing application network. In Such a 
case, the backup device may provide some of the function 
ality which might otherwise (or additionally) be provided by 
the portable data storage device. In particular, a user's 
position may be communicated using the backup device 
alone, for example if the portable data storage device is 
switched off. 
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0121 The backup device may also be used in conjunction 
with a telemetry or telematics application, for example in 
which information is gathered by the device using the 
communication interface from other devices which pass into 
communication and is communicated to a central server. 

0122) The backup device may include yet other function 
ality, for example it may act as a key to a lock or alarm (for 
example for a vehicle, workplace or residence, other com 
puting device or other resource); this may be achieved 
efficiently by making use of the communication interface. 
The device may include other “smartcard' functionality, 
optionally over the communication interface. 
0123 Referring to FIG. 2, an alternative embodiment 
provides the functionality of the backup device in a further 
portable data storage device 40. Such as a handheld organ 
iser. The further device 40 has a further communication 
interface 42, such as a Bluetooth R) interface and has a touch 
screen for user input and output. The device 40 also includes 
a Sounder, a processor and storage for data and for at least 
one application program, not shown. An application is 
downloaded to the portable data storage device 40 to com 
municate with the portable data storage device 10 and to 
provide a data synchronisation function. If the communica 
tion link is broken, an alert is sounded, preferably on both 
devices 10, 40. Furthermore, in the absence of a communi 
cation link, preferably at least one function of at least one 
device is inhibited or the device is switched into a “lost 
mode displaying owner contact data. 
0.124. The further portable data storage device 40 may 
allow input of data into the first portable data storage device 
10. Data may be input into the further portable data storage 
device 40, for example using a keyboard, Voice recognition 
Software, or a handwriting recognition interface, for Subse 
quent transfer into the first portable data storage device 10. 
0125. In one embodiment, the portable data storage 
device 10, 40, such as either of those shown in FIG. 1 or 
FIG. 2, may contain data such as the medical or dental 
records of the owner of the portable data storage device. 
0126 The following pseudo code explains the normal 
operation of the system:— 

Portable Data Storage Device 10 

0.127 Every period, e.g. 1 second:— 

0128. Attempt communication with backup device 
2O 

0129. If successful, transmit update information if 
required 

0.130) If unsuccessful activate PDS Alert proce 
dure:— 

Backup Device 20 

We er1Od, e.g. 1 Second:- 0131 Every period, e.g. 1 d 

0132) Attempt communication with PDS device 10 

0.133 If successful, receive update information if 
required 

0.134. If unsuccessful, sound alarm for period or 
until cancelled 
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A typical PDSAlert procedure for the Device 10 may 
comprise:— 

0135 Sound alarm for set period 
0.136 Display “lost” 
0.137 Disable calls except to designated retrieval num 
ber 

0.138) 
(1) To register the backup and portable data storage devices 
with each other 

In addition, procedures are provided:— 

(2) To transfer data from the backup device to the portable 
data storage device or to a replacement portable data storage 
device following loss of data. 
0.139. Further alert procedures that may also be triggered 
by the separation of the portable data storage device 10 and 
the backup device 20 include those outlined below. 
0140. The portable data storage device 10 may alert a 
network to which it is connected. For example, a mobile 
telephone may send a Short Message Service (SMS) mes 
sage to a controller within the mobile telephone network. 
This may allow the mobile telephone to be disabled by the 
network. A user may then be required to contact the network 
operator before use of the mobile telephone may be facili 
tated. Alternatively, an SMS message may be sent to the 
owner of the portable data storage device. 
0.141. In an alternative alert procedure, the portable data 
storage device 10, in this case a mobile telephone, may 
connect to a central network control centre. This may occur 
automatically when the alert procedure is triggered, or the 
mobile telephone handset may enter an operational mode 
wherein a user is required to telephone a central network 
control centre before the handset may be used again. The 
central network control centre may require information, 
Such as a code or a password, before the alert procedure may 
be exited and before further use of the handset is permitted. 
0142. According to a further alert procedure, the portable 
data storage device 10 may display a message, which may 
include text or graphics, to indicate that the device has been 
lost or stolen. This message may include, for example, 
details of how to return the portable data storage device 10 
to its owner, or an identifier by which the police may identify 
the owner of the device. A password or code may be required 
to exit the alert procedure mode and remove the displayed 
message. 

0.143 A further alert procedure may cause the portable 
data storage device 10 to emit an audible tone (in addition 
to or instead of the tone produced by the backup device 20). 
If the portable data storage device is a mobile telephone 
handset, then the audible tone may be a ring tone, which may 
be a specific ring tone to indicate that the handset has been 
lost or stolen. As for the previous alert procedure, a code or 
password may be required to stop the emission of the audible 
tOne. 

0144. In a final alert procedure, the portable data storage 
device 10 may pass data to a network when the alert 
procedure is triggered. The network may be a control 
network over which the data may be passed to a central 
control centre. The data passed to the network may include, 
for example, location information for the portable data 
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storage device 10 (which may be implemented if the por 
table data storage device 10 has Global Positioning System 
(GPS) capabilities). The data may also incorporate informa 
tion about the owner of the portable data storage device, 
which may, for example, allow the owner to be informed of 
the loss of the device and reunited with the device if it is 
Subsequently located. Further, the data may comprise a 
unique identifier of the portable data storage device, for 
example the Bluetooth R serial number of the portable data 
storage device. 
0145 The alert procedures outlined above may be imple 
mented individually, or a combination of the alert proce 
dures may be used to increase security and the likelihood of 
the portable data storage device being returned to its owner 
after loss or theft. Each of the alert procedures may be 
implemented only after an initial delay and a number of alert 
procedures may each be implemented after a different initial 
delay. For example, an audible or visible alarm could operate 
at the backup device 20 immediately after initiation of the 
alert procedure, and the portable data storage device 10 
could implement a further procedure, for example telephon 
ing a central network control centre, after a preset delay 
period, for example an hour, if the alert procedure has not 
been aborted during this period. 

0146 It may be noted that any of the embodiments 
outlined above may be implemented in a two-way, sym 
metrical mode of operation. For example, the portable data 
storage device may also alert the user if the backup device 
is lost or stolen. 

0147 Furthermore, the backup and communication pro 
cedures between the portable data storage device 10, 40 and 
the backup device 20 outlined above may be initiated 
automatically when the devices come into range of each 
other. Alternatively, the procedures may be initiated at the 
request of the user, or only when the portable data storage 
device is put into a particular mode of operation. 
0148. It may also be noted that the backup device may 
provide output means, for example a screen or means for 
outputting data to a further device Such as a computer, on 
which the data backed up from the portable data storage 
device may be displayed. This may allow the data to be 
accessed even when the portable data storage device itself is 
unavailable. For example, backed up address book data may 
be accessed on the backup device when the portable data 
storage device is unavailable, for example if the portable 
data storage device has been lost or is being used to make a 
telephone call. 

0149. A further embodiment will now be described with 
reference to FIG. 3 in which a plurality of tagging units 54, 
56, 58 may be provided to communicate with a central 
control unit 50. The central control unit 50 may comprise the 
same functionality as each of the tagging units 54, 56, 58. 
but, in a preferred embodiment, the central control unit 50 
comprises additional functionality, as described below. 

0150. In this embodiment, the central control unit 50 
communicates periodically with the tagging units 54, 56,58, 
as described above for FIG. 1. The central control unit 50 
further comprises display means 52, for example a screen, 
via which the owner of the central control unit 50 may obtain 
information. This information may comprise, for example, 
the time at which each of the tagging units 54, 56, 58 was 
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last contacted by the central control unit 50, or the distance 
between the central control unit 50 and each of the tagging 
units 54, 56, 58. 

0151. According to one embodiment, the central control 
unit 50 of FIG.3 may be used by a parent or adult to monitor 
the movements of children, each of whom have been given 
a tagging unit 54, 56, 58. The central control unit 50 may 
implement an alert procedure, such as one of the procedures 
outlined above if the tagging device 54 belonging to a 
particular child moves beyond a predefined range. Different 
ranges may be set for different tagging devices and an alert 
procedure may involve notification of both the central 
control unit 50 operator (the parent) and the tagging device 
holder (the child). The alert procedure may comprise, for 
example, the central control unit 50 displaying a picture of 
the child who holds the tagging unit 54 that has moved out 
of range. This picture may then be used by the parent, for 
example to aid security guards or the police in identifying 
the child more easily. The alert procedure may also comprise 
an audible warning being emitted by the tagging device 54 
to aid retrieval of the child. 

0152. In one embodiment, the central control unit 50 may 
be the mobile telephone handset belonging to the parent. 

0153 FIGS. 4a and 4b illustrate two halves of a circuit 
layout of the backup device according to one embodiment of 
the present invention. This layout is shown by way of 
example only and modifications may be provided or alter 
native or additional components may be substituted for those 
shown. 

0154) With reference to FIG. 4a, in this embodiment, a 
dry cell or rechargeable battery 60 may be used to provide 
the power supply. An on/off switch 62, shown here as a 
slider switch, may be provided. In this embodiment, maxi 
mum width tracks are used for all battery connections 
outside the psu room to maximise the ground plane for all 
psu components and the battery. RF style tracking (max 
width and short) may be provided (part of psu room). 
Further, a switchmode regulator 76 may ensure that the 
BlueCore supply is maintained at 3.0+-0.1 Volts. 

O155 The circuit of FIG. 4a continues in FIG. 4b, with 
points 68 and 70 connecting to points 72 and 74 respectively. 
Paired outputs 76 may each source 4ma. In this embodiment, 
a Mitsumi WML-C06NH integrated circuit 78 is used as an 
integrated Bluetooth R transceiver and microprocessor run 
ning a stored program to implement the Software, but other 
devices may also be suitable and may provide the same or 
similar functionality. An antenna 80, a push button 82, a 
sounder 84 (in this case a Piezo Sounder) and a 9-way 
header 86 may also be provided. 

0.156. One embodiment of the system will now be 
described in more detail with reference to FIG. 5. In one 
embodiment, the backup device 210 may act as a remote 
access device or hands-free device for the portable data 
storage device 212 via the BlueToothTM link. For example, 
the backup device may incorporate a microphone 214 and 
speaker 216. Incoming calls may be answered or diverted to 
an answerphone via buttons 222 provided on the backup 
device. Buttons provided on the device may be back-lit for 
easy visibility in low lighting conditions. If the call is 
answered, incoming audio may be routed over the Blue 
ToothTM interface and output via the speaker 216. Audio 
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may also be collected by the microphone 214 and relayed to 
the portable data storage device 212. 
0157 The hands-free aspects of the operation of the 
backup device may be provided independently of the aspects 
relating to backing up data from the portable data storage 
device. That is, the backup device may act only as a 
hands-free or remote access device for the portable data 
storage device without providing any data backup capabili 
ties. Alternatively the backup device may only back up data 
relevant to its functionality as a hands-free device. For 
example, the backup device may maintain a record of 
telephone calls routed through the backup device or the 
backup device may store a copy of the directory information 
from the portable data storage device to enable a user to use, 
edit or view the information at the backup device. 
0158. In one embodiment, the data backup device 210 
may further be provided with a screen 220, preferably a 
Small screen, which may be used to display messages. Such 
as SMS text messages or MMS messages, received at the 
portable data storage device 212. 
0159. In this embodiment, the backup device 210 may be 
provided with means for attaching the device to the user. For 
example, the backup device may be implemented as a pin, 
badge or broach, which may be pinned to the user's clothing. 
Alternatively, the device may be integrated into an item of 
the user's clothing or an accessory, Such as a watch or 
jewellery. In one embodiment, the backup device may be 
provided with a strap or necklace to enable the backup 
device to be worn around the neck of the user. 

0160 In an alternative embodiment, the backup device 
may incorporate a large screen and camera to enable the 
backup device to be used as a remote, hands-free video 
calling device. This embodiment may also enable the user to 
view or create multimedia messages or video content on the 
backup device. 
0161. A further feature of the backup device may be the 
capability to receive and respond to audio commands. For 
example, if incoming telephone calls are routed from the 
portable data storage device to the backup device, they may 
be answered by the user using an audio command spoken to 
the backup device. Further, outgoing calls may be made to 
a selected recipient via the backup device using an audio 
command (such as the name of the recipient) spoken to the 
backup device. This may enable the backup device to 
provide truly hands-free remote access and control of the 
portable data storage device. 
0162. As illustrated in FIG. 5, the backup device pref 
erably further comprises one or more light emitting diodes 
(LEDs) 224. Two mutually distinguishable LEDs may be 
provided on the outside of the backup device. These LEDs 
may be used to indicate the status of the backup device, for 
example a red flashing LED may be used to indicate that the 
backup device is in an alert status and a blue flashing LED 
may indicate that the backup device is receiving data from 
the portable data storage device. A further LED or other light 
Source may be provided as a back-light for a screen provided 
on the backup device. Alternatively a single multicolour, for 
example tri-colour, LED may be provided to identify dif 
ferent modes and conditions of the backup device to the user. 
0163 A further embodiment of a hands-free and/or data 
backup device is illustrated in FIG. 6, in which various 
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features that may be provided with embodiments of the 
device are highlighted. It will be appreciated by one skilled 
in the art that not all of the features illustrated in the 
embodiment of FIG. 6 may be provided in every imple 
mentation of the system described herein. However, the 
system may incorporate a microphone 310, optionally with 
an auxiliary microphone hole 312, a DC jack 314, a power 
button 316 which may incorporate a back-lit icon, a tri 
colour LED 318, a function button 320 which may include 
a back-lit icon, speaker holes 322, volume up/down buttons 
324, 326 and provision for a neck strap 328, key ring or other 
attachment means. 

0164. The dimensions of the hands-free or backup device 
described herein are preferably such that it is easily carried 
by a user, for example in a pocket or around the user's neck. 
A typical device may have a length of greater than 50 mm, 
but less than around 90 mm, preferably around 75 mm, a 
width of less than 50 mm, preferably around 40 mm and a 
depth of less than 25 mm, preferably around 20 mm. This 
may allow the device to sit easily within the palm of a user. 
Embodiments of the device may be shaped ergonomically to 
enable the device to be easy to use, preferably by a user 
using only one hand. 
0.165. It is clear to one skilled in the art that the many 
different designs of the device described herein may be 
implemented and the claimed invention is not limited to any 
particular design. 

0166 Embodiments of systems and methods for backing 
up data using the backup device described above will now 
be set out in more detail. 

0.167 In one embodiment, the portable data storage 
device from which data is backed up by the backup device 
may comprise a mobile telephone. A wide variety of data 
may be stored by the mobile telephone, which may include 
but is not limited to directory data (e.g. contact details, in 
particular telephone numbers), short message format mes 
sages (SMS), multimedia format messages (MMS), image 
data (e.g. from a built-in camera), video data (e.g. down 
loaded video clips), audio data (e.g. music, ring tones), 
calendar, reminder, alarm and task information, data files, 
operational data generated by the mobile telephone (e.g. call 
records and billing information), applications (such as tools 
and games) and personal configuration information for the 
storage device. 
0.168. As will be appreciated, this data may be stored in 
a large number of different file formats, the files varying 
greatly in size. The frequency at which the data in the files 
changes and is updated also varies between the data. For 
example, the audio and video data may change only infre 
quently, whereas operational data and SMS and MMS data 
is likely to change each day. 

0169. Some or all of the data listed above may be backed 
up over a wireless link, preferably a BlueToothTM link, to the 
backup device described above. As described in more detail 
below, different backup cycles may be used to back up 
different classifications of data. 

0170 The data types listed may be classified into one of 
a number of predetermined data classifications. For 
example, one data classification may be “critical and volatile 
data”, which may include data that is both important and that 
changes rapidly over time, such as operational data and 
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calendar, reminder, alarm and task data. A further data 
classification may be “critical stable data”, which may 
include directory data, data files and personal configuration 
information. Other data classifications may include “volatile 
but non-critical data, which may include SMS and MMS 
message data and 'stable non-critical data”, which may 
include video, audio and image data. 
0171 The data typically found on a portable data storage 
device may be pre-classified into default data classifications 
by the supplier of the backup device or the portable data 
storage device. Preferably, however, the user can define or 
redefine at least some of the data classifications. For 
example, if data files on the portable data storage device are 
important to a user and often amended, this data type may 
be reclassified by the user as “critical and volatile data”, 
whereas, if the user does not use the calendar function on the 
portable data storage device, this data type could be classi 
fied as “stable non-critical data. In one embodiment, the 
different types of data may not be pre-classified and the user 
may classify each type of data into one of a plurality of data 
classifications. 

0172. As a further, highly preferable feature, individual 
items of data (for example a particular video data file or 
image data file) may be classified as a particular data 
classification. This may be done by setting a flag associated 
with the data item. 

0173 Classification of the data, or amendment of the 
pre-set data classifications, is preferably undertaken by the 
user using a user interface, preferably a graphical user 
interface. The graphical user interface may be provided at 
the portable data storage device, for example as a software 
application implemented on the portable data storage device. 
Alternatively, a user interface may be provided on the 
backup device either directly, for example via a screen on the 
backup device, or via a connection to a remote terminal, 
Such as a personal computer. In an alternative embodiment, 
a user interface may be implemented as a software applica 
tion on a computer and data entered into the application may 
be copied to the backup device and/or the portable data 
storage device. 

0174 Data items or data types may also classified into a 
“do not backup' data classification. For example, the user 
may not wish to have SMS or audio data backed up to the 
backup device. 
0175 Different backup cycles may be implemented for 
different classifications of data. For example, critical and 
volatile data may be backed up to the backup device 
periodically or quasi-continuously over an always-con 
nected or frequently-connected link between the portable 
data storage device and the backup device. Hence, data Such 
as reminder and calendar data or operational data may be 
backed up in a quasi-continuous manner. 
0176) Depending on the speed of the data transfer link to 
the backup device and the amount of data, critical stable data 
may also be backed up periodically or quasi-continuously to 
the backup device. Alternatively, critical stable data may be 
backed up regularly, but not continuously, to the backup 
device. For example, this classification of data may be 
transferred twice a day or once an hour to the backup device. 
Similarly, depending on the speed of the link and the amount 
of data, non-critical volatile data may be backed up in a 
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regular, but not continuous cycle. Non-critical, stable data 
may be backed up to the backup device in a less frequent 
cycle, for example once a day or once a week. 

0177. In a preferred embodiment, some data classifica 
tions, in particular non-critical, stable data, may be backed 
up only when the system is not performing any other tasks. 
For example, the data may be backed up when the level of 
activity of the processor of the portable data storage device 
has been below a predetermined threshold for a predefined 
length of time. This may enable the less critical data to be 
backed up only when the portable data storage device and 
backup device are not otherwise being used, for example to 
make a telephone call or process data. For example, the less 
critical data may be backed up at night. 
0178. On backup of the data from the portable data 
storage device, the data may be converted to a different 
format for storage at the backup device. Conversion of the 
data may take place at the backup device itselfor, preferably, 
at the portable data storage device before transfer to the 
backup device. 

0.179 At least some categories of data may also be 
compressed for storage at the backup device. Again, the 
compression may take place at the backup device, but 
preferably is performed at the portable data storage device 
before transfer of the data. 

0180. In one specific example, stable memory (e.g. inter 
nal Flash memory or electrically erasable programmable 
read-only memory (EEPROM)) may be provided at the 
backup device for at least 500 contacts. Each contact entry 
may include some or all of the information set out in the 
table below: 

Identifier No. Phonebook Entry Size (Bytes) 

1 First name 25 
2 Last name 25 
3 Company 25 
4 Job title 15 
5 Home telephone 16 
6 Office telephone 16 
7 Mobile 16 
8 Video call 16 
9 Fax 16 
10 E-mail 50 
11 User ID 25 

12 Total 245 Bytes 

0181. In a further embodiment, which may be imple 
mented in conjunction with or independently of the data 
backup system described above, the backup device may be 
used as a data transfer device. 

0182 Data may be transferred from the portable data 
storage device to the backup device over a short-range 
wireless link, such as a BlueTooth TM link. The data stored in 
the backup device may then be transferred to a third device, 
Such as a computer. 

0183 Transfer of data from the backup device- to the 
third device may take place over the short-range wireless 
link, for example a BlueToothTM link. However, preferably, 
the backup device is provided with one or more of a plurality 
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of different types of interfaces for connecting to the third 
device. Interfaces may include, but are not limited to, USB 
and FireWire. Alternatively, or in addition, the backup 
device may be provided with a card slot for reading and/or 
writing to a memory card to allow data received from the 
portable data storage device to be transferred to a third 
device via the memory card. For example, the backup device 
may be provided with a slot for a USB card or device, a 
Flash or Compactflash memory card, a Secure Data (SD) 
card, a Smartmedia card, a Memory Stick (MS), an XD card 
or a Multimedia Card (MMC). 
0184 As described above, the data format may be con 
verted on transfer of the data to the backup device. Hence, 
data stored in the portable data storage device may be 
transferred to the third device, via the backup device, in a 
format suitable for the third device. 

0185. In some embodiments, the data transfer system 
described above may be provided as a two-way system. That 
is, data may also be transferred from the third device to the 
portable data storage device via the backup device. 
0186 The data that is transferred to the third device may 
be selected automatically by the system, based on the data 
type (for example, all calendar data or all picture files) or 
may be selected by the user, at the portable data storage 
device, the backup device or the third device. 
0187. For example, in one embodiment, the portable data 
storage device may comprise a mobile telephone incorpo 
rating a camera with image-capture capabilities. Images 
taken with the camera may be stored in the memory of the 
telephone and communicated to the backup device over a 
BlueToothTM link according to a predetermined backup 
procedure. Using the backup device, the image may then be 
transferred to a third device. Such as a printer or a computer 
via a direct connection, such as a USB connection, or by 
transferring the image onto a data card, such as a Compact 
flash card, which may then be inserted into the computer or 
printer. The image may be converted from one file format 
(e.g. from RAW or TIFF) to another file format (e.g. JPEG) 
on transfer between the mobile telephone and the printer or 
computer. 

0188 The third device may also comprise a further 
portable data storage device. Such as a second mobile 
telephone. Hence the backup device may be used to transfer 
data between mobile telephones. 
0189 In one, specific embodiment, the backup device is 
provided with a slot for an SD card. Data from the portable 
data storage device is backed up to an SD card within the 
backup device over a BlueToothTM interface. Once the SD 
card in the backup device has been filled with data, it may 
be removed from the backup device for storage and a new 
card may be added to the backup device. Data transferred to 
the SD card may be deleted from the portable data storage 
device or may be marked as “backed up' data to indicate that 
it does not require further backup in any Subsequent Syn 
chronisation of the backup device and the portable data 
storage device. 
0190. In a further embodiment, the backup device 
described herein may be used as a transaction logging 
device. This aspect of the system may be implemented 
independently of or in conjunction with the systems and 
methods described herein. 
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0191 In one embodiment, the portable data storage 
device may comprise a mobile telephone. The backup device 
may back up operational data, for example call data records, 
from the mobile telephone to maintain a list of called 
numbers or received numbers and the time of duration of the 
calls. This may enable the owner of the mobile telephone 
(for example a company whose employee uses the tele 
phone) to monitor calls being made from the telephone. The 
backup device may initiate an alert procedure (for example 
transferring data over a network to a computer) on detection 
of a predetermined number or type of number (for example 
an international telephone number). 
0.192 In a further embodiment, the backup device may be 
supplied with a list of numbers, or types of numbers, that the 
mobile telephone is permitted to access. The mobile tele 
phone may seek permission from the backup device before 
making or receiving a telephone call and the backup device 
may block or permit access to the requested number. 
0193 Similarly, the backup device may be used to moni 
tor and control access to services by other types of data 
storage devices. For example, the backup device may moni 
tor access to the internet by a portable data assistant (PDA) 
or a laptop computer or PC. Details of requested domain 
names or IP address may be transmitted to the backup device 
for storage and possible onward transmission. This may 
enable a third party, for example the parent of a child, to 
monitor and control access to services such as the internet. 

0194 In a further, related embodiment, the backup device 
may be used to create and store a record of transactions 
made by a portable data storage device. For example, details 
of transactions such as financial transactions may be backed 
up to the backup device and stored for later retrieval or 
transfer to a third party device. 
0.195. In one particular embodiment, the portable data 
storage device may be credited it a number of credits for use 
in buying Small items, such as newspapers and drinks. Each 
transaction in which an item is purchased reduces the 
number of credits in the device. Details of these transactions 
may be stored in the backup device to allow a user to 
maintain a complete record of transactions and, in some 
embodiments, to allow a third party to access to transaction 
records to enable billing of the user or payment of the 
merchant from whom the item was purchased. 
0196. A further embodiment of the system described 
herein is set out below with reference to FIG. 7. Features of 
this embodiment may be implemented in conjunction with 
other features or embodiments of the system described 
herein. 

0.197 As set out above, in one embodiment, the backup, 
hands-free or communication device, which will be referred 
to in this embodiment as the secondary device, may be 
arranged to receive text (or other data, MMS, audio or 
Voicemail) messages from the portable data storage device. 
Such messages may be displayed to the user via visual 
means or relayed to the user via audio. For example, the 
secondary device may include text-to-speech Software to 
translate written data into an audio message. 
0198 As set out above, the portable data storage device, 
which will be referred to in this embodiment as the primary 
device, has data storage and long range communication 
capabilites and may comprise a mobile telephone or per 
Sonal digital assistant (PDA). 
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0199 Alternatively, or in addition, the secondary device 
may enable the creation and sending of new text, data or 
MMS messages. For the example of text messages, FIG. 7 
sets out in more detail one embodiment of the process of 
creating and sending a text message using the secondary 
device. 

0200. A command, preferably a voice command, to create 
a new text message is received at the secondary device from 
a user 410. The text creation application is started at the 
secondary device 412. This application includes voice-to 
text recognition Software, which receives audio from a user 
414 and converts it to text data in the secondary device 416. 
The text is then inserted into the payload of a text message. 
0201 Optionally, the text created by the secondary 
device from the audio data may be relayed to the user 418, 
for example the text data may be read back to the user via 
a text-to-speech application. The user may preselect, via a 
setting on the secondary device, whether the text message 
sending process should include this step. If the text data is 
relayed to the user 418, the user may verify that the text data 
is correct 420, preferably via a voice command. If correc 
tions to the text are needed, the user may submit further 
audio input to the secondary device 414, a new message may 
be created 416 and the user may re-verify the amended text 
data 418. 

0202 Once the user is satisfied with the text output, a 
destination identifier may be obtained from the user 422 and 
the identifier may be associated with the text data by 
formatting the text data and the destination identifier as a 
text message 424. The destination identifier may be a 
numeric identifier of the intended recipient for the message 
(e.g. the IMEI number of the recipient’s mobile telephone) 
or may be received in the form of an audio identifier (for 
example the name of the recipient), which may be translated 
into a numerical destination at the secondary device or the 
portable data storage device. 

0203 The text data and its associated destination identi 
fier may then be transmitted from the secondary device to 
the portable data storage device over the short range wireless 
communication link (e.g. BlueToothTM) 426. 
0204. It will be appreciated by one skilled in the art that 
steps of the process detailed in FIG. 7 may be omitted as 
appropriate or further steps may be added. Further, the steps 
may be implemented in a different order to that illustrated 
(for example, the step of obtaining the destination identifier 
422 may be undertaken before the audio input for the text 
message is received 414). 

0205 Further steps in the process, not illustrated in FIG. 
7, may include the receipt of messages from the portable 
data storage device confirming the sending or receipt of the 
text message. Such confirmation messages may be relayed 
to the user via audio and/or visual means. 

0206. A software application may be provided on the 
portable data storage device to enable the device to operate 
in conjunction with the text creation application of the 
secondary device. However, preferably, the secondary 
device interacts with the portable data storage device over 
the BlueToothTM interface to send messages from the por 
table data storage device without the need for additional 
Software. For example, the secondary device may operate 
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the portable data storage device to send a text message in an 
equivalent way to which a user would send a text message 
directly. 

0207. In an alternative embodiment, rather than the pro 
cessing of the audio data being performed at the secondary 
device, the audio data received at the secondary device may 
be relayed to the portable data storage device for voice-to 
text recognition to turn the audio data into text data. Alter 
natively, the processing of the audio data may be distributed 
between the portable data storage device and the secondary 
device. For example, the secondary device may perform 
Some pre-processing or partial processing of the audio data 
and the portable data storage device may complete the 
necessary processing. The processing at the two devices may 
be undertaken in series, with the secondary device forward 
ing the results of its processing to the portable data storage 
device, or the processing may be performed in parallel 
between the two devices over the short range wireless 
communication link. The location of the processing may 
depend on a preference set by the user or may depend on the 
type or content of the message being processed. 
0208. In one embodiment, as set out above, the voice-to 
text recognition Software may enable the recognition and 
sending of any text as a message. In an alternative embodi 
ment, only certain, pre-prepared messages may be sent using 
Voice commands. For example, a user may save pre-pre 
pared text messages to a memory in the secondary device or 
certain common messages may be Supplied with the sec 
ondary device. These messages may be selected at the 
secondary device, preferably using voice commands, and 
sent via the portable data storage device. 
0209. In the case of a multimedia format message, data or 
images (for example a business card) may be attached to the 
message, preferably via Voice commands, before the mes 
sage is transmitted to its destination. In one embodiment, 
Such attachments may be sent without adding text data to the 
message or with a pre-prepared section of text, for example 
the signature of the user. 
0210. The audio recognition functionality described 
above may also be used to enable the user to create data 
entries for the portable data storage device, for example 
calendar or task entries that may be inserted into the portable 
data storage device or notes that may be stored as text files 
at the portable data storage device. In this case, the desti 
nation identifier for the message that is created may refer to 
a destination internal to the portable data storage device, for 
example “calendar” or “notes”. 
0211. In one embodiment, the voice-to-text recognition 
software may be adaptive so that it may learn from the audio 
data it receives from the user and more accurately convert 
similar audio to the correct text data on Subsequent receipt 
of the same audio data. 

0212 Preferably, the secondary device receives and con 
verts audio data in the form of normal speech. However, for 
a secondary device with more limited processing power or 
specifications, the audio data may be received as single 
alphanumeric characters or symbol commands, in a similar 
way to which messages are currently created by hand. The 
single characters may then be converted into fluent text data. 
0213 To preserve the limited space available in text 
messages, the secondary device may convert the audio data 
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received into an abbreviated format consistent with that 
currently implemented in text messages. (For example con 
verting “later” to “I8tr” and “See you at 5 pm to “CU (a) 
5.) 

0214. It will be clear to one skilled in the art that 
variations may be provided to the system described above 
and further features may be implemented in conjunction 
with the system. 

0215. A further feature that may be implemented in 
conjunction with any of the systems described above is the 
immobilisation of the portable data storage device by the 
backup device. An immobilisation procedure may be imple 
mented by the backup device and/or the portable data 
storage device on the loss of the communication link 
between the devices for a predetermined period. For 
example, the backup device may transmit an identifier of the 
portable data storage device to the telephone network on loss 
of the communication link. This may allow the telephone 
network to block usage of the portable data storage device 
at least temporarily. Alternatively, or in addition, the por 
table data storage device may enter a locked mode on loss 
of the communication link to the backup device, in which 
some or all of the functionality of the portable data storage 
device is “locked' and unusable, preferably with the excep 
tion of being able to telephone emergency services. In a 
preferred embodiment, the portable data storage device 
become “unlocked' and fully usable if the backup device is 
brought back into communication range with the portable 
data storage device. 

0216. It will be clear to one skilled in the art that features 
of one embodiment described above may be implemented in 
conjunction with other embodiments. For example the data 
backup features in which different types of data are backed 
up according to different backup cycles may be implemented 
in a device that also provides hands-free calling access to the 
portable data storage device. 

0217. In one embodiment, further functionality may be 
added to the backup device by downloading software appli 
cations to the backup device. For example, the immobilisa 
tion functionality described above may be added to the 
operation of the backup device by downloading appropriate 
software to the backup device or the portable data storage 
device. The software may be downloaded over a telephone 
network or another network, such as the internet, for 
example via a wireless broadband network. 
0218. The backup device may further be provided with a 
power source appropriate to its functionality. For example, 
a backup device that simply backs up data from the portable 
data storage device may be provided with a small battery, for 
example a pair of AAA-size batteries, which may be 
rechargeable or replaceable. A backup device that provides 
more functionality, Such as the hands-free device, may be 
provided with a larger, preferably rechargeable, battery 
together with a charger or an attachable battery pack. 

0219. With regard to the design of the backup device 
itself, technical features which may be taken into consider 
ation in the design include the following: 

0220 any buttons on the backup device should be 
robust and should be positioned so that they are not 
easily activated accidentally 
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0221) the buttons may be manufactured from metal or, 
preferably, plastic 

0222 a multi-purpose housing facility may be pro 
vided for the attachment of for example, a key ring or 
a neck strap or means for attaching the backup device 
to an accessory or article of clothing of a user, Such as 
an integrated pin, may be provided 

0223 a magnifying lens may be provided as part of the 
enclosure for the alarm LED 

0224 the plastic from which the backup device is 
manufactured should be scratch-proof, suitable for 
heavy usage and pass a drop test of a few meters 

0225 embodiments of the backup device may have 
dimensions of around 55 mmx28 mmx15 mm 

0226 embodiments of the backup device may have a 
volume of around 25 cm 

0227 the backup device should be able to operate in a 
temperature range of around -20° C. to 55° C. 

0228 the speaker output may be grilled 
0229 housing should be provided for the power 
source, for example two AAA batteries 

0230 logos may be screen printed, engraved or moul 
ded into the plastic casing 

0231 Procedures may be provided to enable communi 
cation links to be set up and maintained between the portable 
data storage device and the backup device. In particular, 
procedures may be defined to enable the backup device to be 
coupled with a new portable data storage device, such as a 
new mobile telephone or to an existing portable data storage 
device, such as an old mobile telephone. Examples of Such 
procedures are set out below for illustrative purposes only. 
0232 A procedure for coupling a new or an old backup 
device with a new or an old portable data storage device may 
include one or more of the following steps: 

0233 Power on the backup device, for example by 
pressing a power button for 1 to 3 seconds. 

0234 Put the backup device in pairing mode, e.g. by 
pressing a further button or keeping the power button 
pressed for a further length of time. 

0235. The backup device indicates that it is in pairing 
mode, e.g. by having an LED glowing continuously. 

0236. The backup device may stay in the pairing mode 
only for a predetermined length of time, e.g. 3 minutes, 
after which it may power down if a pairing attempt has 
not been made. 

0237 Start the pairing application on the portable data 
storage device. 

0238 “Discover the backup device with the help of the 
user interface on the portable data storage device. 

0239). The application on the portable data storage 
device connects to the backup device with a known 
passkey, e.g. 4 digits long. 

0240 The backup device indicates completion of pair 
ing, e.g. by an LED blinking twice. 
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0241 The application on the portable data storage 
device may initiate synchronisation upon Successful 
pairing and moves into a protected State, which may be 
indicated by a beep and/or flash (e.g. blinking an LED 
once every 5 seconds) on the backup device. 

0242. The backup device may further power down for 
5 minutes in the event of 3 consecutive unsuccessful 
attempts to couple with the backup device. 

0243 An option to decouple the portable data storage 
device and backup device may be provided, for example by 
the entry of a passkey at the portable data storage device. 
Once the devices have been paired, the devices may couple 
automatically when they are Switched on. 
0244. Further predefined procedures may be imple 
mented between the portable data storage device and the 
backup device. For example, a manual synchronisation 
procedure may include one or more of the steps of 

0245 Couple the portable data storage device with the 
backup device. 

0246 Select the application on the portable data stor 
age device to start the manual synchronisation. 

0247 Display messages on the user interface of the 
portable data storage device relating to the progress and 
Success of the ongoing synchronisation and indicate the 
completion of a synchronisation session. 

0248 Provide an option on the portable data storage 
device application to cancel the synchronisation ses 
sion on request. 

0249 Prioritise GSM and hands-free events during a 
synchronisation session (with regard to both the pro 
cessor of the portable data storage device and the 
communication link), even if the devices are in a 
protected State. 

0250) An automatic synchronisation procedure may fur 
ther be defined, including one or more of the steps of: 

0251 Couple the portable data storage device with the 
backup device. 

0252) Initiate automatic synchronisation at the backup 
device on power on and at a predetermined time 
interval (e.g. once every 24 hrs) if the device is con 
tinuously on. 

0253 Prioritise GSM and hands-free events during an 
automatic synchronisation session, even if the devices 
are in a protected State. 

0254. If the portable data storage device is switched 
off the backup device delays the automatic synchro 
nisation by a predetermined length of time (e.g. 1 hr). 

0255. A user may further switch off beeping noises from 
the backup device by a predetermined procedure, e.g. by 
pressing the function button on the backup device or enter 
ing a passkey at the user interface of the portable data 
storage device. 
0256 If the portable data storage device and the backup 
device go out of range when coupled, the application on the 
portable data storage device may display a message to 
indicate immobilisation and the backup device may buZZ. 
beep and/or flash to indicate immobilisation. 
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0257 The portable data storage device may support a 
piconet to enable the immobilisation feature to be available 
when the device is used with a BlueToothTM hands-free 
device. The application on the portable data storage device 
may ensure that priority is given to GSM and hands-free 
activities. 

0258 Data recovery and upload functionalities may be 
provided from the backup device in case of loss of the 
portable data storage device. An application may be pro 
vided on a PC which may operate over BlueToothTM to 
synchronise the data from the backup device. Data recovery 
may also be provided with the help of a service centre, who 
may be able to authenticate genuine users and enable data 
recovery. The facility may be provided, for example on the 
portable data storage device application or a PC application, 
to clear the contents of the backup device. 
0259 When the portable data storage device is immobi 
lised, it will preferably still be possible to make emergency 
telephone calls to a predetermined number. In one embodi 
ment, incoming calls and messages are not disabled in the 
immobilisation mode. Immobilisation of the device is 
ensured even if the portable data storage device is powered 
off and back on after immobilisation. 

0260 The backup device may further include a low 
power or low battery warning, for example when the battery 
level falls to less than 5% of its capacity. This may be 
implemented as a beep or flash and/or a low power message 
may be sent to the application on the portable data storage 
device, which may display a, preferably flashing, icon. 
0261) A SIM lock may also provided by the application 
on the portable data storage device to prevent unauthorised 
users accessing the SIM by other means. 
0262 Further features of the operation of one embodi 
ment of the backup device are set out below by way of 
example. In this example, the portable data storage device is 
a mobile telephone. 
0263. With the backup device in a Power Down State 
both the red and blue LED will be OFF. Power ON the 
backup device by pressing Button 1 for more than 3 seconds. 
Power ON state is indicated by the Red LED blinking once 
in every 5 seconds. Keeping the Button 1 pressed for more 
than 6 Sec will put the backup device into pairing mode. 
Pairing State is indicated by the solid glow of the Blue LED. 
The backup device will be in pairing mode for 3 minutes. 
During this period, it can be paired from the mobile phone. 
0264. If the backup device is already paired with a 
mobile, backup device will try to couple with the mobile 
phone. Upon successful coupling the blue LED on the 
backup device starts blinking once in every 5 sec, now the 
backup device is in protected State. 
0265. If the backup device is not paired with any mobile 
phone, the backup device will go to Power Down state after 
10 seconds. If backup device fails to connect, it retries for 3 
times and goes into Power Down state. While going to 
Power down state Red LED blinks 3 times with 1 sec delay. 
0266. In the Pairing State, this is indicated by the solid 
glow of the Blue LED. In Pairing mode the backup device 
responds to a pairing request. Upon Successful pairing, 
backup device enters the Protected state, which is indicated 
by Blue LED blinking once in every 5 seconds. If the other 
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side provides a wrong passkey 3 times during pairing, the 
backup device will go into Power Down state for 5 mins. 
The backup device will be in pairing mode only for 3 mins. 
If there is no attempt for pairing from the other side the 
device will go to the Power Down state. 
0267 A blue LED blinking once in every 5 sec indicates 
that the backup device is in a protected state. If the backup 
device enters protected state from the Power Down state and 
not from Pairing State it issues the Synchronisation request. 
If the synchronisation is cancelled from the mobile the 
backup device retries every 10 minutes until the synchroni 
sation happens successfully. If the backup device is con 
tinuously switched ON for more than 24 hrs it shall issue 
synchronisation again. 

0268 Pressing Button 2 on backup device for more than 
3 sec will issue a manual synchronisation request. If the 
backup device or mobile phone moves out of range or 
mobile is switched OFF, the backup device enters an Out of 
range state. Out of range state is indicated by the BuZZer 
alarm and Red LED blinking every second. 

0269 Pressing the Button 1 for more than 5 sec 
decouples the backup device from the mobile phone and 
switches OFF the backup device. The backup device turns 
the Buzzer ON and Red LED starts blinking every second 
upon the alarm request from mobile phone. 

0270. If the backup device finds that Battery has drained 
below the specified level (5%) it sends a Battery low 
indication to the mobile phone along with a beep on backup 
device as soon as it enters this state and also once per day 
if it is kept ON continuously. 

0271 Upon request from the mobile phone application, 
the backup device changes the passkey. Also, the backup 
device clears the non volatile memory upon request from the 
mobile phone. 

0272. If the backup device is in an Out of range State, the 
Buzzer alarm and Red LED blinking every second indicates 
this state. If the backup device or mobile phone is brought 
back in range, the Buzzer is turned OFF and the backup 
device couples with the mobile phone and enters Protected 
state. Pressing the Button 2 for more than 5 sec will mute the 
Buzzer. In this state if the backup device and mobile phone 
come back in range they get coupled and move into the 
protected state. The Buzzer will be un-muted. If this state 
does not change within 10 sec by either bringing back the 
mobile in range or Muting the Buzzer by pressing Button 2 
for more than 3 sec Buzzer will alarm continuously for 10 
sec and then start beeping /2 a second for every 10 sec. 

0273. The table below sets out the indications provided 
for different states of the backup device according to one 
embodiment. 

Sl. No State Indication 

1 Power down Red and Blue LED OFF 
2 Power up Red LED blinking every 5 sec 
3 Pairing state Blue LED glowing Solid 
4 Coupled state Blue LED blinking every 5 sec 
5 Out of range Buzzer alarm and Red LED blinking 

every second 
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-continued 

S. No State Indication 

6 Alarm Request from Buzzer alarm and Red LED blinking 
the mobile phone every second 

0274 The table below indicates the Button options avail 
able with one embodiment of the backup device: 

Sl. No Current state Option Button operation 

1 Power down Power ON Button 1 press for more 
than 3 sec 

2 Power down Pairing mode Button 1 press for more 
than 6 Sec 

3 Protected Decouple and Power Button 1 press for more 
OFF than 3 sec 

4 Protected Manual Button 2 press for more 
synchronisation than 3 sec 

5 Out of range Mute the Buzzer Button 2 press for more 
than 3 sec 

0275. The operation of one embodiment of an application 
that may be implemented on a portable data storage device, 
Such as a mobile telephone, in conjunction with the system 
described herein is set out in more detail below. The appli 
cation described is an immobilization application. 
0276 To start the application, start the backup applica 
tion on the mobile. It should display a help screen guiding 
the user to select the Options button. The mobile then 
displays a message such as: 

0277) “Welcome. To start select the Options button” 
0278. The Options button displays a list of available 
menus like: 

0279) “Locate Backup device 
0280 Tools 
0281 Help 

0282) Exit” 
0283. Upon selection of Locate Backup device menu 
item, the application will first check if BlueToothTM is ON 
and will provide an option to the user to turn on Blue 
ToothTM: 

0284) “BlueToothTM not ON. 
0285 Turn it ON now?” 

0286 If the user cancels the operation, the application 
will return to the main menu. 

0287. Otherwise, it will proceed to discover BlueToothTM 
devices in the vicinity and display a list of devices using the 
standard BlueToothTM display menu. 

0288 “Last devices found: 
0289 More devices 
0290 blah . . . blahl 
0291 blah . . . blah2 
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0292. If a device with which to pair is selected, the 
application will attempt to pair with the backup device with 
the default passkey (0000). If successful, a timed message 
will appear indicating the same and recommendation to 
change the passkey: 

0293) 
0294 Please register your unique passkey.” 

“Backup device successfully paired. 

0295) Otherwise, the user will be prompted to re-enter the 
device passkey: 

0296) 
0297 If at this point, the user cancels the operation, the 
user shall be returned to main Options and the device state 
is not protected. A hard icon displaying this would appear on 
the screen to indicate this state. 

“Re-enter passkey: ***** 

0298 After approximately one second after successful 
pairing with default passkey, the user shall be prompted to 
register a unique passkey for the device and to recover from 
immobilise situation. 

0299) 
0300 Following this a dialog box will to validate the 
previously entered passkey. If the user typed a different pass 
key, the previous dialog box will reappear followed by the 
confirmation dialog until the user has it right: 

0301) 
0302 Immediately after registering the passkey the 
mobile will attempt to synchronise with the device and 
display a dialog box as shown below, preferably with a 
progress bar: 

0303) 
0304 At the end of this process, the backup device is 
synchronized and mobile is protected. A message box to 
announce this will appear. Also a hard icon to display this 
state shall be displayed. 

0305 
0306 If the backup device happens to go out of range or 

is switched off and the mobile phone is in protected state, the 
immobilization application takes over and locks the phone. 
In this state, if the backup device happens to come back 
within the range of mobile or is switched on, the immobi 
lization application shall automatically unlock the phone. 
The application shall produce a bleep sound to inform the 
user about this event. 

0307 In the immobilized state, the mobile phone shall be 
locked to prevent misuse. In this situation, a message prompt 
will appear as shown below. It provides an input box for 
entering a passkey to recover from the situation. Any ongo 
ing calls shall not be affected if the mobile is protected. 
Immobilization comes into effect after the call has ended. 

“Register unique passkey: ***** 

“Re-enter passkey to confirm: ***** 

“Synchronising with backup device' 

“Congratulations! Mobile is now protected.” 

0308 “Immobilised. Only emergency services. 
0309 Enter passkey to recover. 
0310) ***** 

0311. In the immobilize state, the Option menu will be a 
limited functionality as shown below. On selecting the 
Emergency Calls menu, user may make only emergency 
calls. The user shall be able to take calls as well but no 
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additional functionality would be available such as Caller Id 
display. The Accept/Reject call buttons would be active. 

0312 
0313 Emergency Calls 
0314 Help” 

0315. On selecting the Recover menu, the application 
shall display the immobilized prompt as shown below. If the 
user attempts to enter the password more than 3 times, the 
phone shall initially prevent recovery for 5 min. The recov 
ery menu shall be greyed out to indicate this. This interval 
will progressively increase to 10 min, 20 min, etc. if further 
attempts are carried out unsuccessfully. 

0316) 
0317 Emergency Calls 
0318 Help” 

03.19 Limited set of functionality and user interface 
would be available during the immobilised state of mobile. 
The emergency services available would be dependent on 
the network provider and shall include: 

“Recover 

“Recover 

0320 Ability to make emergency calls 
0321 Ability to receive calls (without caller id info) 

0322 The backup device will attempt to synchronize the 
data with the mobile every day. However, priority would be 
given to other mobile events like placing and receiving calls, 
messages, camera and mobile applications over Blue 
ToothTM. This can cause the sync to be deferred until next 
opportunity available during the day. If the sync is success 
ful, next sync will be attempted after approximately one-day 
period. 

0323 The user may at any point of time choose to disable 
immobilisation functionality. This can be done using the 
Immobilise menu option. A dialog box with radio buttons 
will open showing the current setting. The user can navigate 
to the OFF position. 
0324. The application shall verify that it is an authorized 
request by prompting for the passkey as shown below. If a 
valid passkey is entered, the immobilisation functionality 
would be disabled. 

0325) 
0326. At any time after disabling immobilisation, if the 
user wishes to turn on the feature back again, the user can 
go to Option>Immobilisation. The dialog box as show in 
figure below will appear and user can navigate to the ON 
position to turn on the feature. No password confirmation 
will be needed for this case. 

“Please enter passkey to confirm: ***** 

0327. A user may choose to perform manual sync of 
information at any time with the coupled backup device. For 
this the user can select Options>Tools>Synchronise. A 
progress bar dialog box will come up indicating the status of 
transfer. At any time the user can cancel the task by pressing 
the Cancel button. 

0328. On successful completion of sync, the phone will 
display a message indicating the same. 

0329 
0330 Backup device is synchronised.” 

“Congratulations 
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0331. The user may change the passkey for the device. 
Upon selection of Options>Tools>Change passkey, the 
application shall prompt for the current passkey of the 
backup device. If the proper passkey was provided, the 
application shall ask the user to register new unique passkey 
and confirm the same as described earlier. 

0332 The user may also clear the memory of the backup 
device. Upon selection of Options>Tools>Clear memory on 
backup device, the application shall prompt for the passkey 
for this operation. After a further confirmation to proceed, 
the application shall send a message to the backup device for 
clearing the contact information. 
0333) The user shall be alerted about a low battery 
condition of backup device. The backup device will send an 
alert message once every 4 hours if the battery level falls 
below 5%. The application shall display a message when it 
receives the alert from backup device. Suitable hard icon 
would be displayed to reflect the low battery condition of 
backup device. Also if there is an ongoing call or any other 
event, the application shall defer the display low battery alert 
message. 

0334) “Attention 
0335 Backup device low battery.” 

0336. Usage of the mobile may be prevented if it is stolen 
and the SIM is removed from it. The backup application 
shall lock the SIM if the immobilization takes place and 
unlock the SIM if it comes out of immobilization. 

0337 Features of embodiments of the system described 
herein are summarised below. It will be appreciated that 
embodiments of the system may implement some of the 
features set out below and in any combination. 
Data Storage 
a. Contacts 

b. Text messages 
c. Pictures 

d. Files (pictures, documents, music files) 
e. Settings 

f. Ring tones 

g. Personal sensitive information 
h. Personal medical information. 

Alarm 

a. LED 

b. Buzzer 

c. Vibrator 

d. Handset ring tone 
Immobilization 

a. Immobilization for Phone and SIM 

b. Sending text messages to the network 

c. Remote locking for mobile phones 
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Broadcast of Emergency Information 
I-Migo Tags 
Access Control 

a. For buildings 
b. For Computers 
Digital Rights Management (DRM) 

Piconet for Additional Devices and Device Types 
a. I-Migo along with a Headset or Hands free device. 
b. I-Migo along with other device types such as laptops and 
digital cameras. 
Provision for Memory Card (SD Card) 
An in-built MP3 player 
USB Download option for upgrades 
LCD with scroll and input option 
0338. Different embodiments of the device may be 
designed for specific purposes e.g. Hands Free alone, Data 
storage with Hands Free. 
Different IDs 

Sponsorship 

0339) Different Versions of the backup device may be 
provided, for example: 
1. The backup device as a basic storage device. 
2. The backup device as an enhanced data storage device to 
be able to store additional types of objects like messages, 
pictures, documents and music files. 
3. The backup device as a Hands Free device supporting 
only the hands free features. 
4. The backup device as a data storage device with Hands 
Free capabilities. 
5. The backup device as Hands Free device with audio 
playback of music files stored on the backup device or the 
portable data storage device, for example playback of MP3 
files. 

6. The backup device functioning as tags (Security tags). 
0340. As will be clear to one skilled in the art, embodi 
ments of the device may incorporate any one or more of the 
features described above. For example, features such as 
hands-free operation of a portable data storage device may 
be provided independently or in conjunction with other 
features, such as the data backup features. 
0341 The above description is provided by way of 
example only and modifications of detail may be provided. 

1. A backup device comprising a secondary user-carried 
device for backing up data from a primary portable data 
storage device, the backup device comprising: 

a short-range wireless communication link: 
a communication interface for communicating with the 

primary portable data storage device over the commu 
nication link to receive data to back up and to check for 
removal of the primary portable data storage device; 
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storage for storing data received over the communication 
link from the primary portable data storage device; and 

a triggering device for triggering an alert procedure when 
the primary portable data storage device is out of range 
for a predetermined period. 

2. A backup device according to claim 1 wherein trigger 
ing an alert procedure comprises triggering an alarm signal. 

3. A backup device according to claim 1 further compris 
ing a detection device for detecting whether the wireless 
communication link of the portable data storage device is in 
SC. 

4. A backup device according to claim 1 wherein the 
backup device further comprises a rechargeable battery. 

5. A backup device according to claim 1 wherein the 
backup device is mounted in a housing for mounting on a 
key-ring, in a wallet, on a watch or attachable to or part of 
an article of clothing. 

6. A backup device according to claim 1 wherein the alert 
that is triggered is perceptible to a user within a pocket of the 
clothing of a user. 

7. A backup device according to claim 1 wherein the 
alarm that is triggered includes at least one of an audible 
alarm or a vibrating alarm. 

8. A backup device according to claim 1 further compris 
ing an input interface for receiving a pairing signal to allow 
the paring of the backup device with the primary portable 
data storage device. 

9. A backup device according to claim 1 wherein the 
backup device is configured without a user interface for 
enabling direct input of data into the storage. 

10. A backup device according to claim 1 further com 
prising a communication interface for communicating data 
stored in the backup device to restore data to the portable 
data storage device or to a replacement portable data storage 
device. 

11. A backup device according to claim 1 further com 
prising an interface for communicating with a network. 

12. A backup device according to claim 1 further com 
prising a user interface for receiving a user input to cancel 
the alert procedure. 

13. A backup device according to claim 1 further com 
prising a registration or authorisation interface for pre 
registering the portable data storage device with the backup 
device to authorise pairing of the backup device and the 
portable data storage device. 

14. A primary portable data storage device comprising: 
storage for storing data; 

a short range wireless communication link; and 
a communication interface for communicating with a 

secondary backup device over the short range wireless 
communication link, 

wherein the primary portable data storage device is con 
figured to communicate with the secondary backup 
device over the wireless communication link to trans 
mit data from the storage to the secondary backup 
device. 

15. Apparatus for creating a message at a primary device 
having data storage and long range communication capa 
bilities, the message comprising a header including a des 
tination identifier for the message and a message payload 
including text data, the apparatus comprising: 
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an interface for receiving audio data from a user at a 
secondary device connected to the primary device over 
a short range wireless communication link: 

a processor for processing the audio data to convert the 
audio data to text data; 

an interface for obtaining a destination identifier for the 
message; 

a device for generating a message incorporating the text 
data and the destination identifier; 

an output interface for transmitting the message to the 
primary device over the short range wireless commu 
nication link. 

16. A communication device comprising: 

a communication interface for communicating with a 
portable data storage device over a short-range wireless 
communication link to transmit audio and/or video data 
between the portable data storage device and a user in 
real-time; 

an output interface for outputting audio and/or video data 
received from the portable data storage device to the 
user, 

an input interface for receiving audio and/or video data 
from the user for transmission to the portable data 
storage device; 

a device for Supporting the communication device in 
relation to the user, away from the ear of the user. 

17. A communication device for backing up data stored on 
a portable data storage device, the communication device 
comprising: 

a communication interface for communicating periodi 
cally or quasi-continuously with the portable data stor 
age device over a short-range wireless communication 
link to back up data stored on the portable data storage 
device; 

a communication interface for communicating with the 
portable data storage device over the short-range wire 
less communication link to transmit audio and/or video 
data from the portable data storage device to a user in 
real-time. 

18. A communication device according to claim 17 further 
comprising an interface for transmitting audio and/or video 
data from the user to the portable data storage device in 
real-time. 

19. A communication device according to claim 17 further 
comprising a device for monitoring receipt of real-time 
audio and/or video data at the portable data storage device 
and notifying the receipt of the data to a user. 

20. A communication device according to claim 17 further 
comprising a device for displaying video and/or text-based 
data to the user. 

21. A communication device according to claim 17 
wherein the short-range wireless communication link com 
prises a BlueToothTM communication link. 



US 2006/0240806 A1 Oct. 26, 2006 
21 

22. A backup device for backing up data from a portable 23. A portable data storage device comprising: 
data storage device, the backup device comprising: a short-range wireless communication link for communi 

cating with a backup device; 
a short-range wireless communication link: a storage device for storing data of a first data type and 
an interface for communicating periodically or quasi- data of a second data type; 

continuously with the portable data storage device over 
the wireless communication link to back up data com 
prising a first data type; 

an interface for communicating periodically or quasi 
continuously over the short-range wireless communi 
cation link to back up data of the first data type at the 
backup device; 

an interface for communicating at a predetermined rate of 
recurrence over the short-range wireless communica 
tion link to back up data of the second data type at the 
backup device. 

an interface for communicating at a predetermined rate of 
recurrence to back up data comprising a second data 
type; 

storage for storing the data obtained. k . . . . 


