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DETERMINING A LEVEL OF RISK FOR MAKING A CHANGE USING A
NEURO FUZZY EXPERT SYSTEM

RELATED APPLICATIONS

[6001] This application is related o co-pending U.S. Patent Application No.
PCT/US2012/047501, filed on July 20, 2012, entitied “PROBLEM ANALYSIS
AND PRIORITY DETERMINATION BASED ON FUZZY EXPERT SYSTEMS,”
by ivanov, having Attorney Docket No. 83014356 and assigned io the assignee

of the present application.

BACKGROUND

16002] Frequently, organizations need o make changes o their information
technology (IT) infrastructure. Generaily, changes involve risk, Although a
simple change may seem innocuous, the simple change to the 1T infrastructure
can still cause a large amount of damage in proportion to their complexity.
There are a many examples of expensive impacts caused, for example, by one

missing symbol in software code.
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BRIEF DESCRIPTION OF THE DRAWINGS

[8003] The accompanying drawings, which are incorporated in and form a part
of this Description of Examples, illustrate various examples of the present
disclosure and, together with the description, serve {o explain principles

discussed below: The Figures are not drawn 10 scale unless specified.

[6004] Figure 1 depicls hierarchical neural network, according o one

embodiment.

[0005] Figure 2 depicts a change risk determination system, according o one

embodiment.

[0008] Figure 3 depicis a flow chart of a method of determining a level of risk for

making a change, according o one embodiment.

[0007] Figure 4 depicts a change risk determination system, according 1o one

embodiment.

[6008] Figure 5 depicts a hierarchical neural network, according o one

embodiment.

16008] Figure 6 depicts a flowchart 600 for generating a valid trained neural

network, according to one embodiment,
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DETAILED DESCRIPTION EXAMPLE

[3818] Referance will now be mads in detail {o various embodiments of the
subject matter, examples of which are illusiraled in the accompanying drawings.
While various embodiments are discussed herein, it will be understood that they
are not intended to limit to these embodiments. On the confrary, the presented
smbodiments are intended to cover alternatives, modifications and equivalents,
which may be included within the spirit and scope the various embodiments as
defined by the appended claims. Furthermore, in the following Description of
Embodiments, numerous specific details are set forth in order o provide a
thorough understanding of embodiments of the present subject matter.
However, embodiments may be practiced without these specific details. In
other instancas, weil known methods, procedures, components, and circuits
have not been described in detail as not to unnecessarily obscure aspecis of

the described embodiments.

[6011] Unless specifically stated otherwise as apparent from the following

discussions, it is appreciated that throughout the description of embodiments,

LG LA

discussions ulilizing terms such as “generating,” “receiving,” "analyzing,”

5L

“determiining,” "communicating,” “raining,” "performing,” “processing,”

%4,

‘detecting,” “operating,” “using,” “accessing,” “ransitioning,” “comparing,”

5556 %8 5556

“‘associaling,” “requesting,” “deleting,” "maodifying,” "adding.” “receiving,”

“ransmitling,” "communicating,” “creating,” "oblaining,” "executing,” "storing,”

» &« %4,

“‘detecting,” “swilching,” “causing,” “transforming data,” “modifying data o
transform the state of a computer system,” or the like, refer to the actions and
processes of a computer system, dala storage system, storage system
conitroller, microcontroller, processor, such as a central processing unit (CPU),
or similar electronic computing device or combination of such electronic
computing devices. The compuler system or similar elecironic computing
device manipulates and transforms data represented as physical {electronic)
guantities within the computer system’s/device’s regisiers and memories info

other data similarly represented as physical guantities within the compuler
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system's/device’s memories or registers or other such information storage,

transmission, or display devices.

160121 Many organizations use a simple matrix {o categorize risk and to
determine the level of risk for a change (aiso referred {0 as “change risk”) {o an
{T infrastructure. Howsever, these matrixes are static with predefined
combinations of possible input values and oulput values based on their
selection. The static mairix solution uses only two input values which are not
enocugh for assessing real and objective changs risk, Additionally, realistic
solutions can be very complex and hard to implement especially when

calculating more than three input variables.

[6013] Cther organizations may use a Microsoft (MS) Excel file as a “Change
Risk Impact Assessment Tool.” Such a file contains several assessment
criteria for which a person must select linguistic inputf values. Based on the
selected linguistic value a specific predefined digit value is set, for example,
between the values of 1 and 10. For each of these assessment criteria a
different weight is defined which is multiplied with the predefined digital value.
The change risk is defined based on the summation of tine weighted input
digital values and intervals of the predefined result values. This type of file
provides a distributed solution which is very hard o keep up to date for all of the
personal who are using it. Additionally the person who is calculating the risk
using the file could manipulate the predefined values, weights and resuit. This
can lead to an unrealistic and subjective assessment of the level of risk that

results from a potential change.

16814] Other organizations may use a change management workflow tool
application which is a type of risk assessment calculator. A change
management workfiow tocl application includes a questionnaire based on
predefined guestions which represent risk faciors. Based on these risk factors,
the level of risk that results from a potential change can be calculated. Weighis

are predefined and associated with each of the questions. The risk is
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calculated by the system based on the selectad values, which are ordinarily
selected from drop-down menu with predefined possible linguistic values, for

each of the risk factors.

18818 For all of these conventional solutions, the human problem creator
defines the values of the input variables based on their own perception,
understanding, instinct, intuition, knowledge, team discussions and so on. This
can lead to subjective and unrealistic assessment of the risk invoived in making
a change. The result will freguently be an incorrectly implemented change
which can lead o occurrences of incidents and problems some with critical
impact on the business operations and processes. Additionally, the possibilities

of breaching the service level agreements (SLAs) will increase.

(601 6] Additionally the available previous solutions do not provide learning and
training functionality, which can eliminated or reduce the dependency of

constantly keeping experts available.

10017] Generally, changes involve risk. Although a simple change may seem
innocuonus, the simple change can still cause a large amount of damage in
proportion to their complexity. There are a many examples of high business
impact and expensive business impact caused, for example, by one missing
symbol in software code. Therefore, according {o one embodiment, factors are
identified that may disrupt the business, impede the delivery of service
warranties or impact corporate objectives and policies. The issue of risk to the
business of any change is considered prior {o the authorization of any change,

according to one embodiment.

10601 8] According to one embodiment, the risk is understood and evaluated from
the business perspective, for example, by a service provider. Assessing risk
from the business perspective can produce the correct or best possible course
of action which can be very different from that chosen from an information

technology {IT) perspective. Therefore, according (o one embodiment, various
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impact criteria from business perspective are considered during change risk
analysis and assessment. For example, as many as possible impact criferia
are considered. Possible criteria used for more realistic and accurale change
risk analysis can include:

¢ Impacted Business Services and Processes

¢ Affected Configuration lems (Servers, Applications, Software, Network

components and elc)

¢ Necessary people rescurces for change implementation

« Related for implementation changes

e Organizational visibility

s Back out (rolled back) efforis

=  Resources sxperience

s Expected time for change completion

= (Change implementation ime

¢ Estimated financial impact

¢ FMeople affected

[6818] Answers o these questions involve experience, broad and deeper
knowledqge, and skills of experts in several domains. Most of the personnel who
are planning the change and analyzing ils risk are not experts or do not
possess all the necessary skills or knowledge to perform detailed and objective

analysis.

160281 To perform such aclivity, according 10 one embodiment, an intelligent
technique is used in order o quantify more realistically the change risk analysis
and derive a level of change risk. According o one embodiment, the inlelligent
technique has learning capabilities in order o follow the organization internal

changes and reduce the dependence on human experts.

16821 Change Management is ong of the information technology infrastructure

library (ITIL) processes that are a suitable candidate for implementing intelligent
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techniques like fuzzy logic for its optimization. The change management
process controls and manages changes o services and associated {T
infrastructure components, which are represented as Configuration ltems (Cls},
promotes business benefits while minimizing the risk of disruplion to services
and therefore the impact on the business. Change Management manages

coordinates and controls the implementation of Requests for Change (RFCs).

160221 One of the crucial moments during change planning phase is the changs
risk assessment phase. Risk can be identified as the harm or loss that resulis
from a possible event or the affect on the ability to achieve defined objectives.
A risk can be measured by the probability of a threal, the vulnerability of the
asset o that threat, or the impact an event wouid have if it occurred, or a
combination thereof. Risk assessment can involve analyzing threats and
weaknesses that have been or would be introduced as a result of a service

change.

[6023] Therefore, according 1o various embodiment, a change risk
determination system is provided that includes neuro-fuzzy expert system logic
that is used as a part of analyzing changes to the 1T infrastructure and the risk
that results from those changes. According to one embodiment, the change
risk determination sysiem combines an intelligent technigue like fuzzy logic,
neural networks, Tl framework recommendations and practice techniques.
According to one embodiment, the change risk determination system can
execute the process of change risk analysis and assessment in the {T service
management area using the neuro-fuzzy expert system logic. The change risk
determination system can deal with the ambiguity of representations of human
gxpert knowledge by using fuzzy logic. Ambiguity can be defined as a condition
where there is lirnited knowledge or it is not possible to precisely define the

current state or future resull.

[0024] According o one embodiment, the change risk determination sysiem can

deliver a new approach for better and more intelligent use of the human expert
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knowledge for change risk analysis and uses fuzzy logic to quantify more
realistically the classical change risk analysis and to arrive at conclusion that
represents the risk of making a change. Additionaily the change risk
determination system can implement the neural networks learning capabilities.
A neural network with learning capabilities combined with fuzzy logic represents

neurg-fuzzy-experi-system-logic, which can deliver the best of both.

[603235] The change risk determination system can be implemented on a single
server, distributed across a plurality of serves, or as cloud based solution. The
cloud based solution can optimize the management of resources, cosls, storage
and performance based on the corporate or regulatory policies or a combination

thereof.

[6028] Figure 1 depicis hierarchical neural network, according o one

embodiment.

(00271 As depicted in Figure 1, the neural network is hierarchical with five neural
network layers. The first neural network layer A is the fuzzy input value nodes
1.8, the second neural network layer B is the fuzzy input value term nodes 1.b,
the third neural network layer C is the fuzzy rule nodes 1.¢, the fourth neural
network layer D is the fuzzy oulput value term nodes 1.d, and the fith layer E is

the fuzzy output value nodes 1.e.

[6028] More specificaily, the five neural nelwork ayers include:
s A Neural network layer A (Figure 1) includes two inputs |1 and 12 {(Figure
1). According to one embodiment, both of these inpuis 11 and 12 are
crisp input value nodes and can contain values as discussed herein,
« B. Neural network layer B (Figure 1), which contains the input fuzzy value
terms 1.b {(Figure 1). The fuzzy input terms 1b (Figure 1) are associated
with the fuzzy inputs ta (Figure 1), for example, as discussed herein.

%

The fuzzy input terms 1b can have values such as "few,” “average,”

“many,” low,” “‘medium,” *high,” as discussed herein.
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= C. Neural network layer C (Figure 1), which conlains the fuzzy rules 1.¢,
as discussed herein. The fuzzy rules 1.¢, according to one embodiment,
are fuzzy rule nodes.

e [ Neural network layer D, which contains the fuzzy cutput terms OT1-
OT5. The fuzz output terms OT1-0T5 are fuzzy output term nodes,
according to one embodiment. According to one embodiment, the fuzzy
output terms OT1-OT5 represent terms such as “No Risk”, “Low Rislk’,
“‘Medium Risk”, “High Risk” and “Very High Risk”.

= b Neural network layer E confaing the fuzzy cutput 01.1 and the fuzzy
output 1.2, According to one embodiment, the fuzzy cutput ot tis a
linguistic vaiue, such as "no risk,” and the fuzz outpui value 01.2is a

defuzzified real number value that corresponds with the fuzz output o1.1.

[6028] For the sake of simplicity, the hierarchical neural network depicts input
values 1.a that includes two inputs 11 and 12, However, various embodiments
are well suiied {0 more inputs. For example, various embodiments are well
suited to eleven inputs, as will become more evident. However, the inputs may
be more or less than eleven. The input values 1.a may be entered by a human
or received automatically from another system that communicates with the
change risk determination system or a combination thereof. Inpuis 1a and
outputs 1e are variables that have names and values. Exampies of eleven
inputs 1a and their corresponding variable names, depicted {o the left of the
colons, and possible fuzzy values, depicied to the right of the colons and inside
of the brackets, are as follows:

= impacted Business Services and Processes: {none, few, average, many,

too many};

= Affected Configuration ltems (Servers, Applications, Software, Network

components and elc): {none, few, average, many, too many }

= Necessary people resources for change implementation: {small sized

team, middie sized team, large sized teamy}
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= Related changes: {none, several, not too many, many, too many}
s Organizational visibility: {low, medium, high}

= Back out efforts {Rolled back efforts): {none, minimal {easily execuied},

some {possible bui not so easily execuled), large (difficult or impossible)}
= Number of resources with necessary experience: {few, average, many}

= Expected time for change completion: {low risk, low to medium risk,

average risk, high risk, highest risk (oo much nisk}}
= (Change implementation time: {working time, non-working time, holiday}

= [Estimated financial impact: {ow (<10 000 % for example), medium
{between 10 000 and 50 000 $ for example), high (between 50 000 and
100 000 § for example) and highest (over 100 000 § for example)}

= People affected: {none, few, average, many, (0o many }

[6030] Although 11 inputs 1.8 have been described, various embodiments are

well suited to Tewer or more inpuls.

168317 For this illustration, assume that the input 11 could be for the number of
resources with necessary experience and input 12 could be for organizational

visibility.

16032] Each of the inputs 11 and 12 are linked 1o a plurality of input terms {(T1.1,
IT1.2, 171.3, 1721, 1T2.2, and 1T2.3 {also referred to as “I_terms”). For
example, input 11 is linked with inpulterms IT1.1,1IT1.2, Tt 3 and input 12 is
linked with ferms IT2.1, [T2.2, and [T2.3.

[06033] Each of the input terms 1.b are linked with one or more Tuzzy rule nodes.
Each of the input terms 1.b can be terms like: "few”, "average,” “many”. These

are just a few examples of terms that input terms can have. The input terms 1.b
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can be any terms that describe varicus degrees of an input 1.8, such as but not
imited {0, none, few, average, many, 100 many, small sized team, middle sized
team, large sized team, some, large, low risk, low to medium risk, average risk,
high risk, highest risk (oo much risk), working time, non-working time, holiday,
low (<10 000 § for example), medium (between 10 000 and 50 000 § for
gxample), high (between 50 000 and 100 000 $ for example) and highest (over
100 000 § for example).

[00334] As depicted in Figure 1, there are 9 fuzzy rules 1.c, which are fuzzy rules
r1.1-r1.9. Further, as depicted in Figure 1, the single linked belween fuzzy input
terms 1.b and fuzzy rules 1.¢ indicates that each of the input terms 1T1.1, 1T1.2,
IT1.3,1T2.1,172.2, and 1T2.3 are linked with each of the 9 rules r1.1-r1.9. The
rules, according to one embodiment, can be specified in terms of logical
operators, such as, but not limited {o, i, then, and, or. More specifically, the
rules can be specified in terms of more than one fuzzy input to determine a
fuzzy output, for example. Examples of fuzzy rules are:
= Rule r 10 IFINPUT 11718 "Few” AND INPUT 127 18 "Low” THEN
‘CUTPUT O1.17 18 "No Risk”
= Rule r1.200F INPUT 11713 “Few” AND INPUT 12718 "Medium”
THEN ‘OUTPUT O1.7 IS “Low Risk”
s Rule r1.3: IF 'INPUT 718 "Few” AND INPUT 12718 “High” THEN
‘CUTPUT O1.17 13 "Medium Risk”
= Rule ri.4: IF INPUT 11718 "Fairly” AND INPUT 12718 “Low” THEN
‘CUTPUT O1.17 18 "Low Risk”
= Rule r1.801F INPUT 11718 “Fairly” AND INPUT 12718 "Medium”
THEN 'CUTPUT O1.17 IS *"Medium Risk”
= Rule r1.8: IF 'INPUT 1115 “Fairly” AND INPUT 127 1S "High” THEN
‘OUTPUT O1.1° 1S "High Risk”
= Rule r1.7: iF INPUT 11718 "Many” AND INPUT K2’ 18 “Low”
THEN ‘CUTPUT O1.1 IS "Medium Risk”
= Rule r1.8: IF 'INPUT 11”18 "Many” AND INPUT 12 18 "Medium”
THEN 'OUTPUT O1.1” IS "High Risk”
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= Rule r1.80 iF JINPUT 17 1S "Many” AND 'INPUT 12718 "High” THEN
‘CUTPUT O1.7 18 Very High Risk”

[0035] Each of these rules r1.1 to r1.8 can have a weighi named as ‘'w, (like
w11, Wiz and so on 1o w o) which represents the weight or strength of each rule

in relation 1o the other rules in the system.

[G038] As depictad, there are 5 output terms OT1, OT2, OT3, OT4, and OT5
(also referred {0 as “o_terms”). Examples of the output terms OT1-075 are "no

n o

risk,” “low risk,” “medium risk,” “high risk,” and “very high risk.”

(60371 As depicted, rule 1.1 is linked with cutput term OT1, rule r1.2 s linked
with output term OT2, rule r1.2 is linked with ouiput term OT3, rule r1.2 is linked
with output term QT2, rule r1.5 is linked with ouiput term OT3, rule r1.6 is linked
with output term OT4, rule r1.7 is linked with oulput term OT3, rule r1.8 is linked
with output term OT4, and rule r1.8 is linked with output ferm OTS.

[6038] Each of the oulput terms 1.d can be linked with an output 1.8, As
depicted in Figure 1, the single link between the fuzzy output terms 1.d and the
fuzzy outputs 1.e indicates that each of the cutput terms OT1-0TS are linked
with each of the cutputs O1.1 and 01.2.

16038] Cutputs OC1.1 and O1.2 represent respectively a linguistic culput and &
crisp output. According o one embodiment, there is one linguistic output and
one crisp output for all of the oulput terms 1.d. According 1o one embodiment,
the fuzzy output 01.1 is a linguistic value. Examples of a linguistic output are

%4

‘no risk,” “low risk,” “medium risk,” “high risk,” and “very high risk,” and so on.
The fuzz outpui value O1.2 is crisp value that is a defuzzified real number value

that corresponds with the fuzz output O1.1.

[0040] Figure 2 depicts a change risk determination system 200, according to

ong embodiment. The blocks that represent features in Figure 2 can be
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arranged differently than as illustrated, and can implement additional or fewer
features than what are described herein. Further, the Teatures represented by
the blocks in Figure 2 can be combined in various ways. The sysiem 200 can
be implemented using hardware, hardware and software, hardware and

firmware, or a combination thereof.

[0041] The change risk determination system 200, according {o one
ambodiment, includes hardware, an input-valus-recelving-logic 204, a valid-
trained-neuro-fuzzy-expert-system-logic 206, and a level-of-change-risk-
determination-logic 208. Examples of the hardware could be a tangible
computer readable storage medium for storing computer exacutable
instructions or a hardware processor for executing instructions, such as a
central processing unit, or a combination thereof. Examples of instructions are
computer-exscutable instructions for implementing the input-value-receiving-
fagic 204, the valid-trained-neure-fuzzy-expert-system-iogic 206, and the lsvel-
of-change-risk-determination-logic 208. The logic may be implemented as

computer-executable instructions, firmware or hardware, such as circuitry.

16842] The input-value-receiving-logic 204 is configured for receiving a plurality
of input values. The valid-trained-neuro-fuzzy-expert-systen-logic 208 is
configured for analyzing the inpul values using, for example, a neural network
and fuzzy logic. The level-of-change-risk-determination-logic 208 is configured
for determining a level of risk of making the change based on the analyzing of

the input values.

[8043] According 1o one embodiment, the system 200 includes training-neural-
network-logic that is configured for receiving training data and generating a
trained neural network by training a neural network based on the training data,
where the valid-trained-neuro-fuzzy-experi-system-logic 206 includes the
trained neural network. The training-neural-network-logic can modify fuzzy
input terms, fuzzy rules, or fuzzy oulput terms, or a combination thereof, based

on the training data.
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[8644] According o one embodiment, the system 200 includes validating-and-
oplimizing-trained-neural-network-logic that is configured for generating a valid
neural network by validating and oplimizing the trained neural network.
According 1o one embodiment, the trained neural network is a hierarchical

frained neural network with a plurality of layers.

108458] According to one embodiment, the change risk determination system 200
form an architectural point can contain three layers, which include:

« Application layer;
¢ (Communication layer;

¢ Neuro-Fuzzy layer.

[0048] These three layers can be implementead on a single server, a plurality of
servers or on the cloud. The cloud based solution can be used {0 oplimize the
management of resources, costs, storage and perfermance based on the
corporate or reguiatory policies. The *Neuro-fuzzy layer,” where the valid-
trained-neuro-fuzzy-expert-system-logic 206 is localed, can be in a public
environment, a private envirenment or on a local environment. The
‘Communication laver can represent the internet, Extranet or other local
communication or shared environment. The ‘Application layer canbe ina

public environment, a private environment or on a local environment.

(83471 The application layer, according (o one embodiment, represents the
interaction point between a user and the change risk delermination system 200
where the user can create, review and manage [T service management
changes. For example, the application layer can enable a user to enter input

values, fuzzy inpul terms, fuzzy rules, fuzzy output terms, among other things.

[6348] According to one embodiment, the change risk determination systern 200

is developed using workflow based system and realizes the process of Change
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Management. A workflow system can provide powerful automatic mechanisms
for managing the execution of business processes. The workflow approach
heips to separate the business logic from the underlying information systems
which allows the business processes 10 be designed without major changes on
the underlying computing infrastructure. The communication layer represents
the environment through which the application and neuro-fuzzy layers
communicate with each other and exchange data including input values for

change risk analysis and change risk result values (linguistic and numeric ong).

[60349] The Neuro-Fuzzy layer inciudes a hierarchal valid-trained-neuro-fuzzy-
expert-system-logic 208 which can perform analysis based on the gathered and
structured expert knowledge in the form, for example, of fuzzy variables
(including their membership funclions), fuzzy rules, fuzzy inference engine,
defuzzification method. Therefore, according o one embodiment, a neurc-
fuzzy-expert-system-iogic is a combination of a neural network and a fuzzy
system. Further, the neural network of the neuro-fuzzy-expert-system-logic is
higrarchical. The change risk determination system 200 can work with, for
example, 11 input variables. Additionally, a fuzzy neural network can be trained
with a sample of fraining data which can sliminate or minimize the need of
constantly keeping experts available {0 gather and implement necessary expert
knowledge, tune and optimize a trained fuzzy neural network. The valid trained
fuzzy neural network can be used as or is a part of valid-trained-neuro-fuzzy-

axperi-system-logic 206,

16858] According o one embodiment, change risk analysis fuzzy sets and fuzzy

%

numbers are used o model the input words (like for example “low,” “‘medium,”
or “high”) for change risk determination. Each of the inputs can be modeled
with terms using trianguiar, sinusoidal or trapezoidal numbers. The input
variabies 1.a (Figure 1) and their possible fuzzy values can be represented,

according to various embodiments, as described herein,
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160581] For change risk analysis, fuzzy sets and fuzzy numbers ¢an be used o
mode! output words, such as “low,” “medium,” or *high,” representing the
calculated level of risk of making a change. The words can be modeled with
terms, for example, using trangular, sinusoidal or trapezoidal numbers. The
cutput, which can represent a level of risk involved in making a change, and the

ocutput’s possible fuzzy values can be represented, for sxampls, as follows:

= No Risk

s Low Risk

= Medium Risk
s High Risk

= Very High Risk

16052 One of the components of the valid-trained-nsuro-fuzzy-expsri-system-

logic 206 is a fuzzy neural network which is depicted in the Figure 1.

[6353] In the operational mode of change risk determination system 200, a set
of fuzzy rules “1.¢" are applied to & set of fuzzy inputs 11 and 12" and their
respective inpul terms 1.b in order {0 generale fuzzy outputs 01.1 and 01.2,

which are used for change risk determination.

[60584] Therefore, according o various embodiments, a change risk
determination system is provided that includes neuro-fuzzy expert system logic
that is used as a part of analyzing changes o the IT infrastructure and the risk
that results from those changes. According to one embodiment, the change
risk determination system 200 combines an intelligent technique like fuzzy logic,
neural networks, ITIL framework recommaendations and practice techniques.
According 1o one embodiment, the change risk delermination system can
execute the process of change risk analysis and assessment in the {T service
management area using the neuro-fuzzy expert system logic. The change risk
determination system can deal with the ambiguity of representations of human

axpert knowledge by using fuzzy logic. Ambiguity can be defined as a condition
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where there is limited knowledge or it is not possible 1o precisely define the

current state or future resull.

16855] According 1o one embodiment, the change risk determination system can
deliver a new approach for better and more intelligent use of the human expert
knowledge for change risk analysis and uses fuzzy logic to quantify more
realistically the classical change risk analysis and {o arrive at conclusion that
represents the risk of making a change. Additionally the change risk
determination system 200 can implement the neural networks leaming
capabilities. A neural network with learning capabiiities combined with fuzzy
fogic represents neuro-fuzzy-expert-systerm-logic 208, which can deliver the
best of both.

[6058] The change risk determination system 200 can be implemented on a
single server, distributed across a plurality of serves, or as cloud based
solution. The cloud based solution can optimize the management of resources,
costs, storage and performance based on the corporate or regulatory policies or

a combination thereof.

[60587] The change risk determination system 200 can operate in two modes:

= (Operational mode. In this mode, the system 200 analyzes the IT
infrastructure change risk based on the transferrad from the application
architectural layer crisp values and the knowledge and configuration of
the neuro-fuzzy expert system logic. The system 200 provides oulput
that represents the linguistic value and crisp value of the calculated level
of risk of change. These values can be transferred back {o the application
architectural layer for further processing and execution. The processing
for the operational mode is described in detail in the context of Figure 4
and with more details below.

= Training mode. In this mode the system 200 is trained with the available
neural network training data. This aspect of the sysiem 200 allows for

faster update of the neurc-fuzzy-expert-system-togic 206 based on the
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new or changed data, conditions, and policies. Additionally this eliminates
or minimizes the need of a human expert who constantly updates the
knowledge of the neuro-fuzzy-expert-system-logic 206. The processing

for this mode is represented in Figure 6 and with more details below.

[6058] The operational mode follows the iraining mode after which the neuro-
fuzzy-expert-system-ogic 206 is trained and ready {o operate. During the
operational mode, the neuro-fuzzy-expert-system-logic 206 does not continue
to learn, according 1o one embodiment. The operational mode of system 200's

processing is described in more detail in the context of Figures 3 and 4.

16059] Figure 3 depicts a flow chart 300 of a method of determining a level of

risk for making a change, according to one embodiment.

IBG6G] AL 310, the method staris.

[0061] AL 320, a valid-trained-neuro-fuzzy-expert-system-logic is generated.
For example, a method of generating a valid-trained-neuro-fuzzy-expert-
system-logic 206 (Figure 2} is described in more detall in the context of Figure
5.

16062 Al 330, a plurality of input values is received. For exampie, the input-

value-receiving-logic (Figure 2) can receive input values 1a {Figure 1}

[6063] For change risk analysis, fuzzy sets and fuzzy numbers can be used o
model input words, such as “low,” “medium,” or *high,” for change risk
determination. Each of these words can be modeled with terms using, for
example, triangular, sinuscidal or rapezoidal numbers. Examples of fuzzy

input values 1a and their possible fuzzy values are as foliows:

[0064] Al 340, the input values are analyzed using the valid-lrained-neuro-

fuzzy-experi-systemn. For example, the analyzing of the input values 1a (Figure
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1) can be performed by a valid-trained-neuro-fuzzy-expert-system-logic 206
{Figure 2). The valid-trained-neuro-fuzzy-expert-systerm-logic 206 (Figure 2)
can perform processing associated, for example, with layers B-E (Figure 1).
More specifically, the valid-trained-neuro-fuzzy-expert-system-logic 206
analyzes the fuzzy inputs 1.a based, for example, on the fuzzy input terms 1.b,
fuzzy rules 1.¢, fuzzy output terms 1.d to determine a fuzzy cutput 1.e (Figure
1), according to one embodiment. However, the valid-trained-neuro-fuzzy-
axpert-system-logic 206(Figure 2) can parform processing with more or fewer

layers.

160651 The cutput 1.e can be specified as a linguistic value O1.1 or a crisp
value 01.2 or a combination thereof. The linguistic value 01.1 and the crisp

value 01.2 can be delermined sequentially or in paraliel.

[G066] Al 350, a level of risk of making a change is determined based on the
analyzing of the input values. For example, a level-of-change-risk-
determination-logic 208 (Figure 2} can determine the level of risk of making a
change based on analyzing inpul values, More specifically, based on both
cutput values, the linguistic value 01.1 and the crisp value O1.2, a level of risk
of the change can be determined by a level-of-change-risk-determination-logic
208 {Figure 2). For example, the changes can be classified by their risk level
according to the linguistic value 01.1 and, subsequently, a level of risk of the
change (also referred {0 as “grading”) can be determined using the crisp value
01.2. Hence, the linguistic vaiue 5.e can be used {0 determine a class or
category for each risk of change and the crisp value O1.2 can be used {0 index
the risk of change in that class or category. Yet, the crisp value 801.2 can also
be used to further affect the determined class or catagory, such that a risk of
change can be reclassified into a neighboring class or category if the crisp

value O1.2 excesds or falls below a cerlain threshold.

[6067] AL 360, the method ends.
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16068] Figure 4 depicts a change risk determination system 400, according to
one embodiment. The blocks that represent features in Figure 4 can be
arranged differently than as illusirated, and can implement additional or fewer
features than what are described herein. Further, the features represented by
the biocks in Figure 4 can be combined in varicus ways. The system 400 can
be implemented using hardware, hardware and software, hardware and

firmware, or a combination thereof.

[8668] The change risk determination system 400, according o one
embodiment, includes hardware, an input-value-receiving-logic 204, an
analyzing-values-logic 302, a valid-trained-neuro-fuzzy-expert-system-logic
206, and a level-of-change-risk-determination-logic 208. Examples of the
hardware could be a tangible computer readable storage medium for sioring
instructions or a hardware processor for execuling instructions, such as a
central processing unit, or a combination thereof. Examples of instructions are
computer-executable instructions for implementing the input-valus-receiving-
togic 204, the valid-trained-neuro-fuzzy-expert-system-logic 206, and the level-
of-change-risk-determination-logic 208. The logic may be implementad as

computer-executable instructions, firmware or hardware, such as circuitry.

[06070] The system 400 can be triggered, for example, by a computer-
implemented process implementing a change management method orby a

human operator providing any kind of input data related to a change.

1607 1] Corresponding values specifying the change risk can be received by the
input-value-receiving-logic 204. These values can, for example, be related to a
number of input parameters which determine the change risk or can constituie a
number of input words which in combination can define a description of the
related change risk. The input-value-receiving-logic 204 can receive values
from a human, such as an operator, user, or expert, or combination therecf,

Also, a first group of inputs can be received from a human while another group
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of inputs can be retrieved from a data base or data store or ancther automated

system or application, such as a monitoring application.

160872] The values of the different fuzzy inpuls can be analyzed by analyzing-
values-ingic 302. The analysis can fully interact with a neuro-fuzzy expert
system logic 206 to calculate a fuzzy output. For example, the values of the
different inputs can be mapped onto a fuzzy set and a set of fuzzy rules defined
by the valid-trained-neurc-fuzzy-experi-system-logic can be applied to compute
the fuzzy output, for example by combining a set of fuzzy outputs Tor each fuzzy
rule. The valid-trained-neuro-fuzzy-expert-system-logic can furthermore define
an inference engine which specifies a hierarchy for the application of the fuzzy

rules,

1087 3] The fuzzy output can further include a linguistic value O1.1 (Figure 1).
The linguistic value O1.1 (Figure 1) can be computed from resulling fuzzy set
and corresponding membership degrees as determinad by the valid-trained-
neuro-fuzzy-experi-system-logic 206. For example, fuzzy outpul sets of fuzzy
rules can be combined into a single set of fuzzy outputs, representing the
linguistic value 01.1 (Figure 1). The culputs of each rule can be combined in
different ways, such as using one of a maximum method, a bounded sum
method, and a normalized sum method and other suitable methods. Also, the
mambaership degrees of all members of the resulting fuzzy set can be analyzed

in order to derive a further approximation of the linguistic value O1.1 {Figure 1).

160741 In addition, a crisp value 01.2 (Figure 1) can be provided. The crisp
value 1.2 can refer o a numerical or real value which can be derived by &
defuzzification of the resulling set of fuzzy outputs and iis membership degrees.
In order {o delermine the crisp value 01.2, the geometry and shape of the
mambaership functions of the resulting set of fuzzy outputs can be analyzed and
superimposed o derive a numerical value, for example, from a centroid

resuiting from the superimposed functions.
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1607 5] Based on both cufput values, the linguistic value O1.1 and the crisp
value 01.2, a risk of the change can be determined by a level-of-change-risk-
determination-logic 208. For example, the changes can be classified by their
tevel of risk according to the linguistic value O1.1 and, subsequently, a level of
risk of the change {(also referrad to as "grading”} can be determined using the
crisp value 01.2. Hence, the linguistic value 01.1 can be used to determing a
class or category for each risk of change and the crisp vaiue 01.2 can be used
{0 index the risk of change in that class or category. Yet, the crisp value 01.2
can also be used {o further affect the determined class or category, such that a
risk of change can be reclassified into a neighboring class or category if the

crisp value 01.2 excesds or falls below a certain threshold.

[6076] After the determination of the level of risk of the change (also referred o
as “change risk”) by the level-of-change-risk-determination-logic 208, the
precessing, according 1o one embodiment, is complete. Upon completion,
processing and the determined level of risk of the change can be passed o
ancther management process, which can subsequently provide the outputs of

the analysis to a human operator or an automated processing entity or both.

18877] Therefore, according to various embodiment, a change risk
determination system 200, 400 (Figures 2 and 4) is provided that includes
trained-valid-neuro-fuzzy-expert-system-logic 206 that is used as a part of
analyzing changes to the IT infrastructure and the risk that results from those
changes. According to one embodiment, the change risk determination system
200, 400 combines an intelligent technique like fuzzy logic, neural networks,
{TH. framework recommendations and practice techniques. According to one
embodiment, the change risk determination system 200, 400 can execute the
process of change risk analysis and assessment in the IT service management
area using the trained-valid-neuro-fuzzy-expert-system-logic. The change risk
determination system 200, 400 can deal with the ambiguity of representations

of human expert knowledge by using fuzzy logic. Ambiguity can be defined as
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a condition where there is limited knowledge or it is not possible to precisely

defing the current state or fulure result

16878] According 1o one embodiment, the change risk determination system
200, 400 can deliver a new approach for better and more intslligent use of the
human expert knowledge for change risk analysis and uses fuzzy logic to
guantify more realistically the classical change risk analysis and to arrive at
conclusion that represents the risk of making a change. Additionally the change
risk determination system 200, 400 can implement the neural networks learing
capabilities. A valid-trained-neuro-fuzzy-expert-system-logic 206 combines a
neural network with learning capabilities combinad with fuzzy logic, which can

deliver the best of hoth

[6073] The change risk determination system 200, 400 can be implemented on
a single server, distributed across a plurality of serves, or as cloud based
solution. The cloud based sclution can optimize the management of resources,
costs, storage and performance based on the corporate or regulatory policies or

a combination thereof.

[6080] Figure 5 depicts a hierarchical neural network 800, according to one

embodiment.

[0081] Figure 5 depicts a hierarchical neural network 500 where the hierarchy

has levels 1-10.

16082] Figure 5 depicts inputs [M-H1, inputterms IT1.1, IT1n, 1T2.1, T2,
T34, 113, T4, T, rules blocks levels 1-10 where there are rules ri-m
for each of the rules blocks levels 1-10, output terms OT1.1, OT1.m, OT2.1,
OT2.m, GT10.1, OT10.m, and outputs 01, 02 and O10.

[6083] Inputs, input terms, rules, output terms and oulputs are associated with

each level. For example, input 11, inputferms IT1.1, T1n, rules r1.1, 1.2,
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ri.nt, output terms OT1.1, OT1.m, OT2.1, OT2.n and output O1 are associated
with level 1. Inpul 2, inputterm IT2.1, IT2.n, rules r2.1,r2.2, r2.n2, output term
QT72.1, OT2.m and outpul O2 are associated with level 2. Inpul 111, input term
M1, M, rules v10.1,010.2, r10.n10, output term OT10.1, OT10.m and ouiput

010 are associated with level 10,

G084 Each of the | TERMS IT 1.1, 1.n, 2.1 and Z.n associated with the first
two inputs |1 and 12 are linked with each of the rules r1.1, r1.2, ri.nt for the first
level, Each of the i _terms IT3.1, 3.n associated with the input 3 of the second
level and the oulput O1 of the first level are linked with each of the rules r2.1,
r2.2 1o r2.n2 for the second lavel. Each of the i {erms [T10.1, IT10.n associatad
with the input 110 of the tenth level and the output 08 (not shown) of the ninth

level are linked with sach of the rules r10.1, r10.2 {o r10.n10 for the tenth lavel.

160385] As depicted in Figure 5, the data flow is depicled in the context of 11
inputs. For example, the valid-trained-neuro-fuzzy-expert-system can include a
loop where, for example, the first HHeralion processes a first set of inputs i1, 1210
determine a first set of rules r1.1, r1.2, rint, which result in the output terms
OT7T1.1, CT1m, and a first set of outputs O1. The second iteralion ¢can receive a
second set of inputs 12 and the first set of cutputs 1 and process them using a
second sef of rules r2.1, r2.2, r2.n2, which resull in the output terms OT2.1,
OT2.m and a second set of outputs 02, For the sake of llustration, iterations
between the second iteration and the last iteration are not depicted. In the last
iteration, the ninth set of cuiputs and the tenth sel of inpuis 111 can be received
and processed using the tenth set of rules r10.1, r10.2, r10.n10, resulling in the
ocutput terms 10,1, 10.m and output 10. Each of the cutputs 1, 2...10 can be

specified in terms of a linquistic value, a crisp value, or a combination thereof.

16088 Still referring to Figure 5, in a first hierarchical level, the fuzzy inputs 11,
12 can be combined in pairs and subjected with their fuzzy input terms 1.b to
one of the fuzzy rules 1.c. Furthermore, fuzzy outpuls 1.1 and o1.2 associated

with a previous level can be combined in pairs with the second fuzzy input 1.2
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of the next level and subjected to another set of fuzzy rules™ ¢ in the next
higrarchical level {0 generate the fuzzy ouipuls 1.e in a next level of the
higrarchy. The result of each application of one of the fuzzy rules 1.c can be
ancther fuzzy set with respective degrees of membaership. The membership
functions of each fuzzy set can be defined as triangular, trapezoidal or
sinusoidal functions or any other function suitable o describe a degree of

membership.

[8087] Figure 5, according to one embodiment, depicts a high level structure
view of the hierarchal neuro-fuzzy expert system logic of the fuzzy layer of a
systern 200, 400, according 1o one embodiment. Figure & depicts processing of
all eleven input variables organized as hierarchal structure, according to one
smbodiment. Because the busingss impact and possible finance lost of each 1T
infrastructure change is crucial for each organization, according {o one
ambodiment, the last two input variables (which can pul more weight on the
result calculation) are the Impacted Business Services and Processes and the
Estimated Financial Impact. By placing the Impacted Busingss Services and
Frocesses and the Estimated Financial impact as the last two input variables,

they can be provided more weight in the final output 10,

[06088] Figure © depicis a flowchart 600 for generating a valid trained neural

natwork, according 10 one embodiment.

[0088] AL 602, the method starts.

16083] An “empty” fuzzy neural network is developed and defined in advance
before the training process is started. The emptly fuzzy neural network can
include defined fuzzy input variagbles, membaership functions of fuzzy input term
values, fuzzy rules, fuzzy rule blocks, fuzzy output variables, membership
functions of the fuzzy output term values. The suggested fuzzy input variables,

input terms, output lerms and fuzzy rules are described herein,
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[0091] AL 603, training data is received. For example, training data may be
provided manually by a human expert trainer, may be received automatically
from another system, may be based on historical data, or a combination
thereof. The training dala, according o one embodiment, is available training
sefs of input and culput values that are representative. The training data can
be stored in a training neural network database. The training data can be
obtained from daily operations of a system 200 or 400 or other similar system
and modified by a human expert trainer {o eliminate irrelevant and insignificant
values, For successiul training, the training data is well defined and specific
policy can be available 1o determine the sequence of the sample dala applied to

the training at 604.

[0092] AL 604, training is performed based on the fraining data. For example,
fraining based on the training data can result in generating fuzzy input terms,
fuzzy rules and fuzzy output terms. The fuzzy input terms, the fuzzy rules and
the fuzzy output terms can be used to generate a trained neural network which
can be included in trained-neuro-fuzzy-expert-systemn-logic. Based on the
fraining data, the fuzzy membership functions which are defined in the fuzzy
input terms and the fuzzy rules can be changed, as described herein. The

fuzzy ouiput terms can be changed in meaning.

16093] The training performed by operation 804, according 1o one embodiment,
uses a back propagation technique which compares the computed oulput of the
neural-fuzzy system logic with the cutput from the training neural network data
stored in the training neural network database and computes the deviation.
Based on it the neural-fuzzy network, weights of the fuzzy rules 1.¢ (Figure 1)
are modified or the fuzzy input terms 1.0 (Figure 1}, which are parameters of
the membership funclions, are adjusied or the fuzzy output terms 1.d {Figure 1),
which are parameters of the membership funclions, are adjusted. Based on the
fuzzy rules 1.c (Figure 1), weights wi1.1-w1.9 are changed by starting from the
output neurons and going backward through the network to inpul neurons. The

foop 614 depicled in Figure © indicates that this training process executes these
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operations 603-608 until the average error is reduced 10 a pradefined thraeshoid.
Redundant or unnecessary rules can be deleted if they are found during the

fraining.

160841 At 606, the trained neural work is validated and oplimized providing &
valid trained and optimized neural network. The validation and optimization can
be performed automatically or manually or a combination thersof. A human
axpert can manually check, optimize, and validate the trained neuro-fuzzy

expert system.

[00985] After the completion of the training of the fuzzy neural network, the
trained fuzzy neural network can be validated at operation 806 by testing it with

sample data and analyzing the oulputs.

[60986] According to one embodiment, paramelers of the frained neural network
can be changed and the overall trained neural network can be oplimized as a

pari of the operation 606.

(68871 AL 608, a determination is made as o whether the trained neural network

is valid.

[G098] If the results of the texting and analysis are satisfaclory, processing
continues to 610, For example, if the achieved resulls are satisfactory and,
therefore, the trained neural network is a valid neural network, then the trained
neural network is valid and ready o be used in operational mode. During the
operational mode, the processed input and calculated output values can be

used as training neural network data in the future.

160981 If the results of the testing and analysis are not satisfaciory, the foop 614
can be exgcuted again until acceptable results are achieved. For example, if

the trained neural network is not valid, the process can return 1o 802 and
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another iteration of the loop 614 can be performed o improve the neural

network that was generated in the previous iteration.

(601007 AL 610, the vaiid trained neural network is stored and processing

continues to 612.

(601017 At 612, the method ends.

[68102] After completion of the method depicted by flowchart 600,
according to one embodiment, the valid rained neural nelwork, which may alsc
be optimized, is used as a valid-trained-fuzzy-expert-system-logic 206. Further,
the valid-trained-neuro-fuzzy expert systermn 206 can be usad 1o analyze input
values and determine a level of risk of making a change based on the analyzing

of the input values.

[00103] The method depicted in Figure 6 can be repeated, for example,
when the organizational IT infrastructure, data, conditions, and policies are
changed. Later this method can be performed from time to time, for example, ©

egnsure compliance and optimal analysis of the IT infrastruciure changes.

160104} According to one embodiment, the training-neural-network-logic
parforms operation 604. According to one embodiment, the validating-and-

optimizing-trained-neural-network-lcgic performs operation 606.

[60105] The operations depicted in Figures 3 and 6 can be implemented
as computer executable instructions, hardware or firmware. According {o one
embodiment, a system 200, 400 can perform one or more of the operations
depicted in Figures 3 and 6. According to one embodiment, one or more of the
operations depicted in Figures 3 and 6 may be performed by ancther system.
The other system can include hardware, such as a ceniral processing unit, for

executing compuler executable instructions.
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163106} Creating, accessing, or using a neurc-fuzzy-expert-system-logic
206 are examples of modifying data to transform the staie of system, such as
systems 200, or 400,

1681677 Although spacific operations are disclosed in flowcharts 300 and
600, such operations are exemplary. That is, embodiments of the present
invention are well suited to performing varicus other operations or variations of
the operations recited in flowcharts 30C and 600, H is appreciated that the
operations in flowcharts 300 and 600 may be performed in an order different
than presented, and that not all of the operations in flowcharts 300 and 600 may

he performed.

166168} The above iHlusiration is only provided by way of example and not
by way of imitation. There are other ways of performing the method described
by flowcharts 300 and 800.

(601091 Unless otherwise specified, any one or more of the embodiments
described herein can be implemented using non-transitory computer readable
storage medium and computer-executable instructions which reside, for
gxample, in computer-readable storage medium of a computer system or like
device. The non-transitory computer readable storage medium can be any kind
of memory that instructions can be stored on. Examples of the non-transitory
computer readable storage medium include but are notlimited to a disk, a
compact disk {CD), a digital versatile device (DVD), read only memory (ROM),
flash, and so on. As described above, certain processes and operations of
various embodiments of the present invention are realized, in one smbodiment,
as a series of computer-executable instructions {e.g., software program) that
reside within non-transitory computer readable storage memory of a computer
system and are executed by the compuier processor of the computer system.
When executed, the instructions cause a computer system {o implement the
functionality of various embodiments of the present invention. For example, the

instructions can be executed by a ceniral processing unit asscciated with the
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computer system. According to one smbodiment, the non-transitory computer

readable siorage medium is tangible.

(601103 Unless otherwise specified, one or more of the various
embodiments described herein ¢an be implementad as hardware, such as
circuitry, firmware, or computer-exscutable instructions that are sfored on non-
fransitory computer readable storage medium. The computer-executable
instructions of the various embodiments described herein can be executed by a
hardware processor, such as a central processing unit, to cause a computer

system o implement the functionality of various embodiments,

6041141 The following can be achieved using various embodiments
described hersin:
» Complex risk analysis based on large number of input parameters
= Automatically executed expert analysis and change risk definition
s Betler objectivity of the defined change risks
¢ Detailed changes classification based on the defuzzified (numeric)
oulput value of the calculated risk
s Use of expert knowledge define in internal system rules and fuzazy
variable definition
s Increased user satisfaction
« Decreased number of incidents and problems resulting from poor
change risk analysis and incorrect risk definition
¢ Decreased business services and operations interruptions resulting
from more objective and intelligent change risk assessment and
analysis
» Decreased dependency and the costs of maintaining human experis
for risk analysis.
e Dealing with the ambiguity, incomplete and incorrect information

during the change analysis and its risk determination.



WO 2015/016869 PCT/US2013/052887
31

1661123 The future in 1T service management is in the automated
intelligent processes and technologies and that's why various embodiments
described herein can be lechnically relevant in the next 5-10 years. The fuzzy
logic based systems provide good calculation capabilities for intelligent risk
analysis thus providing:

» Possibility for parallel calculations

« Possibility for gathering proves for and against the searched

proposition

s Possibility for work with vague information on higher level of precision

s Less experience specialist are necessary for building complex models

s Less time for building the design and prototype of the model

e Less time for discovering and removing erors

s Less time necessary for checking and bettering the model

[68113] Example embodiments of the subject matier are thus described.
Although the subject matler has been described in a language specific to
structural features and/or methodological acts, it is 1o be undersiood that the
subject matter defined in the appended claims is not necessarily limited ¢ the
specific features or acts described above. Rather, the specific fealures and
acts described above are disclosed as example forms of implementing the

claims.

1601141 Various embodiments have been described in various
combinations and illustrations. However, any two or more embodiments or
features may be combined. Further, any embodiment or feature may be used
separately from any other embodiment or feature. Phrases, such as "an

550

embodiment,” “one embodiment,” among others, used herein, are not
necessarily referring o the same embodiment. Fealures, structures, or
characteristics of any smbodiment may be combined in any suitable manner

with one or more other features, structures, or characteristics.
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166115] Although various embodimants were described in the context of
both a linguistic output O1.1 and a crisp oulput O1.2, varicus embodiments are
well suited to sither the linguistic oulput O1.1 or the crisp oufput O1.2 or both
the linguistic output 01.1 and the crisp output O1.2.

[681186] Although various embodiments were discussed in the context of a
certain number of layers, inputs, input terms, rules, output terms, outputs and
so on, various embodiments are well suited for different numbers of layers,

inputs, input terms, rules, output terms and oulputs, among other things.
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CLAIMS
What is claimed is:
1. A method of determining a level of risk for making a change, the

method comprising

generating valid-trained-neuro-fuzzy-expert-system-logic based on
training data;

receiving a plurality of inpul values;

analyzing the input values using the valid-trained-neuro-fuzzy-expert-
system-iogic; and

determining a level of risk of making the change based on the analyzing
of the input values, wherein the method is executed by one or more hardware

processors.

2. The method as recited by Claim 1, wherein the determining of the
tevel of risk of making the change further comprises:
determining a linguistic value and a corresponding crisp valus that

indicate the level of risk of making the change.

3. The method as recited by Ciaim 1, wherein the method further
COMprises:

receiving training data; and

generating a trained neural network based on the training data, wherein
the valid-trained-neuro-fuzzy-expert-system-logic is a combination of includes

the trained neural network and an expert system,.

4, The method as recited by Claim 3, wherein the generating of the
trained neural network further comprises:
generating a hierarchical trained neural network that has a piuralily of

layers.
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5. The method as recited by Claim 4, wherein the method further
COMprises:
determining a fuzzy output based atl least in part on rules that are

specified in terms of more than one fuzzy input using logical operators.

8. The method as recited by Claim 1, wherein the receiving of the
plurality of input values comprises:

receiving fuzzy input parameters including Impacted business services
and processes, affected configuration itermns, necessary people resources for
change implementation, related changes, organizational visibility, back out
gfforts, number of rescurces with necessary experience, expected time for
change complelion, change implementalion time, estimated financial impact,

peopie affected wherein each of the fuzzy input parameters have a fuzzy value.

7. A systemn for determining a level of risk for making a change, the
system comprising:

hardware;

input-value-receiving-logic configurad for receiving a plurality of input
values;

valid-trained-neuro-fuzzy-experi-system-logic configured for analyzing
the input values; and

level-of-change-risk-determination-logic configured for determining a

tevel of risk of making the change based on the analyzing of the inpul valuss.

8. The systemn of Claim 7, wherein the system further comprises:

training-neural-network -logic configured for receiving training data and
generating a trained neural network by training a neural network based on the
training data, wherein the valid-trained-neurc-fuzzy-expert-system-iogic includes

the trained neural network.
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9. The system of Claim 8, wherein the training-neural-network-logic
modifies fuzzy input terms, fuzzy rules, and fuzzy cutput terms based on the

training data.

10.  The systemn of Claim 8, wherein the system further comprises:
validating-and-optimizing-trained-neural-network-logic configured for
generating a valid neural network by validating and optimizing the trained neural

network.

t1.  The system of Claim 8, wherein the trained neural network is a

higrarchical trained neural network with a plurality of layers.

12. A non-transitory computer readable storage medium having
computer-exscutable instructions stored thereon for causing a computer system
to perform a method of determining a level of risk for making a change, the
method comprising:

generating valid-trained-neuro-fuzzy-experi-system-logic;

receiving a plurality of input values;

analyzing the input values using the valid-trained-neuro-fuzzy-expert-
system-iogic; and

determining a level of risk of making the change based on the analyzing

of the input values.

13.  The non-transitory compuler readable storage medium as reciied
by Claim 12, wherein the method further comprises:

receiving training data; and

generating a trained neural network based on the training data, whersin
the valid-trained-neuro-fuzzy-expert-system-logic is a combination of includes

the frained neuwral network and an expert system.
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14.  The non-transitory computer readable storage medium as recited
by Claim 13, wherein the generating of the trained neural network further
COMprises:

generating a hierarchical trained neural network that has a plurality of
layers, wherein the layers include fuzzy input value nodes, fuzzy input value
term nodes, fuzzy rule nodes, fuzzy output value term nodes, fuzzy output value

nodes.

15, The non-transitory computer readable storage medium as recited
by Claim 14, wherein the method further comprises:

determining fuzzy cutput based at least in part on rules that are specified
in terms of more than one fuzzy input using logical operators, wherein the fuzzy
inputs include impacted business services and processes, affected configuration
iterns, necessary people resources for change implementation, related changes,
organizational visibility, back out efforts, number of resources with necessary
axperiencs, expected time for change compistion, change implementation time,
estimated financial impact, people affected wherein each of the fuzzy inputs

have a fuzzy value.
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A VALID-TRAINED-NEURQO -FUZZY-EXPERT-SYSTEM-LOGIC IS GENERATED
320

:

A PLURALITY OF INPUT VALUES IS RECEIVED
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:

THE INPUT VALUES ARE ANALYZED USING THE VALID TRAINED NEURO-
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340

:
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ANALYZING OF THE INPUT VALUES
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