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CONTROLLING HAND-OFF IN A MOBILE NODE WITH TWO MOBILE IP
CLIENTS

RELATED APPLICATIONS:

The present application claims the benefit of U.S. Provisional Patent Application
S.N. 60/354,195 filed February 4, 2002 and titled METHOD FOR EXTENDING MOBILE IP
TO ENABLE INTEGRATED SUPPORT FOR LOCAL ACCESS AND ROAMING ACCESS
CONNECTIVITY, which is hereby expressly incorporated by reference.

FIELD OF THE INVENTION:

The present invention is directed to establishing and managing a data
communication session and, more particularly, to establishing a data communication session
through an access router (AR) in a multi-node network, e.g., a cellular network in which mobile
end nodes communicate with each other and other end systems through ARs. ARs are

commercially sometimes also known as RadioRouters (RR).
BACKGROUND:

Internet Protocol (IP) technology is designed to enable packet-switched
interconnection of a heterogeneous set of devices (e.g., computers) and communication
networks. A potentially diverse set of network and link layer technologies are interconnected
through nodes, e.g., gateways (or routers), that provide a packet forwarding service. Information
is transferred between “end nodes” (or hosts) as blocks of data called datagrams, where source
and destination hosts are identified by fixed length addresses. Routing in IP internetworks is
connectionless in nature, in that datagrams are forwarded by routers on a hop-by-hop basis using

the destination address in the datagram.

Mobile IP (MIP) (Ref: IETF RFC 2002, incorporated herein by reference)
enables an IP host, also called a "Mobile Node" (MN) in the context of Mobile IP, to
dynamically change its point of attachment to the network, yet remain contactable via a
previously given "home address". To achieve this, a temporary local address or "care of address"

is associated with the MN when it visits a foreign network, the visited network. In some cases
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the care of address is that of a "foreign agent" that assists in this process, while in other cases the
care of address may be directly assigned to the MN. The care of address is registered back on the
home network in a node referred to as the "home agent". The home agent intercepts packets
destined to the home address of the MN and redirects the packets, by means of encapsulation
and tunneling, towards the care of address associated with MN in the visited network. Upon
delivery to the care of address, the encapsulation is removed and the original packet destined to

the home address is delivered to the MN.

Accordingly, MIP enables a moving Internet host to connect to a Foreign Agent

(FA) AR in a visited network, yet still be contactable on its persistent Home Address (HoA) that
it uses on its home network and is likely contained in a DNS Domain Name Server system. This
is possible because the FA gives the host a temporary local address that is either unique to the
host (Co-located Care of Address or CCoA) or is unique to the FA (Care of Address or CoA). In
various applications, the FA registers its CoA into the HA for the HoA address of its attached
MN. The HA then tunnels packets addressed to the HoA of MN to the Care of Address (CoA) of
the FA. The FA forwards packets received from the MN HoA out to the Internet as normal, or

reverse tunnels the packets to the Home Agent.

A MIP Local Access (LLA) service can be supported in a home domain between
the MN and a local home agent (HA) in the local access network, wherein the MN uses a Home
Address (HoA) from the local HA as an application address. The MIP client registers the FA
CoA received from the AR as a care of address for the HoA into the HA. When the MN changes
ARs, then the MN can issue another MIP message to the local HA to update the FA CoA of the
MN.

A MIP Remote Access (RA) service can also be supported in a visited domain
between the MN and a remote home agent in the home domain of the MN, wherein the MN uses
a HoA address from a remote Home Agent (HA) as an application address and an IP address
from the AR subnet as an interface address. The MIP client then registers the interface address
from the AR as a Co-located Care of Address (CCoA) into the Remote HA for the remote HoA.
A remote access hand-off is then required when the MN changes AR because the interface
address which is also the CCoA of the MN changes and hence needs to be updated in the remote
HA.
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A limitation of the above existing model is that it only supports one access type at
the time, either remote or local access. According to this present invention, however, a MN may

employ both local and remote access at the same time.

In addition, well-known deployed operating systems already have MIP clients
deployed that perform remote access using the interface address of the MN, and such clients
cannot be assumed to be capable of being modified when a MN also seeks to support local
access in a wireless network that by implication must have a MIP client capable of supporting

fast hand-offs between ARs.

In addition, there is insufficient MIP signaling defined between the MN and the
AR to coordinate both remote and local access hand-offs. Finally, there is no MN internal
signaling defined that enables the MN to manage address changes for local and remote access

interfaces.

In view of the above discussion, it is apparent that there is a need for supporting
enhanced end node mobility, communication session establishment and several other operations
related to establishing and maintaining communications sessions in systems which use packets

to transmit data.
SUMMARY OF THE INVENTION:

Methods and apparatus, and data structures for providing an end node, e.g., a
MN, with multiple concurrent services when connected to a local access network are described.
The services include a local access service and a remote access service employing two different
mobility agent modules (e.g.: MIP client stacks). Various methods, apparatus and data
structures of the present invention involve messages and techniques associated with the
communication of hand-off information from the AR to the MN, the triggering of appropriate
internal messages within the MN, and external MIP hand-off messages back to the AR.

In accordance the present invention information, the AR communicates to the end

node (i) the IP address of the AR, (ii) the IP address of its assigned Roaming Node (RN) and
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(iii) the Roaming Address (RoA) of the end node assigned by said RN. This information is
received by the LA MIP client in the end node and used to trigger a range of MIP hand-off
messages. The received information is compared to previously received information to detect
changes in these addresses. A change in AR results in a MIP message from the LA MIP client to
the RN to update it with the new CoA of the AR. A change in RN address resultsina LA MIP
message to the new RN to obtain a new RoA and to install the FA CoA into that RN. A change
in RoA results in a RA MIP message being sent to the remote home agent to register the new

RoA as the CCoA of the remote home address of the MN.

To support backwards compatibility with legacy RA MIP clients deployed in
popular operating systems, the present invention further defines internal messages and
processing within the MN to hide the LA MIP client and the associated local mobility of the MN

as it moves between ARs that have been assigned the same RN.

A network implemented in accordance with the present invention may include
one or more ARs of the present invention through which end nodes can establish connectivity
with a RN and a remote HA, and then conduct communications sessions. End nodes may be, for

example, mobile devices which include or are IP hosts.

For purposes of explanation, the end node will sometimes be called an MN.

However, it is to be understood that the end node could instead be a fixed node.

The modules included in the ARs and end nodes, may be implemented using
software, hardware, or a combination of software and hardware. In the case of software
implementations, the modules include different instructions or sets of instructions used to
control hardware, e.g., circuitry, to perform each of the different operations performed by the

module.

Numerous additional embodiments, features, and advantages of the methods,
apparatus and data structures of the present invention are discussed in the detailed description

that follows.
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BRIEF DESCRIPTION OF THE FIGURES:

Fig. 1 illustrates an exemplary communications system including two networks

106, 124 in which the present invention can be used.

Fig. 2 is another illustration of the two networks of Fig. 1 with various exemplary
hand-off signals.

Fig. 3 illustrates an exemplary embodiment of an access router and an end node

in the system of Figs. 1 and 2.

Fig. 4 illustrates an exemplary message exchange between and end node and the

access router of Fig. 3 during an MN hand-off in which the RN address does not change.

Fig. 5 illustrates an exemplary message exchange between the end node and the
access router of Fig. 3, and an exemplary message exchange between the end node and the

Remote Home Agent during an MN hand-off in which the RN address does change.

Fig. 6 illustrates alternative message exchanges to that of Fig. 5 when the remote

mobility module in the end node is not aware of the local mobility module in the same end node.
DETAILED DESCRIPTION:

Fig. 1 illustrates an exemplary system 100 in which the invention is implemented.
In Fig. 1, system 100 includes a home network 106, and a local network 124. Without loss of
generality, the home and local networks are shown in the same network domain, but can be
located in different network domains located in different parts of the Internet. The home network
106 includes a home agent (HA) 112 and a network node 116. Network node 116 is coupled to
HA 112 via link 113 and to the node 126 in the local network 124 via link 138, and may be
coupled to other nodes (e.g., to the rest of the Internet including other home and local access

networks) via link 137.
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The local network 124 includes a network node 126, a plurality of access routers
(ARs) 128, 128°, 128"*, a Roaming Node 1 (RN1) 130 and a Roaming Node 2 (RN2) 140. Each
access router 128, 128, 128"’ is located within a communication cell 132, 1327, 132>
respectively. Each communication cell 132, 132’, 132°” represents the coverage area of
corresponding access router 128, 128', 128", respectively. Network node 126 is coupled to AR
128, AR 128°, AR 128", RN1 130 and RN2 140 via links 134, 134°, 134”", 131 and 141,
respectively. Network node 126 is further coupled to node 116 of the home network 106 by link
138. The main elements of cells 132, 132’ and 132"’ and their respective ARs are identical and
only the main elements of cell 132 will be described. Equivalent elements in cells 132’ and

132’ are numbered as for cell 132 with the addition of * or ”’.

The AR 128 is coupled to a plurality of End Nodes 1 through End Node N, of
which only End Nodes 1 202 and End Node N 204 are shown. These are coupled to AR 128 via
bidirectional links 206 and 208 respectively. The links 206,208 may be fixed or wireless links.
In the case of wireless links the end nodes 1 202 and N 204 and the AR 128 will include

wireless transmitter and receiver circuitry.

Fig. 2 shows some exemplary hand-off signals that may be used by components
associated with the system 100 of Fig. 1. Each AR 128, 128’ and AR 128"’ is assigned one of
either RN'1 130 or RN2 140 to support the local mobility of the end nodes at that AR. Multiple
RNs may be required in a local access network 124 for scaling, performance and reliability.
Therefore AR 128 may be assigned to RN1 130 while ARs 128, 128’* may be assigned to RN2
140. As shown, End Node 1 202 at AR 128 then requests a Roaming Address (RoA1l) from RN1
130 to use as an interface address using a LA MIP Request message 240, and obtains the
Roaming Address (RoA1) in a LA MIP Reply message 241. The RoAl will remain valid while
the End Node 1 202 remains at AR 128. Similarly, an End Node 1 202’ at AR 128’ requests and
obtains a Roaming Address RoA2 from RN2 140 to use as an interface address using messages
245 and 246, respectively. Note that, although not shown for simplicity, messages 240, 241, 245
and 246 and forwarded via the AR to which the End Node is attached.

RoA2 will remain valid while the End Node 1 202 remains at AR 128’ or AR
128’ by the End Node updating the CoA in RN2 140 for the Roaming Address with the address
of either AR 128’ or AR 128”’. This is accomplished using message 245 and 246 via that AR,
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reporting the CoA of said AR. Only when the End Node 1 202° moves to AR 128 will a change
in RN be required, from RN 2 140 to RN1 130. This will invalidate the Roaming address RoA2
from RN 2 at the End Node 1 202° and hence force the End Node 1 202’ to obtain a new
Roaming Address RoAl from RN 1 130 to act as an interface address using messages

corresponding to those 240, 241 used by End Node 1 202.

Although not shown in Fig. 2, End Node 1 202’ is coupled with AR 128 rather
than AR 128’ in the following. The End Node 1 202’ might also have registered the RoA2 from
RN 2 140 into the remote Home Agent 112 in network 106, as the CCoA for the remote Home
Address (from remote Home Agent 112) of the End Node 1 202°. Therefore, when the RN
changes from RN 1 130 to RN 2 140, this forces an RoA change from RoA2 to say RoAl.
Consequently, the End Node 1 202’ must send a RA MIP Registration Request message 250 to
the remote Home Agent 112 to update the CCoA for the remote HoA to be RoAl from RN 1
130. The RA MIP reply message 251 is returned to the End Node 1 202’ to report any errors
encountered. Messages 250, 251 and may be sent directly between the End Node 1 202 and the
remote Home Agent 112 or maybe forwarded via the AR 128 and/or even the RN 1 130.

The End Node 1 202’ therefore needs to be able to acquire an RoA1 from an RN
1 130, to update the FA CoA from the local AR 128, 128°, 128" when moving between ARs,
acquire a new RN 2 and RoA2 when the new AR 128 advertises an RN 2 address not equal to
the existing RN 1 address, and finally update any remote Home Agents 112 with the new
CCoA=RoA2 of the End Node when the RoA changes from RoA1 that was previously
registered into the HA 112.

The End Node therefore needs to be able to detect changes in AR, RN and RoA
and also needs to be able to support a LA MIP client and a RA MIP client at the same time, even
if the RA MIP client is a legacy client that has no support for a collocated LA MIP client. The
AR 128 hence needs to be able to provide information to the End Node to assist with hand-off
and to support the multiple MIP signals sent from and to said End Node.

Fig. 3 further iltustrates the AR 128 and the End Node 1 202 in Figs. 1 and 2,
located in cell 132. Connectivity via link 138, between AR 128 and remote network 106, is

shown but all other intervening elements of Fig. 1 are omitted for simplicity
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End Node or MN 1 includes a local Mobility agent module 310, a remote
mobility agent module 315, an optional Dynamic Host Configuration Protocol (DHCP) server
325, a DHCP client 330, state information 335 and a set of arrows 320 which is used to
represent the exchange of data, information, and/or signals between the depicted elements. State
information 335 includes, e.g., parameters, communication session and/or end node status
information, security information, and/or other information relating to end node interaction,
and/or communication with an AR, and/or another device such as an RN and an HA. The status
information specifically includes hand-off information previously advertised from AR 128 and
the addresses RoA1, RN1, remote HA, remote HoA. Note that according to this present
invention the remote HoA and the RoA can both be used for remote and local services,

respectively.

The local mobility agent module 310 manages MIP LA messaging, such as
messages 240 and 241, that is used to configure and maintain the routability of the RoAl from
RN 1. It specifically includes a hand-off detection routine and various signaling routines for
managing LA hand-off within End Node.1 202 as will be described with reference to Figs. 4-6.
The remote mobility agent module 315 manages signals 250 and 251 used to configure and
maintain the routability of the HoA from the remote HA 112. It specifically includes a hand-off
detection routine and associated routines used to manage RA hand-off within the End Node 1
202. The DHCP Client 330 is used to acquire each new interface address for the End Node 1 202
to be used by the remote mobility module 315 as a CCoA. DHCP Server 325 may be used to
provide the interface address to the DHCP client 330 when the interface address is the RoAl,
and is delivered to the local mobility agent module 310 in MIP message 241. DHCP client 330
can alternatively acquire the RoA1 from a DHCP server 360 in AR 128, with the mobility agent
module 350 inserting the RoAl into the DHCP server 360 when received as part of message
241. Mobility agent module 350 is able to process message 241 because message 241 passes
through AR 128 in transit from RN 130 to EN 202 as shown in Fig. 2.

Access router 128 includes a mobility agent module 350, a DHCP server 360,
state information 365 and a set of arrows 355, which is used to represent the exchange of data,
information, and/or signals between the depicted elements. State information 365 includes, €.g.,

parameters, communication session and/or end node status information, security information,
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and/or other information relating to end node interaction and/or communication with an End
node and/or another device such as a RN or a HA. It specifically includes the assigned RN to
each AR along with MIP visitor list state extended to support two MIP clients in the End Node 1
202. The Mobility Agent Module 350 supports the operation of both LA and RA MIP services
and the hand-off of End Nodes using said services to other ARs 128°, 128’ and between RNs
130 and 140. It also supports the insertion of the RoA from message 241 into the DHCP server

360 as mentioned previously.

While shown as software modules in the Fig. 3 implementation, one or more of
the modules 310, 315, 325, 330, 350 and 360, and sub-modules included therein, can be
implemented using hardware, software, or a combination of software and hardware. For
purposes of the invention described herein, references to modules or sub-modules are to be
understood as software, hardware, or a combination of software and hardware that performs the
functions of the described module or sub-module. State information 335 and 365 may be stored

on any type of memory and/or storage medium.

Figs. 4-6 show an exemplary sequence of signals used to enable an end node 1
202, which may be for example a mobile node (MN) 202, to manage hand-off and associated
addressing functions in different embodiments supported by this invention. Only internal and
external messages that are useful for the description of the invention are shown and, in
particular, the general internal messaging supported by 320 and 355 are not further discussed.
Since the HAs and RNs of Fig. 2 have been omitted from Figs. 4-6, all signaling destined to, or
originating from, the omitted elements is described below but not explicitly illustrated. All such
signaling is however compliant with equivalent signaling already described with reference to
Fig. 2. For example, the messages 240a,241a and 240a’,241a’ in Figs. 4-6 are merely the end
node-to-AR portions of the end node-to-RN messages 240,241 of Fig. 2.

Fig. 4 depicts one embodiment of this invention in which MN 202 is being
handed off to Access Router 128. In this embodiment AR 128 is associated with the same RN
(e.g.: RN 1 130 of Fig. 2) to which the MN 202 was last registered. Message 410 is an
advertisement from the AR 128 to the MN 202 of the assigned RN (RN 1 130 in Fig. 2) for that
AR, along with the address of the AR 128. In an alternative embodiment message 410 also
includes indications of the MIP capabilities of the AR 128. This is received by module 310 in
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MN 202 where the hand-off detection routine compares the AR and RN addresses to the last
values previously received. In this embodiment of the invention only the AR address has
changed in which case then local mobility module 310 undertakes a local access hand-off by
sending message 240a to the AR 128 to cause the FA CoA in the RN 1 to be updated to that of
the new AR address (i.e., the address of AR 128). Following standard registration signaling
between AR 128 and the RN (RN 1 130 in Fig. 2), AR 128 returns message 241a confirming
successful registration. In this embodiment the RN address was not changed and thus the remote
mobility agent module 315 in MN 202 is not involved and is not notified of any change.

Applications using the current RoA and HoA addresses are not affected by this type of hand-off.

In the Fig. 5 embodiment, MN 202 is being handed off to Access Router 128, but
this time AR 128 is associated with a new RN (e.g., RN 1 130 of Fig. 2), while MN 202 was last
registered with another RN (e.g., RN 2 140 of Fig. 2). Message 410°, as with message 410 in
Fig. 4, is an advertisement from the AR 128 to the MN 202 of the assigned RN (RN 1 130 in
Fig. 2) for that AR, along with the address of the AR 128. This is received by module 310 in
MN 202 where the hand-off detection routine compares the AR and RN addresses to the last
values previously received. In this embodiment both the AR address and the RN address have
changed from the last values. In this embodiment the RoA2 address of MN 202, currently
allocated by RN 2 140 of Fig. 2 is first changed to the RoA1 address allocated by the new RN 1
130 of Fig. 2. To that end, MN 202 sends message 240a’, which is similar to corresponding
message 240a of Fig. 4, but MN 202 now requests a new RoA (e.g., by setting it to zero). AR
128 undertakes standard registration signaling with RN 1 130 of Fig. 2 to allocate new RoA
(RoA1) for MN 1 202 and to configure RN 1 130 with the FA CoA of AR 128. AR 128 returns
a message 241a’ to MN 202 indicating successful registration and the new RoAl.

At this point the remote mobility agent module 325 of MN 202 should get
involved to register the new RoA with the HA (e.g., Remote HA 112 of Fig. 1) of the same

module.

Fig. 5 depicts one embodiment of this invention in which the Local and the
Remote mobility agent modules 310, 315 of MN 202 are aware of each other and can share
and/or exchange messages and data. In this embodiment of the invention the new RN (RN 1 130

of Fig. 2) and RoA (RoA1) address are sent directly to the remote access module 315 using
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message 415. In an alternative embodiment of this invention message 415 is an extended version
of message 410. In another alternative embodiment of this invention the state included in

message 415 is instead communicated via the shared state information 335.

In either embodiment, the reception of message 415 (or its corresponding state)
causes the remote mobility module 315 to send message 250a to its HA (e.g., Remote HA 112 of
Fig. 2) to update it with the new RoA1 address as the MN CCoA. The Remote HA 112 of Fig. 2

returns message 251a to MN 202 to indicate successful registration.

Applications using RoA addresses will have to accommodate the address change

or stop operating. Applications using HoA addresses do not get affected by this type of hand-off

Fig. 6 depicts an alternative embodiment to Fig. 5 in which Local and the Remote
mobility agent modules 310, 315 of MN 202 are not aware of each other and they do not share
and/or exchange messages and data. In this embodiment the processing and content of messages
410, 2402’ and 241a’ are identical to that of Fig. 5. Following allocation of the new RoA1 to
MN 202 and registration of the AR 128 address as a FA CoA to RN 1 130 of Fig. 2 as in Fig. 5,
this embodiment of the invention continues in the following way. The newly allocated RoA1 is
provided tothe MN-specific DHCP server 360 of AR 128 with message 425, where it is stored.
Trigger 420 is then sent to notify the DHCP client 330 in MN 202 that a new address should be
requested. In one embodiment of this invention message 420 is implemented by sending a media
down signal followed by a media up signal. On reception of message 420 the DHCP client 330
sends a standard DHCP Request message 435 which is received by DHCP Server 360. In
response, the DHCP Server 360 returns the allocated RoA1 in a DHCP Offer message 440.

In an alternative embodiment, the optional DHCP server 325 in MN 202 is used
instead of the DHCP Server 360, in which case message 430 provides RoA1 to said DHCP
Server 325. In this case DHCP Request message 435 (also shown as message 435” in Fig. 6 for
clarity) is intercepted by DHCP Server 325 which returns RoA1 in message 440°.

In either case remote mobility agent module 315 according to this invention is
reacting to a change of RoA in DHCP client 330 and sends message 250a and receives reply

251a, which are identical to the corresponding messages in Fig. 5.
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In an alternative embodiment of this invention local mobility agent module 310
also sends message 415° to the remote mobility agent module 315 following the new RoA
allocation by message 241a’. Since the remote access module 315 is a legacy module not aware
of local mobility module 310, the message 415’ can only include standard remote access MIP
fields such as the identify of the RN and the flag used to ask the remote mobility agent module
315 to send message 250 via that RN rather than directly to the remote home agent. Effectively
this means that the RN will appear to be the Foreign Agent to the remote access mobility module
315. Therefore, the local mobility agent module 310 must make it Jook like the message 415 was

actually sent by the RN 1 130 rather than the AR 218.

The various messages in Figs. 4-6 enable the MN to support concurrent local and remote
access, and to control hand-offs between ARs and RNs based on information passed from the
AR 128 and distributed between modules within the MN. This is can be achieved even with a
legacy remote mobility module 315 that does not support rapid wireless hand-offs or RNs, due

to the actions of the local mobility module 310.

Numerous variations on the above described inventions will be apparent to those
of ordinary skill in the art based on the above description. Such variations are to be considered

within the scope of the invention.
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What is claimed is:

1. A method of operating a mobile node including a local mobility agent module and a
remote mobility agent module to interoperate with a communications network including a
plurality of access nodes and a plurality of roaming nodes, a set including multiple access nodes
being associated with at least one of said roaming nodes in said communications network,
different ones of said access nodes being associated with different roaming nodes, the method
comprising:

operating said local mobility agent module to handle a handoff between two of
said access nodes, said two of said access nodes including a first access node and a second
access node; and

operating said remote mobility agent module to handle handoff between two of
said roaming nodes, said two of said roaming nodes including a first roaming node and a second

roaming node.

2. The method of claim 1, further comprising:

operating said local mobility agent module to communicate information from
said local mobility agent module indicating assignment of a new roaming address to said remote
mobility agent module, said information indicating assignment of a new roaming address to said

mobile node.

3. The method of claim 2, wherein said new roaming address is assigned in response to a
roaming node handoff, the method further comprising:

operating said remote mobility agent module to send registration information to a
remote home agent to bind a home address associated with said end node to said new roaming

address.

4, The method of claim 3,
wherein said mobile node further comprises an interface between said local
mobility agent module and said remote mobility agent module; and

wherein said step of communicating information includes resetting said interface.
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5. The method of claim 3, wherein said step of communicating information includes
transmitting said new roaming address from said local mobility agent module to said remote

mobility agent module.

6. The method of claim 2, further comprising:
receiving from one of said two access nodes, handoff information used to control
handoff procedures at said mobile node, said handoff information including the address of a

roaming node associated with one of said two access node.

7. The method of claim 6, wherein said step of communicating information includes
transmitting a modified version of said handoff information received from one of said two

access nodes from said local mobility agent module to said remote mobility agent module.

8. The method of claim 2, wherein said step of operating said local mobility agent module
to handle a handoff includes:

operating said local mobility agent module to receive mobile node handoff
information from at least one of said first and second access nodes, said mobile node handoff
information including the address of at least one roaming node assigned to said second access

node.

9. The method of claim 6, further comprising:
comparing at least some of said received handoff information to previously
received information to determine whether there has been a change in a roaming node associated

with an access node used to couple said mobile device to said communications network.

10.  The method of claim 9, further comprising:

operating the local mobility agent module in said mobile node to send a
registration message to the roaming node, associated with said access node, to request a new
roaming node address, said registration message being sent in response to determining that that
here has been a change in a roaming node associated with an access node used to couple said

mobile device to said communications network.

11.  The method of claim 9, wherein said communications network further includes a DHCP
server coupled to said access nodes, said mobile node further including a DHCP client module,

the method further comprising:
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operating the DHCP client module to configure said interface.

12.  The method of claim 11, wherein operating the DHCP server client module to configure
said interface includes:

transmitting a DHCP message to said DHCP server;

receiving the new roaming address in a DCHP message from said DCHP server;
and

using the new roaming address as an interface address for a second mobile IP

client included in said mobile node.

13.  The method of claim 12, further comprising, prior to operating said DHCP client module
to configure said interface,

loading the DHCP server module with the new roaming address.

14.  The method of claim 3, wherein the local and remote mobility agent modules each
include:

at least one mobile IP client.
15. The method of claim 1, wherein said access nodes are access routers.

16.  The method of claim 15, wherein said roaming nodes are network nodes coupled to said

access routers.

17. The method of claim 15, wherein said communications network includes more access

routers than roaming nodes.

18. The method of claim 6, wherein said handoff information is transmitted in a mobile IP

foreign agent advertisement message.

19. A communications system comprising:

a communications network including a plurality of access nodes and a plurality of
roaming nodes, a set of access nodes including multiple access nodes being associated with at
least one of said roaming nodes in said communications network, different ones of said access
nodes being associated with different roaming nodes;

a mobile node coupled to one of said access nodes, the mobile node including:
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a local mobility agent module including means for handling a handoff
between two of said access nodes; and
a remote mobility agent module including means for handling a handoff

between two of said roaming nodes.

20.  The communication system of claim 1, wherein the local and remote mobility agent
modules each include, internal to said mobile node:

at least one mobile IP client.
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