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Method and device for processing biometric data, by deter-

minding features and classifying the data.

Field of the Invention

The present invention relates generally to a method
of generating reference data from biometric data of an
individual. The invention also relates to a device for
generating such reference data. Moreover, the invention
relates to a method of checking, based on biometric data
of an individual, the right to access to sensitive infor-
mation, and a method of checking whether biometric data
is represented in a database. The invention also concerns
a system for checking the right to access of the type
mentioned above, and a processing unit included in the
system.

Background Art

Biometry means measuring, analogously or digitally,
one or some individual- and body-specific parameters or
characteristics, such as the appearance of or the pattern
of an individual's fingerprint, palm, fundus of the eye,
iris, or face, or some other information that is not
related to appearance, such as the individual's voice.
This information can be used, for instance, in verifica-
tion, authenticity control, or identification of an indi-
vidual.

In many cases, the access to information of wvarious
kinds must be reserved to certain individuals only. This
also applies to, for instance, the access to particular
rooms or buildings. When one wants to verify an indivi-
dual's right to access to, for instance, an information
quantity, i.e. his right to access this information, it
is common to employ systems using, for example, a multi-
digit code, such as a PIN code (PIN = personal identifi-
cation number) or a password. A drawback of such systems

is. that individuals having the right to access must
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remember the code or password. Thus, an individual can,
if he forgets the code/password, be refused access even
if he is actually authorized. Since most people must
remember a large number of codes/passwords, there is a
risk that the codes or passwords are written down on a
sheet of paper or that an individual uses the same code
for several purposes. This makes it easier for unauthor-
ized people to get hold of the code/password. It goes
without saying that this reduces the security in a system
of the type described above. Moreover, it is not checked
whether the person indicating the correct code/password
is one of the individuals who have originally received
the code or password, i.e. the right to access. Thus, the
group of people who is in fact given access to sensitive
information or buildings/rooms can quickly be increased
by unauthorized people to which the code or password has
been "lent".

To avoid the above problems, an individual's right
to access can be verified by means of biometry. Then the
individual does not have to remember a code or password
but instead some kind of body-specific and individual-
specific or individual-unique characteristic or parameter
of the individual at issue is verified. For example, a
system based on this technique may use biometric infor-
mation of any of the kinds stated above. The method is
based on reading, in a first step using a collecting
method of some type, biometric data in the form of, for
example, image or sound data of a number of people. Data
is preprocessed and then an algorithm of some kind is
applied to preprocessed biometric data, so that for each
individual a first reference data or a first template is
generated from collected biometric data. Such reference
data usually consists of a reduced quantity of original
data. In the verification of an individual's right to
access, current biometric data is collected by means of
the same or some other collecting method. Subsequently,

such collected current biometric data is preprocessed,
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and an algorithm (the same as before or some other algo-
rithm) is applied to such preprocessed current biometric
data to form a second reference data from said current
biometric data. For comparing said first and second refe-
rence data or template, which can have the same or diffe-
rent formats, a second algorithm is applied in such man-
ner that a measure of how well these two reference data
or templates correlate is obtained. This measure is
finally compared with a predetermined threshold value. In
this way, it is determined whether it may be considered
that said first and second reference data, which repre-
sent previously collected biometric data and current bio-
metric data, respectively, come from the same individual
or not.

A problem of prior-art biometric systems is that
they do not generate the same reference data or templates
from two sets of biometric information, i.e. biometric
data from different collectings/readings from the same
individual (such as two images of the same finger which
have been taken using the same collecting method). Thus,
a comparison or matching of two different reference data
is carried out in, for example, verification. The outcome
of the comparison is determined by means of a threshold
value. If a threshold value is set at, for example, 90%,
the two reference data are considered to come from the
same individual if they agree to at least 90%. Conse-
quently, this is a complicated process which cannot be
performed in, for example, environments which are
extremely limited as regards memory, processor capacity
etc. A further drawback of prior-art biometric systems is
that original biometric data could be recovered from
reference data, thus reducing the security.

Today, use is often made of smart cards (intelligent
cards) as data carriers of sensitive information. Part of
the information that is stored on a smart card consists
of a template or reference data, which can be described

as prestored reference information regarding the card
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user. It is with this template that a comparison is made
each time the card user wishes to verify his right to use
the card. If the card is intended for use as an entry
card or key card, for example for physical access to a
room or building, no information other than the template
need be stored on the card. The right to access to stan-
dard-type smart cards is presently checked by somehow
presenting a PIN code, which usually consists of four
digits between 0 and 9. If one wants to avoid the above
problems with codes and instead use biometry to access a
common smart card, this is usually carried out by storing
the necessary PIN code somewhere outside the card in
software or hardware. If the comparison or matching of
reference data from biometric data produces a positive
result, the PIN code is then presented to the card. The
storing of the PIN code outside the card reduces the
security in such a system.

One related example is found in US-A-5 509 083 which
discloses a method for confirming the identity of an
individual presenting an identification card. The card
has stored thereon a code containing code-addresses to a
number of templates which are stored in a template
library in a central processing unit, and code-
coordinates for each template being addressed by the
code. The templates are target images, typically with a
size of 16*16 pixels. To confirm the identity of an
individual, a fingerprint image is registered, and
correlation values are calculated in each position in the
image as identified by the code-coordinates, by
correlating the target image addressed by the code with
the fingerprint image at the associated position. The
resulting correlation values are compared to a threshold
value, whereupon it is decided whether to accept the
identity of the cardholder.

When one wants to check whether current biometric
data of a person is included in a database, which com-

prises biometric data, recorded in advance, of a plura-
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lity of people, reference data corresponding to current
biometric data is compared with a respective one of a
number of reference data included in the database. The
structure of the database determines with which biome-
tric data comparisons are to be performed. One way is
to search the database hierarchically. A difficulty in
hierarchic search, however, is that a large number of
comparisons are necessary, which makes the process time-
consuming. Moreover, a method as described above may
result in possibly relevant parts of the database being
missed in the search.

Summary of the Invention

A general object of the present invention is to
wholly or at least essentially obviate the above problems
of prior art. More specifically, it is a general object
to provide a method, improved over prior art, of generat-
ing reference data from current biometric data of an
individual. A further general object of the invention is
to provide a device for generating such reference data.
More specifically, the inventive method and the inventive
device should afford great probability that the same
reference data is generated from two sets of biometric
information regarding the same individual-specific char-
acteristic of one and the same person. Moreover, the
generated reference data should consist of information
which makes it difficult or impossible to recover origi-
nal biometric data. Moreover, the inventive method and
the inventive device should place low demands in respect
of memory space and processor capacity.

A further object of the present invention is to pro-
vide a method of checking, based on current biometric
data of an individual, the right to access to sensitive
information. This method should be gquick, safe and
simple, and the probability that an individual with a
right to access is refused access and that an individual
with no right to access is granted access should be

small.
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One more object of the invention is to provide a
system for checking such right to access. The system
should be safe and simple in its design.

Moreover, an object of the invention is to provide a
processing unit for checking the right to access to
sensitive information stored on a portable data carrier,
said check being based on current biometric data of an
individual.

It is also an object of the present invention to
provide a method of checking whether current biometric
data of an individual is represented in a database. More
specifically, an object of the invention is to provide a
method of permitting in a simple manner that only parts
of a database need be searched with no risk that relevant
parts of the database are missed.

These objects are achieved wholly or partly by a
method and a device for generating reference data accord-
ing to appended claims 1 and 18, respectively, a method,
a system and a processing unit for checking the right to
access according to appended claims 30, 37 and 44,
respectively, and a method of checking whether current
biometric data of an individual is represented in a data-
base according to appended claim 48. Preferred embodi-
ments are stated in the dependent claims.

By selecting, according to the inventive method of
generating reference data, starting from a number of
feature values, a class for current biometric data and
equating the reference data therecf with the class deno-
mination of the selected class, there is allowed very
great probability that the same reference data is to be
generated for repeated collections of the same biometric
parameter or characteristic of one and the same indivi-
dual. This follows from the fact that the feature wvalues
could differ to some extent for repeated collections of
biometric data and still generate the same reference data

since they may be considered to belong to the same class.
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Preferably, current biometric data is divided into
one or more data subsets before the feature values are
generated, thereby permitting that a number of variables
or features which are independent of each other are
defined. Moreover, an optimal utilization of the informa-
tion in said current biometric data is allowed since it
thus is possible to, for example, attach greater impor-
tance to the data subsets which are most relevant or con-
tains most information.

An advantage of defining a starting point is, if the
starting point is consistently locatable, that exactly
the same division of biometric data can be made and,
thus, the same feature values can be generated from dif-
ferent collections of the same biometric parameter of one
and the same individual.

By letting the feature values of both current bio-
metric data and each biometric data collected in advance
preferably constitute coordinates for a respective point
in a space which is divided into subspaces corresponding
to the classes, an easily comprehensible representation
of data is obtained. This allows the use of simple algo-
rithms to decide, for example, class association for the
current biometric data.

An advantage of letting the subspaces mutually cor-
respond to essentially the same quantity of biometric
data collected in advance is that a better resolution
and, thus, security are allowed, for instance, when one
wants to use reference data generated from current bio-
metric data for verification purposes.

Each class denomination consists of a data string,
preferably comprising a combination of characters, such
as figures only, letters only, or figures and letters.
Since reference data is equated to a class denomination
of this kind, reference data without any redundant infor-
mation is obtained, and an exact matching can be made
when comparing two reference data. The comparison can be

carried out quickly and easily since it does not require
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a complicated algorithm. It is only necessary to match
figures and/or letters with each other. They are either
equal or not. The result of such a comparison can thus be
only "yes, equal" or "no, not equal" and therefore a
threshold value for this decision is not necessary
either. Moreover, both reference data and a comparison
algorithm requires a small storage space. A further
advantage is that data cannot easily be recovered from
reference data/template.

The fact that reference data preferably consists of,
for example, a combination of figures allows generation,
directly from current biometric data, of reference data
which serves as a code, such as a PIN code, for e.g. a
smart card.

The inventive device for generating reference data from
biometric data presents advantages corresponding to those
of the inventive method of generating reference data.

The portable data carrier, which is included in the
inventive system for checking the right to access, may
have a simple signal processing device since the compari-
son of reference data is simple. Further the simple com-
parison algorithm for the signal processing device of the
data carrier takes little place in the memory of the data
carrier. Thus, simple portable data carriers, such as
standard type smart cards, can be used, which allows an
inexpensive system. An advantage of the sensitive infor-
mation regarding the data carrier user/owner, i.e. refe-
rence data or template, being stored in the data carrier
and not in, for example, the processing unit of the sys-
tem is that the system will be more secure since said
information then accompanies the portable data carrier
and its owner. The inventive system can also be made
simple thanks to the fact that only small information
quantities for checking the right to access need be
transferred between the parts of the system. Such a sys-

tem also allows that a data carrier can give the right to
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access to a plurality of users by a plurality of
templates being stored on the data carrier.

By selecting, in the inventive method for checking
whether current biometric data of an individual is repre-
sented in a database, for said current biometric data a
class from a plurality of classes having respective class
denominations, and by letting the items of the database
have item denominations corresponding to a respective one
of the class denominations, the class denomination of the
class selected for said current biometric data can, in
checking, be used to choose a suitable part of the data-
base. In this way, a comparison with the most relevant
biometric data can be quickly made with little risk that
relevant parts of the database are missed such as in, for
instance, a hierarchic search of a database.

Brief Description of the Drawings

The invention and its advantages will be described
in more detail below with reference to the accompanying
schematic drawings, which for the purpose of exemplifica-
tion illustrate presently preferred embodiments.

Fig. 1 is a schematic view of an inventive system
for checking the right to access.

Fig. 2 is a block diagram which illustrates an
inventive method of checking the right to access.

Fig. 3 is a schematic view of a space, which is used
to represent biometric data of a plurality of people. The
space 1is divided into subspaces to each of which an
attraction point has been assigned.

Fig. 4 is a schematic view of a space, which is
represented by attraction points only.

Fig. 5 shows a presently preferred method of divid-
ing a two-dimensional representation of a fingerprint for
generating feature values.

Figs 6-7 show alternative methods of generating

feature values.
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Description of Preferred Embodiments

Fig. 1 is a schematic view of a preferred embodiment
of an inventive system for checking the right to access
to sensitive information, said checking being based on
biometric data of an individual whose right to access to
the sensitive information is to be checked. The system
comprises a portable data carrier 1 and a processing unit
2. As a rule, the system comprises a plurality of
portable data carriers 1, since each individual with a
right to access usually has a data carrier 1 of his own.
The data carrier 1 comprises a memory 3, a signal
processing device 4 and a communication device 5. The
processing unit 2, which can be a PC (Personal Computer),
comprises a signal processing device 6, a communication
device 7 and a sensor 8 for collecting/reading of bio-
metric data in the form of a digital representation, such
as a digital image. The signal processing device 6 in
turn comprises a memory 9 and a processing means 10.

The data carrier 1 consists of an intelligent card,
smart card, of a standard type, for instance a Java or
MULTOS card. The communication device 5 of the card 1 is
adapted to communicate with the communication device 7 in
the PC 2. The communication devices 5, 7 can be designed
either for contact-type communication or contactless com-
munication. An example of the latter type is communica-
tion by means of infrared light (IR) and by means of
radio signals. In the memory 3 of the card 1 there are
stored on the one hand the sensitive information to which
the current user wants to be granted the right to access
and, on the other hand, a template, i.e. reference data
from biometric data of the individual having the right to
access. Such current biometric data may consist of a
digital image of an individual- and body-specific charac-
teristic or parameter, such as a fingerprint. A plurality
of templates can be stored in the memory 3, for instance

when several people want to share a card. A system in



WO 01/26549 PCT/SE00/01997

10

15

20

25

30

35

11

which the sensitive information to which access is desir-
ed, is stored in a unit outside the card 1 is also pos-
sible.

The PC 2 is arranged to receive, via the sensor 8,
current biometric data of the individual whose right to
access is to be checked. In this embodiment, the sensor 8
is a capacitive sensor. However, also other types of sen-
gsors which can record fingerprints can be used, such as
heat sensors and optical sensors. The sensor 8 can be
arranged separate from the processing unit 2. Moreover,
the PC 2 is arranged to carry out, by means of the signal
processing device 6, a preprocessing of the digital
image, and starting from the preprocessed image generate
with the aid of the processing means 10 a current tem-
plate, i.e. reference data from said current biometric
data, and to transfer the current template to the signal
processing device 4 of the card 1 via the communication
devices 5, 7. Preprocessing may comprise binarization and
vectorization. The signal processing device 4 is designed
to compare this received current template with the tem-
plate stored in advance in the memory 3 of the card 1 to
determine whether the right to access to the sensitive
information exists. This template stored in advance con-
sists of reference data for, for example, a fingerprint.
The signal processing device 4 1is further designed to
determine, in cases of correspondence between the receiv-
ed current template and the template stored in advance,
which operations the PC 2 is allowed to perform on the
sensitive information. The signal processing device 6 of
the PC 2 is designed to perform operations on the sensi-
tive information, based on the rights which are assigned
to the PC 2 by the card 1. The comparison of the current
template and the template stored in advance could be car-
ried out outside the card 1, for instance in the PC 2.

The memory means 9 included in the signal processing
device 6 of the PC 2 contains a set of data which corre-

sponds to biometric data of a number of people which has
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been collected in advance. This set of data is used in
the generating of the current template from current bio-
metric data by means of the signal processing device 6,
as will be described in more detail below with reference
to Figs 3 and 4.

Fig. 2 illustrates an embodiment of an inventive
method of checking, based on current biometric data in
the form of a fingerprint of a person, the right to
access to sensitive information. In step 20, an image of
a fingerprint of the person whose right to access is to
be checked is collected by means of the sensor 8 in the
PC 2. Then follows step 21 of generating, starting from
the image of the finger, the current template. This
occurs in the signal processing device 6 of the PC 2. In
step 22, the current template is compared with the tem-
plate that has been stored on the card 1 in its memory 3.
If the comparison in step 22 generates the result that
the current template and the template stored on the card
1 are equal, the right to access to the sensitive infor-
mation stored in the memory 3 of the data carrier 1 is
granted.

Step 21, in which the current template from the
image collected with the sensor 8 is generated, comprises
a number of partial steps. First, a starting point or
reference point in the image is defined. Below follows a
description of how this definition can be performed.
Starting from the starting point, the image is then
divided into sub-areas or data subsets. Based on these
data subsets, feature values are generated. A preferred
method of making the division of the image into data
subsets and generating the feature values will be
described in more detail below.

Starting from the feature values, one of a plurality
of classes is then selected, each class corresponding to
a quantity of biometric data, collected in advance, of a
number of people. Each class has a class denomination.

The classes are defined starting from feature values,
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which represent the quantity, belonging to the respective
classes, of biometric data collected in advance. To
select a class, one lets the feature values from said
current biometric data represent coordinates which are
combined so as to define a current point in an n-dimen-
sional space. The number of dimensions, n, is determined
by the number of feature values generated from each bio-
metric data. Figs 3 and 4 show a three-dimensional space,
i.e. the number of feature values is in this case three.
Figs 3 and 4 will be explained in detail below. The n-
dimensional space is divided into subspaces, which cor-
respond to said classes and the associated class denomi-
nations. Subseqguently a class can be selected by deter-
mining to which subspace the current point belongs.
Finally, the current template is equated to the class
denomination for the selected class. A preferred method
of dividing the n-dimensional space into subspaces will
also be described below.

Definition of Starting Point in an Image of a

Fingerprint:

It has traditionally been an extremely complex ope-
ration to define a consistently locatable starting point
in an image of a fingerprint owing to the many existing
types of fingerprints. Also in traditional, manual
fingerprint classification, starting from a large set of
rules for identification of the starting points for many
types of fingerprints, starting points cannot be defined
for certain types of fingerprints.

However, in one embodiment of the present invention,
only two procedures are required. The first procedure is
based on a vectorization of the gray scale image and
locates a starting point from the vector representation
of the gray scale image. The second procedure, which is
used only if the first procedure does not manage to
locate a starting point, locates the geographic center of
the image. Alternatively, the second procedure can be

based on counting the number of ridges in a binarized
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image, or by calculating fast Fourier transforms (FFT)
for the fingerprint image and selecting the point
corresponding to the dominant frequencies.

A more exhaustive description of how a starting
point or reference point can be defined is to be found in
Applicant's International Patent Publication WO 99/51138,
which is incorporated herein by reference.

A preferred method of locating or defining a start-
ing point in an image of a fingerprint has been described
above. It will be appreciated that there are many diffe-
rent methods of carrying out this location or definition
and that the essential thing is not where in the finger-
print the starting point is located or the appearance of
the structures in its surroundings, but that it is locat-
ed in the same position in each collection of the same
fingerprint. The term starting point should thus be
interpreted as a position in a sense which in each col-
lection is the same relative to other positions in the
image. In other types of biometric data, the starting
point of course represents something else than it does
in an image of a fingerprint. For example, the starting
point in face recognition may be the nose and in voice
recognition a frequency.

A Preferred Method of Generating Feature Values:

According to a preferred embodiment, the image is
divided into smaller areas, which gives a number of data
subsets, by arranging, with the starting point S in the
zero point, eight concentric circles 41 with an increas-
ing radius around the starting point S (see Fig. 5). Then
the image is divided further by arranging ten radii 42
starting from the starting point S, uniformly distributed
over 360°. This gives 8*10=80 smaller areas 43 or data
subsets. When the division is completed, a number of, for
instance eight, filters, such as Gabor filters, are
applied to each area 43. For each filter and area 43, a
feature value is obtained in the form of a number. It

will be appreciated that there are a large number of dif-
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ferent ways of carrying out the division of the image or
the data quantity. The Gabor filter is a common filter in
image processing and 1s generally described in e.g.
Granlund, Knutsson "Signal Processing for Computer
Vision", Kluwer, 1995 and in connection with fingerprint
identification in Jain et al, "A FingerCode: A Filterbank
for Fingerprint Representation and Matching", IEEE Confe-
rence on CVPR, Colorado, USA, 1999. The filter can be
applied to two-dimensional images to identify edge and
line structures. When applied to images of fingerprints,
a characterization of the extension of ridges and valleys
in the fingerprint is obtained. When it is approximately
known how wide (in pixels) the ridges and the valleys are
in the image, the Gabor filters can be set in such manner
that they react particularly on these structures while
other structures do not affect the result to the same
high degree. The Gabor filter is direction-dependent,
which means that a filter merely indicates structures in
one direction (for instance vertical) in the image. In
practice, Gabor filters are therefore used with 4-8 dif-
ferent directions to cover all directions.
Alternative Methods of Generating Feature Values:

According to an alternative embodiment of the inven-
tion and as illustrated in Fig. 6, feature values can be
generated from a two-dimensional image of a fingerprint
by a polygon 51, such as a square, being superimposed on
the image in a position which is determined in relation
to the starting point S. The area typically comprises
100*%100 pixels. Four feature values are obtained by
counting the number of ridges, alternatively the number
of transitions from black to white and white to black,
along the respective edge lines 52-55 of the square 51.
In the example in Fig. 6, there are 11, 13, 9 and 6
ridges for the respective edge lines 52-55.

According to a further alternative embodiment of the
invention, the step of generating feature values from

said current biometric data can be carried out with the
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aid of Principal Component Analysis (PCA), which is also
referred to as Karhunen-Loéve and Hotelling transform and
which is described in Gonzales-Woods, 'Digital Image Pro-
cessing', Addison Wesley, 1993. This is a known method of
identifying the most significant features in two-dimen-
sional images. Using a number of two-dimensional example
images of fingerprints (with the zero point suitably in
the starting point), it is possible to calculate how
these vary by estimating their covariance matrix. The
eigenvectors, belonging to the maximum eigenvalues, of
the covariance matrix describe the most significant
variations in the original example series of images.
These eigenvectors can be referred to as vy, V,, ., Vy,
where m is the number of eigenvectors. A new image of a
fingerprint (with the zero point in the starting point),
called f, can then be approximated with linear combina-
tions of the eigenvectors, i.e. f = a;*vy+a,*Vyo+..+a,* vy,
wherein a;,a,,..,a,, 1s m scalars (numbers). The m scalars
(a;,a5,..,a,) form feature values.

A related method of generating feature values is to
apply a number of statistically generated target images,
principal components, to the current fingerprint and then
investigate how well these correlate therewith. An exam-
ple of how this is done is illustrated in Fig. 7. The
image is divided into, for example, four target areas
61-64. Each target image 65-68 is compared with each
target area 61-65 to investigate with which part of the
target area 61-65 the target image 65-68 correlates best.
These "best correlation valuesg" form feature values, and
in the present example, 16 feature values (= number of
target images * number of target areas) are thus
obtained.

According to a further alternative embodiment, fea-
ture values can be generated starting from measures in
the image, such as average width of the lines (ridges) in

the fingerprint, the curvature of the line just above the
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starting point and the average distance between the
lines.

Definition and Division of the Space:

According to a preferred embodiment of the inven-
tion, the n-dimensional space is defined by the steps of
defining starting point or reference point and generating
feature values being carried out on biometric data, col-
lected in advance, of a large number of people. For each
individual's biometric data, the feature values form
coordinates. These coordinates are combined so that they
represent a data point or data dot for the associated
individual in the n-dimensional space. Each individual
can also be represented by more than one data. Fig. 3
illustrates such a representation for n=3. In the three-
dimensional space 31, there is a large number of data
dots 32. Based on the amount of data dots 32, the n-
dimensional space 31 is divided into subspaces 33, in
such a manner that each subspace 33 preferably contains
the same amount of data dots 32. If, for instance,
biometric data of 100,000 people has been collected,
which gives 100,000 data dots 32, and 100 subspaces 33
are requested, each subspace 33 should thus comprise
about 1,000 data dots 32. Subsequently, a "typical point"
or attraction point 34 is assigned to each subspace 33 in
such manner that each data dot 32 in the subspace 33 is
closer to this attraction point 34 than the attraction
points 34 belonging to the other subspaces 33. A method
of dividing the n-dimensional space 31 is to use a clus-
tering technique, such as 'Self-organizing Maps' which
are described in, for instance, Kohonen, "Self-organizing
Maps", Springer, 1995. A division of this type proceeds
in such manner that, like before, it is assumed that
there are 100,000 data dots 32 in the n-dimensional space
31. Then 100 attraction points 34 are placed in the space
31 so that the sum of the distances between each attrac-
tion point 34 and the respective about 1,000 closest data

dots 32 will be as small as possible. A distance can be
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determined as, for instance, a Euclidean distance. Each
of the 100 attraction points 34 thus is in some sense the
"typical point" for the associated subspace 33 or class
and is usually referred to as prototype. Each attraction
point 34 or subspace/class 33 can be represented by a
class denomination, which consists of a numeric digit
(alternatively alphanumeric, or of a bit sequence), in
the example above 0-99.

A person skilled in the art realizes that after com-
pletion of the division of the n-dimensional space 31,
only the coordinates for the attraction points 34 are
necessary to define the subspaces 33 and thus the classes
(see Fig. 4). Thus, feature values need not be stored,
which saves a lot of memory space. A class/subspace 33
for said current biometric data is thus selected by
determining the distance between the corresponding cur-
rent data dot 35 and the attraction points 34, and the
class/subspace 33 is selected, whose attraction point 34
is positioned at the shortest distance D from the current
dot 35.

The division of the n-dimensional space 31 could be
adaptive so that the division is adjusted each time one
studies new biometric data of a person which one wants to
be included in known data.

Alternative Method of Representing Subsgpaces in the
n-dimensional Space:

According to an alternative embodiment of the inven-
tion, the subspaces 33 in the n-dimensional space 31 can
be described by means of the coordinates of their bound-
ary 36. In the schematic space 31 in Figs 3 and 4, the
attraction points 34 would thus not be necessary and it
would be possible to find out to which subspace 33 the
current dot 35 belongs by investigating in which subspace
33 it is positioned. Each subspace 33 would in this case
be represented by a class denomination. According to this
embodiment, either the subspaces 33 together should fill

the entire space 31, or special measures must be taken if
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the current dot 35 is located between the defined sub-
spaces 33.
Method of Searching a Database:

The inventive method, as described above, of
generating reference data from current biometric data of
an individual can also be used when searching a database
to check if current biometric data of an individual is
represented in the database. The database to be searched
according to the invention generally contains a large
number of items, each item corresponding to biometric
data of an individual and being assigned an item
denomination.

In its most general aspect, the inventive method of
searching the database comprises the steps of generating,
based on the current biometric data, a number of current
feature values; selecting, based on the current feature
values, one of a plurality of classes, each class
corresponding to a quantity of biometric data, collected
in advance, of a number of individuals, and having a
class denomination; and comparing the current biometric
data with biometric data associated with at least one
item which is assigned an item denomination that
corresponds to the class denomination of the selected
class. Thus, the inventive method of generating reference
data is used in providing a classification of the current
biometric data, the classification being used in
searching the database, to select a suitable part of the
database to be searched. In this way, a comparison with
the most relevant biometric data can be quickly made with
little risk that relevant parts of the database are
missed such as in, for instance, a hierarchic search of a
database. For reasons of search speed, it is preferred
that the step of comparing is effected by comparing the
current feature values with a combination of feature
values associated with the one or more database items

that have a suitable item denomination.



10

15

20

25

30

35

WO 01/26549 PCT/SE00/01997

20

The feature values can be generated according to any
of the alternative methods described above. Likewise, the
selection of class can be made according to any one of
the alternative methods described above, for example by
letting the current feature values represent a data dot
in an n-dimensional space divided into subspaces that
correspond to the classes and are assigned the class
denominations, and by determining to which subspace
(class) the data dot belongs.

The invention has been described above with refe-
rence to embodiments selected by way of examples, and
variations and modifications are feasible within the
scope of the invention. For example, the portable data
carrier, which has been exemplified above as a smart
card, can also be, for instance, a Java ring, a Palm
pilot (PDA) or a SIM card. The processing unit can, as
mentioned above, be a computer of some type, such as a
PC, but there is a large number of other applications.
For example, the processing unit could be a cash dispen-
ser, a mobile phone, a door lock, a TV box which grants
access to certain cable television channels etc.

The memory means in the portable data carrier and in
the signal processing device of the processing unit have
not been rendered more precise, but may consist of e.g.
RAM, ROM, Flash or EPROM. Furthermore, the signal pro-
cessing devices in the data carrier and in the processing
unit may comprise, for example, a processor, an FPGA, or
an ASIC.

The processing means of the processing unit may com-
prise, for example, an algorithm, hardware, such as a
processor, an FPGA or an ASIC, or e.g. an optical lens.
The communication between the units of the system
described above can be carried out, as mentioned above,
either in a contactless manner or with the aid of some
type of physical lines, such as Ethernet, Bluetooth, or
Firewire, and some type of protocol such as USB, IP or
RF232 serially.
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It will also be appreciated that a distance between
dots in the n-dimensional space can be determined in
several ways. The geometric distance can be determined,
for example, by using Pythagoras's theorem or n-dimen-
sional octagons, which gives the above-mentioned Eucli-
dean distance. In the description, only an orthogonal
system has been described, but the term "distance" is
intended to be interpreted in a wide sense and to apply
also to spaces in non-orthogonal systems.

In the above described, presently preferred embodi-
ments of the invention, biometric data has represented a
fingerprint. However, the invention also functions for
other types of biometric data, i.e. for representations
of other types of body- and individual-specific charac-
teristics or parameters. The biometric information may
consist of, for example, the pattern of an individual's
palm, fundus of the eye, iris, or face, or some other
information which is not related to appearance, such as
the individual's voice. It will be appreciated that the
sensor for collecting biometric data must be selected for
and adapted to the type of biometric parameter. The divi-
sion of the images and the generation of feature wvalues
can be carried out in a similar manner for the biometric
data that is represented by images. For a voice specimen,
division and identification of features can instead be
performed with respect to, for example, frequencies.

The class denominations are data strings, i.e. they
comprise "a combination of characters such as figures
and/or letters" or "a numeric or alternatively an
alphanumeric digit". These expressions are intended to be
interpreted in a very wide sense, such as a combination
of characters of some kind. By digits are meant digits
with any base or radix whatever.

Summing up, the invention thus comprises all such
alternatives, modifications and variations as fall within

the scope of the appended claims.
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CLAIMS

1. A method of generating reference data from cur-
rent biometric data of an individual, comprising the
steps of:

generating, based on said current biometric data, a
number of feature wvalues,

selecting, based on said feature values, one of a
plurality of classes, each class corresponding to a
quantity of biometric data collected in advance from a
number of individuals and having a respective class deno-
mination in the form of a data string, and

equating said reference data to the class denomina-
tion for the selected class.

2. A method as claimed in claim 1, wherein the step
of generating feature values further comprises the steps
of:

defining a starting point in said current biometric
data,

dividing, starting from the starting point, said
current biometric data into at least one data subset, and
processing said current biometric data for generating at
least one feature value for each data subset.

3. A method as claimed in claim 2, wherein the step
of processing said current biometric data comprises the
steps of applying an algorithm to said current biometric
data.

4. A method as claimed in claim 2 or 3, wherein said
current biometric data is a two-dimensional representa-
tion of an individual-specific characteristic.

5. A method as claimed in any one of claims 2-4,
wherein the step of processing said current biometric
data further comprises the steps of:

investigating, in said data subset, the frequency of

at least one feature, and
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assigning, based on said frequency of each feature,
a corresgsponding feature value.

6. A method as claimed in claim 5, wherein said cur-
rent biometric data is a two-dimensional representation
of a fingerprint and wherein the step of generating fea-
ture values further comprises the steps of:

superimposing, starting from said starting point
(8), a polygon (51) on the two-dimensional representa-
tion,

counting the number of fingerprint ridges cutting
the respective sides (52-55) of the polygon, and

generating, for each of the sides (52-55) of the
polygon (51), a feature value corresponding to the asso-
ciated number of fingerprint ridges.

7. A method as claimed in claim 4, wherein the step
of dividing said current biometric data further comprises
the steps of:

arranging, in said two-dimensional representation,
concentric circles (41) around said starting point (S)
and lines (42) which extend from said starting point (8)
and which each cut every circle (41) once, thereby divid-
ing said current biometric data into said data subsets.

8. A method as claimed in claim 7, wherein one or
more filters are applied to said data subsets for gene-
rating at least one feature value for each data subset.

9. A method as claimed in any one of claims 1-3,
wherein said current biometric data is a two-dimensional
representation of an individual-specific characteristic
and wherein said step of generating feature values fur-
ther comprises the steps of:

comparing a number of target images (65-68) with
said two-dimensional representation and generating a
respective correlation value, and

generating for each target image (65-68) a feature
value, which corresponds to said respective correlation

value.
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10. A method as claimed in any one of the preceding
claims, wherein said classes are defined on the basis of
feature values which represent the quantity, belonging to
the associated class, of biometric data collected in
advance.

11. A method as claimed in any one of the preceding
claims, wherein the selection of class comprises the
steps of:

letting the feature values for said current biome-
tric data constitute coordinates,

combining the coordinates,

letting the combined coordinates define a current
dot (35) in a space (31), which is divided into subspaces
(33), which correspond to said classes and the associated
class denominations, and

determining to which subspace (33) the current dot
(35) belongs and, thus, to which class said current bio-
metric data belongs.

12. A method as claimed in claim 11, wherein said
subspaces (33) mutually correspond essentially to the
same amount of biometric data collected in advance.

13. A method as claimed in claim 11 or 12, wherein
each subspace (33) is at least represented by an attrac-
tion point (34) in said space (31).

14. A method as claimed in any one of claims 11-13,
wherein the division of said space (31) occurs by a
respective attraction point (34) being assigned to each
subspace (33) in such manner that the sum of the dis-
tances between said attraction point (34) and data dots
(32), which represent said quantity of biometric data
collected in advance and which are adapted to be compris-
ed by the subspace (33), is minimized.

15. A method as claimed in any one of claims 11-14
wherein the selection of class further comprises the

steps of:
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determining, for each of said subspaces (33), a dis-
tance (D) between the current dot (35) and the associated
attraction point (34), and

selecting the class which corresponds to the sub-
gspace (33) to the attraction point (34) of which said
distance (D) is smallest.

16. A method as claimed in claim 11 or 12, wherein
the selection of class further comprises the steps of:

comparing the coordinates for the current dot (35)
with coordinates for a boundary surface (36) of each sub-
space (33), and

selecting the class corresponding to the subspace
(33) within which the current dot (35) is located.

17. A method as claimed in any one of the preceding
claims, wherein each of said class denominations comprise
a combination of characters, preferably figures and/or
letters.

18. A device which is adapted to generate reference
data from current biometric data of an individual, com-
prising:

a memory means (9), which comprises a set of data
dividable into a plurality of classes, which each cor-
respond to a quantity of biometric data of a number of
individuals that has been collected in advance, and to
each of which a class denomination in the form of a data
string is assigned, and

a processing means (10) which is adapted to
generate, based on said current biometric data, a number
of feature wvalues, to select, on the basis of said
feature values, one of said classes, and to eguate said
reference data to the class denomination of the selected
class.

19. A device as claimed in claim 18, wherein the
processing means (10) is designed to define a starting
point (8) in said current biometric data, to divide,
starting from the starting point (S), said current bio-

metric data into at least one data subset, and to process
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said current biometric data for generating at least one
feature value for each data subset.

20. A device as claimed in claim 19, wherein the
processing means (10) 1s designed to apply an algorithm
to said current biometric data.

21. A device as claimed in claim 19 or 20, wherein
said current biometric data is a two-dimensional repre-
gsentation of an individual-specific characteristic.

22. A device as claimed in any one of claims 18-21,
wherein the set of data in the memory means (9) is divid-
able into said classes starting from feature values
representing the guantity, belonging to the associated
class, of biometric data collected in advance.

23. A device as claimed in any one of claims 18-22,
wherein the processing means (10) is designed to let the
feature values of said current biometric data constitute
coordinates, to combine the coordinates, to let the com-
bined coordinates define a current dot (35) in a space
(31), which is dividable into subspaces (33), which
correspond to said classes and the associated class deno-
minations, and to decide to which subspace (33) the cur-
rent dot (35) belongs and, thus, to which class said cur-
rent biometric data belongs.

24. A device as claimed in claim 23, wherein the set
of data in the memory means (9) is dividable into said
subspaces (33) in such manner that said subspaces mutual-
ly correspond to essentially the same amount of biometric
data collected in advance.

25. A device as claimed in claim 23 or 24, wherein
the set of data in the memory means (9) is dividable into
said subspaces (33), each of the subspaces (33) at least
being represented by an attraction point (34) in said
space (31).

26. A device as claimed in any one of claims 23-25,
wherein said attraction point (34) is assigned to the
associated subspace (33) in such manner that the sum of

the distances between said attraction point (34) and data
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dots (32), which represent said quantity of biometric
data collected in advance and which are adapted to be
comprised by the subspace (33), is minimized.

27. A device as claimed in any one of claims 23-26,
wherein the processing means (10) is designed to deter-
mine for each of said subspaces (33) a distance (D)
between the current dot (35) and the associated attrac-
tion point (34), and to select the class corresponding to
the subspace (33) to whose attraction point (34) said
distance (D) is smallest.

28. A device as claimed in claim 23 or 24, wherein
the processing means (10) is designed to compare the
coordinates for the current dot (35) with coordinates for
a boundary surface (36) of each subspace (33), and to
select the class corresponding to the subspace (33) with-
in which the current dot (35) is located.

29. A device as claimed in any one of claims 18-28,
wherein the processing means (10) is designed to form
each class denomination as a combination of characters,
preferably figures and/or letters.

30. A method of checking, based on current biometric
data of an individual, the right to access to sensitive
information, comprising the steps of:

collecting said current biometric data,

generating, starting from said current biometric
data, first reference data by a method as claimed in any
one of claims 1-17,

comparing said first reference data with second
reference data which is stored on a data carrier (1), and

giving, in case of correspondence between said first
and second reference data, the individual the right to
access to the sensitive information.

31. A method as claimed in claim 30, further com-
prising the step of determining which operations which
the individual having the right to access is allowed to
perform on the sensitive information in case of corre-

spondence between said first and second reference data.
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32. A method as claimed in claim 30 or 31, wherein
the step of comparing said first reference data with said
second reference data comprises the step of comparing two
combinations of characters, preferably figures and/or
letters.

33. A method as claimed in any one of claims 30-32,
wherein said current biometric data is a fingerprint.

34. A method as claimed in any one of claims 30-33,
wherein the sensitive information is stored on the
portable data carrier (1).

35. A method as claimed in any one of claims 30-34,
wherein said comparison occurs on said data carrier (1).

36. A method as claimed in any one of claims 30-35,
wherein said generation of reference data occurs in a
processing means (10) separated from the data carrier
(1), and that said first reference data is transferred
from the processing means (10) to the data carrier (1)
before said comparison.

37. A system for checking the right to access to
sensitive information, said check being based on current
biometric data of an individual whose right to access to
the sensitive information is to be checked, wherein the
system comprises:

a portable data carrier (1) comprising a memory
means (3) which contains the sensitive information, a
signal processing device (4) and a communication device
(5), and

a processing unit (2), which is adapted to receive
said current biometric data of the individual and which
comprises a communication device (7) and a signal
processing device (6) according to any one of claims 18-
29,

wherein the processing unit (2) is adapted to
generate by means of the signal processing device (6)
current reference data from said current biometric data,

to transfer said current reference data to the signal
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processing device (4) of the data carrier (1) via the
communication devices (5,7), and

wherein the signal processing device (4) of the data
carrier (1) is adapted to compare said current reference
data with reference data stored in advance in the memory
means (3) of the data carrier (1) to determine whether
the right to access to the sensitive information exists.

38. A system as claimed in claim 37, wherein said
current biometric data is a two-dimensional representa-
tion of an individual-specific characteristic.

39. A system as claimed in claim 38, wherein said
two-dimensional representation is a digital image.

40. A system as claimed in any one of claims 37-39,
wherein the signal processing device (4) of the data car-
rier (1) is further designed to determine, in case of
correspondence between said current reference data and
said reference data stored in advance, which operations
the processing unit (2) is allowed to perform on the sen-
sitive information.

41. A system as claimed in any one of claims 37-40,
wherein said current biometric data is a fingerprint.

42. A system as claimed in claim 41, wherein the
memory means (3) of the data carrier (1) further contains
reference data, stored in advance, of a fingerprint.

43. A system as claimed in any one of claims 37-42,
wherein the data carrier (1) is a smart card.

44. A processing unit for checking the right to
access to sensitive information stored on a portable data
carrier (1), said checking being based on current biome-
tric data of an individual, wherein the processing unit
(2) comprises a communication device (7) and a signal
processing device (6) according to any one of claims
18-29, the processing unit (2) being adapted to generate,
by means of the signal processing device (6), current
reference data from said current biometric data, and to

transfer said current reference data to the signal pro-
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cessing device (4) of the data carrier (1) wvia the commu-
nication devices (5, 7).

45. A processing unit as claimed in claim 44, where-
in the signal processing device (6) is further designed
to perform operations on the sensitive information, based
on rights which are assigned to the processing unit (2)
by the data carrier (1).

46. A processing unit as claimed in claim 44 or 45,
wherein the processing unit (2) is further provided with
a sensor (8) for collecting said current biometric data
of the individual.

47. A processing unit as claimed in claim 46, where-
in said current biometric data is a digital image.

48. A method for checking whether current biometric
data of an individual is represented in a database
containing items, each item corresponding to biometric
data of an individual and being assigned an item
denomination, said method comprising the steps of:

generating, based on said current biometric data, a
number of current feature values,

selecting, based on said current feature values, one
of a plurality of classes, each class corresponding to a
quantity of biometric data, collected in advance, of a
number of individuals, and having a class denomination,
and

comparing said current biometric data with biometric
data associated with at least one item being assigned an
item denomination that corresponds to the class
denomination of the selected class.

49, A method as claimed in claim 48, wherein the
step of comparing comprises comparing the current feature
values with a combination of feature values associated
with said at least one item.

50. A method as claimed in claim 48 or 49, wherein
the step of generating current feature values further

comprises the steps of:
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defining a starting point (S) in said current bio-
metric data,

dividing, starting from the starting point (S), said
current biometric data into at least one data subset, and
processing said current biometric data for generating at
least one feature value for each data subset.

51. A method as claimed in claim 50, wherein the
step of processing said current biometric data comprises
the step of applying an algorithm to said current bio-
metric data.

52. A method as claimed in claim 50 or 51, wherein
the step of processing said current biometric data
further comprises the steps of:

investigating in said data subset the frequency of
at least one feature, and

assigning, based on said frequency of each feature,
a corresponding feature value.

53. A method as claimed in claim 52, wherein said
current biometric data is a two-dimensional representa-
tion of a fingerprint and wherein the step of generating
feature values further comprises the steps of:

superimposing, starting from said starting point
(s), a polygon (51) on the two-dimensional representa-
tion,

counting the number of fingerprint ridges intersect-
ing the respective sides (52-55) of the polygon (51), and

generating, for each of the sides (52-55) of the
polygon (51), a feature value which corresponds to the
associated number of fingerprint ridges.

54. A method as claimed in any one of claims 48-53,
wherein said current biometric data is a two-dimensional
representation of an individual-specific characteristic.

55. A method as claimed in claim 54, wherein the
step of dividing said current biometric data further
comprises the step of arranging in said two-dimensional
representation concentric circles (41) around said

starting point (S) and lines (42), which extend from said
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starting point (S) and which each cut every circle (41)
once, thereby dividing said current biometric data into
said data subsets (43).

56. A method as claimed in claim 55, wherein one or
more filters are applied to said data subsets (43) for
generating at least one feature value for each data sub-
set (43).

57. A method as claimed in any one of claims 48-51,
wherein said current biometric data is a two-dimensional
representation of an individual-specific characteristic,
and wherein the step of generating current feature values
further comprises the steps of:

comparing a number of target images (65-68) with
said two-dimensional representation and generating an
associated correlation value, and

generating, for each target image (65-68), a feature
value which corresponds to said associated correlation
value.

58. A method as claimed in any one of claims 48-57,
wherein said classes are defined on the basis of feature
values which represent the quantity, belonging to each
class, of biometric data collected in advance.

59. A method as claimed in any one of claims 48-58,
wherein the selection of class comprises the steps of:

letting the current feature values form coordinates,

combining the coordinates,

letting the combined coordinates define a current
dot (35) in a space (31), which is divided into subspaces
(33) which correspond to said classes and the associated
class denominations, and

determining to which subspace (33) the current dot
(35) belongs and, thus, to which class said current bio-
metric data belongs.

60. A method as claimed in claim 59, wherein said
subspaces (33) mutually correspond to essentially the

same quantity of biometric data collected in advance.
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61. A method as claimed in claim 59 or 60, wherein
each subspace (33) is at least represented by an attrac-
tion point (34) in said space (31).

62. A method as claimed in any one of claims 59-61,
wherein the division of said space (31) occurs by an
attraction point (34) being assigned to each subspace
(33) in such manner that the sum of the distances between
said attraction point (34) and data dots (32) which
represent said quantity of biometric data collected in
advance and which are adapted to be comprised by the
subspace (33), is minimized.

63. A method as claimed in any one of claims 59-62,
wherein the selection of class further comprises the
steps of:

determining for each of said subspaces (33) a dis-
tance (D) between the current dot (35) and the associated
attraction point (34), and

selecting the class corresponding the subspace (33)
to whose attraction point (34) said distance (D) is
smallest.

64. A method as claimed in claim 59 or 60, wherein
the selection of class further comprises the steps of:

comparing the coordinates for the current dot (35)
with coordinates for a boundary surface (36) of each
subspace (33), and

selecting the class which corresponds to the sub-
space (33) within which the current dot (35) is located.

65. A method as claimed in any one of claims 48-64,
wherein each of said class denominations is a combination

of characters, preferably figures and/or letters.
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