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Automatic Vulnerability Detection and Response

BACKGROUND

Many methods of mitigating software security vulnerabilities are reactive and
quite time intensive. That is, once a vulnerability is discovered, software companies
typically release a patch some time later directed to preventing attackers from
exploiting the vulnerability. While this strategy has worked well for protecting users
in the past, its effectiveness partially requires (1) vulnerability finders to find
vulnerabilities before hackers, (2) vulnerability finders to report problems to software
companies before they disclose them publicly, and (3) high patch adoption rates, so
that if an exploit is developed, adopting users are protected from it.

Unfortunately, recent trends do not bode well for these requirements.
Specifically, the rate of 0-day exploits (i.e., exploits that have been released for
undisclosed, unfixed security vulnerabilities) has increased, and patch adoption rates
continue to be slow. In order to prevent the security landscape from worsening
considerably, software makers must find a way to both discover and mitigate

vulnerabilities faster.

SUMMARY

Various embodiments detect security vulnerabilities and, responsively, can
modify an affected program so that even if an exploit runs, the program’s integrity can
be maintained.

In at least some embodiments, a local automatic vulnerability detection and
response (AVD/R) component executes on a user’s local machine to detect and

mitigate potential vulnerabilities through the use of a shield; and, a remote automatic
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vulnerability detection and response (AVD/R) component executes to report perceived
vulnerabilities so that one or more shields can be delivered and applied locally to

mitigate perceived vulnerabilities.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a system in accordance with one embodiment.

Fig. 2 is a flow diagram that describes steps in a method in accordance with
one embodiment.

Fig. 3 illustrates a system in accordance with one embodiment.

Fig. 4 is a flow diagram that describes steps in a method in accordance with
one embodiment.

Fig. 5 illustrates a system in accordance with one embodiment.

Fig. 6 is a flow diagram that describes steps in a method in accordance with

one embodiment.

DETAILED DESCRIPTION

Overview

Various embodiments detect security vulnerabilities and, responsively, can
modify an affected program so that even if an exploit runs, the program’s integrity can
be maintained.

In at least some embodiments, a local automatic vulnerability detection and
response (AVD/R) component executes on a user’s local machine to detect and
mitigate potential vulnerabilities through the use of a shield; and, a remote automatic
vulnerability detection and response (AVD/R) component executes to report perceived
vulnerabilities so that one or more shields can be delivered and applied locally to

mitigate perceived vulnerabilities.



WO 2008/083382 PCT/US2007/089221

In the discussion that follows, a section entitled “Security Vulnerabilities In
General” 1s provided and describes, very generally, the notion of a security
vulnerability and how it can arise. Following this, a section entitled “Local AVD/R”
is provided and discusses local solutions to vulnerability detection and response.
Following this, a section entitled “Remote AVD/R” 1s provided and discusses various
remote solutions to vulnerability detection. Finally, a section entitled “Using Both
Local and Remote AVD/R” is provided and describes how both the local and remote

approaches can be applied to provide a continuum of protection.

Security Vulnerabilities In General

Many security vulnerabilities emanate from programming errors. There are
many different types of programming errors that can lead to a vulnerability. For
example, a common programming error is one that allows for a buffer overflow. In
situations like this, a programmer may have allocated a certain amount of space to
hold data. An exploiter might figure out that if you provide the program with more
data than it expects, and if the programmer did not put the correct checks in place to
mitigate or eliminate the possibilities of a buffer overflow, then this excess data can
cause an overflow. Using the overflow condition, the exploiter can append data or
code to the end of the data received in the buffer and cause an overflow. If the data or
code that is appended is executed, it can change the program or modify its
functionality in some way. Hence, by virtue of a programming error, a security
vulnerability can be exploited.

Often, however, exploitations of a security vulnerability can lead to program
crashes. In the example above, the exploitation may make the program look to some
random part of memory and start to run code that causes an invalid operation and

hence, causes the program to crash.
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Hence, from a program crash, one can infer that there is a problem with the
program. This problem may be associated with a security vulnerability. That is,
program crashes are often a sign of a vulnerability because: (1) many of the same
programming errors that cause program crashes are exploitable; (2) exploit
development involves a good amount of trial and error--consequently, during the early
stages of exploit development, failed attempts will cause the program to crash; and (3)
exploits often only work on specific versions of a program, and will sometimes crash

other versions.

Local AVD/R

Fig. 1 illustrates a system in accordance with one embodiment, generally at
100. System 100 includes a computing device 102 having one or more processors
104, one or more computer-readable media 106 and one or more applications 108 that
reside on the computer-readable media and which are executable by the processor(s).
In addition, computing device 102 includes a local AVD/R component 110 which, in
this example, is implemented in software.

Although computing device 102 is illustrated in the form of a desktop
computer, it is to be appreciated and understood that other computing devices can be
utilized without departing from the spirit and scope of the claimed subject matter. For
example, other computing devices can include, by way of example and not limitation,
portable computers, handheld computers such as personal digital assistants (PDAs),
cell phones and the like.

In this example, local AVD/R component 110 includes a log inspector 112, a
user interface component 114 and a shield builder 116. In operation, when a program
on the local computing device crashes, information associated with the crash is

entered into a crash log, as will be appreciated by the skilled artisan. Typically a crash
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log contains information that describes parameters associated with a particular crash.
For example, the crash log can contain information that describes the program that
crashed, which function or interface within the program crashed, and/or any
parameters associated with the function or interface that caused the crash. Local
AVD/R component 110’s log inspector 112 can monitor for crashes and, when one
occurs, can automatically inspect the crash log for information associated with the
crash. This can include ascertaining which function or interface is associated with the
crash. Once the log inspector has ascertained the cause of the crash, it can employ
shield builder 116 to build a shield that effectively provides an automatic runtime
solution which disables the function or interface. This fact can then be reported to the
user via user interface 114.

As an example, consider the following. Assume that the user is using their
browser application and a function Alert () crashes. Responsive to the crash, the crash
log is updated with information that pertains to the crash, such as the name of the
function that crashed and where it crashed. Using this information, log inspector 112
can employ shield builder 116 to build a shield that automatically disables the Alert ()
function. In one or more embodiments, the shield builder can maintain a
vulnerability/mitigation table, such as the one shown in the figure. Here, the
vulnerability/mitigation table includes a column that lists vulnerability descriptors and
a column that lists mitigation functions. The vulnerability descriptors describe the
particular function or interface that is the subject of a mitigation function. The
mitigation functions describe the particular mitigation functions that are being
employed. In the example above, when a crash occurs, the shield builder makes an
entry in the vulnerability/mitigation table and adds “Alert ()” in the vulnerability

descriptor column. In addition, the shield builder adds “Disable” to the corresponding
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row in the mitigation function column. This tells the application—in this case, the
user’s browser—that the Alert () function has been disabled.

In addition, in at least some embodiments, this fact is reported to the user via
the user interface component 114. Using the corresponding user interface, the user
can effectively select to turn this function back on. Hence, in this embodiment, the
potential presence of a vulnerability is detected and the corresponding function or
interface is selectively disabled thus preventing future exploits.

Fig. 2 1s a flow diagram that describes steps in a method in accordance with
one embodiment. The method can be implemented in connection with any suitable
hardware, software, firmware or combination thereof. In one or more embodiments,
the method can be implemented in connection with a system, such as the one shown
and described in Fig. 1. Other systems can be utilized without departing from the
spirit and scope of the claimed subject matter.

Step 200 detects a local program crash. Examples of how this can be done are
given above. Step 202 inspects a crash log to ascertain circumstances surrounding the
crash. Step 204 disables a function or interface that was the subject of the crash.
Examples of how can be done are provided above. Step 206 notifies a user of the

disabled function or interface.

Remote AVD/R

In one or more embodiments, information associated with a program crash can
be used remotely. Specifically, when a crash occurs, this information can be remotely
reported for further analysis. Such analysis can include, by way of example and not
limitation, analyzing the source of the crash and various associated parameters, as well
as evaluating such crashes across multiple users to ascertain whether there is a pattern

associated with the crash. If a vulnerability is detected, a corresponding shield can be
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built and provided to users for protecting against exploitations that seek to exploit the
vulnerability.

As an example, consider Fig. 3. There, a system is illustrated in accordance
with one embodiment, generally at 300. System 300 includes a computing device 302
having one or more processors 304, one or more computer-readable media 306 and
one or more applications 308 that reside on the computer-readable media and which
are executable by the processor(s). In addition, computing device 302 includes a
remote AVD/R component 310 which, in this example, is implemented in software.

Although computing device 302 is illustrated in the form of a desktop
computer, it is to be appreciated and understood that other computing devices can be
utilized without departing from the spirit and scope of the claimed subject matter. For
example, other computing devices can include, by way of example and not limitation,
portable computers, handheld computers such as personal digital assistants (PDAs),
cell phones and the like.

In this example, remote AVD/R component 310 includes a log inspector 312, a
user interface component 314 and a crash reporter component 316. In operation,
when a program on the local computing device crashes, information associated with
the crash is entered into a crash log, as described above. Remote AVD/R component
310’s log inspector 312 can monitor for crashes and, when one occurs, can
automatically inspect the crash log for information associated with the crash. This can
include ascertaining which function or interface is associated with the crash. Once the
log inspector has ascertained the cause of the crash, the remote AVD/R component
can, via user interface 314, ask the user if the user wishes to report the crash to a
remote server for further analysis. If the user chooses to report the crash information,

the information is aggregated and analyzed by the server. In at least some
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embodiments, analysis of the crash information can include employing human experts
to analyze and ascertain whether any exploitations have been employed.

In an event that analysis of the crash log(s) indicates that a vulnerability has
been exploited, one or more shields, such as those described above, can be developed
and employed, as by being downloaded and applied locally. In one or more
embodiments, user interface 314 can provide the user with an option to re-enable the
function or interface that was or is disabled.

Fig. 4 is a flow diagram that describes steps in a method in accordance with
one embodiment. The method can be implemented in connection with any suitable
hardware, software, firmware or combination thereof. In one or more embodiments,
the method can be implemented in connection with a system, such as the one shown
and described in Fig. 3. Other systems can be utilized without departing from the
spirit and scope of the claimed subject matter.

Step 400 detects a local program crash. Examples of how this can be done are
given above. Step 402 inspects a crash log to ascertain circumstances surrounding the
crash. Step 404 queries a user to ascertain whether the crash can be reported. Step
406 reports the crash to a remote server in the event the user has given authorization.
Step 408 receives and implements a shield which effectively disables a function or
interface that was the subject of the crash. The shield can be received by downloading
it over a network, such as the Internet. As part of this step, the user interface can be
utilized to give the user an option to disable the function or interface, or to re-enable

the function or interface. Examples of how this can be done are provided above.

Using Both Local and Remote AVD/R

In one or more embodiments, information associated with a program crash can

be used both locally and remotely. Specifically, when a crash occurs, this information
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can be used locally to disable the affected function or interface by applying a shield.
In addition, this information can be used remotely to conduct analysis as described
above. Such analysis can include, by way of example and not limitation, analyzing
the source of the crash and various associated parameters, as well as evaluating such
crashes across multiple users to ascertain whether there is a pattern associated with the
crash. If a vulnerability is detected, a corresponding shield can be built and provided
to users for protecting against any exploitations that seek to exploit the vulnerability.

As an example, consider Fig. 5. There, a system is illustrated in accordance
with one embodiment, generally at 500. System 500 includes a computing device 502
having one or more processors 504, one or more computer-readable media 506 and
one or more applications 508 that reside on the computer-readable media and which
are executable by the processor(s). In addition, computing device 502 includes a
local/remote AVD/R component 510 which, in this example, is implemented in
software.

Although computing device 502 is illustrated in the form of a desktop
computer, it is to be appreciated and understood that other computing devices can be
utilized without departing from the spirit and scope of the claimed subject matter. For
example, other computing devices can include, by way of example and not limitation,
portable computers, handheld computers such as personal digital assistants (PDAs),
cell phones and the like.

In this example, local/remote AVD/R component 510 includes a log inspector
512, a user interface component 514, a reporter component 516 and a shield builder
518. In operation, when a program on the local computing device crashes,
information associated with the crash is entered into a crash log, as described above.
Local/remote AVD/R component 510°s log inspector 512 can monitor for crashes and,

when one occurs, can automatically inspect the crash log for information associated
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with the crash. This can include ascertaining which function or interface is associated
with the crash. Once the log inspector has ascertained the cause of the crash, the
local/remote AVD/R component can apply a shield locally, as described above, to
disable the function or interface that is associated with the crash. This can also be
reported to the user via the user interface component 514 which can also allow the
user to re-enable the function or interface that has been disabled.

In addition, in one or more embodiments, the local/remote AVD/R component
can, via user interface 514, ask the user if the user wishes to report the crash to a
remote server for further analysis. If the user chooses to report the crash information,
the information is aggregated and analyzed by the server. In at least some
embodiments, analysis of the crash information can include employing human experts
to analyze and ascertain whether any exploitations have been employed.

In an event that analysis of the crash log(s) indicates that a vulnerability has
been exploited, one or more shields, such as those described above, can be developed
and employed, as by being downloaded and applied on a local machine. In one or
more embodiments, user interface 514 can provide the user with an option to re-enable
the function or interface that was or is disabled.

Fig. 6 1s a flow diagram that describes steps in a method in accordance with
one embodiment. The method can be implemented in connection with any suitable
hardware, software, firmware or combination thereof. In one or more embodiments,
the method can be implemented in connection with a system, such as the one shown
and described in Fig. 6. Other systems can be utilized without departing from the
spirit and scope of the claimed subject matter.

Step 600 detects a local program crash and step 602 asks the user for approval
to report the crash to a remote server. If user approval is granted, at step 604, then

step 606 ascertains the cause of the crash, reports the crash to the remote server and

10
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checks for any solutions that might be available for the crash. By reporting the crash
to the remote server, analysis of the crash and for any associated patterns across
multiple users can be conducted. Analysis can include both automatic, machine
analysis and human analysis. Step 608 then downloads and applies any relevant
shields locally and step 610 notifies the user.

If, on the other hand, approval is not granted at step 604, step 612 identities the
crashing function or interface and step 614 determines shield eligibility. If step 616
determines that there is an eligible local shield to address the problem, step 618
applies the shield as described above and step 620 notifies the user. If, on the other
hand, there is no eligible shield, step 620 notifies the user.

The above-described embodiments can be implemented in connection with any
suitable application, and can comprise part of the application, or a separate component
that 1s utilized by the application. For example, in one or more embodiments, the
functionality described above can be implemented as part of a web browser, instant
messaging application or any other suitable application or software component or
system. For example, the functionality can be implemented as part of an operating
system.

In one or more embodiments, one or more so-called reputation services can be
employed to further enhance security. Specifically, a reputation service or third party
service can broadly monitor for security exploitations and report any perceived or
actual vulnerabilities to the appropriate authorities. For example, a reputation service
may detect that there is a security vulnerability associated with a particular function
associated with a particular web page. Once detected, the reputation service can then
report the vulnerability to the appropriate company, such as Microsoft, and/or cause
shields to be selectively downloaded or otherwise made available to various users to

address the perceived vulnerability.

11



WO 2008/083382 PCT/US2007/089221

Conclusion

Various embodiments detect security vulnerabilities and, responsively, can
modify an affected program so that even if an exploit runs, the program’s integrity can
be maintained. In at least some embodiments, a local automatic vulnerability
detection and response (AVD/R) component executes on a user’s local machine to
detect and mitigate potential vulnerabilities through the use of a shield; and, a remote
automatic vulnerability detection and response (AVD/R) component executes to
report perceived vulnerabilities so that one or more shields can be delivered and
applied locally to mitigate perceived vulnerabilities.

Although the invention has been described in language specific to structural
features and/or methodological steps, it is to be understood that the invention defined
in the appended claims is not necessarily limited to the specific features or steps
described. Rather, the specific features and steps are disclosed as preferred forms of

implementing the claimed invention.

12
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CLAIMS

1. A computer-implemented method comprising:
detecting a local program crash; and
responsive to said detecting, disabling a function or interface that was a subject

of the program crash.

2.  The method of claim 1 further comprising after said detecting and prior
to said disabling, inspecting a crash log to ascertain the function or interface

associated with the program crash.

3.  The method of claim 1 further comprising notitying a user that a function

or interface has been disabled.

4.  The method of claim 1, wherein the act of disabling is performed by

building and applying a shield.

5. The method of claim 4, wherein the shield provides an automatic,

runtime solution.

6. The method of claim 4, wherein the acts of building and applying are

performed by using a vulnerability/mitigation table which associates vulnerabilities

and mitigation functions.

13
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7.  The method of claim 1, wherein said acts of detecting and disabling are

performed by a web browser.

8 Omne or more computer-readable media having computer readable

instructions thereon which, when executed, implement the method of claim 1.

9. A computing system embodying the one or more computer-readable

media of claim 8.

10. A computer-implemented method comprising:

detecting a local program crash;

responsive to said detecting, querying a user to ascertain whether the program
crash can be reported;

reporting the local program crash; and

responsive to said reporting, receiving and applying a shield effective to disable

a function or interface that was a subject of the program crash.

11.  The method of claim 10 further comprising notifying a user that a

function or interface has been disabled.

12.  The method of claim 10 further comprising providing the user, via a

user interface, with an option to re-enable the function or interface that has been

disabled.

14
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13.  The method of claim 10, wherein the act of applying is performed by
using a vulnerability/mitigation table which associates vulnerabilities and mitigation

functions.
14.  The method of claim 10 further comprising responsive to said detecting,
inspecting a crash log to ascertain the function or interface associated with the

program crash.

15.  The method of claim 10, wherein said acts of detecting, querying,

reporting, receiving and applying are performed by a web browser.

16. One or more computer-readable media having computer readable

instructions thereon which, when executed, implement the method of claim 10.

17. A computing system embodying the one or more computer-readable

media of claim 16.

15
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18. A computer-implemented method comprising:
detecting a local program crash;
asking a user for approval to report the crash to a remote server;
if user approval 1s granted:
reporting the crash to the remote server;
responsive to said reporting, downloading one or more shields
configured to disable a function or interface associated with the crash;
applying the one or more shields to disable the function or interface;
if user approval i1s not granted, disabling a function or interface that was a

subject of the program crash.

19.  The method of claim 18 further comprising providing the user, via a
user interface, with an option to re-enable the function or interface that has been

disabled.

20.  The method of claim 18, wherein the acts of detecting and asking are

performed by a web browser.

16
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