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ABSTRACT 

Creators of computer software provide the most up-to-date 
versions of their computer Software on an update service. A 
user who has purchased computer Software calls the update 
service on a periodic basis. The update service automatically 
inventories the user computer to determine what computer 
Software may be out-of-date, and/or need maintenance 
updates. If so desired by the user, the update service com 
puter automatically downloads and installs computer soft 
ware to the user computer. By making periodic calls to the 
update service, the user always has the most up-to-date 
computer software immediately available. The update ser 
Vice may also alert the user to new products (i.e. including 
new help files, etc.), and new and enhanced versions of 
existing products, which can be purchased electronically by 
a user from the update service. 
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METHOD AND SYSTEM FOR DENTIFYING AND 
OBTAINING COMPUTER SOFTWARE FROMA 

REMOTE COMPUTER 

FIELD OF INVENTION 

0001. The present invention relates to a system for auto 
matically identifying software that may be appropriate for 
installation on a computer and for making that software 
available to that computer. In particular the invention relates 
to a remote system that inventories software installed on a 
computer, identifies additional Software that may be appro 
priate for the computer (e.g. patches, fixes, new versions of 
existing software, new software, etc.), and makes the iden 
tified software available to that computer. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

0002 The continual and rapid development of comput 
ers, computer software and related technology has revealed 
many problems with the typical distribution channels for 
computer Software. For example, computer Software, the 
coded instructions that control a computer's operation, are 
constantly and incrementally being upgraded and improved. 
The computer hardware and operating system environment 
on which the computer Software is used is continually being 
changed, which requires additional changes in the computer 
Software (e.g. new device drivers, new operating system 
calls, etc.). 
0003. A computer software developer will typically 
release an initial version of a software product. Thereafter, 
as new and improved computers and peripherals are devel 
oped, the Software product will commonly be upgraded so as 
to take full advantage of the increased capabilities of the 
hardware. In addition, a Software developer, to remain 
competitive, will often upgrade the software product to 
provide new features and functionality. 
0004 With the ever increasing pace of advancement in 
computer related technologies, software developers compete 
to be the first to offer a new feature or upgrade. As a result, 
Sometimes Software products are made available to the 
public with unknown errors or defects. Similarly, software 
products that work as intended on a particular computer with 
a particular configuration, may fail when installed on a 
different computer having a different configuration (e.g. 
different hardware, peripherals, operating systems, etc.). 
Software developers frequently provide fixes for their soft 
ware products to correct defects that were undetected or 
unanticipated at the time the Software product was released. 
Fixes are also provided to allow the software product to 
function correctly on a new computer or with a different 
operating system environment. 
0005. However, it is often difficult for software develop 
ers to make upgrades and fixes available to users. This 
difficulty not only deprives the user of access to the most 
reliable and up-to-date Software products, it can result in lost 
sales to the Software developer and can damage the goodwill 
and the development of a long term relationship with a 
customer by releasing a flawed or deficient software product. 
0006 Commonly, mass distribution of commercial soft 
ware products is accomplished by copying the software 
product onto storage media (e.g. CD-ROMs, floppy disks, 
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magnetic tapes, etc.). To take advantage of economies of 
scale, typically a large number of copies of the software 
product are made during the manufacture of a particular 
Software product. Then, the storage media containing the 
software product is provided to distributors and retailers for 
sale to users. However, given the rapid pace of software 
development, this manner of distribution is frequently insuf 
ficient. For example, it is not uncommon that defects are 
detected and fixes created shortly after a software product is 
introduced to the public. However, the software products 
that remain in the distribution chain contain the defect 
without the fix. This situation is frustrating for users who 
Subsequently purchase the Software product that is already 
obsolete (i.e. because of the defects). 

0007 Software can also be distributed over electronic 
bulletin board systems, the Internet, etc. In Such systems, a 
user connects to the bulletin board and then selects and 
downloads desired software. Such systems allow for rapid 
updating of Software by simply supplying a new updated 
version of the software to the bulletin board. However, such 
systems also require a degree of user Sophistication and 
technical expertise in the selection, downloading and instal 
lation of the new software. Moreover, such systems do not 
provide a user that has already obtained a Software product 
with a simple, automatic way of learning of or obtaining 
upgrades or fixes for that product. The software provider 
may also have updated help files and other help utilities 
about which a user would have no way of knowing. 

0008. In accordance with an illustrated embodiment of 
the present invention, many of the problems associated with 
obtaining computer Software are overcome. A user, with a 
user computer is allowed to access (e.g. with a modem, an 
Internet connection, etc.) an update service at a remote 
location on which is stored a variety of computer software. 
When a user accesses the remote update service, an update 
service computer conducts an automatic inventory of the 
computer software on the user computer. The data collected 
from the inventory of the user computer software is then 
used to make comparisons to database entries from a data 
base on the update service computer. The database entries 
contain information about computer software available on 
the update service computer. The comparison is conducted 
to identify software available from the remote update service 
that might be appropriate for installation on the user com 
puter (i.e. new computer software, new versions of existing 
computer Software, patches or fixes for existing computer 
Software, new help files, etc.). After the comparison is 
completed, the update service computer makes the computer 
Software stored at the remote update service computer 
available to the user. 

0009. In one aspect of the invention, available computer 
software can be downloaded from the remote update service 
computer and installed immediately on the user computer. 
Another aspect of the invention allows the update service 
computer to contact the user computer at a later, more 
convenient time, re-establish two-way communications, 
then download and install available computer software on 
the user computer. If a delayed download is requested, the 
user will provide access information (e.g. phone number, 
network address, a file of commands to execute to logon the 
user computer, etc.) to the update service computer which 
allows the remote update service computer to re-connect to 
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the user computer. The transfer may use an encryption 
scheme to permit safe transfer of the software to the user 
computer. 

0010. In yet another aspect of the invention, the system 
will allow a user to purchase the available computer soft 
ware electronically. The user, for example, provides credit 
card information, debit card information, an account number 
to bill, etc. to the update service computer. Secure transac 
tion technology and/or digital signatures are used to safe 
guard the payment information. After verifying the payment 
information, the update service computer permits transfer of 
the computer Software. 

0011. The update service has several advantages. A user 
is automatically provided with information about the avail 
able versions of computer software as a result of the inven 
tory conducted by the update center computer. If the version 
of the computer software on the user computer has defects 
that are known and have been corrected, the user is alerted 
to this fact and is offered an up-to-date version of the 
computer software. The user is also alerted to the availability 
of new computer Software, or enhanced versions of existing 
computer Software, and can purchase them electronically. In 
either case, the most up-to-date versions of computer soft 
ware are available for downloading to users. 

0012. The available versions of the computer software 
can also be automatically installed on the user computer. 
Since it is no longer necessary for the user to install the 
computer Software, the incidence of user related installation 
problems is greatly reduced. It is also not necessary for the 
user to obtain or save any storage media since the computer 
software is downloaded directly to the user computer. If the 
computer Software installed on the user computer ever gets 
corrupted, the user can call the update service (e.g. for some 
limited number of iterations) and download a new (and 
up-to-date) copy of the computer Software. 

0013 In addition to providing benefits for the user, the 
illustrated embodiment of the invention provides benefits to 
the developers of the software. The developers of the 
computer Software save Support, distribution, and advertis 
ing costs. A user who calls the update service automatically 
obtains up-to-date versions of available computer software, 
and may never encounter defects which would have been 
encountered using an earlier, defective version of the com 
puter Software. As a result, a user will require less Support 
from the developers of the software, be more satisfied, and 
be more willing to purchase future versions of computer 
software. 

0014 Since the computer software is downloaded to the 
user computer, the developers of the computer Software may 
save distribution costs as fewer versions of the computer 
software have to be copied to storage media and distributed. 
In addition, since the user is also alerted when new computer 
Software, and/or new versions of existing computer Software 
are available, the software developers may also save adver 
tising costs. 

0.015 The foregoing and other features and advantages of 
the illustrated embodiment of the present invention will be 
more readily apparent from the following detailed descrip 
tion, which proceeds with reference to the accompanying 
drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is a block diagram of a computer system 
used to implement an illustrated embodiment of the present 
invention. 

0017 FIG. 2 is a block diagram showing the update 
service center and the remote user computers. 
0018 FIG. 3 is a block diagram showing the access 
processes on the user and update service computers. 
0019 FIGS. 4A-4B are a flow chart showing an illustra 
tive sequence which is followed when a user calls the update 
service. 

0020 FIG. 5 is a flow chart showing an illustrative 
sequence followed when the update service re-connects to a 
user computer. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATED EMBODIMENT 

0021 Referring to FIG. 1, an operating environment for 
the illustrated embodiment of the present invention is a 
computer system 10 with a computer 12 that comprises at 
least one high speed processing unit (CPU) 14, in conjunc 
tion with a memory system 16, an input device 18, and an 
output device 20. These elements are interconnected by a 
bus structure 22. 

0022. The illustrated CPU 14 is of familiar design and 
includes an ALU 24 for performing computations, a collec 
tion of registers 26 for temporary storage of data and 
instructions, and a control unit 28 for controlling operation 
of the system 10. Any of a variety of processors, including 
those from Digital Equipment, Sun, MIPS, IBM, Motorola, 
NEC, Intel, Cyrix, AMD, Nexgen and others are equally 
preferred for CPU 14. Although shown with one CPU 14, 
computer system 10 may alternatively include multiple 
processing units. 
0023 The memory system 16 includes main memory 30 
and secondary storage 32. Illustrated main memory 30 is 
high speed random access memory (RAM) and read only 
memory (ROM). Main memory 30 can include any addi 
tional or alternative high speed memory device or memory 
circuitry. Secondary storage 32 takes the form of long term 
storage, such as ROM, optical or magnetic disks, organic 
memory or any other volatile or non-volatile mass storage 
system. Those skilled in the art will recognize that memory 
16 can comprise a variety and/or combination of alternative 
components. 

0024. The input and output devices 18, 20 are also 
familiar. The input device 18 can comprise a keyboard, 
mouse, pointing device, Sound device (e.g. a microphone, 
etc.), or any other device providing input to the computer 
system 10. The output device 20 can comprise a display, a 
printer, a sound device (e.g. a speaker, etc.), or other device 
providing output to the computer system 10. The input/ 
output devices 18, 20 can also include network connections, 
modems, or other devices used for communications with 
other computer systems or devices. 

0025. As is familiar to those skilled in the art, the 
computer system 10 further includes an operating system 
and at least one application program. The operating system 
is a set of software which controls the computer systems 
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operation and the allocation of resources. The application 
program is a set of Software that performs a task desired by 
the user, making use of computer resources made available 
through the operating system. Both are resident in the 
illustrated memory system 16. 

0026. In accordance with the practices of persons skilled 
in the art of computer programming, the present invention is 
described below with reference to symbolic representations 
of operations that are performed by computer system 10, 
unless indicated otherwise. Such operations are sometimes 
referred to as being computer-executed. It will be appreci 
ated that the operations which are symbolically represented 
include the manipulation by CPU 14 of electrical signals 
representing data bits and the maintenance of data bits at 
memory locations in memory system 16, as well as other 
processing of signals. The memory locations where data bits 
are maintained are physical locations that have particular 
electrical, magnetic, optical, or organic properties corre 
sponding to the data bits. 

0027. As is shown in FIG. 2, the illustrated embodiment 
of the invention consists of one or more user computers 34 
which are connected over communications links 36 to an 
update service center 38. The update service center consists 
of one or more second remote computer(s) 40, one or more 
communications links 36, and one or more databases 42. 

0028. The update service center 38 consists of one or 
more computers 40 (e.g. the computer that was described in 
FIG. 1) which are capable of simultaneous access by a 
plurality of user computers. If a plurality of update service 
computers are used, then the update service computers may 
be connected by a local area network (LAN) 44 or any other 
similar connection technology. However, it is also possible 
for an update service center to have other configurations. For 
example, a smaller number of larger computers (i.e. a few 
mainframe, mini, etc. computers) with a number of internal 
programs or processes running on the larger computers 
capable of establishing communications links to the user 
computers. The update service center may also be connected 
to a remote network (e.g. the Internet) or a remote site (e.g. 
a satellite) (which is not shown in FIG. 2). The remote 
network or remote site allows the update service center to 
provide a wider variety of computer software than could be 
stored at the update service center. One or more databases 42 
connected to the update center computer(s) 40 are used to 
store database entries consisting of computer software avail 
able on the update service computer(s). The update service 
computer(s) also contain a plurality of communications links 
36 Such as telecommunications connections (e.g. modem 
connections, ISDN connections, ATM connection, frame 
relay connections, etc.), network connections (e.g. Internet, 
etc.), satellite connections (e.g. Digital Satellite Services, 
etc.), wireless connections, two way paging connections, 
etc., to allow one or more user computers to simultaneously 
connect to the update service computer(s). The connections 
are managed by an update server 46. 

0029. After a user computer establishes two-way com 
munications with the update service computer, an inventory 
of computer Software on the user computer is completed 
without interaction from the user, sent to the update service 
computer, and compared to database entries on the update 
service computer. The database entries from the database 
connected to the update service computer contain informa 
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tion about computer software which is available to a user. 
After the comparison, the user computer is sent back a 
Summary of available computer Software which is displayed 
for the user. The Summary contains information Such as the 
availability of patches and fixes for existing computer soft 
ware, new versions of existing computer Software, and brand 
new computer software, new help files, etc. The user is then 
able to make one or more choices from the Summary of 
available computer Software, and have the computer soft 
ware transferred from the update service computer to the 
user computer. The user may choose to update on the fly, or 
store update information for future update needs. 

0030. As is shown in FIG. 3, running on the update 
service computer(s) 40 is one or more service update appli 
cations (SUA) 48 that will communicate with a user update 
application (UUA)50 on the user computer when the update 
service is contacted by the a user with a user computer. The 
user update application 50 is a computer Software program 
that is capable of initiating, establishing and terminating 
two-way communications with an update service application 
on the update service computer. The service update appli 
cation 48 is a computer software program which is also 
capable of initiating, establishing and terminating two-way 
communications with a user update application on a user 
computer. 

0031) To access the update service center 38, a user starts 
a user update application (UUA)50 on the user computer 34 
to begin the access process. The user update application 50 
tries to establish a two-way communications link 36 with an 
update service computer 40 using a modem, a network 
connection (e.g. Internet), etc. However, this access can also 
be completed by a variety of other methods which provide 
two-way data transfer. As the user update application 48 on 
the user computer 34 tries to establish a two-way commu 
nications link 36 to the update service computer 40, the 
update service computer starts a service update application 
(SUA) 48. The service update application on the update 
service computer then tries to establish a two-way commu 
nications link to the user update application on the user 
computer. This is shown by the dashed lines 52 in FIG. 3. 
This communications link can be established with a network 
protocol stack, (e.g. TCP/IP) through sockets, or any other 
two-way communications technique known in the art. 

0032. After establishing a two-way communications link, 
the service update application conducts an automatic inven 
tory (i.e. without input from the user) of the computer 
software on the user computer. The data collected during the 
inventory is sent from the user computer to the remote 
update service computer. The service update application on 
the update service computer compares the inventory data 
collected from the user computer to data stored in a database 
on the update service computer. The database contains 
information on available computer software available from 
the update service. The update service computer then creates 
a Summary and sends the Summary to the user computer. The 
summary 54 is then presented to the user by the user 
computer. The Summary contains information about com 
puter software available on the update service computer 
Such as the availability of patches and fixes for existing 
computer Software, new versions of existing computer soft 
ware, and brand new computer Software, etc. In addition, the 
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availability of agent help files, wizards, inference engines, 
and other operating system components will be listed in the 
Summary. 

0033. The illustrated embodiment of the invention is 
implemented in the Microsoft Windows 95 operating system 
by the Microsoft Corporation of Redmond, Wash. using a 
modem, or an Internet network connection, for access to the 
update service computer. The invention can likewise be 
practiced with other operating systems and other access 
technologies that allow two-way data transfer. 

0034. As is shown in the flowchart in FIG. 4A, a user 
begins the access sequence (56) to an update service by 
launching a user update application included in the Windows 
95 operating system. However, the user update application 
can also be any application that is capable of two-way 
communications, and run under other operating systems. 
The user update application allows the user computer to 
establish a two-way communications path for access to the 
update service computer. 

0035. When the user update application starts (58), the 
user is shown optional help information which instructs the 
user on how to establish a connection between the user 
computer and the update service computer. The actual 
connection configuration is completed by allowing a user to 
choose the appropriate connection method (60). For 
example, the user may choose to establish the connection 
with a modem. If a modem is chosen, the phone number to 
dial, modem (e.g. speed, line type, etc.) and communications 
parameters (e.g. parity, stop bits, etc.) are then configured. If 
the user chooses to make a network connection (e.g. Inter 
net, etc.) to access the update service, the network address 
of the update service and other network parameters are 
configured. A similar sequence would be completed for 
other connection technologies. 
0.036 When the user update application attempts to make 
the desired connection (60), the update service computer 
launches a service update application (64). A two-way 
communications path (66) is set up between the service 
update application on the update service computer and the 
user update application on the user computer. The service 
update application on the update service computer then 
requests that the user update application on the user com 
puter conduct an automatic inventory of all computer soft 
ware installed (68) on the user computer. 
0037. In the illustrated system, this inventory is done 
automatically (i.e. without input from the user), and is 
completed by assigning the inventory task to a Windows 95 
operating system process thread on the user computer. The 
operating system thread completes the task in the “back 
ground' while the user is performing other activities in the 
“foreground” (e.g. choosing options from the user update 
application). In reality, there are no real background and 
foreground processes, just a number of operation system 
process and process threads which are run for Some specified 
time interval by the operating system. Threads are well 
known in the art and are used in other operating systems 
such as Windows NT by Microsoft, and OS/2 by IBM. 
However, other operating system techniques could also be 
used to accomplish the inventory on the user computer. 

0038. During the inventory, data is collected about all 
computer Software installed on the user computer. Data Such 
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as the Software title, date, version, file size, file checksum, 
directory location on the user computer, etc. are collected. 
After the inventory is complete, the user update application 
sends (70) the inventory data from the user computer to the 
service update application on the update service computer. 
The service update application compares the user inventory 
data from the user computer to database entries in the 
computer Software database to automatically analyze the 
computer software stored on the user computer (72). The 
database connected to the update service computer has 
entries which contain information about available computer 
software. The database entries also identify and describe, for 
example, components of the computer Software, including 
new computer software, patches, fixes, new help files, 
wizards, inference engines, other operating system compo 
nents, updates as well as enhancements and new features of 
existing computer Software. The database entries describing 
new computer Software may also include entries describing 
brand new computer software (i.e. computer Software that is 
newly created, and not previously existing). 
0039. Any computer software installed on the user com 
puter which is listed in the database on the update service 
computer (e.g. out-of-date and/or require a maintenance 
update, etc.) is flagged as available (74). The user computer 
may also contain computer Software that is not known by the 
update service. If the user computer contains computer 
Software which is unknown to the update service computer, 
this computer Software is marked as unknown by the update 
service computer. After the service update application com 
pletes the analysis of user computer Software, a Summary 
report is sent back to the user computer from the update 
service computer (76). 
0040. In the illustrated system, the user can choose from 
several update service options. One option may be to check 
for maintenance updates for all computer Software installed 
on the user computer that is known by the update service. A 
second option may be to check only specific computer 
Software, or a specific group of computer Software stored on 
the user computer for maintenance updates. For example, if 
the user wanted to check and see if there were any mainte 
nance updates for a particular word processing program, 
option two would be selected. A third option may be to check 
whether there are any new or enhanced versions of computer 
software available from the update service. A fourth option 
may be to check only for new versions of specific computer 
Software or groupings of computer Software installed on the 
user computer. A fifth option may be to check the update 
service computer for information on new computer software 
(i.e. brand new products, not new or enhanced versions of 
existing products). A sixth option may be to check only if 
there are new help files, or other new support data available. 
This list of options is not intended to be all inclusive, as 
other options can be added to provide additional update 
service functionality. Based on user input, the user update 
application creates an output report (78) (FIG. 4B) based on 
the option(s) chosen by the user and the Summary report 
created by the service update application. The service update 
application can also create the output report directly, using 
default choices with no input at all from a user. 
0041) If the output report is not empty (80), a second 
optional report is created and displayed for the user provid 
ing a short description that Summarizes the computer soft 
ware available from the update service (82). This second 



US 2006/0155737 A1 

optional report is used by the user to determine what 
computer software on the user computer will be updated, if 
any. If the output report is empty, the computer Software on 
the user computer is current and up-to-date (84), so no 
further action by either the update service computer or the 
user computer is required. 

0042. If the output report is not empty, then the user is 
asked to choose which available computer software shown 
in the output report, if any, will be downloaded and installed 
on the user computer (86). No software is downloaded 
without the user's permission. If one or more computer 
Software components (i.e. pieces or parts of the available 
computer software) are chosen by the user, the user update 
application is instructed to make backup copies of all of the 
computer Software components on the user computer that 
will be affected, and create a log for the user documenting 
which computer software will be replaced (88). The backup 
copies and the log can be used by the user to restore the 
original version of the computer Software components on the 
user computer if a need arises to do so. 
0043. The user has the option of choosing none, one, or 
a number of computer software components to download 
and install. If the list of available computer software to be 
downloaded and installed is large, the user also has the 
option of delaying the update to a later time (90). If the user 
chooses an immediate download, the user is asked if the 
service update center should also install the computer Soft 
ware chosen by the user (92) after downloading. 

0044) If immediate installation is chosen, the service 
update application on the update service computer down 
loads the available software to the user computer and installs 
the Software in the proper place (e.g. in the proper directory 
or subdirectory) on the user computer (94). A log is also 
created that records what computer software was down 
loaded to the user computer. If immediate installation is not 
chosen by the user, the user can save any update information, 
and continue with other tasks before deciding when to 
download any Software chosen by the user. 
0045. If the user chooses a delayed update, the user 
provides re-connect information (98) that allows the update 
service computer to re-connect to the user computer at a 
more convenient time (e.g. midnight, etc.) and complete the 
downloading and installation at that time. 
0046. As part of the re-connect information, the user may 
create a logon Script using an automated macro language to 
provide the logon sequence to be used, and the directory to 
be used to download the software chosen by the user. The 
logon Script and the time the user wishes to have the chosen 
software downloaded are then sent to the update service 
computer, and stored in an update service computer data 
base. At the appropriate time chosen by the user, the update 
service will execute the logon Script to re-connect to the user 
computer, and download the chosen Software in the proper 
directory. An encryption scheme may also be used to permit 
safe transfer of the software to the user computer. 
0047 The user also has the option of choosing a logon 
method different then the one they are currently connected 
to the update service center with. For example, if a user is 
connected to the update service center with a modem, the 
user may choose to have the chosen Software downloaded at 
a later time using a network connection (e.g. Internet, etc.). 
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However, the user's computer must be capable of accepting 
software with a different connection method. 

0048. To allow a re-connection using a modem, the user 
would enter the phone number of the phone line attached to 
the user computer and send this information to the update 
service computer. The user would leave the user computer 
and modem on, and set the communications Software in an 
answer mode to answer any incoming calls. For a network 
re-connection, the user would provide the update service 
computer the user network address and set the network 
Software in a host mode to process any network connection 
attempts. 

0049. The delayed downloading is illustrated in the flow 
chart in FIG. 5. To complete the delayed downloading, the 
update service computer launches a service update applica 
tion that tries to re-connect (100) to the user computer. The 
update service application will use the information provided 
at an earlier time by a user (e.g. modem logon information, 
network logon information, a logon Script, etc.). If the 
connection is Successful, a service update application on the 
update service computer asks the user computer to launch a 
user update application to re-establish a two-way commu 
nications path (102). The re-connect to the user computer 
may be completed using a different access method than was 
used during the original user computer-update service com 
puter connection. For example, the update service computer 
may request a digital satellite system re-connect to the user 
computer instead of the update service computer. A different 
access method is typically chosen to provide the most 
efficient and greatest bandwidth data transfer between the 
update service computer and the user computer. 
0050. After establishing a new two-way communications 
path, the user update application creates a new directory 
(104) on the user computer, where the computer software is 
transferred and stored (106). A log is also created to docu 
ment what available computer software was transferred to 
the user computer. Included with the downloaded computer 
software is an installation application that will be used later 
by the user to install the computer software. When the 
transfers are complete, the update service computer termi 
nates the connection to the user computer (108). An encryp 
tion scheme may also be used to permit safe automated 
transfer of the software to the user computer. 
0051 When the user is ready to install the computer 
Software (e.g. the next morning if the computer software was 
transferred and installed in the middle of the night), the user 
simply launches the installation application Supplied by 
update service computer. 
0052 Leaving the user an installation application to 
execute is an added safety and security measure for both the 
user and the update service. The user computer is not 
updated unless the user personally starts the installation 
process. However, the user can also choose to have the 
computer Software automatically installed by the update 
service when it re-connects to the user computer (but, user 
permission is always obtained and recorded first). In this 
case, the installation application is not downloaded to the 
user computer. However, a log is created so a user can 
determine what available computer software was down 
loaded and installed. 

0053 As was described above, the third, fourth, and fifth 
options allow a user to check for new versions of existing 
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computer software, or new computer software available 
from the update service. If a new version of existing 
computer Software, or new computer Software is available, 
the user is asked if she wishes to purchase the computer 
software. If so, the appropriate fee is requested from the 
user. The user can pay the fee electronically by transmitting 
credit card information, debit card information, billing 
account information, etc. to the update service computer 
from the user computer. Digital signatures, secure transac 
tion technology, or an encryption scheme may also be used 
to collect payment information from the user. Once the fee 
information is collected by the update service computer and 
is verified, the user can choose between immediate or 
delayed downloading of the new, or new version of the 
computer software following steps (88–98) (FIG. 4B) 
described above. 

0054 Since new versions of computer software are typi 
cally very large, the user will be informed that a delayed 
installation is probably most efficient for the user. If a 
delayed installation of a new product is chosen, the update 
service computer will then re-connect to the user computer 
at a later time and download the new version of the computer 
software as was shown in FIG. 5. In the illustrated embodi 
ment, the update service uses a digital satellite service link, 
or some other higher bandwidth connection to transfer the 
computer Software to the user computer whenever possible. 
0055. If the user chooses not to pay for a new version of 
computer software when the update service is called, addi 
tional data from which the user can obtain more information 
on the new computer Software is displayed. For example, the 
information may contain a Summary of the features of the 
new computer software and the information may also con 
tain a list of retail outlets close to the user where the user 
may then purchase a new version of computer software on 
storage media if desired. Some users may prefer to obtain 
the computer Software on storage media and call the update 
service to obtain up-to-date versions of the computer Soft 
Wae. 

0056 With automatic downloading and installation of 
computer Software from the update service, the user is 
relieved from the burden of obtaining computer software 
(e.g. on storage media, by downloading from a bulletin 
board or on-line service, etc.), and installing the computer 
Software on the user computer. Once a user purchases 
computer software, periodic calls to the update service will 
keep the user current and up-to-date. 
0057. It should be understood that the programs, pro 
cesses, or methods described herein are not related or limited 
to any particular type of computer apparatus, unless indi 
cated otherwise. Various types of general purpose or spe 
cialized computer apparatus may be used with or perform 
operations in accordance with the teachings described 
herein. 

0.058 Having illustrated and described the principles of 
the present invention in an illustrated embodiment, it should 
be apparent to those skilled in the art that the embodiment 
can be modified in arrangement and detail without departing 
from such principles. For example, elements of the illus 
trated embodiment shown in software may be implemented 
in hardware and vice versa. Similarly, hardware and soft 
ware components can be interchanged with other compo 
nents providing the same functionality. 
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0059. In view of the wide variety of embodiments to 
which the principles of this invention can be applied, it 
should be understood that the illustrated embodiments are 
exemplary only, and should not be taken as limiting the 
Scope of my invention. Rather, I claim as my invention all 
Such embodiments as come within the scope and spirit of the 
following claims and equivalents thereto. 

1-20. (canceled) 
21. A method for distributing information to a plurality of 

user stations via a server based information distribution 
service over a network including the Internet, comprising: 

for each of the user stations, providing the user station 
with a directory of items, the directory being provided 
over the network to the user station by the information 
distribution service; 

for each of the user stations, enabling a user at the user 
station to select a personalized set of multiple items 
from the directory; and 

for each of the user stations, transferring, via the infor 
mation distribution service over the network to the user 
station, information contained in a plurality of infor 
mation objects corresponding to respective items of the 
Selected personalized set of multiple items, in response 
to a single triggering action by the user at the user 
station. 

22. The method as set forth in claim 21, further compris 
ing providing each of the user stations with means for 
viewing the information transferred to the respective ones of 
the user stations. 

23. The method as set forth in claim 21, further compris 
ing providing each of the user stations with viewer software 
for viewing the information transferred to the respective 
ones of the user stations. 

24. The method as set forth in claim 23, wherein the 
viewer software comprises an HTML-capable viewer. 

25. The method as set forth in claim 21, further compris 
ing for each of the user Stations, providing the user station 
with a customized user interface for viewing the informa 
tion. 

26. The method as set forth in claim 21, further compris 
ing. for each of the user stations, providing the user station 
with means for enabling the user at the user station to select 
from the information, information of interest to the user at 
the user station. 

27. The method as set forth in claim 25, further compris 
ing, for each of the user stations, providing the user station 
with means for enabling the user at the user station to select 
from the information contained in at least one of the infor 
mation objects corresponding to at least one of the items of 
the selected personalized set of multiple items, information 
of interest to the user at the respective one of the user 
stations. 

28. The method as set forth in claim 26, further compris 
ing providing each of the user stations with means for 
viewing the selected information of interest. 

29. The method as set forth in claim 27, further compris 
ing providing each of the user stations with means for 
viewing the selected information of interest. 

30. The method as set forth in claim 26, further compris 
ing automatically storing the selected information of interest 
for Subsequent access by the user at the respective one of the 
user stations. 
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31. The method as set forth in claim 26, further compris 
ing providing each of the user stations with means for 
automatically storing the selected information of interest to 
the user at the respective one of the user stations in tempo 
rary storage locations at the respective one of the user 
stations. 

32. The method as set forth in claim 26, further compris 
ing providing each of the user stations with means for 
automatically storing the selected information of interest to 
the user at the respective one of the user stations in persistent 
storage locations at the respective one of the user stations. 

33. The method as set forth in claim 21, wherein the 
information contained in the information objects corre 
sponding to the respective items of the selected personalized 
set of multiple items originates from separate and indepen 
dent publishers. 

34. The method as set forth in claim 21, wherein the 
information includes graphical content. 

35. The method as set forth in claim 21, wherein the 
information includes multimedia content. 

36. The method as set forth in claim 21, wherein the 
information includes Software. 

37. The method as set forth in claim 21, wherein the 
information includes news updates. 

38. The method as set forth in claim 21, wherein the 
information includes Software updates. 

39. The method as set forth in claim 21, wherein the 
respective items of the personalized set of multiple items are 
identified in an object manifest. 

40. The method as set forth in claim 21, wherein the 
respective items of the personalized set of multiple items are 
identified in an object manifest by respective generic names. 

41. The method as set forth in claim 21, further compris 
ing automatically notifying the user at each respective one of 
the user stations when an update of the information con 
tained in the information objects corresponding to the 
respective items of the personalized set of multiple items is 
available. 

42. The method as set forth in claim 21, wherein the 
transferring step is carried out using a non-proprietary data 
transfer protocol. 

43. The method as set forth in claim 26, further compris 
ing generating an object manifest for each instance of 
transferring. 

44. The method as set forth in claim 21, further compris 
ing automatically notifying a software entity at the respec 
tive one of the user stations when an update of the infor 
mation contained in at least one of the information objects 
referred to by the respective items of the personalized set of 
multiple items is available. 

45. The method as set forth in claim 44, wherein the 
Software entity triggers an automatic data transfer to the 
respective one of the user stations of the updated informa 
tion, of the user's personalized set of multiple information 
channels, in response to automatic notification of availabil 
ity of an update. 

46. The method as set forth in claim 42, wherein the server 
based information distribution service includes at least one 
server that is an open architecture server. 

47. A system for distributing information to a plurality of 
user stations via a server based information distribution 
service over a network including the Internet, comprising: 

first code that provides each of the user stations with a 
directory of items over the network from which a user 
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at each respective one of the user stations can select a 
personalized set of multiple items; and 

second code that effects transport, to each of the user 
stations, via the information distribution service, over 
the network, of information contained in a plurality of 
information objects corresponding to respective items 
of the personalized set of multiple items, in response to 
a single triggering action by the user at the respective 
one of the user stations. 

48. A system as set forth in claim 47, further comprising, 
for each user station, an HTML-capable viewer that enables 
the user at the respective one of the user stations, to view the 
information. 

49. The system as set forth in claim 47, further compris 
ing, for each of the user stations, a respective customized 
user interface for viewing the information. 

50. The system as set forth in claim 47, further comprising 
software that enables the user at each user station to select 
from the information, information of interest to the user at 
the respective one of the user Stations. 

51. The system as set forth in claim 49, further comprising 
software that enables the user at each user station to select 
from the information, information of interest to the user at 
the respective one of the user Stations. 

52. The system as set forth in claim 50, further compris 
ing, for each of the user stations, means for automatically 
storing the selected information of interest for Subsequent 
access by the user at the respective one of the user stations. 

53. The system as set forth in claim 47, wherein the 
information contained in the information objects referred to 
by the respective items of the personalized set of multiple 
items originates from separate and independent publishers. 

54. The system as set forth in claim 47, wherein the 
information includes graphical content. 

55. The system as set forth in claim 47, wherein the 
information includes multimedia content. 

56. The system as set forth in claim 47, wherein the 
information includes Software. 

57. The system as set forth in claim 47, wherein the 
information includes news updates. 

58. The system as set forth in claim 47, wherein the 
information includes Software updates. 

59. The system as set forth in claim 47, wherein the 
respective items of the personalized set of multiple items are 
identified in an object manifest by respective generic names. 

60. The system as set forth in claim 52, further comprising 
third code for automatically notifying the user at each 
respective one of the user stations when an update of the 
information contained in the information objects corre 
sponding to the respective items of the personalized set of 
multiple items is available. 

61. The system as set forth in claim 50, wherein the 
second code utilizes a non-proprietary data transfer protocol. 

62. The system as set forth in claim 50, further comprising 
means for generating an object manifest for each instance of 
transporting. 

63. The system as set forth in claim 52, further comprising 
third code for automatically notifying a software entity at the 
respective one of the user stations when an update of the 
information contained in at least one of the information 
objects referred to by the respective items of the personal 
ized set of multiple items is available. 

64. The system as set forth in claim 52, wherein the 
second code enables a Software entity at the respective one 
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of the user stations to trigger an automatic transport to the 
respective one of the user Stations of the information con 
tained in at least one of the information information objects 
referred to by the respective items of the personalized set of 
multiple items, in response to automatic notification of 
availability of an update. 

65. The system as set forth in claim 61, wherein the server 
based information distribution service includes at least one 
server that is an open architecture server. 

66. A method for distributing information to a plurality of 
user computers via a server based information distribution 
system over a network including the Internet, comprising: 

for each of the user computers, providing the user com 
puter with a Summary of items, the Summary being 
provided over the network to the user computer by the 
information distribution system; 

for each of the user computers, enabling a user at the user 
computer to select a personalized set of multiple items 
from the Summary; and 

for each of the user computers, transferring, via the 
information distribution system over the network to the 
user computer, information corresponding to respective 
items of the selected personalized set of multiple items, 
in response to a choice by the user at the user computer. 

67. The method as set forth in claim 66, further compris 
ing providing each of the user computers with means for 
viewing the information transferred to the respective ones of 
the user computers. 

68. The method as set forth in claim 66, further compris 
ing providing each of the user computers with viewer 
software for viewing the information transferred to the 
respective ones of the user computers. 

69. The method as set forth in claim 68, wherein the 
viewer software comprises an HTML-capable viewer. 

70. The method as set forth in claim 66, further compris 
ing for each of the user computers, providing the user 
computer with a customized user interface for viewing the 
information. 

71. The method as set forth in claim 66, further compris 
ing. for each of the user computers, providing the user 
computer with means for enabling the user at the user 
computer to select from the information, information of 
interest to the user at the user computer. 

72. The method as set forth in claim 70, further compris 
ing, for each of the user computers, providing the user 
computer with means for enabling the user at the user 
computer to select from the information contained at least 
one of the information objects corresponding to at least one 
of the items of the selected personalized set of multiple 
items, information of interest to the user at the respective 
one of the user computers. 

73. The method as set forth in claim 71, further compris 
ing providing each of the user computers with means for 
viewing the selected information of interest. 

74. The method as set forth in claim 72, further compris 
ing providing each of the user computers with means for 
viewing the selected information of interest. 

75. The method as set forth in claim 71, further compris 
ing automatically storing the selected information of interest 
for Subsequent access by the user at the respective one of the 
user computers. 

76. The method as set forth in claim 71, further compris 
ing providing each of the user computers with means for 
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automatically storing the selected information of interest to 
the user at the respective one of the user computers in 
temporary storage locations at the respective one of the user 
computers. 

77. The method as set forth in claim 71, further compris 
ing providing each of the user computers with means for 
automatically storing the selected information of interest to 
the user at the respective one of the user computers in 
persistent storage locations at the respective one of the user 
computers. 

78. The method as set forth in claim 66, wherein the 
information contained in the information corresponding to 
the respective items of the selected personalized set of 
multiple items originates from separate and independent 
developers. 

79. The method as set forth in claim 66, wherein the 
information includes graphical content. 

80. The method as set forth in claim 66, wherein the 
information includes multimedia content. 

81. The method as set forth in claim 66, wherein the 
information includes Software. 

82. The method as set forth in claim 66, wherein the 
information includes news updates. 

83. The method as set forth in claim 66, wherein the 
information includes Software updates. 

84. The method as set forth in claim 66, wherein the 
respective items of the personalized set of multiple items are 
identified in an output report. 

85. The method as set forth in claim 66, wherein the 
respective items of the personalized set of multiple items are 
identified in an object manifest by respective generic names. 

86. The method as set forth in claim 66, further compris 
ing automatically notifying the user at each respective one of 
the user computers when an update of the information 
contained in the information corresponding to the respective 
items of the personalized set of multiple items is available. 

87. The method as set forth in claim 66, wherein the 
transferring step is carried out using a non-proprietary data 
transfer protocol. 

88. The method as set forth in claim 71, further compris 
ing generating an output report for each instance of trans 
ferring. 

89. The method as set forth in claim 66, further compris 
ing automatically notifying the user computer when an 
update of the information referred to by the respective items 
of the personalized set of multiple items is available. 

90. The method as set forth in claim 89, wherein the user 
computer triggers an automatic data transfer to the user 
computer of the updated information, of the user's person 
alized set of information, in response to automatic notifica 
tion of availability of an update. 

91. The method as set forth in claim 87, wherein the server 
based information distribution system includes at least one 
server that is an open architecture server. 

92. A system for distributing information to a plurality of 
user computers via a server based information distribution 
system over a network including the Internet, comprising: 

first software that provides each of the user computers 
with a summary of items over the network from which 
a user at each respective one of the user computers can 
Select a personalized set of multiple items; and 

second software that effects transport, to each of the user 
computers, via the information distribution system, 
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over the network, of information corresponding to 
respective items of the personalized set of multiple 
items, in response to a choice by the user at the 
respective one of the user computers. 

93. A system as set forth in claim 92, further comprising, 
for each user computer, an HTML-capable viewer that 
enables the user at the respective one of the user computers, 
to view the information. 

94. The system as set forth in claim 92, further compris 
ing, for each of the user computers, a respective customized 
user interface for viewing the information. 

95. The system as set forth in claim 92, further comprising 
software that enables the user at each user computer to select 
from the information, information of interest to the user at 
the respective one of the user computers. 

96. The system as set forth in claim 94, further comprising 
software that enables the user at each user computer to select 
from the information, information of interest to the user at 
the respective one of the user computers. 

97. The system as set forth in claim 95, further compris 
ing, for each of the user computers, means for automatically 
storing the selected information of interest for Subsequent 
access by the user at the respective one of the user comput 
CS. 

98. The system as set forth in claim 92, wherein the 
information contained in the information referred to by the 
respective items of the personalized set of multiple items 
originates from separate and independent developers. 

99. The system as set forth in claim 92, wherein the 
information includes graphical content. 

100. The system as set forth in claim 92, wherein the 
information includes multimedia content. 

101. The system as set forth in claim 92, wherein the 
information includes Software. 
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102. The system as set forth in claim 92, wherein the 
information includes news updates. 

103. The system as set forth in claim 92, wherein the 
information includes Software updates. 

104. The system as set forth in claim 92, wherein the 
respective items of the personalized set of multiple items are 
identified in an output report by respective generic names. 

105. The system as set forth in claim 97, further com 
prising third code for automatically notifying the user at 
each respective one of the user computers when an update of 
the information contained in the information corresponding 
to the respective items of the personalized set of multiple 
items is available. 

106. The system as set forth in claim 95, wherein the 
second code utilizes a non-proprietary data transfer protocol. 

107. The system as set forth in claim 95, further com 
prising means for generating an output report for each 
instance of transporting. 

108. The system as set forth in claim 97, further com 
prising third code for automatically notifying the user com 
puter when an update of the information contained in at least 
one of the information referred to by the respective items of 
the personalized set of multiple items is available. 

109. The system as set forth in claim 97, wherein the 
second code enables the user computer to trigger an auto 
matic transport to the user computer of the information 
referred to by the respective items of the personalized set of 
multiple items, in response to automatic notification of 
availability of an update. 

110. The system as set forth in claim 106, wherein the 
server based information distribution system includes at 
least one server that is an open architecture server. 


