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DYNAMIC MANAGEMENT OF COMPUTING FIG . 1 provides a block diagram of a hardware compo 
PLATFORM RESOURCES nents of a data processing system and / or platform that may 

be logically partitioned consistent with embodiments of the 
CROSS - REFERENCE TO RELATED invention . 

APPLICATIONS 5 FIG . 2 provides a block diagram of components of a 
server of the data processing system of FIG . 1 . 

This application is a continuation of U . S . patent applica FIG . 3 provides a block diagram of a logical partition 
tion Ser . No . 14 / 662 , 716 , filed on Mar . 19 , 2015 by Nar - configuration that may be implemented on one or more 
simha R . Challa et al . , and entitled DYNAMIC MANAGE servers of the data processing system of FIG . 1 . 
MENT OF COMPUTING PLATFORM RESOURCES , the the 10 FIG . 4 is a flowchart that illustrates a sequence of opera 
entire disclosure of which is incorporated by reference tions that may be performed by the data processing system 
herein . of FIG . 1 to manage computing resource usage of the data 

processing system of FIG . 1 . 
FIELD OF THE INVENTION FIG . 5 is a flowchart that illustrates a sequence of opera 

15 tions that may be performed by the data processing system 
The present invention relates to computing systems , and of FIG . 1 to manage computing resource usage of the data 

processing system of FIG . 1 . more particularly to management of logically partitioned FIG . 6 is a flowchart that illustrates a sequence of opera computing resources and the allocation of such logically tions that may be performed by the data processing system partitioned computing resources . 20 of FIG . 1 to manage computing resource usage of the data 
processing system of FIG . 1 . BACKGROUND OF THE INVENTION FIG . 7 is a flowchart that illustrates a sequence of opera 
tions that may be performed by the data processing system Modern requirements for a computer system may require of FIG . 1 to manage computing resource usage of the data 

that a computer be utilized to run several operating envi - 25 processing system of FIG . 1 . 
ronments , or operating systems , at once . In a typical embodi - FIG . 8 is a flowchart that illustrates a sequence of opera 
ment , a logically partitioned data processing system may run tions that may be performed by the data processing system 
a plurality of operating systems in one or more logical of FIG . 1 to manage computing resource usage of the data 
partitions . Each operating system resides in a logical parti - processing system of FIG . 1 . 
tion , with each logical partition allocated at least part of a 30 FIG . 9 is a flowchart that illustrates a sequence of opera 
processor , an entire processor , or multiple processors from tions that may be performed by the data processing system 
the computer . Moreover in data processing systems of cloud of FIG . 1 to manage computing resource usage of the data 
computing environments , computing resources of the data processing system of FIG . 1 . 
processing system may be allocated to different customers . FIG . 10 is a flowchart that illustrates a sequence of 

Consequently , there is a continuing need for improving 35 operations that may be performed by the data processing 
management of computing resources in data processing system of FIG . 1 to manage computing resource usage of the 
systems and particularly data processing systems imple data processing system of FIG . 1 . 
mented in cloud computing environments . FIG . 11 is a flowchart that illustrates a sequence of 

operations that may be performed by the data processing 
SUMMARY OF THE INVENTION 40 system of FIG . 1 to manage computing resource usage of the 

data processing system of FIG . 1 . 
Embodiments of the invention provide for methods that FIG . 12 is a diagrammatic illustration of an example 

manage logically partitioned computing resources of a data domain level allocation of computing resources of the data 
processing system . The data processing system may be processing system of FIG . 1 . 
configured with a plurality of hypervisors that each manages 45 FIG . 13 is a diagrammatic illustration of an example 
one or more logical partitions of the computing resources . domain level allocation of computing resources of the data 
Consistent with embodiments of the invention , a plurality of processing system of FIG . 1 . 
domains for the data processing system may be determined . FIG . 14 is a table that provides an example temporary 
For each domain , one or more hypervisors may be allocated allocation of computing resources of the data processing 
to the domain such that one or more logical partitions of the 50 system of FIG . 1 
computing resources managed by the hypervisor are allo 
cated to the domain . Usage of the logically partitioned DETAILED DESCRIPTION 
computing resources of the data processing system is based 
at least in part on the domain of each logically partitioned Embodiments of the invention provide systems , methods , 
computing resource , a domain of each hypervisor , and / or a 55 and computer program products that manage platform 
domain of a user . resources of a data processing system . Consistent with 

These and other advantages will be apparent in light of the embodiments of the invention , the data processing system 
following figures and detailed description . may be configured with logically partitioned computing 

resources , and the data processing system may be configured 
BRIEF DESCRIPTION OF THE DRAWINGS 60 with a plurality of hypervisors that each manages one or 

more logical partitions of the computing resources . In gen 
The accompanying drawings , which are incorporated in eral , domains may be determined for the data processing 

and constitute a part of this specification , illustrate embodi system . As will be appreciated , a domain generally com 
ments of the invention and , together with a general descrip - prises at least one hypervisor and one or more logical 
tion of the invention given above and the detailed descrip - 65 partitions of computing resources that may be managed by 
tion of the embodiments given below , serve to explain the the at least one hypervisor . For a data processing system all 
principles of the invention . computing resources may be allocated to one or more 
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domains such that clients and / or workloads may be domain including at least one hardware - based microprocessor and 
specific and may only cause operations to be performed on one or more memory resources 24 coupled to the processors 
a specific domain . In some embodiments , some of the 22 . In general , the processors 22 and memory resources 24 
domains may correspond to customers ( e . g . , cloud comput - of each server 12 may be configured on one or more 
ing clients ) . For each domain , one or more hypervisors may 5 processing nodes 14 of the server 12 . The memory resources 
be allocated to the domain such that the logical partitions 24 may comprise memory modules and many include , for 
managed by the allocated hypervisors are allocated to the example , random access memory ( RAM ) devices compris 
domain . In some embodiments , one domain of the plurality ing the main storage of the data processing system 10 , as 
may be a default domain , into which all hypervisors are well as any supplemental levels of memory , e . g . , cache 
initially allocated . As clients of the data processing system 10 memories , non - volatile or backup memories ( e . g . , program 
utilize the data processing system for processing workloads , mable or flash memories ) , read - only memories , etc . In 
hypervisors may be allocated to domains . addition , memory resources 24 may be considered to include 

Allocation of a hypervisor to a domain may reserve the memory storage physically located elsewhere in the data 
logically partitioned computing resources of the hypervisor processing system 10 , e . g . , any cache memory in a micro 
for clients ( and users of such clients ) associated with the 15 processor , as well as any storage capacity used as a virtual 
domain . In a data processing system processing workloads memory , e . g . , as stored on a mass storage device or on 
for a plurality of clients , allocating logically partitioned another computer coupled to the data processing system 10 . 
computing resources to domains may thereby isolate com - In general , memory resources 24 may be organized into one 
puting resources such that only clients associated with the or more memory pages and / or memory locations that may be 
domain can use / access such computing resources . As will be 20 distributed among one or more memory modules configured 
appreciated , in a data processing system implemented for a in the data processing system 10 . 
cloud computing environment , the isolation of computing For interface with a user or operator , the data processing 
resources may be needed to facilitate use of the data pro - system 10 may include a user interface 26 incorporating one 
cessing system by a plurality of clients / customers . For or more user input / output devices , e . g . , a keyboard , a 
example , isolation of the hypervisors and logically parti - 25 pointing device , a display , a printer , etc . Otherwise , data may 
tioned resources may prevent hardware cache poisoning , be communicated to and from another computer or terminal 
possible cache attacks , possible performance impacts result over a network interface 28 coupled to a communication 
ing from shared resources , etc . network ( e . g . , the Internet , a local area network , a wide area 

Consistent with embodiments of the invention , sharing of network , a cellular voice / data network , one or more high 
computing resources within a domain may be supported , 30 speed bus connections , interchassis communication con 
such that a virtual machine created in a first hypervisor of a nects , and / or other such types of communication networks ) . 
domain may be migrated to a second hypervisor of the The data processing system 10 also may be in communica 
domain if additional computing resources are needed . How - tion with one or more mass storage devices , which may be , 
ever , virtual machine creation , migration , booting , and / or for example , internal hard disk storage devices , external 
processing may be restricted across domains , such that a 35 hard disk storage devices , external databases , storage area 
user not associated with a particular domain may not create , network devices , etc . As will be appreciated , physical 
migrate , and / or boot a virtual machine on computing resources may refer to the processors 22 , memory resources 
resources allocated to the particular domain . Generally , 24 , user interface components 26 , and / or network interface 
logically partitioned computing resources allocated to a components 28 . 
particular domain will not be accessible / visible to clients 40 For a logically - partitioned data processing system 10 , the 
and hypervisors of other domains . Therefore , embodiments data processing system may operate under the control of one 
of the invention facilitate management of computing or more operating systems 30 and may execute or otherwise 
resources of a data processing system by allocating logical rely upon various computer software applications , compo 
partitions of such computing resources to domains . nents , programs , objects , modules , engines , data structures , 
Numerous variations and modifications will be apparent 45 etc . Moreover , the data processing system may include one 

to one of ordinary skill in the art , as will become apparent or more instances of a hypervisor 32 , where such hypervi 
from the description below . Therefore , the invention is not sors 32 generally manage execution of the operating systems 
limited to the specific implementations discussed herein . 30 on the physical resources ( e . g . , processors 22 and 

memory 24 ) by virtualizing the physical resources into 
Hardware and Software Environment 50 virtualized hardware resources . Consistent with embodi 

ments of the invention , the data processing system may 
Turning now to the figures , and particularly to FIG . 1 , this further operate under the control of a system management 

figure is a diagrammatic illustration of a data processing component 34 . In general , the system management compo 
system 10 that includes one or more interconnected servers nent manages the allocation of computing resources and / or 
12 , where each server includes one or more processing 55 hypervisors to domains and enforces policy restrictions 
nodes 14 . As will be appreciated , the computing resources of associated with such domains . As will be appreciated , the 
the data processing system 10 may be utilized by one or system management component may provide an interface 
more customers / clients to process workloads . Consistent through which administrators may set policies , configura 
with embodiments of the invention , the management of the tions , and / or attributes for the data processing system , 
computing resources of the data processing system 10 for 60 hypervisors , and / or computing resources . In general , the 
each client may include allocation of the computing hardware resources and / or virtualized hardware resources 
resources to domains . may be referred to as computing resources and / or platform 

Turning now to FIG . 2 , this figure provides a block resources . For instance , a hypervisor 32 may intercept 
diagram illustrating components of the data processing requests for resources from operating systems 30 to globally 
system 10 consistent with some embodiments of the inven - 65 share and allocate resources . The hypervisor 32 may allocate 
tion . As shown , the data processing system 10 includes one physical processing cycles of shared processor 22 resources 
or more servers 12 that comprise one or more processors 22 by way of virtual processors for a logical partition . As will 
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be appreciated , the virtualization of the physical resources Each logical partition 50 may be configured to implement 
may be referred to as the computing resources of the data a virtual machine , where a virtual machine is generally a 
processing system 10 , where such computing resources not software implementation of a machine that executes like 
only refer to the physical hardware resources , but may also physical computing resources . In general , a virtual machine 
refer to further refer to the virtualization thereof to divide 5 supports the execution of an operating system , where the 
usage of such physical resources based on processing cycles . virtual machine emulates existing hardware architecture , 

In general , each server 12 may comprise one or more such that multiple instances of virtual machines ( and oper 
processing nodes 14 , where each processing node 14 may be ating systems ) may be implemented on the hardware / com 
configured with one or more processors 22 , one or more puting resources such that the computing resources are 
memory resources 24 , and / or other such hardware / physical 10 efficiently utilized . 
resources ( e . g . , network interface adapters , high speed com It will be appreciated that the present invention may be a 
munication bus adapters , etc . ) . Therefore , a processor 22 system , a method , and / or a computer program product . The 
may be considered local to a memory resource 24 configured computer program product may include a computer readable 
on a common processing node . The processor 22 may be storage medium ( or media ) having computer readable pro 
considered non - local to memory resources 24 not configured 15 gram instructions thereon for causing one or more proces 
on the same processing node . sors to carry out aspects of the present invention . 

FIG . 3 provides a block diagram of a virtual processing The computer readable storage medium can be a tangible 
environment that may be implemented in the data processing device that can retain and store instructions for use by an 
system of FIG . 2 . In FIG . 3 , system 10 includes software instruction execution device . The computer readable storage 
components and resources that implement a logically parti - 20 medium may be , for example , but is not limited to , an 
tioned processing environment comprising logically parti - electronic storage device , a magnetic storage device , an 
tioned computing resources consistent with embodiments of optical storage device , an electromagnetic storage device , a 
the invention . As such , FIG . 3 may include a computing semiconductor storage device , or any suitable combination 
architecture characterized as a virtual machine design , such of the foregoing . A non - exhaustive list of more specific 
as virtual machine designs developed by International Busi - 25 examples of the computer readable storage medium includes 
ness Machines Corporation . As shown , the data processing the following : a portable computer diskette , a hard disk , a 
system 10 includes one or more servers 12 implementing a random access memory ( RAM ) , a read - only memory 
plurality of logical partitions 50 ( labeled ' PARTITION 1 ( ROM ) , an erasable programmable read - only memory 
and “ PARTITION N ' ) that may share computing resources ( EPROM or Flash memory ) , a static random access memory 
of one or more processors 22 configured in one or more 30 ( SRAM ) , a portable compact disc read - only memory ( CD 
servers 12 . ROM ) , a digital versatile disk ( DVD ) , a memory stick , a 
As shown , each logical partition 50 may host one or more floppy disk , a mechanically encoded device such as punch 

operating systems 30 ( labeled ' OPERATING SYSTEM 1 ' cards or raised structures in a groove having instructions 
and ' OPERATING SYSTEM N ' ) , where each operating recorded thereon , and any suitable combination of the fore 
system 30 may be allocated one or more virtual processors 35 going . A computer readable storage medium , as used herein , 
( labeled ‘ VP ' ) 52 and logical memory 54 , i . e . , computing is not to be construed as being transitory signals per se , such 
resources . In general , the processors 22 of the one or more as radio waves or other freely propagating electromagnetic 
servers 12 may execute software configured to simulate waves , electromagnetic waves propagating through a wave 
multiple virtual processors 52 . In addition , the logical par - guide or other transmission media ( e . g . , light pulses passing 
titions 50 may logically comprise a portion of the data 40 through a fiber - optic cable ) , or electrical signals transmitted 
processing system ' s 10 memory resources 24 and / or other through a wire . 
resources , which may be referred to as the logical memory Computer readable program instructions described herein 
54 of a logical partition 50 that may be allocated to one or can be downloaded to respective computing / processing 
more operating systems 30 hosted on the logical partition 50 . devices from a computer readable storage medium or to an 
Collectively , the resources of a logical partition 50 may be 45 external computer or external storage device via a network , 
referred to as computing resources of the logical partition for example , the Internet , a local area network , a wide area 
50 . Each operating system 30 may control the primary network and / or a wireless network . The network may com 
operations of its logical partition 50 in a manner similar to prise copper transmission cables , optical transmission fibers , 
the operating system of a non - partitioned computer . Each wireless transmission , routers , firewalls , switches , gateway 
logical partition 30 may execute in a separate memory space , 50 computers and / or edge servers . A network adapter card or 
represented by logical memory 54 . network interface in each computing processing device 
Moreover , each logical partition 50 may be statically receives computer readable program instructions from the 

and / or dynamically allocated a portion of the available network and forwards the computer readable program 
resources in the data processing system 10 . For example and instructions for storage in a computer readable storage 
as discussed herein , each logical partition 50 may share one 55 medium within the respective computing processing device . 
or more processors 22 , as well as a portion of the available Computer readable program instructions for carrying out 
memory space for use in logical memory 54 . In this manner , operations of the present invention may be assembler 
a given processor 22 may be utilized by more than one instructions , instruction - set - architecture ( ISA ) instructions , 
logical partition 50 . As shown , a hypervisor 32 ( labeled machine instructions , machine dependent instructions , 
‘ HYPERVISOR 1 ' to ' HYPERVISOR N ' ) may manage one 60 microcode , firmware instructions , state - setting data , or 
or more logical partitions 50 of the computing resources by either source code or object code written in any combination 
assigning virtualized resources to one or more operating of one or more programming languages , including an object 
systems 30 executing thereon . In particular , for workload oriented programming language such as Java , Smalltalk , 
processing , a hypervisor 32 may divide processing cycles of C + + or the like , and conventional procedural programming 
hardware resources among the operating systems 30 of the 65 languages , such as the “ C ” programming language or similar 
logical partitions 50 to thereby perform tasks of one or more programming languages . The computer readable program 
workloads of the operating systems 30 . instructions may execute entirely on the user ' s computer , 
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partly on the user ' s computer , as a stand - alone software special purpose hardware - based systems that perform the 
package , partly on the user ' s computer and partly on a specified functions or acts or carry out combinations of 
remote computer or entirely on the remote computer or special purpose hardware and computer instructions . 
server . In the latter scenario , the remote computer may be In addition , computer readable program instructions , of 
connected to the user ' s computer through any type of 5 which one or more may collectively be referred to herein as 
network , including a local area network ( LAN ) or a wide “ program code , ” may be identified herein based upon the 
area network ( WAN ) , or the connection may be made to an application within which such instructions are implemented 
external computer ( for example , through the Internet using in a specific embodiment of the invention . However , it 
an Internet Service Provider ) . In some embodiments , elec - should be appreciated that any particular program nomen 
tronic circuitry including , for example , programmable logic 10 clature that follows is used merely for convenience , and thus 
circuitry , field - programmable gate arrays ( FPGA ) , or pro - the invention should not be limited to use solely in any 
grammable logic arrays ( PLA ) may execute the computer specific application identified and / or implied by such 
readable program instructions by utilizing state information nomenclature . Furthermore , given the typically endless 
of the computer readable program instructions to personalize number of manners in which computer programs may be 
the electronic circuitry , in order to perform aspects of the 15 organized into routines , procedures , methods , modules , 
present invention . objects , and the like , as well as the various manners in which 

Aspects of the present invention are described herein with program functionality may be allocated among various 
reference to flowchart illustrations and / or block diagrams of software layers that are resident within a typical computer 
methods , apparatus ( systems ) , and computer program prod ( e . g . , operating systems , libraries , API ' s , applications , app 
ucts according to embodiments of the invention . It will be 20 lets , etc . ) , it should be appreciated that the invention is not 
understood that each block of the flowchart illustrations limited to the specific organization and allocation of pro 
and / or block diagrams , and combinations of blocks in the gram functionality described herein . 
flowchart illustrations and / or block diagrams , can be imple Those skilled in the art will recognize that the example 
mented by computer readable program instructions . environment illustrated in FIGS . 1 - 3 is not intended to limit 

These computer readable program instructions may be 25 the present invention . Indeed , those skilled in the art will 
provided to a processor of a general purpose computer , recognize that other alternative hardware and / or software 
special purpose computer , or other programmable data pro environments may be used without departing from the scope 
cessing apparatus to produce a machine , such that the of the invention . 
instructions , which execute via the processor of the com 
puter or other programmable data processing apparatus , 30 Computing Resource Allocation and Management 
create means for implementing the functions / acts specified 
in the flowchart and / or block diagram block or blocks . These Embodiments of the invention are generally directed to 
computer readable program instructions may also be stored allocation and management of platform resources in a logi 
in a computer readable storage medium that can direct a cally partitioned data processing system . In some embodi 
computer , a programmable data processing apparatus , and 35 ments of the invention , the data processing system may be 
or other devices to function in a particular manner , such that implemented in a cloud computing platform / environment 
the computer readable storage medium having instructions that supports and / or processes workloads of one or more 
stored therein comprises an article of manufacture including clients . In some embodiments , the cloud computing envi 
instructions which implement aspects of the function / act ronment implemented data processing system is a multi 
specified in the flowchart and / or block diagram block or 40 client computing environment . Embodiments of the inven 
blocks . tion may allocate hypervisors of the data processing system 

The computer readable program instructions may also be to domains , where such allocation also allocates computing 
loaded onto a computer , other programmable data process - resources managed by the hypervisor to the domain . 
ing apparatus , or other device to cause a series of operational Generally , security and performance present issues in data 
steps to be performed on the computer , other programmable 45 processing systems / platforms of cloud computing environ 
apparatus or other device to produce a computer imple - ments , since such environments generally host applications 
mented process , such that the instructions which execute on and sensitive data for different clients ( e . g . , customers ) . For 
the computer , other programmable apparatus , or other example , one security and performance issue corresponds to 
device implement the functions / acts specified in the flow maintaining server and / or virtual machine isolation between 
chart and / or block diagram block or blocks . 50 customers . Generally , security reasons , compliance rules , 

The flowchart and block diagrams in the drawings illus - and / or performance impact at the virtual machine level may 
trate the architecture , functionality , and operation of possible necessitate server , hypervisor , and / or virtual machine isola 
implementations of systems , methods , and computer pro - tion . As another example , two clients ( e . g . , two customers ) 
gram products according to various embodiments of the of a cloud computing platform may be competitors . In this 
present invention . In this regard , each block in the flowchart 55 example , the two clients may desire isolation of computing 
or block diagrams may represent a module , segment , or resources in the data processing system because of potential 
portion of instructions , which comprises one or more system / hardware cache poisoning , possible cache attacks , 
executable instructions for implementing the specified logi - possible performance impacts resulting from shared 
cal function ( s ) . In some alternative implementations , the resources , etc . 
functions noted in the block may occur out of the order noted 60 As will be appreciated , a cloud computing environment 
in the figures . For example , two blocks shown in succession may comprise a plurality of hypervisors , where the hyper 
may , in fact , be executed substantially concurrently , or the visors may serve a plurality of clients , where the clients may 
blocks may sometimes be executed in the reverse order , have different security and performance requirements . For 
depending upon the functionality involved . It will also be example , a first client may not permit execution of a virtual 
noted that each block of the block diagrams and / or flowchart 65 machine with a hypervisor that is also executing a virtual 
illustration , and combinations of blocks in the block dia - machine for a second client . As another example , some 
grams and / or flowchart illustration , can be implemented by clients may specify clients / customer with which they do not 
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wish to share computing resources . Hence , in such cloud at least in part on client computing requirements . For 
computing environments and data processing platforms and example , a domain for a client processing large workloads 
systems thereof computing resource management may be may be allocated more computing resources . In other 
client specific , where the policies , settings , and requirements embodiments , the computing resources of a data processing 
of each client may vary . system may be allocated to each domain approximately 
Embodiments of the invention provide a system for evenly . Based on the allocation of the hypervisors to the 

managing computing resources of a data processing system domains , the computing resources of the data processing by allocating computing resources to domains . In some system are managed ( block 110 ) . In general , management of 
embodiments , for each client of a data processing system , computing resource usage may include limiting access to the data processing system may comprise a respective 10 computing resources of a first domain by hypervisors of a domain . Each domain may be allocated resources based at second domain , restricting virtual machine creation and / or least in part on performance requirements of a respective 
client . Furthermore , policies and / or settings may be uniquely migration , and / or restricting client actions based on a 
defined for each domain , such that security and / or perfor domain associated with a client . Furthermore , usage of 
mance specifications for clients may be managed at the 15 computing resources may generally refer to utilization of the 
domain level . Therefore , embodiments of the invention computing resources to perform operations . For example , 
improve computing resources management of cloud com - usage of the computing resources may include , processing 
puting environments by facilitating a computing resource tasks of a workload with the computing resources , executing 
allocation level above hypervisor level . With such domain a virtual machine on the computing resources , performing 
level computing resource allocation , hypervisor operations , 20 operations associated with a user request with the computing 
user operations , and / or virtual machine actions may be resources , and / or other such actions , operations , etc . 
securely managed on the domain . Moreover , allocation of FIG . 5 provides a flowchart 150 that illustrates a sequence 
the computing resources into one or more domains may of operations that may be performed by the data processing 
facilitate computing resource allocation to each client based system 10 consistent with some embodiments of the inven 
on performance requirements , and such allocation may 25 tion to manage computing resource usage of a domain . In 
facilitate computing resource sharing based on security these embodiments , the data processing system 10 may 
policies of each client . monitor the logically partitioned computing resources of a 

FIG . 4 provides flowchart 100 that illustrates a sequence domain ( block 152 ) to detect any virtual machine creation 
of operations that may be performed by the data processing requests ( block 154 ) . If a virtual machine creation is not 
system 10 consistent with some embodiments of the inven - 30 detected ( “ N ” branch of block 154 ) , the data processing 
tion to manage and / or allocate computing resources of the system continues monitoring the computing resources of the 
data processing system ( i . e . , platform resources ) . As shown , domain ( block 152 ) . In response to detecting a virtual 
a data processing system may initialize / startup ( block 102 ) . machine creation request for computing resources of the 
In general , the data processing system is configured with domain ( “ Y ” branch of block 154 ) , the data processing 
logically partitioned computing resources that are managed 35 system determines the hypervisor attempting to create the 
by hypervisors . At startup , the data processing system may virtual machine ( block 156 ) . The data processing system 
allocate all computing resources to a default domain ( block determines the domain of the creating hypervisor and the 
104 ) . As will be appreciated , each hypervisor may generally client associated with the virtual machine ( block 158 ) . 
have access to logical memory of logical partitions that the The data processing system determines whether to create 
hypervisor manages , and in some embodiments of the inven - 40 the virtual machine on the computing resources of the 
tion , a domain identifier may be set in a memory associated domain based at least in part on the domain of the creating 
with each hypervisor to thereby allocate each hypervisor to hypervisor and / or the domain associated with the requesting 
the default domain . In some embodiments of the invention , client ( block 160 ) . If the creating hypervisor and / or the 
each hypervisor is associated with a non - volatile random requesting client are not associated with the domain ( “ N ” 
access memory at which a domain identifier may be set . 45 branch of block 160 ) , the data processing system denies the 

Based on clients using the data processing system ( i . e . , virtual machine creation request ( block 162 ) . If the creating 
customers of the data processing system ) , the data process hypervisor and / or the requesting client are associated with 
ing system may determine one or more domains ( block 106 ) . the domain ( “ Y ” branch of block 160 ) , the data processing 
In some embodiments , the data processing system may system creates the virtual machine on the computing 
determine a domain for each of the clients . As will be 50 resources of the domain ( block 164 ) . After denying the 
appreciated , a domain generally reserves computing virtual machine creation request ( block 162 ) or creating the 
resources only for clients associated with the domain . There - virtual machine ( block 164 ) , the data processing system 
fore , in many applications , computing resource exclusivity continues monitoring the computing resources for the 
may be desired . For example , if the data processing system domain ( block 152 ) . 
is implemented as a cloud computing platform , a first client 55 Turning now to FIG . 6 , this figure provides a flowchart 
and a second client may utilize the data processing system 200 that illustrates a sequence of operations that may be 
for processing workloads . In this example , if the first client performed by the data processing system to manage com 
and second client are competitors , the first client and the puting resource usage of a domain consistent with embodi 
second client may not wish to share resources . In this ments of the invention . As shown , the data processing 
example , a first domain may be determined for the first client 60 system may monitor computing resources allocated to a 
and a second domain may be determined for the second domain ( block 202 ) to detect virtual machine migration to 
client . the computing resources of the domain ( block 204 ) . If the 

The data processing system allocates one or more hyper - data processing system does not detect a virtual machine 
visors to each determined domain ( block 108 ) . By allocating migration request for the computing resources of the domain 
hypervisors to the domains , the data processing system 65 ( “ N ” branch of block 204 ) , the data processing system 
allocates computing resources managed by each hypervisor continues monitoring the computing resources of the domain 
to a respective domain . In general , allocation may be based ( block 202 ) . 
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In response to detecting a virtual machine migration permit or restrict such virtual machine action based at least 
request to computing resources of the domain ( “ Y ” branch in part on the domain of the logical partition , the domain of 
of block 204 ) , the data processing system determines the a hypervisor initiating such virtual machine action , and / or 
hypervisor requesting the migration ( block 206 ) . The data the domain of a user requesting such virtual machine action . 
processing system determines the domain of the requesting 5 As described , operations , such as virtual machine migra 
hypervisor and / or client ( block 208 ) , and the data processing tion , may be allowed only within a domain . Similarly , virtual 
system determines whether to migrate the virtual machine machine creation may be restricted by domain and for 
based on the domain of the hypervisor and / or client and the authorized users ( i . e . , associated clients ) of the respective 
domain of the computing resources ( block 210 ) . domain . The computing resources allocated to a particular 

If the hypervisor and / or client are not associated with the 10 domain may not be accessible and / or visible to users of other 
domain to which the computing resources are allocated ( “ N ” domains . A system management component may restrict the 
branch of block 210 ) , the data processing system denies the visibility of hypervisors and / or computing resources to only 
virtual machine migration request ( block 212 ) . If the those which are in the domain associated with a particular 
requesting hypervisor and / or client is associated with the client . In general , a domain identifier may be stored as an 
domain of the computing resources ( “ Y ” branch of block 15 attribute for each hypervisor of the data processing system 
210 ) , the data processing system migrates the virtual in a memory associated with the hypervisor . As will be 
machine to the computing resources of the domain ( block appreciated , allocation of hypervisors and / or computing 
214 ) . After denying the virtual machine migration request resources may be hardware - assisted — i . e . , the system man 
( block 212 ) or migrating the virtual machine ( block 214 ) , the agement component comprising one or more hardware 
data processing system continues monitoring the computing 20 based processing units may execute program code config 
resources for the domain ( block 202 ) . ured to manage the one or more domains of the data 

FIG . 7 provides a flowchart 250 that illustrates a sequence processing system . 
of operations that may be performed by the data processing In some embodiments , virtual machine creation will be 
system to manage usage of computing resources of a restricted such that a user may not create a virtual machine 
domain . As shown , the data processing system may monitor 25 in a domain for which the user is not a member i . e . , 
the computing resources of the domain ( block 252 ) to detect associated therewith ) . Similarly , embodiments of the inven 
an administrative action and / or user request ( block 254 ) . If tion may restrict virtual machine migration such that a user 
the data processing system does not detect a user request for may not migrate a virtual machine to a domain for which the 
the computing resources of the domain ( “ N ” branch of block user is not a member . In some embodiments , user control of 
254 ) , the data processing system continues monitoring the 30 hypervisors and / or computing resources may be restricted 
computing resources of the domain ( block 252 ) . such that a user may not control ( through one or more user 

In response to detecting a user request for computing requests and / or user actions ) hypervisors and / or computing 
resources of the domain ( “ Y ” branch of block 254 ) , the data resources that are allocated to a domain for which the user 
processing system determines the hypervisor associated is not a member . 
with the user request ( block 256 ) . The data processing 35 In some embodiments of the invention , hypervisors and / 
system determines the domain of the hypervisor associated or computing resources allocated to a domain may be 
with the user request and / or client ( block 258 ) , and the data temporarily allocated ( i . e . , loaned , leased , etc ) , to another 
processing system determines whether to perform an action domain . In these embodiments , a domain may temporarily 
of the user request based on the domain of the hypervisor host a virtual machine belonging to another domain . While 
and / or client and the domain of the computing resources 40 a virtual machine and / or hypervisor of a first domain are 
( block 260 ) . If the hypervisor and / or client are not associated temporarily allocated to and / or hosted on a second domain , 
with the domain to which the computing resources are the management component may restrict access of clients 
allocated ( “ N ” branch of block 260 ) , the data processing and / or hypervisors of the first domain to the temporarily 
system denies user request ( block 262 ) . If the requesting allocated / hosted virtual machine or hypervisor . 
hypervisor and / or client is associated with the domain of the 45 Turning now to FIG . 8 , this figure provides a flowchart 
computing resources ( “ Y ” branch of block 260 ) , the data 300 that illustrates a sequence of operations that may be 
processing system performs the requested action on the performed by the data processing system to manage com 
computing resources of the domain ( block 264 ) . After deny - puting resource usage of one or more domains consistent 
ing the user request ( block 262 ) or performing the requested with embodiments of the invention . As shown , the data 
action ( block 264 ) , the data processing system continues 50 processing system monitors computing resource usage of a 
monitoring the computing resources for the domain ( block first domain 302 ) to determine whether a virtual machine 
252 ) . action ( e . g . , migration of a virtual machine , booting of a 

Therefore , as shown in FIGS . 5 - 7 , embodiments of the virtual machine , creating a virtual machine ) is being per 
invention may manage usage of computing resources of the formed by a hypervisor of the first domain ( block 304 ) . If the 
data processing system based on domains . In some embodi - 55 data processing system does not detect that a virtual machine 
ments , allocating computing resources and hypervisors to action is being performed ( “ N ” branch of block 304 ) , the 
domains facilitates isolation of resources for different clients data processing system continues monitoring the computing 
in a cloud computing environment . As will be appreciated , resources of the first domain ( block 302 ) . 
embodiments of the invention logically partition a data in response to detecting a virtual machine action in the 
processing system into smaller entities , i . e . , domains . Each 60 computing resources of the first domain ( “ Y ” branch of 
domain may be represented by a profile in a system man - block 304 ) , the data processing system determines comput 
agement component . Each domain may be allocated one or ing resource utilization of the first domain ( block 306 ) . In 
more hypervisors . Furthermore , embodiments of the inven - general , the computing resources of the first domain may be 
tion may generally monitor logical partitions to detect available or utilized . Availability indicates that the comput 
virtual machine actions ( i . e . , virtual machine creation , vir - 65 ing resources may be used to perform operations ( e . g . , 
tual machine booting , and / or virtual machine migration ) , process tasks ) and / or allocated to a virtual machine such that 
and embodiments of the invention may determine whether to the virtual machine may complete a virtual machine opera 
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tion ( e . g . , for booting the virtual machine , migrating the computing resources of the first domain are not highly 
virtual machine , and / or creating the virtual machine ) . How utilized ( “ N ” branch of block 354 ) , the data processing 
ever , if the computing resources are already being used for system continues monitoring the computing resources of the 
processing tasks ( also referred to as busy and / or utilized ) , first domain ( block 352 ) . 
then the computing resources may not be used to perform 5 In response to detecting that the computing resources of 
other operations and / or allocated to a virtual machine for the first domain are highly utilized , the data processing 
performance of virtual machine operations ( such as booting system determines a second domain that has an available 
a virtual machine , migrating a virtual machine , and / or hypervisor and supports computing resource sharing ( block 
creating a virtual machine ) . For example , if only two pro - 358 ) . The data processing system temporarily allocates the 
cessors are available for a domain , and a virtual machine 10 available hypervisor of the second domain to the first 
being booted requires six processors , in this example , the domain for a predefined time limit ( block 360 ) . Generally , 
data processing system may determine that resources of the the time limit may be determined based on a policy asso 
domain are not available for booting the virtual domain . ciated with the first domain , the second domain , a workload 
Hence , as used herein , performing an operation may refer to associated with the first domain , a workload associated with 
allowing for allocation of computing resources to a virtual 15 the second domain , and / or other such factors . The data 
machine to complete a virtual machine operation ( e . g . , boot , processing system maintains the temporarily allocated 
migration , creation ) . Therefore , the data processing system hypervisor ( and the computing resources managed by the 
determines whether the computing resources of the first hypervisor ) at the first domain for the duration of the time 
domain are highly utilized ( block 308 ) . In general , highly limit ( block 362 ) . When the time limit expires ( “ Y ” branch 
utilized may be used to describe that the computing 20 of block 362 ) , the data processing system returns the hyper 
resources of a domain are not available due to usage such visor ( and the computing resources managed thereby ) to the 
that additional operations may not be performed until second domain ( block 364 ) . 
completion of other operations . If the computing resources In some embodiments of the invention , the data process 
are not highly utilized ( “ N ” branch of block 308 ) , the data ing system may monitor computing resources of a domain to 
processing system boots the virtual machine on the com - 25 determine when computing resources of the domain are 
puting resources of the first domain ( block 310 ) . highly available . In such embodiments , the data processing 

In response to determining that the computing resources system may consolidate virtual machines of the domain to a 
are highly utilized ( “ Y ” branch of block 308 ) , the data subset of hypervisors and / or computing resources allocated 
processing system determines whether computing resource to the domain such that hypervisors and / or computing 
sharing is allowed for the first domain ( block 312 ) , i . e . , 30 resources not of the subset may be temporarily allocated to 
whether any policies / restrictions of the first domain prohibit other domains . FIG . 10 provides a flowchart 400 that 
computing resource sharing ( i . e . , borrowing / loaning ) of illustrates a sequence of operations that may be performed 
resources . If the first domain does not allow computing by the data processing system to manage computing 
resource sharing ( “ N ” branch of block 312 ) , the data pro resources of one or more domains of the data processing 
cessing system performs the virtual machine action on the 35 system consistent with embodiments of the invention . The 
computing resources of the first domain ( block 310 ) . Since data processing system monitors usage of the computing 
the computing resources are highly utilized , the virtual resources of a domain ( block 402 ) to detect when the 
machine action may be queued until computing resources in computing resources of the first domain are highly available 
the first domain become available . If the first domain allows ( block 404 ) . As will be appreciated , highly available com 
resource sharing ( “ Y ” branch of block 312 ) , the data pro - 40 puting resources generally correspond to resources for 
cessing system determines a second domain having avail - which at least some processing cycles are not utilized or at 
able computing resources , where the second domain also least not utilized fully . For example , computing resources 
allows resource sharing ( block 314 ) . The data processing for which tasks have not been assigned may be considered 
system reserves ( e . g . temporarily allocates ) computing highly available . As another example , computing resources 
resources of the second domain for performing the virtual 45 for which some tasks have been assigned , but for which not 
machine action associated with the first domain ( block 316 ) , all processing cycles are utilized may be considered highly 
and the data processing system performs the virtual machine available . As another example , for a domain , if tasks of a 
action on the reserved computing resources of the second first set of computing resources may redistributed to a 
domain ( block 318 ) , where the temporarily allocated second set of computing resources of the domain such that 
resources of the second domain may be managed by a data 50 the first set of computing resources may not be utilized , the 
processing system of the first domain . computing resources of the first set of computing resources 

As will be appreciated , a virtual machine action may be may be highly available . While the computing resources of 
booting a virtual machine , creating a new virtual machine , the first domain are not highly available ( “ N ” branch of 
and / or migrating a virtual machine . For any resource sharing block 404 ) , the data processing system continues monitoring 
across domains , domain attributes / policies may be checked 55 the computing resources of the first domain ( block 402 ) . 
to determine whether a desired level of computing resource In response to detecting that the computing resources of 
sharing is permitted . For example , a security policy of a the first domain are highly available ( “ Y ” branch of block 
particular domain may not permit hosting a virtual machine 404 ) , the data processing system identifies one or more 
on computing resources of another domain . hypervisors and / or a first set of computing resources that 

FIG . 9 provides a flowchart 350 that illustrates a sequence 60 may be temporarily allocated ( block 408 ) . The data process 
of operations that may be performed by the data processing ing system consolidates any virtual machines of the identi 
system to manage computing resources of the one or more fied hypervisor and / or first set of computing resources to 
domains of the data processing system consistent with other hypervisors and / or computing resources of the domain 
embodiments of the invention . The data processing system ( block 410 ) . The data processing system determines a time 
monitors usage of the computing resources of a domain 65 limit for temporary allocation of the hypervisor and / or first 
( block 352 ) to detect when the computing resources of the set of computing resources ( block 412 ) . In general , the time 
first domain are highly utilized ( block 354 ) . While the limit may be determined based at least in part on one or more 

bi 
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policies / settings of the domain and / or the data processing machines , and / or computing resources of the domain . As 
system . In addition , the time limit may be determined based will be appreciated tokens , requests , and / or responses may 
at least in part on at least one workload associated with the be encrypted to add additional layers of security between 
domain . For example , if all tasks of a workload assigned to domains of a data processing system that implements a 
the domain have been processed , the data processing system 5 cloud computing environment . 
may determine a time limit that anticipates assignment of a FIG . 11 provides a flowchart 450 that illustrates a 
second workload such that the hypervisor and / or computing sequence of operations that may be performed by the data 
resources may be returned prior to assignment of the second processing system to manage computing resources of the 
workload . Generally , a determined time limit may comprise data processing system consistent with some embodiments 
a determined start time and a determined end time for a 10 of the invention . A first management hypervisor of a first 
temporary allocation period ( i . e . , loan period ) . Moreover , domain may monitor for tokens communicated from one or 
one or more policies / settings of the domain may define a more other management hypervisors of other domains 
minimum and / or maximum time limit for which computing ( block 452 ) . The first management hypervisor processes the 
resources may be temporarily allocated . The data processing one or more tokens to update a computing resource map 
system may temporarily allocate the one or more hypervi - 15 maintained for the first domain ( block 454 ) . In general a 
sors and / or computing resources ( block 414 ) for the deter - computing resource map for a domain may include infor 
mined time limit . mation that identifies computing resources / hypervisors allo 

In general , temporary allocation of a hypervisor and cated ( and temporarily allocated ) to the domain , a status 
computing resources allocated thereto may be utilized in ( i . e . , available , busy , etc . ) of such allocated computing 
data processing systems having one or more domains that do 20 resources / hypervisors , and / or computing resources / hypervi 
not permit computing resource sharing . By temporarily sors of other domains available for temporary allocation . 
allocating a hypervisor and computing resources of a first The first management hypervisor determines whether addi 
domain to a second domain , the temporarily allocated hyper - tional computing resources are needed for any operations 
visor and computing resources may be isolated from other being performed by the first domain ( e . g . , virtual machine 
hypervisors and computing resources of the first domain . 25 creation , virtual machine booting , virtual machine migra 
Therefore , these embodiments may facilitate resource shar - tion , etc . ) ( block 456 ) . 
ing / management in a cloud computing environment having If additional computing resources are not needed ( “ N ” 
domains that generally do not permit sharing of resources branch of block 456 ) , the first management hypervisor 
due to security and / or performance settings / rules . continues monitoring for tokens ( block 452 ) . In response to 

In some embodiments of the invention , computing 30 determining that additional computing resources are needed 
resource sharing across domains may be managed using a for operations of the first domain ( “ Y ” branch of block 456 ) , 
token based allocation system . In these embodiments of the the first management hypervisor analyzes the resource map 
invention , a management hypervisor of each domain may of the first domain to determine if the appropriate computing 
monitor computing resource availability of the domain . A resources are available for temporary allocation from 
management hypervisor may be selected from among a 35 another domain ( block 458 ) . As will be appreciated , the 
plurality of hypervisors allocated to a domain based at least resource map for the first domain indicates computing 
in part on availability of computing resources of each of the resources that are available for temporary allocation from 
hypervisors . For example , a hypervisor allocated to a other domains . Moreover , the resource map indicates any 
domain having high availability may be selected as a man relevant information associated with such available comput 
agement hypervisor . Periodically , the management hypervi - 40 ing resources , including for example , the type of computing 
sor of each domain may communicate tokens therebetween , resource ( e . g . , processor , memory , virtualized processor , 
where the tokens may indicate computing resources avail - virtualized memory , network interface , etc . ) , quantity , time 
able for the management hypervisor ' s domain . As will be limit , etc . Therefore , the first management hypervisor deter 
appreciated , resource tokens may be communicated from mines whether the types and / or amount of computing 
management hypervisors to other management hypervisors . 45 resources available from other domains meet the additional 
Generally , a token may include a domain identifier , an needs of the first domain . 
amount of computing resources ( e . g . , processing units , In response to determining that the appropriate computing 
memory , and / or virtualizations thereof ) available for loan resources are not available from other domains ( “ N ” branch 
ing , and / or a time limit / duration for which the computing of block 458 ) , the first management hypervisor continues 
resources are available for loaning After any loaning of 50 monitoring for tokens from other management hypervisors 
computing resources , every domain of the data processing ( block 452 ) . In response to determining that the appropriate 
system may update an internal map of available , free , and / or computing resources are available from other domains ( “ Y ” 
busy resources that are temporarily loaned ( i . e . , temporarily branch of block 458 ) , the first management hypervisor 
allocated ) to other domains . communicates a resource request to a second management 

A domain in need of additional computing resources may 55 hypervisor associated with a second domain that has the 
( i . e . , the computing resources allocated to the domain are appropriate computing resources available for temporary 
highly utilized ) communicate resource requests to other allocation ( block 460 ) . Since computing resource availabil 
domains having available computing resources . Arequesting ity may change after communication of a token , the resource 
domain may identify other domains having available com - request sent by the first management hypervisor may be 
puting resources based at least in part on tokens received 60 rejected by the second management hypervisor if the com 
from a management hypervisor of each of the other domains . puting resources are no longer available . Furthermore , the 
Domains that receive a resource request may determine resource request may be rejected by the second management 
computing resources to temporarily allocate responsive to hypervisor if a policy / security setting of the first domain 
the received request . A domain that temporarily allocates and / or the second domain does not permit sharing therebe 
computing resources for a request may update an internal 65 tween . Therefore , the first management hypervisor receives 
computing resource allocation map , where the map may an indication whether the request was granted ( block 462 ) . 
include information regarding all hypervisors , virtual If the request is not granted by the second management 
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hypervisor ( “ N ” branch of block 462 ) , the first management Server 2B ' 518 , “ Server 3B ' 520 , and ‘ Server 4B ' 522 . 
hypervisor determines whether any other domains have Domain C includes three hypervisors : ' Server 1C 524 , 
appropriate computing resources available for temporary ‘ Server 2C 526 , and ' Server 3C ' 528 . 
allocation ( block 458 ) . If the request is granted ( “ Y ” branch Taking Server 1A 508 as an example , this hypervisor has 
of block 462 ) , the operations needing the additional com - 5 been allocated to domain A 502 , and the primary domain 
puting resources are performed in the first domain using the identifier for Server 1A will be ‘ Customer A ’ . Moreover , 
temporarily allocated computing resources ( block 464 ) , and Server 1A 508 has not been temporarily allocated to any 
the resource map of the first domain is updated to reflect the other domain , therefore the owning domain identifier for 
temporary allocation of computing resources thereto ( block Server 1A will be ‘ Customer A ’ . As shown in this example , 
466 ) . 10 Server 3A 512 of domain A 502 has been temporarily 

Therefore , embodiments of the invention provide sys - allocated ( i . e . , loaned ) to domain C 506 . Therefore , for 
tems , methods , and computer program products for manag Server 3A , the primary domain identifier will be ‘ Customer 
ing computing resources of a data processing system by A ' , and the owning domain identifier will be ‘ Customer C ' . 
allocating computing resources and hypervisors to domains . Similarly Server 2B 518 of domain B 504 has been tempo 
In some embodiments , the data processing system may be 15 rarily allocated to domain C 506 . Hence , for Server 2B , the 
implemented in a cloud computing platform , for which one primary domain identifier will be ' Customer B ' , and the 
or more clients / users may utilize computing resources of the owning domain identifier will be ‘ Customer C ' . 
data processing system for processing workloads . Embodi - Consistent with some embodiments of the invention , a 
ments of the invention allow computing resources and logical partition of computing resources of a first domain 
processes / operations of different clients to be isolated . In 20 may be temporarily allocated to a second domain . As will be 
particular , a first set of virtual machines may be isolated appreciated , a logical partition of computing resources may 
from running on a common hypervisor as a second set of include an associated memory that stores a primary domain 
virtual machines to provide for increased security and / or identifier and / or an owning domain identifier . FIG . 13 pro 
reduced performance concerns . Furthermore , computing vides an example of computing resource management and 
resources and / or hypervisors may be shared securely across 25 sharing across domains at a logical partition level for an 
domains to facilitate efficient utilization of virtualized com - example data processing system 550 . The example data 
puting resources . As will be appreciated , different clients processing system 550 includes three domains : ‘ Customer A 
( e . g . , departments , companies , etc . ) may be allocated com - Domain ' 552 ( referred to as “ domain A ” ) , “ Customer B 
puting resources using domains , such that some computing Domain ' 554 ( referred to as “ domain B ” ) , and ‘ Customer C 
resources and hypervisors may be reserved in the data 30 Domain ' 556 ( referred to as “ domain C ” ) . Domain A 
processing system . As will be appreciated , embodiments of includes four hypervisors : ' Server 1A ’ 558 , “ Server 2A ' 560 , 
the invention allow secure virtual machine creation , migra - ' Server 3A ’ 562 , and Server 4A ’ 564 . Domain B includes 
tion , booting within a domain . four hypervisors : ' Server 1B ' 566 , Server 2B ' 568 , Server 

Embodiments of the invention may allocate hypervisors 3B ' 570 , and ‘ Server 4B ' 572 . Domain C includes three 
and / or computing resources to domains of a data processing 35 hypervisors : ' Server 1C ' 574 , ' Server 2C ’ 576 , and ' Server 
system with a hardware assisted management mechanism . 3C ' 578 . 
For each hypervisor , a primary domain identifier may be In this example , Server 3A manages four logical partitions 
stored as an attribute of the hypervisor in a memory asso - of computing resources , where a first logical partition 580 
ciated with the hypervisor , e . g . , a non - volatile memory managed by Server 3A is loaned ( i . e . , temporarily allocated ) 
associated with the hypervisor . All hypervisors having a 40 to domain C . In this example , the first logical partition would 
common primary domain identifier are allocated to a com - have a primary domain identifier of ' Customer A ' , and the 
mon domain associated with such primary domain identifier . particular logical partition would have an owning domain 
Allocation of a hypervisor ( and the computing resources identifier of ' Customer C ' . In contrast , the other logical 
managed by the hypervisor ) to a particular domain may be partitions managed by Server 3A that are not loaned would 
performed by an administrator and / or dynamically . In addi - 45 have a primary domain identifier of ' Customer A ' and an 
tion , each hypervisor may include an owning domain iden - owning domain identifier of ' Customer A ' . Similarly , Server 
tifier as an attribute that may be stored in a memory 2B manages four logical partitions , where a second logical 
associated with the hypervisor . In general , the owning partition 582 managed by Server 2B is loaned to domain C . 
domain identifier corresponds to a domain to which the Therefore , the primary domain identifier of the second 
hypervisor is allocated , even temporarily . Hence , when a 50 logical partition 582 would be ‘ Customer B ’ , and the owning 
hypervisor is temporarily allocated from a first domain to a domain identifier of the second logical partition 582 would 
second domain , the owning domain identifier may be set to be ' Customer C ' . 
identify the second domain , while the primary domain Consistent with some embodiments of the invention a 
identifier identifies the first domain . When a temporary system management component of the data processing sys 
allocation period ( also referred to as a loan period ) expires , 55 tem may be configured to determine computing resource 
the owning domain identifier of the hypervisor is reset such sharing policies of domains , hypervisors , and / or logical 
that the owning domain identifier identifies the first domain . partitions thereof upon discovery of the domains , hypervi 

FIG . 12 provides an example of computing resource sors , and / or logical partitions in the data processing system . 
management and sharing across domains at a hypervisor The system management component may store attributes , 
level for an example data processing system 500 . As shown 60 such as sharing policies , a primary domain identifier , and / or 
in FIG . 12 , the data processing system 500 includes three an owning domain identifier for each hypervisor in an 
domains : ' Customer A Domain ' 502 ( referred to as “ domain inventory database . Generally , such attributes cannot be 
A ” ) , ‘ Customer B Domain ' 504 ( referred to as “ domain B ” ) , overridden by clients of the data processing system and may 
and ' Customer C Domain ' 506 ( referred to as " domain C ” ) . only be configurable at an administrator level . In some 
Domain A includes four hypervisors : ‘ Server 1A ’ 508 , 65 embodiments of the invention , domain attributes may be 
‘ Server 2A ' 510 , ‘ Server 3A ' 512 , and Server 4A ’ 514 . stored in non - volatile RAM of each hypervisor such that one 
Domain B includes four hypervisors : " Server 1B ' 516 , or more system management components may manage 



US 10 , 223 , 170 B2 
20 

common hypervisors and / or servers implementing hypervi - registered with the directory / service agent , and the system 
sors concurrently , and each system management component management component may be configured to identify the 
may be configured to discover hypervisors and / or servers policy management module from the directory / service 
and group them under the same domain identifier . agent . Moreover , each system management component of a 

Furthermore , a domain may comprise one or more servers 5 data processing system may send a multicast query to 
implementing one or more hypervisors . For each domain , a discover policy management modules of the data processing 
list of users , clients , administrators , and / or privileges thereof system . 
may be maintained for each domain . Consistent with The system management component may comprise a 
embodiments of the invention , role based access control policy enforcement component configured to enforce any 
( RBAC ) may be implemented in the data processing system 10 policies maintained by the system management component 
for the management , configuration , and / or utilization of and / or a policy management module . Generally , the policy 
computing resources of domains of the data processing enforcement component is configured to monitor time limits 
system . Moreover , a super administrator may create for loans of computing resources . In response to expiration 
domains and lower level system administrators with defined of a time limit , the policy enforcement component is con 
roles / privileges . As will be appreciated , profiles of system 15 figured to reset an owning domain identifier for a corre 
administrators may also have domain ( s ) associated with that sponding temporarily allocated hypervisor and / or corre 
profile so that a system administrator may only be able to sponding temporarily allocated computing resources . 
manage hypervisors and VMs within domains which the FIG . 14 provides a table 600 that illustrates example 
system administrator has access to . For example , a user may computing resource loan information for the data processing 
only be granted read access such that the user may only view 20 system of FIG . 12 . As discussed above , with respect to FIG . 
the attributes of the system . In this example , the user may 12 , Server 3A is temporarily allocated from the Customer A 
not set / change attributes , policies , and / or configurations of domain to the Customer C domain . In this example , the time 
the data processing system . As another example , a user may limit for the loan of Server 3A is defined as having a start 
be granted write access such that the user may modify some time of 1 : 00 AM and an end time of 6 : 00 PM . Similarly , 
attributes of the data processing system . In this example , the 25 Server 2B is temporarily allocated from the Customer B 
user may set / change one or more attributes for the data domain to the Customer C domain . In this example , the time 
processing system . limit for the loan of Server 2B is defined as having a start 

Consistent with embodiments of the invention , a domain time of 2 : 00 PM and an end time of 11 : 00 PM . 
identifier may be a hexadecimal number generated by a Consistent with some embodiments of the invention , a 
pseudo - random number generator , or a domain identifier 30 first domain that has loaned computing resources to a second 
may be a readable string of text characters . A system domain may dynamically extend the time limit . In such 
management component of the data processing system man embodiments , the first domain may communicate a time 
ages computing resources allocation to each domain , tem extension to the second domain and the system management 
porary allocation of computing resources to domains , sys component ( e . g . , the policy management module and / or the 
tem level computing resource policies , domain level 35 policy enforcement component ) . Furthermore , if a time limit 
computing resource policies , hypervisor level computing is about to expire for a computing resource loan from a first 
resource policies , and / or client related computing resource domain to a second domain , the second domain may be 
policies . Furthermore , the system management component given preference to borrow the same computing resources 
may manage profiles of users that define access rights , again as compared to a third domain in need of the com 
domain affiliations , user specific settings , and / or other such 40 puting resources . Such configuration may increase efficiency 
information . by reducing configuration and setup times moving comput 
Generally , a system management component , and an ing resources to a different borrowing domain . 

interface / console generated thereby may support commands Embodiments of the invention generally provide secure 
for setting domain attributes ( e . g . , primary domain identifier , data processing improvements for data processing systems 
owning domain identifier ) . Furthermore , the system man - 45 configured for use by more than one client . Consistent with 
agement component may be configured to perform opera - embodiments of the invention , the communications 
tions to loan computing resources and / or a hypervisor to a exchanged between domains , hypervisors , etc . may be 
different domain . The system management component may encrypted ( e . g . , symmetric / asymmetric key exchange ) to 
be configured to enforce time limits , where a time limit may prevent “ man in the middle ” attacks . Furthermore , if a 
include a specific start time and end time for a loan period . 50 hypervisor is loaned from a first domain to a second domain , 

In general , the system management component may be access privileges for users will be determined based on the 
configured to enforce policies . Hence , temporary allocations owning domain identifier , such that users of the first domain 
of computing resources and / or hypervisors are reported to may not be able to access the hypervisor or managed 
the system management component . While the system man resources for the period of the loan . The policy enforcement 
agement component may be described as a single compo - 55 component may be configured to analyze user actions / 
nent , the invention is not so limited . Consistent with some requests and enforce access policies based at least in part on 
embodiments of the invention , a policy management module the owning domain identifier of a hypervisor / computing 
may be independently configured for the data processing resources identified in an action / request . 
system , each server , each domain , one or more hypervisors , Furthermore , embodiments of the invention limit creation 
etc . In such embodiments , the system management compo - 60 of virtual machines only to domains for which the requesting 
nent may automatically identify one or more policy man - user has is permitted to access . The policy enforcement 
agement modules of the data processing system by querying module may analyze a domain identifier of a user and the 
a communication network of the data processing system . domain attributes of a hypervisor that the user is attempting 

As an example , a directory agent / service agent may be to access . The policy enforcement component may be con 
configured to monitor the communication network of the 65 figured to analyze a user access permission level to control 
data processing system . When a policy management module virtual machine creation on domain resources . In addition , 
starts up , an associated communication address may be embodiments of the invention may limit virtual machine 
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migration based on domain attributes of an originating resources managed by the multiple hypervisors , and 
hypervisor , domain attributes of a target hypervisor , and / or wherein each domain of the plurality of domains is 
a domain of a user associated with the migration . As will be used to manage a subset of the logically partitioned 
appreciated , if a hypervisor is loaned from a first domain to computing resources of the data processing system 
a second domain , then the primary domain identifier and the 5 managed by the one or more of the hypervisors allo 
owning domain identifier will differ . In such situation , a user cated thereto ; and 
access privilege check may be based on the owning domain managing usage of each logical partition by each hyper 
identifier . When a virtual machine needs to be migrated from visor based at least in part on the domain of the a first hypervisor to a second hypervisor , the migration is hypervisor , wherein managing usage of the logically only allowed if the first hypervisor and second hypervisor 10 partitioned computing resources by each hypervisor are in the same domain . As will be appreciated , if the second based at least in part on the domain of the hypervisor hypervisor is loaned to the domain of the first hypervisor , comprises restricting virtual machine creation on a first then the migration would be allowed . Hence , the virtual logical partition based at least in part on a domain of the machine migration will be allowed / denied by the policy first logical partition , and wherein managing usage of enforcement component by checking policies and loans 15 
through the policy management module . the logically partitioned computing resources by each 

Therefore , embodiments of the invention may address hypervisor based at least in part on the domain of the 
shortcomings in data processing technology by performing hypervisor further comprises : 
dynamic platform optimization for data processing systems . determining a first domain for a user associated with 
In particular , embodiments of the invention may restore 20 the virtual machine creation ; and 
processor - memory affinity for allocated processor and determining a second domain associated with the first 
memory resources of logically - partitioned data processing logical partition , 
systems , thereby increasing efficiency and performance of wherein restricting the virtual machine creation on the 
such data processing systems . Furthermore , embodiments of first logical partition is in response to the first domain 
the invention address shortcomings of conventional systems 25 and the second domain being different domains and 
that may become sub - optimally configured over time . prohibits the user from creating a virtual machine on 
Embodiments of the invention perform dynamic platform the first logical partition due to the first domain for the 
optimization of a data processing system automatically and user being different from the second domain associated 
responsive to system resource changes by reallocating pro with the first logical partition . 
cessor and memory resources of logical partitions . 30 2 . The method of claim 1 , wherein allocating each of the 

While the present invention has been illustrated by a plurality of hypervisors to a respective domain comprises : 
description of various embodiments and while these setting a domain identifier attribute associated with the 
embodiments have been described in considerable detail , it hypervisor based on the respective domain to which the 
is not the intention of the applicants to restrict , or in any way hypervisor is allocated . 
limit , the scope of the appended claims to such detail . For 35 3 . The method of claim 1 , wherein each domain of the 
instance , another embodiment consistent with the invention plurality of domains corresponds to a client of the data 
supports migration between logical partitions on the same processing system . 
computer . As such , additional advantages and modifications 4 . The method of claim 1 , wherein managing usage of the 
will readily appear to those skilled in the art . The invention logically partitioned computing resources by each hypervi 
in its broader aspects is therefore not limited to the specific 40 sor based at least in part on the domain of the hypervisor 
details , representative apparatus and method , and illustrative comprises : 
example shown and described . Accordingly , departures may restricting a user request for a first logical partition based 
be made from such details without departing from the spirit at least in part on a domain of the first logical partition . 
or scope of applicant ' s general inventive concept . 5 . The method of claim 4 , wherein managing usage of the 
What is claimed is : 45 logically partitioned computing resources by each hypervi 
1 . A method for managing logically partitioned computing sor based at least in part on the domain of the hypervisor 

resources of a data processing system configured with a further comprises : 
plurality of hypervisors that each manages one or more determining a first domain for a user associated with the 
logical partitions of the computing resources , the method user request ; 
comprising : 50 determining a second domain associated with the first 

determining a plurality of domains for the data processing logical partition , 
system , each domain isolating hardware computing wherein restricting the user operation on the first logical 
resources of the data processing system to restrict partition is in response to the first domain and the 
access of such isolated hardware computing resources second domain being different domains . 
to clients associated with such domain ; 55 6 . The method of claim 1 , wherein managing usage of the 

for each domain of the plurality of domains , allocating logically partitioned computing resources by each hypervi 
one or more of the hypervisors to the domain to thereby sor based at least in part on the domain of the hypervisor 
allocate the one or more logical partitions of the comprises : 
computing resources managed by the hypervisor to the restricting booting of a virtual machine on a first logical 
domain , wherein a first domain among the plurality of 60 partition based at least in part on a domain of the first 
domains is allocated multiple hypervisors from among logical partition . 
the plurality of hypervisors and the one or more logical 7 . The method of claim 6 , wherein managing usage of the 
partitions of the computing resources managed by the logically partitioned computing resources by each hypervi 
multiple hypervisors , wherein the multiple hypervisors sor based at least in part on the domain of the hypervisor 
are concurrently allocated to the first domain and 65 further comprises : 
concurrently execute a plurality of virtual machines on determining a first domain for a user associated with the 
the one or more logical partitions of the computing booting of the virtual machine ; 
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determining a second domain associated with the first managing usage of each logical partition by each hyper 

logical partition , visor based at least in part on the domain of the 
wherein restricting the booting of the virtual machine on hypervisor , wherein managing usage of the logically 

the first logical partition is in response to the first partitioned computing resources by each hypervisor 
domain and the second domain being different 5 based at least in part on the domain of the hypervisor 
domains . comprises restricting booting of a virtual machine on a 

8 . The method of claim 1 , wherein the data processing first logical partition based at least in part on a domain 
system comprises , for each hypervisor , an associated of the first logical partition , and wherein managing memory that stores a primary domain identifier and an usage of the logically partitioned computing resources owning domain identifier . 10 by each hypervisor based at least in part on the domain 9 . The method of claim 1 , wherein managing usage of the of the hypervisor further comprises : logically partitioned computing resources by each hypervi determining a first domain for a user associated with sor based at least in part on the domain of the hypervisor the booting of the virtual machine ; and comprises : 

monitoring a particular logical partition of a first domain 15 determining a second domain associated with the first 
to detect a virtual machine action on the particular logical partition , 
logical partition ; wherein restricting the booting of the virtual machine on 

in response to detecting the virtual machine action : the first logical partition is in response to the first 
determining a particular hypervisor associated with the domain and the second domain being different domains 

virtual machine action and a particular domain asso - 20 and prohibits the user from booting a virtual machine 
ciated with the particular hypervisor ; and on the first logical partition due to the first domain for 

determining whether to restrict the virtual machine the user being different from the second domain asso 
action on the particular logical partition based at ciated with the first logical partition . 
least in part on whether the particular domain of the 11 . The method of claim 10 , wherein allocating each of 
particular hypervisor is the first domain . 25 the plurality of hypervisors to a respective domain com 

10 . A method for managing logically partitioned comput - prises : 
ing resources of a data processing system configured with a setting a domain identifier attribute associated with the 
plurality of hypervisors that each manages one or more hypervisor based on the respective domain to which the logical partitions of the computing resources , the method hypervisor is allocated . comprising : 30 30 12 . The method of claim 10 , wherein each domain of the determining a plurality of domains for the data processing plurality of domains corresponds to a client of the data system , each domain isolating hardware computing 

resources of the data processing system to restrict processing system . 
access of such isolated hardware computing resources 13 . The method of claim 10 , wherein the data processing 
to clients associated with such domain ; 26 system comprises , for each hypervisor , an associated 

for each domain of the plurality of domains , allocating memory that stores a primary domain identifier and an 
owning domain identifier . one or more of the hypervisors to the domain to thereby 14 . The method of claim 10 , wherein managing usage of allocate the one or more logical partitions of the 

computing resources managed by the hypervisor to the the logically partitioned computing resources by each hyper 
domain , wherein a first domain among the plurality of 40 tv of in visor based at least in part on the domain of the hypervisor 
domains is allocated multiple hypervisors from among comprises : 

monitoring a particular logical partition of a first domain the plurality of hypervisors and the one or more logical 
to detect a virtual machine action on the particular partitions of the computing resources managed by the logical partition ; multiple hypervisors , wherein the multiple hypervisors 

are concurrently allocated to the first domain and 45 in response to detecting the virtual machine action : 
concurrently execute a plurality of virtual machines on determining a particular hypervisor associated with the 
the one or more logical partitions of the computing virtual machine action and a particular domain asso 
resources managed by the multiple hypervisors , and ciated with the particular hypervisor ; and 
wherein each domain of the plurality of domains is determining whether to restrict the virtual machine 

action on the particular logical partition based at used to manage a subset of the logically partitioned 50 
computing resources of the data processing system least in part on whether the particular domain of the 
managed by the one or more of the hypervisors allo particular hypervisor is the first domain . 
cated thereto ; and 


