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AUTOMOTIVE BOOTLOADER

TECHNICAL FIELD

The invention relates to the division of the memory area (memory mapping) of an
automotive memory such as that of an (Engine Control Unit) ECU, which is used
to store each part of application software in respect of automotive applications. It
also relates to the downloading of such applications and the appropriate
downloading of bootloader software; and how the bootloader software is provided
and made aware of the split of application code and data so as to save each software
part (data and code) of the application(s) at the appropriate location in memory. The

invention also relates to a method of boot-loading.

BACKGROUND OF THE INVENTION

Currently all bootloader providers include the memory mapping required in the
bootloader software. That implies the bootloader software needs to be reworked
each time the memory mapping evolves whether during the engine application

development or after the entry into service of the vehicle.

Today the engine of a vehicle is not only managed by mechanical and electric
elements, but also by an electronic control unit (ECU), the engine control unit.
The ECU contains a software whose role is control the engine so as to e.g. to
choose the best combustion strategies according to the driving conditions, the

whole while limiting the polluting emissions (CO2, Nox,...).

In order to bring corrective measures to the engine on vehicles in circulation, and
taking into account the manufacturing costs of a new engine or the modification of
the mechanical characteristics of current one, the manufacturers often decide to
modify the ECU, and more particularly the software applications which are stored
in the ECU. The manufacturing of new ECU has a high cost. The solution
chosen by all the manufacturers is to update only the software application

contained in the ECU.
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To update the ECU application on a vehicle is more complex than a software
update on a computer. One of the strongest constraints comes from the stock room
of the software: the ECU and more particularly the hard memory of the

microcontroller, the flash memory.

The first stage in the ECU development is the hardware definition
(microcontroller and components). So, the quantity of flash memory available for
the software storage is defined for all the life cycle of the project. This memory is

divided for the parts of the software.

The software application of engine control which is made up of two parts
application software which is made up of 1) the application code which is
instructions carried out by the microcontroller to control the engine and ii)
application data: the parameters which make it possible to configure the code
according to the equipment installed on the vehicle (manual or automatic

gearbox), to the driving conditions.

There is also bootloader software: this is software independent of the application
software which makes it possible to write the application code and the application
data in the FLASH memory. but also which checks the integrity of the application
software before starting the execution of this. Consequently, bootloader software
needs to know the memory partitioning in order to carry out these operations. The

bootloader is the first software executed by the microcontroller.

A software (bootloader or application) is stored in FLASH memory. To be able to
run a software must first be copied from FLASH to the RAM memory. The
bootloader contains the FLASH memory drivers. When a new software has to be
stored in the FLASH memory, the bootloader erases the previous software on the

FLASH and then writes the new software on the erased area.
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Most of time, the application software respects the initial memory mapping. When
the software implements new functions, it is simply stored in a little bigger

memory, but within the previously chosen limits

The memory mapping is defined at the beginning of project. But sometimes
during the development, one of the memory zones becomes too small for the
content to be placed there. Thus, the memory needs to be partitioned in a different
way, with more space for the code and less for data, or conversely. In this case, if
the bootloader tries to download the application, at least one of the two parts of
the application will be too large compared to the initial memory mapping. The
bootloader and the application become incompatible because they have different

memory mapping needs.

It is an objective to provide a system to provide a corrective version of the
bootloader which knows the new memory mapping. This one will be able to
download the new application but becomes incompatible with the old one. The
new application is downloaded from outside the vehicle and stored in the flash
memory with the boot loader; the bootloader receives the download of the new

application and then manages the FLASH erase/write to store the application

SUMMARY OF THE INVENTION

In one aspect is provided In one aspect is provided a method of storing or loading
an automotive application into an ECU memory, said memory including bootloader
software, comprising

a) storing, updating or downloading into said memory, an application descriptor,
said descriptor comprising metadata for the application, said metadata including
memory storage parameters;

b) loading application software into said memory according to said memory storage

parameters.

Step b) may comprise loading the application software is performed under

bootloader control, said the bootloader reading the metadata in the application
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descriptor and loading the data content of said application into memory according

to this metadata.

Said data content may comprise application data and or application code

Said application may contains application code and/or application data; and said
metadata includes memory storage parameters for said application code and/or

application data.

Said memory storage parameters may include the start and or end address in

memory of the application code and/or application data.

The application code and/or application data may be stored into one or more
sectors/blocks in memory and the memory storage parameters include the start and
end addresses for each block or pointers to said addresses

Said meta data may include the number of blocks and/or block identifiers.

Said metadata includes an application version or index number for the application

and/or descriptor version.

Said descriptor may have fixed memory allocation.

Said metadata may include, for application data and/or application code, the

number of blocks of each or in total

One or each block of either application code or application data may have
verification and /or identification data embedded therein and said metadata includes

the address of said verification or identification data.

Each block may contain a block descriptor which includes block metadata, where

said memory storage parameter include the address of said block descriptor
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Said block descriptor contains one or more of the following data: version descriptor
index/number; start or end address of block identification data/table; start or end
address of block identification verification data/table; start and or end address

execution of block.

The ECU memory may be a flash memory.

Said application descriptor may be in a fixed location of the memory known to the

bootloader.

In a further aspect is provided a vehicle ECU memory, said memory including an
ECU memory, said memory including bootloader software and automotive
application stored thereon, where said memory includes an application descriptor,
said descriptor comprising metadata for the application, said metadata including

memory storage parameters;
Said application may contain application code and/or application data; and said
metadata includes memory storage parameters for said application code and/or

application data.

Said memory storage parameters may include the start and or end address in

memory of the application code and/or application data.

The application data and/or application data is to be stored into one or more
sectors/blocks in memory and the memory storage parameters include the start and
end addresses for each block or pointers to said addresses

Said meta data may include the number of blocks and/or block identifiers.

Said metadata may include an application version or index number for the

application.

Said descriptor may have fixed memory allocation.
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Said metadata may include for application data and/or application code, the number

of blocks of each or in total

One or each block of either application code or application data has either
verification and /or identification data embedded therein and said metadata includes

the address of said verification or identification data.

In a further aspect is provided a method of initializing, accessing or running
applications by a bootloader including; where said bootloader and application are
stored on a memory as described above comprising said bootloader accessing said
application descriptor and subsequently accessing said application according to the

memory storage parameters in said metadata.

Accessing said application descriptor and subsequently accessing said application
according to the memory storage parameters in said metadata may comprise writing
said application to a RAM from said memory according to the memory storage

parameters in said metadata.

Said bootloader performing additionally validation and identification checks of said
application code or data based on the verification and identification data in said

descriptor.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is now described by way of example with reference to the

accompanying drawings in which:

- Figure 1 shows the segmentation of memory for bootloader software and
application software in the prior art;

- Figure 2 shows a known solution to the problem of memory overflow;

- Figure 3 shows an example of the invention;

- Figure 4aand 4b shows eamples of memory mapping according ot one

example;
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- Figure 5 shows an example where there is a split of the code and of data
according to one example;

- Figure 6 shows an example of the memory according to a further
embodiment;

- Figure 7 shows an example where the code has embedded within code
verification and identification tables/data;

- Figure 8 shows a further embodiment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Prior Art

As mentioned in prior art systems, the memory mapping is defined at the
beginning of project. But sometimes during the development, one of the memory
zones becomes too small for the contents to be place there. This is illustrated in
figure 1 which shows a figure of the segmentation of memory 20 (e.g. ECU flash
memory) for bootloader software and application software (the latter divided into
code memory and data memory) for various examples 1.1, 1.2, 1.3 and 1.4. On the
left-hand side of the figure is shown the unused memory. The memory 10
available for the bootloader is shown by reference numeral 1; bootloader software
itself by reference numeral 2. The memory available for application code and
application data are shown with reference numerals 3 and 4 respectively.
Application code and application data itself are shown in examples 1.1,1.2,1.3,1.4
by reference numerals 5 and 6 respectively. In example 1.4 there is not enough
memory storage for application data even though there is more than enough for

application code.

Figure 2 shows a known solution to the problem of memory overflow. On the left
hand side (fig 2a) the figure illustrate the memory with the problem of example
1.4 of figure 1. In figures 2b and 2c the solution is provided by different versions
of the bootloater software which is is downloaded in ordert to re-apportion the

memory. Reference numerals are as in figure 1.
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A problem with this is that customers often want to work with other suppliers of
bootloaders. Some suppliers propose tools to configure memory mapping before
generating a bootloader. In all the cases, this implies downloading a new

bootloader in the calculator before setting up the new application.

These problems of memory reorganization are very present during the phases of
the application development. Nothing is definitively fixed, and the memory
organization can be changed constantly. In serial mode, it may also be necessary
to update the application software in order to correct some problems appeared
after the first marketing. The most outstanding example of ECU massive
reprogramming is the recall organized by the Volkswagen group after the “Diesel
Gate”. These changes of software on ECU are necessary because they are

extremely less expensive than the manufacturing of a new ECU.

In order to test the various phases of the application software, the bootloader must
be functional at the beginning of the ECU development. This constraint implies
that the ECU memory mapping is known by the bootloader from the start of the
project so that this one can download on the ECU either the code, the data, or a
new bootloader. This memory mapping requires to know at a very early stage

know the functional needs for the application.

The development of the application can take several years. During this period, the
engineers will have to make various choices of use memory induced by customer

requests and constraints.

The download of the software on the ECU will be done by the means of the
bootloader which is developed almost in parallel of the ECU. As the bootloader is
a rather small software compared to the application of engine control, it will be
very quickly fixed. The application of engine control will be it only well later, we

thus have a desynchronization of the development cycles.
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During serial life, customers ask us to ensure a possible software update during 10
years. Moreover, it can happen that certain customers do not allow us to change
the boot as of the start of production. Consequently, it is necessary to find

solutions to bring flexibility to bootloaders.

The main challenge is not the very rigid memory mapping but rather in the
precocity of this static memory mapping compared to the life cycle of the project.
The setting in production of the boot intervenes well before the end of the

development of the application.

Invention

In aspects of the invention the memory mapping from the bootloader software is
externalized. This is done by including a new (e.g. application) area of memory
which contains pointers to all the start and end addresses for each memory area in
respect of one or more applications. This new application area is hereinafter referred
to as an “application descriptor”; it has a similar function as an address book. This
application descriptor allows the same bootloader software to be kept even if the

memory mapping is to be updated.

This application descriptor provides the ability to store each portion of an
application independently. Preferably the application descriptor include other
addresses (pointers) needed by the bootloader to check and identify each application
part. This allows e.g. identification and checking tables or data to be included in

the concerned application area (code and or data) .

Preferably the application descriptor makes the bootloader completely independent
of the memory mapping and especially of the number of application areas. The
application descriptor may contain only the number of application areas and for
each area, its start and end addresses, and optionally an area descriptor address. So,
each value of an area needed by the bootloader can be read thanks to the area

descriptor content.
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Detailed Description of the Invention

Example 1

So in other words in one aspect application memory mapping is made dynamic
and evolutionary, and thus independent of the boot by the use of a further ( 3'%)
part in the software application: which is referred to a the descriptor of
application. This descriptor may have a fixed memory allocation. It is preferably

thus the only memory zone which is always at the same place thereafter.

Figure 3 shows an example of the invention , which shows e.g. a (ECU) memory
110 (changed this in figure also form 10) which includes a descriptor portion 7
which contains meta dta for one or more or each application, such metadata
including predominantly start and finish addresses for block of application cose
and/or data.. Other reference numerals are as hereinbefore. The main functional
content of the application descriptor is the localization (pointer) of the start and of
the end (addresses in FLASH memory) of the application code and also that of the

application data.

The descriptor memory portion may contain the decriptor ID/version data 8 (in
respect of that application), and as mentined will store the code start address 8,
code end address 9, data start address 10 and data end address 11. These memory
localizations will be called the addresses of start and end of each application part.
The memory is shown on the left hand side and is duplicated for explanation
purposes on the right hand side; the arrow between the bocks show how the
application descriptor memories are mapped by pointing ot the address start and

finish for code and data from the descriptor.

Each time a complete application needs to be downloaded on the ECU memory,
the bootloader knows its own place in memory and will download all the
application on the remaining memory. The bootloader does not worry about
cutting between the code and the data. Only the address of the application

descriptor must remain fixed.
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If only the application data must be changed (thus without change of memory
mapping), the bootloader comes to read the current application descriptor
contained in the flash memory of the ECU where the bootloader is also stored) )
and more particularly the addresses of start and end of the data application. Then
it can place in the available flash memory the new version of the data. The
download of a new code (without data) is held same manner exactly. It is to be
reminded that software (bootloader and application) are stored in the FLASH
memory. It is important to keep in mind that the application descriptor is included

in the application (descriptor + code + data).

Whatever the memory mapping between the code and data, the bootloader does
not need an update to succeed in interpreting the content of the application
descriptor. It is able with the descriptor to know where to place each part of the
application. When new software (application data and/or code) is needed a new
descriptor is downloaded and stored into memory. When the either of the two
parts (code/data) of the application needs to evolve, the bootloader does not need
an update, it downloads only one complete application with a new descriptor

which contains the modification of memory mapping.

In one example a simple software tool may reconfigure the data e.g. addresses of
the descriptor, when a new application or version thereof is downloaded.

Ideally, in a perfect world, when the application software is built, the application
descriptor memory area is reserved and empty. Just after this build process a tool
may automatically fill the application descriptor fields with addresses. The goal of

this tool would also be to fill some block descriptor fields.

If the bootloader and the application need to share a new data in a new field on a
descriptor, the bootloader and the tool configuration have to be updated
(increment of the application descriptor version) as will be described hereinfter. If
only the application needs a new data in a new field on a descriptor, the
bootloader and the tool stay available until this added data does not modify the

previous descriptor format (the increment is not needed).
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The two examples of memory mapping are shown in the figure 4a and 4b
respectively which describes how two applications can be downloaded thanks to
the same bootloader. These show two different example of appropirate memory
mapping using the desriptor. Again reference numerals are as hereinabove. It is
possible to pass from the one to the other as many times as necessary. In the
examples the descriptor point to the same code start address, and same data end
address, but the end code address and start code data addresses are different to

allow different partitionaing of the memory.

Refined Embodiment

In some cases, the two parts of the application may not be in a contiguous
memory portion/segment but may be partitioned in to two or more (several)

blocks.

The flash memory of a microcontroller is typically precut in indivisible sectors of
different sizes. For this reason, each part of the application may need needs
several sectors of flash memory. So, the optimal occupation of the flash sectors
can require a separation of each of the two parts of the application in various

blocks, each one having to be made up of contiguous sectors of flash memory.

This split of code and data makes more complex the memory mapping but has an
unquestionable advantage: the time of the download. If cutting by blocks also
corresponds to a functional cutting, during an update of only one function of the
application, there does not need to download all the application but only the block
of code and/or data which contains the functional update. As the download of the
application in the ECU is a time-consuming step, this split enables us to decrease

times of download of the code or data.

Figure 5 shows an example where there is a split of the code and of data. On the
left-hand side is the segment/block indicator or number. There are ten flash

sectors S1to S10. S1 and S2 are occupied by the bootloader 2, S3 by the
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descriptor 7. The code 5 is split into two portions (S4 and S5) and (S9 and S10).

The data 6 occupies a single portion (covering contiguous sectors S6 to S8)

Here the descriptor to contains additional information such as the addresses of

start and end of each block.

Preferably the greatest flexibility is provided by not, but by leaving this choice of
the precise number of segments to the application. Thus the number of segments
and blocks of memory is stored in the descriptor. and implicitly the number of

segments for each block (with the start and end addresses of each block

Figure 6 shows an example of the memory according to a further embodiment
where the descriptor 7 referes to two code blocks and three data blocks. The
figure on the left-hand side again represent the memory which details the
information in the descriptor. Again the descriptor includes a version number or
ID. In addition, there is a field which shows the number of code blocks and a field
which shows the number of data blocks. For each code and data block, the

descriptor has two fields which shown the start and end addresses therefor.

The figure on the right shows the same memory with the corresponding code and

data blocks in greater detail. The arrows again show the mapping.

Further Embodiment

When the bootloader has finished downloading an application, it sometimes is
required to read some values contained in the code and in data to control or verify
that the download was correctly performed and to make sure that the segment
was not modified or “hacked” before the download. For this reason, the descriptor
may contain additional fields. These may point to addresses in either the code or
data which contain verification data/tables or identification data/tables. These
values may be regarded as tables or data for checking. Each segment contains its

own table/data of checking.
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Then the bootloader will check that all the parts of the application on the
microcontroller are coherent between them thanks to tables of identification. Each

table is stored in the block which it identifies.

Between two versions of application, the identification and checking tables can be
moved because of a new memory mapping or of new organization of the content
in each block of the application. As these tables must be read by the bootloader,

the addresses of those are stored in the descriptor of application.

Figure 7 shows an example where the code has embedded within code verification
13 and identification tables/data 14 , and the data has embedded therein data
verification 15 and data identification tables/data 16. On the left had side is shown
expanded the contents of the descriptor which as well as the start and end
addresses of each block may contain the addresses of the data and code
identifaction and verifications tables/data. All these are stored at specific
addresses which are mapped from the application descriptor; so the descriptor
contains additionally the address of the code and/or data verification and checking

tables.

General

Each time an update is made (i.e. new application or new application data/code)
the application descriptor is amended, and the version / or its identifier of version

which is contained in the descriptor is amended/incremented.

In order for the bootloader to understand this new format of descriptor, an
appropriate (new) bootloader is required. The backward compatibility of the new
bootloader can be kept with all the previous models of the descriptor and thus of
the applications concerned. Nevertheless, this concept allows a large reduction of

the number of bootloaders provided for each developed project.

The increment of the descriptor version is only done when there is a change on the
content of the descriptor table (new field added or reorganization of the existing

fields). If only fields content are updated, the descriptor version does not evolve.
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The descriptor version is a version of the descriptor table architecture, how it is
defined. Therefore, we need a new boot when the descriptor table version is

updated but we can keep the backward compatibility thanks to this version field.

Even if the inclusion of the descriptor in the application makes the system more
complex than before, the various versions contained in the descriptor are a proof
of security and reliability in order to avoid putting together incompatible

bootloader and application.

Further Considerations

Besides being different sizes, all the flash sectors of a microcontroller do not have
the same properties such as speed of access, speed of execution, secured sector,
etc. The increasingly complex and precise applications preferably require some

portions of the code or the data to be placed at specific flash sectors.

As described above, the descriptor is a reference towards the place where
information is stored. In the art this reference is very often called a “pointer”
because the content of the descriptor references the address. The use of these
pointers/descriptors should always be made with caution because the contents of
the descriptor have to be initially checked before reading, i.e. to check that the

pointed address exists and is in a valid block/sector.

However, the application descriptor may become too complex and too dependent
on the application. Indeed, each time the application adds a new value which can
be read by the bootloader, the application descriptor and the bootloader must be
amended . The next update of the application descriptor preferably contains the
number of blocks, for each block: its addresses of start and end as well as the
address of the block descriptor.

If the data to add in the descriptor have to be read by the bootloader, the increment
of the application descriptor is needed. Else if the data are only used by the
application, the increment is not needed but the architecture changes. Instead of
update the application descriptor and increment its version, we choose to simplify

the application descriptor with only the start and end addresses and also the
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address of block descriptor. Each block descriptor will start with the data needed
by the bootloader, and then the data needed by the application. In this way, even if
some data are added in the block descriptor, the bootloader always understand the

first part and the data its needs to read.

This one would contain the addresses of the various tables which need to be read

by the bootloader.

Figure 8 shows a further embodiment. The central figure again shows an ECU
memory divided into bootloader, application descriptor, code bock (s) and data
block(s) which are lumped together to refer to general blocks 18. The table on the
right side of the figure expands the contents of the application descriptor. This
include an ID or reference of the descriptor version, the number of blocks for the
application (in total e.g.) and for each block the start and end addresses as well as,
for each block) the address of the block descriptor in the block itself. It is to be
noted that the application descriptor and its contents should be distinguished from

the bock descriptor.

Each block has a block descriptor. On the left-hand side of the figure is shown the
content of the block descriptor for block 1 and block n. In each block descriptor
19is the following information: block descriptor version. Again, optionally may
be provided the addresses of a block verification table/data and /or block

identification table/data. In addition is stored the start address of execution of the

block

Finally, the application descriptor is a part of the application and needs to be
downloaded on the ECU As for the other blocks, a checking is necessary at the

end of its download.

The application descriptor preferably should always remain at the same place. So
the application descriptor may be placed preferably in the code 1 block. This

block thus has a double specificity because it integrates also the address of
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beginning of the application. Except for this code 1 block, all the other blocks do

not need more to be differentiated between code and data.
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CLAIMS

1. A method of storing or loading an automotive application into an Engine
Control Unit (ECU) memory, said memory including bootloader software,
comprising

a) storing, updating or downloading into said memory, an application descriptor,
said descriptor comprising metadata for the application, said metadata including
memory storage parameters;

b) loading application software into said memory according to said memory storage
parameters, wherein the application descriptor is not part of the bootloader
software, and wherein the application descriptor is received by the bootloader as

part of the application software itself.

2. A method as claimed in claim 1 wherein in step b) loading the application
software is performed under bootloader control , said the bootloader reading the
metadata in the application descriptor and loading the data content of said

application into memory according to this metadata.

3. A method as claimed in claim 2 wherein said data content comprises

application data and or application code

4. A method as claimed in claims 1 to 3 where said application contains
application code and/or application data; and said metadata includes memory

storage parameters for said application code and/or application data.

5. A method as claimed in claims 1 to 4 wherein said memory storage
parameters include the start and or end address in memory of the application code

and/or application data.
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6. A method as claimed in claim 1 to 5 wherein the application code and/or
application data is to be stored into one or more sectors/blocks in memory and the
memory storage parameters include the start and end addresses for each block or

pointers to said addresses

7. A method as claimed in claim 6 wherein said meta data includes the number

of blocks and/or block identifiers.

8. A method as claimed in claims 1 to 7 wherein said metadata includes an

application version or index number for the application and/or descriptor version.

9. A method as claimed in claims 1 to 8 where said descriptor has fixed

memory allocation.

10 A method as claimed in claims 6 to 9 wherein said metadata includes for
application data and/or application code, the number of blocks of application data
and/or application code or the total number of blocks for application data and

application code

11. A method as claimed in claim 6 to 10 wherein one or each block of either
application code or application data has either verification and /or identification
data embedded therein and said metadata includes the address of said verification

or identification data.

12. A method as claimed in claims 6 to 11 where each block contains a block
descriptor which includes block metadata, where said memory storage parameter

include the address of said block descriptor

13 A method as claimed in claim 12 where said block descriptor contains one
or more of the following data: version descriptor index/number; start or end address
of block identification data/table; start or end address of block identification

verification data/table; start and or end address execution of block.
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14. A method as claimed in claims 1 to 14 where ECU memory is a flash memory.

15. A method as claimed in claims 1 to 15 where said application descriptor is

in a fixed location of the memory known to the bootloader.

16. A vehicle ECU memory, said memory including including bootloader
software and automotive application stored thereon, where said memory includes
an application descriptor location, for receiving said application descriptor itself, as
part of the application software, said descriptor comprising metadata for the

application, said metadata including memory storage parameters;

17. A memory as claimed in claim 16 said application contains application code
and/or application data; and said metadata includes memory storage parameters for

said application code and/or application data.

18. A memory as claimed in claim 16 or 17 wherein said memory storage
parameters include the start and or end address in memory of the application code

and/or application data.

19. A memory as claimed in claim 16 to 18 wherein the application data and/or
application data is to be stored into one or more sectors/blocks in memory and the
memory storage parameters include the start and end addresses for each block or

pointers to said addresses

20. A memory as claimed in claim 19 wherein said meta data includes the

number of blocks and/or block identifiers.

21. A memory as claimed in claim 16 to 20 wherein said metadata includes an

application version or index number for the application.

22. A memory as claimed in claim 16 to 21 where said descriptor has fixed

memory allocation.
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23 A memory as claimed in claim 19 to 22 wherein said metadata includes for
application data and/or application code, the number of blocks of application data
and/or application code or the total number of blocks for application data and

application code.

24 A memory as claimed in claim 19 to 23 wherein one or each block of either
application code or application data has either verification and /or identification
data embedded therein and said metadata includes the address of said verification

or identification data.

25. A method of initializing, accessing or running applications by a bootloader
including; where said bootloader and application are stored on a memory as claimed
in claims 16 to 24 comprising said bootloader accessing said application descriptor
and subsequently accessing said application according to the memory storage

parameters in said metadata.

26. A method as claimed in claim 25 where accessing said application
descriptor and subsequently accessing said application according to the memory
storage parameters in said metadata comprises writing said application to a RAM

from said memory according to the memory storage parameters in said metadata.

27. A method as claimed in claim 25 or 26 said bootloader performing
additionally validation and identification checks of said application code or data

based on the verification and identification data in said descriptor.
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Flash sectors
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Fig.5
S1
BOOTLOADER {~2
S2 .
S3 DESCRIPTOR 1
S4
CODE 1 2 bloc for the
S5 5 code application
S6
S7 DATA 6
S8 1 bloc for the
data application
S9
CODE 2
S10
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Descriptor version : #3#
Start address of code block

End address of code block
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Fig.7
2| BOOTLOADER
L ERTR
Start of code block
CODE

Code verification table 14

Code identification table

13

END of code block

Start of data block
DATA 6

Data identification table (~16

Data verification table |~ 15
END of data block

Address of code verification table
Address of code identification table
Start address of data block

End address of data block
Address of data verification table
Address of data identification table
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