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(57) ABSTRACT 

Method for ensuring security of online content on a client 
device. Online content is rendered on a display on the client 
device and the client device stores one or more policies each 
defining an execution boundary of a web script content. The 
execution boundary defines resource access of the web script 
content, and the web script content is configured to issue an 
execution invocation to interact with other portions of the 
online content. The issued execution invocation is intercepted 
and parameters included in the intercepted execution invoca 
tion are identified. The identified parameters request 
resources from an application or the client device for inter 
acting with the other portions of the online content. The 
identified parameters are evaluated against the execution 
boundary of each of the policies stored in the client device. A 
dynamic resolution is provided to the web script content in 
response to the evaluating. 
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SECURERUNTIME EXECUTION OF WEB 
SCRIPT CONTENT ON A CLIENT 

BACKGROUND 

0001 Contents available on the Internet have gone 
through an explosive transformation in recent years. The 
static texts or still picture images in the web pages that 
impressed early online users have been replaced by dynamic 
animations, rich multimedia video clips, and dynamic web 
page layouts. In addition, contents in web pages have become 
interactive at runtime; the users can use input devices (e.g., 
mouse or stylus) or user's fingers to move or rearrange objects 
within web pages for rich customization. 
0002 One of the driving forces in this interactive devel 
opment is the use of Script-content in the form of computer 
executable instructions that can be executed by the applica 
tions or software (e.g., a web browser) at or near runtime. One 
example of Such developments is a mashup or mash-up, 
which is a web application that combines code and behaviors 
from various sources for integration within an experience or 
for creating new experiences. However, due to the nature of 
the browser, as mash-ups are executed when it is rendered or 
before it is rendered, most mash-ups are creating implied trust 
relationships between the host site and third-party code 
within the web pages. This trust-relationship puts web-sites 
and the underlying web business models at risk. In addition, 
because of the interactive nature of mash-up codes or scripts, 
the trust-relationship may also put the user's personal or 
private content presented on the web pages and/or local 
device at risk. 

SUMMARY 

0003 Embodiments of the invention solve the above 
shortfalls by defining policies for behaviors of policy-driven 
Script content of a web page Such that embodiments of the 
invention may monitor, enforce, modify, or Supplement the 
behaviors of the script content as it is rendered to a user or 
before it is rendered to the user. In another embodiment, the 
defined policies are provided to a local device such that a 
browser executed at the local device may conveniently com 
pare the script content security boundaries at the local level. 
Alternative embodiments provide a platform for a policy 
driven and policy-enforceable script execution and policy 
scenarios around content transclusion, component develop 
ment, and API extensibility especially within the context of 
web-based mash-ups. Alternative embodiments further pro 
vide the ability to automatically Support multiple-instancing 
and provide scope protection. In addition, further aspects of 
the invention monitor and record user interactions with the 
script content such that quality of service (QOS) metrics or 
data may be recorded and reported to the issuers, composers 
or providers of the script content. 
0004. This summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the Detailed Description. This Summary is not intended to 
identify key features or essential features of the claimed sub 
ject matter, nor is it intended to be used as an aid in determin 
ing the scope of the claimed Subject matter. 
0005. Other features will be in part apparent and in part 
pointed out hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 FIG. 1 is a block diagram illustrating an exemplary 
embodiment of a system for securing Script content within a 
web page according to an embodiment of the invention. 
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0007 FIG. 2 is a block diagram illustrating an exemplary 
policy for defining an execution boundary of Script content 
according to an embodiment of the invention. 
0008 FIGS. 3-9 are exemplary block diagrams illustrating 
screen displays of script content interactions according to an 
embodiment of the invention. 
0009 FIGS. 10-11 are block diagrams illustrating a man 
agement and measurement of quality of service of the script 
content according to an embodiment of the invention. 
0010 FIG. 12 is a block diagram illustrating an exemplary 
quality of service data associated with securing script content 
according to an embodiment of the invention. 
0011 FIG. 13 is an exemplary flow chart illustrating 
operation of securing script content within a web page 
according to an embodiment of the invention. 
0012 FIGS. 14-15 are block diagrams illustrating alterna 
tive embodiments of securing script content within a web 
page according to an embodiment of the invention as 
described in Appendix A. 
0013 FIG. 16 is a block diagram illustrating operations of 
securing script content within a web page on a client device 
according to an embodiment of the invention. 
0014 Appendix A illustrates an exemplary implementa 
tion of a secure and extensible policy-driven application plat 
form. 
0015 Corresponding reference characters indicate corre 
sponding parts throughout the drawings. 

DETAILED DESCRIPTION 

0016 Embodiments of the invention provide security for 
in-page script content or functions and provide proper pro 
tection to user's content that is displayed or rendered within a 
web page. Referring now to FIG. 1, a system 100 for securing 
script content 102 within a content holder 104 according to an 
embodiment of the invention is illustrated. The system 100 
includes a server 106 accessible by a client 108 via a com 
munication network (not shown). In one example, the server 
106 includes a collection of networked computers, a com 
puter, a web server, an enterprise server, a database server, an 
authentication server, a combination thereof, or a collection 
of the above. In one embodiment, the server 106 may be a 
federated set of servers providing a variety of services to a 
user 114. In another embodiment, the server 106 includes a 
processor 110 which may be a processing unit, a micropro 
cessor, a central processing unit, or a collection/combination 
of the above examples. In one example, the server 106 pro 
vides services such as a web-based electronic mail (e-mail) 
account, a centralized web portal page that aggregates a vari 
ety of personalized information for the user 114, or the like. In 
another example, the server 106 provides both interactive 
content and non-interactive content to the user 114 in the form 
of hypertext markup language (HTML), extensible markup 
language (XML), JavaScript(R), asynchronous JavaScript and 
XML (AJAX), or the like. It is understood that other content, 
Such as multimedia content, may be provided without depart 
ing from the scope or spirit of aspects of the invention. 
0017. The client 108 includes any client device associated 
with the user 114. Such as a personal computer (PC) (e.g., a 
desktop or a laptop), a portable digital device, a personal 
digital assistant (PDA), a cellular phone, a portable media 
player, or the like. The communication network includes any 
wired or wireless communication network that facilitates 
connections between two or more computers. 
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0018. In one example, the server 106 is configured to 
provide the content holder 104 to the user 114 to be rendered 
or displayed at the client 108. For example, the content holder 
104 may be rendered by a web browser application (WBA) 
118 installed on the client 108. In one embodiment, the con 
tent holder 104 may be a web page, an ASCII text page, a web 
page with embedded markup language content, a web page 
with embedded media contentor the like. In one embodiment, 
the WBA 118 is a stand alone application or software. In 
another embodiment, the WBA 118 may be a part or a com 
ponent of a program or Software that is capable of rendering 
content written in a markup language. Such as hypertext 
markup language (HTML), extensible markup language 
(XML), or the like. It is also understood that the WBA 118 
may be an application or a component that renders other 
content in an online environment, such as graphics files (.jpg, 
...tiff, pdf, etc.), media files (.wma, .mp3, .mp4, etc.), or the 
like. 

0019. The content holder 104 includes one or more com 
ponents with content. In one example, a component may 
include script content 102 and/or non-script content 116. In 
one example, the script content 102 includes computer-ex 
ecutable instructions, codes, functions, executable expres 
sions, or other executable programming language. The script 
content 102 may cause an execution invocation via a function 
call oran application programming interface (API) request or 
call. The execution invocation may request resources from the 
server 106, the client 108, or the WBA 118. The non-script 
content 116, on the other hand, includes content that is not 
executable or does not give rise to executed results. For 
example, a text statement (e.g., “Today's news . . . ) may be 
non-script content 116 but a text statement (e.g., echo (“To 
day's news ...); document.write(“Today's news...');) may 
be script content 102 because upon executing the statement, 
the text statement brings about a functional result that is more 
than the mere display of the text statement itself. 
0020. The system 100 also includes a policy engine 120 
including one or more policies for defining execution bound 
aries for the script content 102. In one example, the policy 
engine 120 includes a storage medium for storing one or more 
policies. Referring now to FIG. 2, a diagram illustrates sim 
plistic policies 202 stored in the policy engine 120. In one 
example, each of the policies 202 defines an execution bound 
ary of a specific script content or function(s) included in the 
script content. In another example, the policy 202-1 includes 
the execution boundary of a script content or function called 
“addFolder() 204 while the policy 202-2 includes the execu 
tion boundary of a script content or function called "open 
Window()' 206. It is understood that other functions or script 
content may be included in the policy engine 120 without 
departing from the scope or spirit of the invention. It is also to 
be understood that the policy engine 120 may be updated 
periodically, in whole or in part, as additional functions or 
Script contents are developed, augmented, modified, or 
upgraded. In an alternative embodiment, the execution 
boundary indicates the limits of content or resources that may 
be accessible by the script content or function. 
0021 For example, suppose the policy 202-1 defines the 
execution boundary for the script content “addFolder(). The 
execution boundary in the policy 202-1 may define that the 
script content “addFolder() may be executed during runtime 
within an instance of the WBA 118 after sending a request to 
the server 106. Also, the boundary may further limit that the 
result of the script content “addFolder(), which is creating a 
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folder or a directory, is only limited to accessing a storage 
space associated with the user 114 when information of the 
user 114 is rendered by the WBA 118 from the server 106 on 
the client 108. The “addFolder() function has no access 
(e.g., rights to read) to other information from the storage 
space. FIGS. 3-9 further illustrate aspects of the invention 
through a simplified example of a web-based e-mail account 
of the user 114. 

0022. For example, in FIG. 3, a display window 302 dis 
plays an instance of the WBA 118 installed on the client 108. 
The display window 302 includes a web address bar 304 and 
a content display area 306, which displays the content of the 
content holder 104. Other controls, such as window size 
control 308 (which includes a window minimizing control, a 
window maximizing control, and a window closing control), 
a search control 310, navigation controls 312, or the like may 
be included. It is also to be understood that other controls may 
be added or implemented without departing from the scope or 
spirit of the invention. 
(0023. In this example where the WBA 118 displays to the 
user 114 the personal web-based e-mail inbox, the content 
display area 306 also includes a side pane 314 and a main 
message pane 316 listing one or more e-mail messages in the 
inbox of the user 114. As an illustration, the side pane 314 
displays a number of controls, buttons or links that link the 
user 114 to one or more directories or folders within the inbox 
of the e-mail account user(a)user-mail.com. For example, the 
folders include an "inbox' folder, a “drafts” folder, a “sent 
items” folder, a junk” folder, and a “deleted' folder. The side 
pane 314 also includes a section showing one or more per 
Sonalized folders or directories under the “FOLDERS’’ head 
ing. In this illustration, there is no personalized folder or 
directory of the user 114. The display window 302 also dis 
plays the list of e-mail messages in the main message pane 
316. As illustrated, the display window 302 displays or ren 
ders the layout and also content of the user's inbox provided 
from the server 106. In other words, as long as the content or 
layout of the user's inbox content is properly recognized by 
the WBA 118, the display window 302 will present the layout 
and the content to the user 114 accordingly in the content 
display area 306. It is also understood that the side pane 314 
and the main message pane 316 may be modified depending 
on the layout of the content holder 104. 
0024. Also in the illustrated example, the user 114 receives 
an e-mail message 320 that is from “SHOPPING” with a 
subject line of "20% OFF ONLINE SALE.” Referring now to 
FIG. 4, a diagram illustrates how embodiments of the inven 
tion employ a policy-driven application platform by control 
ling the function calls within the displayed content such that 
the user sensitive or private content is protected. In this 
example, Suppose the message 320 includes typical non 
Script content and script content. The non-script content may 
include text messages advertising shopping sales to the user. 
The script content of the message 320 includes one or more 
functions that attempt to add a folder to the e-mail account of 
the user 114 called “shopping.” Such “shopping folder will 
hold sales deals, coupons or other sales information for the 
user 114. The script content may be activated or invoked upon 
“opening of the message 320 or after a short delay. In one 
example, the user 114 may open the e-mail message 320 by 
using an input device (e.g., a mouse or a stylus) or the user's 
finger. In one embodiment, the e-mail message 320 may be 
automatically opened when the user 114 highlights the mes 
sage 320. Such as by hovering a mouse graphical cursor over 
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the message or moving a location marker (e.g., using arrow 
keys on a keyboard) to the location of the e-mail message 320. 
It is to be understood that other means to highlight or focus the 
message 320 to open the message 320 to view the content 
thereofmay be employed without departing from the Scope or 
spirit of the invention. 
0025 Current technologies would execute the script con 
tent without interference. In other words, if the script con 
tent's functions specify opening of display windows, the dis 
play windows will be opened. The user 114 would not have 
control over how the script content is executed. In fact, the 
server 106 also has no control over the content because the 
rendering or displaying of content in a web or online envi 
ronment is typically delegated to the WBA 118. As such, the 
privacy or content of the user's inbox or other content is 
Subjected to whim of the Script content of any displayed page. 
0026. Embodiments of the invention define policies to 
monitor and/or intercept Script content Such that the script 
content can only be executed within a defined boundary 
specified by the defined policies. Aspects of the invention also 
provide a dynamic resolution in response to evaluating the 
intercepted Script content calls or functions. The dynamic 
resolution may include at least one of the following: granting 
the request if the requested resource can be executed within 
the execution boundary, denying the request if the requested 
resource cannot be executed within the execution boundary, 
augmenting the request before granting the request, replacing 
the request with another request before providing a Substitute 
resolution in response to the another request, and requesting 
a user input from the user for granting or denying the request. 
0027. The user 114 in one embodiment may also be 
involved in further restricting the performance of the script 
content. Referring now to FIG. 4 again, as the message 320 is 
opened and as the Script content of the message 320 is 
executed, the Script content of the message 320 is passed to 
the policy engine 120 for evaluation and the user 114 may aid 
or participate in the evaluation. 
0028 Based on the example above, once the message 320 

is “opened, the script content of the message 320 attempts to 
add a folder to the e-mail account of the user 114 called 
“shopping folder using a function such as “addFolder(). 
Instead of performing and executing the script content as 
prior technologies would do, aspects of the invention pass the 
Script content and/or the function call through the policy 
engine 120. The policy engine 120, as illustrated in FIG. 2, 
includes one or more rules in handling the function calls. In 
this example, the policy engine 120 may have been designed 
to intercept all addFolder() function calls and extract the 
content of the script. In the meantime, the policy engine 120 
triggers or enables the executing or running of a Substituted 
function or an additional function, Such as a function 
“alert Window()' to open a window 322 to the user 114. The 
alert Window() function wishes to open the window 322 
within an execution environment of the WBA 118 to display 
a message and interactive controls to the user 114. The dis 
played message and/or the interactive controls coincide or 
represent the extracted content from the script content of the 
message 320. 
0029. In this example, the substituted alert Window( ) 
function wishes open a window to alert the user 114 by 
displaying the message: "Add a “shopping folder including 
coupons from your favorite stores?” The user 114 may either 
choose to add the folder by clicking on “YES” button 340 or 
decline the request by clicking on “NO” button 342. If the 
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user 114 selects the “YES” button 340, a new personalized 
“shopping folder 334 will be added to the user's personal 
ized folder section, as seen in FIG. 5. Therefore, the user 114 
is now part of the decision process in granting or denying the 
original intent of the Script content (e.g., executing the 
addFolder() function) of the message 320. 
0030. In another embodiment, the script content of the 
message 320 may invoke an application programming inter 
face (API) call to resources of the server 106, the processor 
110, the client 108 or the WBA 118. In this circumstance, 
embodiments of the invention may also intercept such API 
invocations and pass them through the policy engine 120. In 
one embodiment, the policy engine 120 may choose to allow, 
deny, augment, or replace the behavior of any call with or 
without any notifications to the user 114. The calls can origi 
nate from an existing API or be defined only via the policy 
(e.g., they do not have to be pre-existing APIs). 
0031. For example, FIG. 6 illustrates an aspect of the 
invention where requests or calls from Script content of a 
message are automatically denied, but the user 114 is notified 
of Such denial. In this illustration, aspects of the invention 
enable the policy engine 120 to automatically deny all script 
invocations or function calls. In doing so, the notification 
message 332 to the user is modified to display that, “Shop 
ping-for-you.com requests to add a folder to your e-mail 
account and this REQUEST has automatically been denied. If 
you would like to grant this REQUEST, please click on grant. 
Otherwise, please click on continue.” The user 114 is pre 
Sented with a “GRANT button 344 and a “CONTINUE 
button 346 in response to the notification. In other words, 
embodiments of the invention provide the user 114 the ability 
to make decision on a one-time basis once the automatic 
denial policy setting is set. In another embodiment, the noti 
fication 332 may include other options such as “Remember 
my setting.” “Remember my setting for two weeks.” “Always 
do this.” “Reset my previous decisions.” or the like (such as an 
option 370 Always take this action in the future'). 
0032. In the alternative, aspects of the invention may also 
be configured to automatically grant the request or function 
call and the user 114 again is given an opportunity in FIG. 7 
to alter such automatic action by clicking on a “DENY” 
button 348 or a “CONTINUE button 350 to continue the 
default course of action. 

0033. In another embodiment, the policy engine 120 may 
be configured to modify the intercepted function calls. Refer 
ring now to FIG. 8, the message 332 now displays the follow 
ing if aspects of the invention are implemented to modify the 
intercepted function calls or API requests: “Shopping-for 
you.com Requests to add a “SHOPPING” folder to your 
e-mail account but it appears that you already have a folder 
named 'shopping.” This request has automatically been 
modified to deny the request. If you would like to further 
modify this REQUEST, please click on MODIFY. Otherwise, 
please click on continue.” In other words, the modification 
may also be coupled with denial of the request. As such, the 
user 114 has the opportunity to modify the request by clicking 
On MODIFY button 352 or “CONTINUE button 354 to 
proceed with the modification as defined or set by the policies 
or rules in the policy engine 120. Similarly, the policies in the 
policy engine 120 may also couple the modification with 
automatic grant of the request, such as illustrated in FIG.9. In 
FIG. 9, the user 114 is presented with the message 332 indi 
cating that the request has automatically been replaced with 
adding a folder 'shopping-copy to the user's personalized 
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folder section. The user 114 again have the opportunity to 
agree with the modification by clicking a “CONTINUE 
button 356 or cancel the modification by clicking on a "CAN 
CEL button 358. In a further embodiment, the modification 
of the intercepted request may include rewriting the inter 
cepted request such that the script content/request is within 
the execution boundary based on the defined policy. 
0034. In one embodiment, as the WBA 118 is executed, 
one or more instances of the WBA 118 can be achieved and 
aspects of the invention properly differentiate each instance 
during runtime or execution time. For example, the user 114 
may have one or more WBA 118 windows running at the 
same time. As such, as aspects of the invention are instanti 
ated, the instantiation of this invention within current WBA 
118 windows requires all code to be first normalized via a 
simple transformation. This transformation redirects all API 
calls through the policy engine 118. This step attempts to 
force the policy engine to be called first and to also inject the 
appropriate QOS (cquality of service) tests (to be discussed 
later). As a further advantage, each of the instantiated 
instances of the script content has an independent and sepa 
rate execution boundary. 
0035. In one embodiment, whenever an API is invoked 
from the script content of the message 320, it is directed 
against the policy engine 120. The policy engine 120 exam 
ines at least one of the following: the type of object making 
the request, the type of API being called (property, method, 
factory, or delete) and passes the decision process to at least 
one of the policy Scripts or rules. The policy Scripts can 
choose to deny access (the default), allow, augment (or 
dynamically choose to deny or allow depending on context), 
or replace and/or define the behavior. 
0036. In one example, policies may be stacked: any single 
API invocation can be mapped to 0 throughn policies or rules. 
The policies may be executed in defined order. For example, 
a first-order policy may enable access to a property (e.g., title 
property), and a Subsequent policy may further constrain the 
rules by enabling access to the property only if on an element 
within the context of 102-1. 

0037 Another example may allow a method (e.g., alert) to 
be enabled with a subsequent policy overriding the default 
behavior of alert to display on the status bar rather than via a 
prompt. 
0038. As such, aspects of the invention provide a layer of 
protection to the user 114 when the content or the content 
holder the user 114 views online via the WBA 118 may 
include Script functions, executable code and API requests. In 
one existing example, it is common for a user of a web-based 
e-mail inbox to have many convenient features, such as auto 
matically adding an e-mail address to the user's contact folder 
by clicking on a link such as "add to contact.” Some e-mail 
service providers achieve this convenient feature by prompt 
ing a user to a separate page to grant the permission. Some 
providers would automatically perform the requested action 
as soon as the user clicks on the “add to contact link. How 
ever, some providers would automatically perform the 
requested action without the user clicking on the 'add to 
contact link; the providers assume that the user wishes to add 
the contact and proceed to add the contact without asking the 
user. As such, the user has no control over the private infor 
mation in the user's contact folder. Embodiments of the 
invention attempt to alleviate such problem and shortfall of 
the current systems by intercepting the function calls or 
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execution request from Script content of the content holder 
104 and evaluate the function calls before getting the user 
involved. 

0039. In another embodiment, a copy of the police engine 
120 is instantiated on or copied to the client 108 such that the 
interception of the function calls may be done locally on the 
client 108. In other words, embodiments of the invention 
enable the WBA 118 to monitor the script content of the 
content holder 104 and intercept the function calls or API 
calls as the content holder 104 is rendered or displayed at 
runtime. The intercepted function calls or requests are evalu 
ated by the policy engine 120 accessible locally by the client 
108 and the WBA 118. The WBA 118 may next render any 
subsequent UI to the user 114 according to the defined poli 
cies. In another embodiment, the WBA 118 or the client 108 
further pass arguments or result of executing the script con 
tent of the content holder 104 to the server 106. Using FIG.3 
as an example, when the message 320 wishes to add a folder 
to the user's personalized folder list or section, the WBA 118 
or the client 108 may pass the user's determination back to the 
server 106 to either add the “shopping folder to the user's 
inbox folder list or deny the request. 
0040. In an alternative embodiment, there may not be 
feedback from the user or decision making like those illus 
trated in FIGS. 4-9. For example, the content holder 104 may 
be just a web page that displays content and advertisement. 
However, the content holder 104 also includes script content, 
such as performing dynamic operations as the content holder 
104 is rendered or displayed. For example, suppose the con 
tent holder 104 is a web page with text content (i.e., non-script 
content) and script content. The Script content may be embed 
ded in animated objects, such as movie clips, or graphical 
objects, such as pictures. These animated objects or graphical 
objects may be part of an online advertisement and the script 
content may attempt to produce an effect from other parts of 
the content holder 104 which may or may not be managed by 
the server 106. As such, as the online advertisement is ren 
dered or displayed, the Script content is Subsequently dis 
played or rendered. However, the desirable effect from the 
script content on other parts of the content holder 104 may 
cause the WBA 118 to crash, the client 108 to crash or other 
undesirable event. 

0041 Referring now to FIG. 10 as an illustration of the 
above example, a block diagram illustrates a management 
and measurement of quality of service of the Script content 
according to an embodiment of the invention. FIG. 10 illus 
trates a ski trip or ski vacation advertisement 402 that is 
displayed in the content display area 306 of the WBA 118. In 
one example, the advertisement 402 may be part of a content 
holder, such as a web page. The web page also includes a 
weather forecast module 404 displaying weather forecast 
information on the web page. Other contents or modules may 
be displayed as well, such as a news update module 406 and 
a tech update module 408. Each module may have metadata 
associated therewith to tag or identify the characteristic or 
property of the module. The advertisement 402 also includes 
script content 410 that includes executable code and function 
calls. In this example, the script content 410 is designed to add 
ski resort weather forecast information to relevant content in 
the content holder Such that the user can quickly see what is 
the weather condition in ski resorts or ski attractions near the 
location already available on the user's current display page. 



US 2009/0183227 A1 

Once the weather forecast information is added, the adver 
tisement 402 will animate the content to show the picture of 
the advertised ski resort. 

0042. As such, the script content 410 may attempt to read 
the content of the module 404 to see if the city to which the 
user wants to know the weather. This attempt will trigger the 
advertisement 402 to display an advertisement for ski resorts 
closest to the city of interest to the user. Embodiments of the 
invention may permit this attempt/action or block or inhibit 
this attempt/action or operation. If the permission is granted, 
the advertisement 402 is permitted to see a targeted adver 
tisement. On the other hand, the advertisement 402 may be 
inhibited from displaying a targeted advertisement and may 
display a generic advertisement, such as “TOP SKI 
RESORTS IN THE US as shown in FIG. 11. As such, 
embodiments of the invention provide an opportunity for the 
user to intervene or participate in the decision making. 
0043 Aspects of the invention can measure the effective 
ness of such script content to afford effective feedback to the 
content providers. Referring now to FIG. 12, a block diagram 
illustrates an exemplary quality of service data 502 associated 
with securing Script content according to an embodiment of 
the invention. By intercepting each and every function call, 
API request, or the like from the script content, embodiments 
of the invention can properly evaluate the requests and the 
evaluation is properly recorded in a memory area 122. For 
example, FIG. 12 illustrates an exemplary quality of service 
metrics that can be collected and forwarded to the content 
providers. For example, the quality of service data 502 
includes fields such as “number of denials.” “number of 
modifications.” “number of replacements.” “number of user 
modifications.” “interaction with other script content, and 
“unstable incidents.” In the examples illustrated in FIGS. 
10-11, the denial of the advertisement 402’s script content 
may be treated as “unstable incidents.” In another embodi 
ment, the WBA 118 or the client 108 may record unexpected 
exception or crash of the WBA 118 due to the inability to 
display content in the content holder. This recording or log 
may also be forwarded to the server 106 for collecting data for 
“interaction with other script content.” In a further example, 
execution activities between the script content, the WBA 118, 
the client 108, and/or the server 106 may be monitored, 
recorded, and stored in response to the interception and the 
evaluation. The execution activities such as activities between 
the provided solution and the other portions of the online 
content, activities between the provided solution and the 
script content of the online content, activities between the 
provided solution and the user, and activities between the 
provided solution, the script content, and the WBA 118, or the 
like may be monitored, evaluated, measured, and later pro 
vided to a content provider of the script content. It is also to be 
understood that other quality of service metrics may be 
defined and relevant data collected without departing from 
the scope and spirit of the invention. 
0044. In a further embodiment, the policy engine 120 may 
have an intermediary intercept all properties, method invoca 
tions, and object factories where the call is validated before 
being executed. Validation may be dynamic (it is not merely 
on or off) and the decision process can take into account all 
details. In addition, the policy engine 120 automatically 
encapsulate the untrustworthy code in its own sandbox that 
can be instantiated multiple times, each potentially with its 
own unique overriding policy. 
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0045 Alternative embodiments include policies that pro 
vide more than just security protection. The differences in 
policies may be normalized between execution systems (e.g., 
browsers), and the policies may also extend the default capa 
bilities with new APIs, or make bugs or other issues transpar 
ent to the developer. 
0046 For web-based scriptable content, before applying 
policies, the resources (e.g., HTML, CSS, and Scripts) cur 
rently may need to be transformed server-side. This transfor 
mation is not a validation step but rather merely enables the 
client-side policies to be applied at execution time. It can be 
envisioned that alternative embodiments may enable the 
transformation step to be part of a larger process of "publish 
ing’ or "rendering content, along with code validation, Ver 
Sioning, author profiles, etc. 
0047. While often viewed in the context of the browser or 
the WBA 118, all the aforementioned challenges around 
mash-ups is applicable to any environment where untrustwor 
thy content (whether it be script, DLL's, etc) is executed 
within a greater application. Therefore, the WBA 118 should 
nearly be viewed as one possible instantiation. 
0048 Compared to traditional web gadgets (which are 
components isolated on the page), embodiments of the inven 
tion allow the code or the script content to execute natively 
within the page and, depending on policy, have access to 
Surrounding APIs or context. This approach also serves as a 
host-driven model for website extensibility. 
0049 Referring now to FIG. 13, an exemplary flow chart 
illustrating operation of securing script content within a web 
page according to an embodiment of the invention. For 
example, at 602, a policy for a component in a content holder 
is defined. The component provides interactions between a 
user and other content in the content holder. The defined 
policy indicates an execution boundary of the component. At 
604, the content holder with the policy engine and/or the 
component are transmitted for rendering in an application on 
a host device. In response to the rendering by the application, 
a request from the component for a resource of a server is 
intercepted at 606. The resource provides services to the 
component for interaction with at least one of the following: 
the user and the other content from the content holder. At 608, 
the intercepted request is evaluated against the execution 
boundary in the defined policy. A dynamic resolution is pro 
vided in response to the evaluating at 610. 
0050 Referring now to FIG. 16, a block diagram illus 
trates operations of securing Script content within a web page 
on a client device according to an embodiment of the inven 
tion. FIG. 16 further expands on one embodiment similarly 
described in FIG. 1. A client device 702 includes a local 
memory 704, a display 706 and an application 710. The local 
memory 704 storing policies 708 from a remote memory area 
712, which is accessible by a remote server, such as the server 
106. Each of the policies defines an execution boundary for a 
function or application program. In one example, the execu 
tion boundary defines the resource access limitations or 
access priorities of the function or the application program. In 
this embodiment, the application 710 (e.g., the WBA 118) 
renders content transmitted from remote computing devices 
to the client device 702. In one example, the content may be 
aggregated in a content holder (e.g., a web page) and the 
content may be an online content including content written in 
markup languages, content with graphics and multimedia, or 
the like. At 712, upon rendering the content, the application 
710 identifies a web script content of the content holder in 



US 2009/0183227 A1 

response to rendering, providing, or loading the online con 
tent. The identified web script content, as already described 
above, is configured to issue an execution invocation to inter 
act with other portions of the online content. The execution 
invocation, for example, may include function calls, function 
requests, API invocations, API calls or the like. The execution 
invocation may also request other resources without depart 
ing from the scope of embodiments of the invention. At 714, 
the application 710 intercept the issued execution invocation 
from the identified web script content. 
0051. At 716, the application 710 may further identify 
parameters included in the intercepted execution invocation. 
The identified parameters may, among other operations, 
request resources from the application or the client device for 
interacting with the other portions of the online content. In 
another embodiment, the identified parameters may request 
resources from the application or the client device for inter 
acting with a user, such as the user 114. At 718, the applica 
tion 710 evaluates the identified parameters against the execu 
tion boundary of each of the policies stored in the local 
memory 704. For example, the application 710 analyzes the 
identified parameters against the execution boundary and 
determines whether the web script content may be executed 
within the execution environment of the application 710 or 
the client device 702. The application 710 provides to the 
application a dynamic resolution in response to the evaluated 
parameters at 720. As previously described, the resolution 
may involve modifying, replacing, removing, or augmenting 
the issued execution invocation. At 722, the display 706 may 
display the provided resolution 722 to the user. 
0052 For purposes of illustration, programs and other 
executable program components, such as the operating sys 
tem, are illustrated herein as discrete blocks. It is recognized, 
however, that Such programs and components reside at Vari 
ous times in different storage components of the computer, 
and are executed by the data processor(s) of the computer. 
0053 Although described in connection with an exem 
plary computing system environment, including client device 
702. embodiments of the invention are operational with 
numerous other general purpose or special purpose comput 
ing system environments or configurations. The computing 
system environment is not intended to Suggest any limitation 
as to the scope of use or functionality of any aspect of the 
invention. Moreover, the computing system environment 
should not be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary operating environment. 
Examples of well known computing systems, environments, 
and/or configurations that may be suitable for use with 
aspects of the invention include, but are not limited to, per 
Sonal computers, server computers, hand-held or laptop 
devices, multiprocessor systems, microprocessor-based sys 
tems, set top boxes, programmable consumer electronics, 
mobile telephones, network PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 
0054 Embodiments of the invention may be described in 
the general context of computer-executable instructions, such 
as program modules, executed by one or more computers or 
other devices. Generally, program modules include, but are 
not limited to, routines, programs, objects, components, and 
data structures that perform particular tasks or implement 
particular abstract data types. Aspects of the invention may 
also be practiced in distributed computing environments 
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where tasks are performed by remote processing devices that 
are linked through a communications network. In a distrib 
uted computing environment, program modules may be 
located in both local and remote computer storage media 
including memory storage devices. 
0055 An interface in the context of a software architecture 
includes a software module, component, code portion, or 
other sequence of computer-executable instructions. The 
interface includes, for example, a first module accessing a 
second module to perform computing tasks on behalf of the 
first module. The first and second modules include, in one 
example, application programming interfaces (APIs) such as 
provided by operating systems, component object model 
(COM) interfaces (e.g., for peer-to-peer application commu 
nication), and extensible markup language metadata inter 
change format (XMI) interfaces (e.g., for communication 
between web services). 
0056. The interface may be a tightly coupled, synchronous 
implementation such as in Java 2 Platform Enterprise Edition 
(J2EE), COM, or distributed COM (DCOM) examples. Alter 
natively or in addition, the interface may be a loosely coupled, 
asynchronous implementation Such as in a web service (e.g., 
using the simple object access protocol). In general, the inter 
face includes any combination of the following characteris 
tics: tightly coupled, loosely coupled, synchronous, and asyn 
chronous. Further, the interface may conform to a standard 
protocol, a proprietary protocol, or any combination of stan 
dard and proprietary protocols. 
0057 The interfaces described herein may all be part of a 
single interface or may be implemented as separate interfaces 
or any combination therein. The interfaces may execute 
locally or remotely to provide functionality. Further, the inter 
faces may include additional or less functionality than illus 
trated or described herein. 
0.058 Embodiments of the invention may be implemented 
with computer-executable instructions. The computer-ex 
ecutable instructions may be organized into one or more 
computer-executable components or modules. Aspects of the 
invention may be implemented with any number and organi 
Zation of Such components or modules. For example, aspects 
of the invention are not limited to the specific computer 
executable instructions or the specific components or mod 
ules illustrated in the figures and described herein. Other 
embodiments of the invention may include different com 
puter-executable instructions or components having more or 
less functionality than illustrated and described herein. 
0059. The order of execution or performance of the opera 
tions in embodiments of the invention illustrated and 
described herein is not essential, unless otherwise specified. 
That is, the operations may be performed in any order, unless 
otherwise specified, and embodiments of the invention may 
include additional or fewer operations than those disclosed 
herein. For example, it is contemplated that executing or 
performing a particular operation before, contemporaneously 
with, or after another operation is within the scope of aspects 
of the invention. 
0060. When introducing elements of aspects of the inven 
tion or the embodiments thereof, the articles “a,” “an,” “the 
and “said are intended to mean that there are one or more of 
the elements. The terms “comprising.” “including.” and “hav 
ing are intended to be inclusive and mean that there may be 
additional elements other than the listed elements. 
0061 Having described aspects of the invention in detail, 

it will be apparent that modifications and variations are pos 
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sible without departing from the scope of aspects of the inven 
tion as defined in the appended claims. As various changes 
could be made in the above constructions, products, and 
methods without departing from the scope of aspects of the 
invention, it is intended that all matter contained in the above 
description and shown in the accompanying drawings shall be 
interpreted as illustrative and not in a limiting sense. 

APPENDIX A 

0062 A Sample Implementation 
The following example illustrates the transformation from 
Source code to safe code, and the execution of the safe code, 
which are illustrated in FIG. 14 (the innermost rectangle 
“CODESAMPLE' 1402). In FIG. 14, consider the following 
source “code: 

<html Xmlins="http://www.w3.org/1999/xhtml"> 
<head> 
<style type="texticss's 
body 
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-continued 

window.setInterval (function() 

document.getFlementById(“currentTime').innerText = new Date(); 

10) 
<scripts 
</body> 
</html> 

0063 As you can see the above source contains CSS, 
HTML and JavaScript. The CSS applies styles to the <body> 
tag, and the script attaches an event to the “body’. The HTML 
contains a <span> with an “id'. We shall see that during the 
transformation and execution of the above source code the 
Runtime will: 1. Ensure that the “body” referenced by the 
code is the sandboxed container for the code in the result page 
(in this embodiment the sandbox is a <div>), as illustrated in 
FIG. 15. This applies to the CSS style as well as the script 
references (attachEvent and innerHTML); and 2. Rename the 
“id of the <span> section to an id unique to this code. This is 
transparent to the code, so it still accesses “currentTime'. The 
Runtime takes care of the mapping. 
0064. When the above code is transformed, the following 

is produced: 

SPolicy.registerCode(function(a){ 
s.addSheet({“%body%:{“margin-left:"Opx","margin-right':"Opx","margin-top':"Opx","margin 
bottom:"Opx”, “background:“lightblue}}); 

c(b(document,"documentElement'), innerHTML,"<H2>Code Sample.</H2><P>Current 
Time: <SPAN id=currentTimes Tue Sep 25 09:05:08 PDT 2007.</SPAN <BR>Click inside to 
see the body HTML</P>''); 

d(b(document,"body'),"attachEvent."onclick',f(function() 

d(window,"alert, b(b(document,"body'), "innerHTML))) 

d(window,"setInterval,f(function() 
{ 

}),10); 
c(document, title 

}*SampleCode") 

c(d(document, getFlementById', 

-continued 

background: lightblue; 
margin: Opx; 

</styles 
<title>Sample.</title> 

<body> 
<h2>Code Sample.</h2> 
<psCurrent Time: <span id="currentTime's <span> 
<br>Click inside to see the body HTML</ps 

<script type="text.javascript's 
document.body.attachEvent(“onclick, function() 

alert(document.body.innerHTML); 

) 

'currentTime'),"innerText”.e(Date.))) 

Sample') 

0065. The current embodiment transforms the original 
HTML into: a method call: registerCode. As can be seen, this 
method call can be safely injected into a container page. They 
are simply calls into the Runtime. The transformation step 
converted the CSS into a “JSON format. This JSON object is 
used as input to the Runtime. 
0.066 One embodiment has simply transformed the 
HTML from the source into a property value for the 
“innerHTML of the “documentElement. The Runtime will 
ensure that the HTML is safe and conforms to the prevailing 
policies. Note: Future embodiments may transform the 
source HTML into other formats such as JSON. In this 
embodiment, instead of calling “addSheet’ as illustrated 
above, a setting is passed to registerCode. 
0067. The JavaScript code was transformed into calls into 
Runtime methods “b”, “c”, “d' etc. These are the Runtime 
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methods that ensure that property set/get, method invocation 
and object creation conform to the policies. 
0068. When the transformed code is “run” in the resultant 
page, the Runtime produces the following code fragments: 

<STYLEs.ms id1 { 
BACKGROUND: lightblue: MARGIN: Opx; SSafe Type: ruleStyle 

STYLE 

0069. The source CSS used the “tag selector” syntax to 
apply the style to the “-body> tag. This has been trans 
formed into a “class selector that applies to an element with 
a class of “ms id1. This is the <div> section that is now the 
“Sandbox for the transformed HTML: 

<DIV class="ms idlid=TestGadgetBlock 
style="... SSafeType="tag's 
<H2>Code Sample.</H2> 
<P Current Time: <SPAN id=ms id1currentTime 
SSafe Type="tags Tue Sep 25 09:38:07 

PDT 2007.</SPAN <BR>Click inside to see the body HTML</P></DIVs 

0070. As can be seen, the Runtime has prefixed the <span> 
id with “ms id1 to ensure that it is unique. The sandboxed 
code, of course, is unaware that this has happened. On each 
timer tick it sets the innerText of “currentTime'. 
(0071. The CSS background color of “lightblue” has only 
been applied to the sandboxed area allocated to the source. 
When one clicks inside this area, the code shows an alert box 
containing the “body.” 

1. A system for evaluating a web script content of a content 
holder, said content holder comprises a web page, said system 
comprising: 

a remote memory area for storing policies, each of said 
policies defining an execution boundary of the web 
Script content on a server, said execution boundary 
defining resource access and execution behaviors of the 
web script content on the server; 

a client device; 
a local memory accessible by the client device for storing a 

copy of the policies from the remote memory area; 
an application executed on the client device for providing 

online content of the content holder on a display on the 
client device; 

wherein the application is configured to execute computer 
executable instructions for: 
identifying the web script content of the content holder 

in response to providing the online content, said iden 
tified web script content being configured to issue an 
execution invocation to interact with other portions of 
the online content without receiving an explicit 
instruction from a user to grant Such interaction with 
the other portions of the online content; 

intercepting the issued execution invocation from the 
identified web script content; 

identifying parameters included in the intercepted 
execution invocation, said identified parameters 
requesting resources from the application or the client 
device for interacting with the other portions of the 
online content; 
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evaluating the identified parameters against the execu 
tion boundary of each of the policies stored in the 
local memory and the other portions of the online 
content in the content holder, and 

providing to the application a dynamic resolution in 
response to the evaluated parameters; and 

a display of the client device for displaying the provided 
dynamic resolution. 

2. The system of claim 1, wherein the application provides 
the dynamic resolution as at least one of the following: grant 
ing the execution invocation if the requested resource can be 
executed within the execution boundary, denying the execu 
tion invocation if the requested resource cannot be executed 
within the execution boundary, and augmenting the execution 
invocation before granting the execution invocation. 

3. The system of claim 1, wherein the client device further 
monitors execution activities of the application, said execu 
tion activities comprising at least one of the following: activi 
ties between the provided dynamic resolution and the other 
portions of the online content, activities between the provided 
dynamic resolution and the web script content of the online 
content, activities between the provided dynamic resolution 
and the user, and activities between the provided dynamic 
resolution, the web script content, and the application, and 
wherein the client device further transmits at least a portion of 
the monitored execution activities to a server for storage. 

4. The system of claim 3, wherein the client device mea 
Sures metrics representing a quality of service from the stored 
execution behavior, and wherein the client device provides 
the measured metrics to a content provider of the online 
COntent. 

5. The system of claim 1, wherein the client further instan 
tiates one or more instances of the application, and wherein 
each of the one or more instances of the application further 
instantiates one or more instances of the web script content 
for processing. 

6. The system of claim 5, wherein the application is con 
figured to intercept an issued execution invocation from each 
of the one or more instantiated instances of the web script 
content for a resource of the application or the client device. 

7. The system of claim 1, wherein the application is further 
configured to modify the execution invocation from the web 
Script content in response to the evaluating, said modifying 
the execution invocation comprising at least one of the fol 
lowing: rewriting the execution invocation Such that the 
execution invocation is within the execution boundary based 
on the policies, replacing the execution invocation with 
another execution invocation before providing a Substitute or 
an additional resolution in response to the another execution 
invocation, and requesting a user input from a user for grant 
ing or denying the execution invocation. 

8. A method for ensuring security of online content on a 
client device, said method comprising: 

rendering online content on a display on the client device, 
wherein the client device stores one or more policies, 
each of the one or more stored policies defining an 
execution boundary of a web script content, said execu 
tion boundary defining resource access of the web script 
content, said web script content being configured to 
issue an execution invocation to interact with other por 
tions of the online content without receiving an explicit 
instruction from a user to grant Such interaction with the 
other portions of the online content; 
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intercepting the issued execution invocation from the web 
Script content in the online content; 

identifying parameters included in the intercepted execu 
tion invocation, said identified parameters requesting 
resources from an application or the client device for 
interacting with the other portions of the online content; 

evaluating the identified parameters against the execution 
boundary of each of the policies stored in the client 
device and the other portions of the online content; and 

providing to the web script content a dynamic resolution in 
response to the evaluating. 

9. The method of claim 8, wherein the dynamic resolution 
comprises at least one of the following: granting the execu 
tion invocation if the requested resource can be executed 
within the execution boundary, denying the execution invo 
cation if the requested resource cannot be executed within the 
execution boundary, and augmenting the execution invoca 
tion before granting the execution invocation. 

10. The method of claim 8, further comprising monitoring 
execution activities of at least one of the following: activities 
between the provided dynamic resolution and the other por 
tions of the online content, activities between the provided 
dynamic resolution and the web script content of the online 
content, activities between the provided dynamic resolution 
and the user, and activities between the provided dynamic 
resolution, the web script content, and the application, and 
further comprising transmitting at least a portion of the moni 
tored execution activities to a server for storage. 

11. The method of claim 10, further comprising measuring 
metrics representing a quality of service from the monitored 
execution activities and further comprising providing the 
measured metrics to a content provider of the online content. 

12. The method of claim 8, further instantiating one or 
more instances of the web script content, wherein each of the 
instantiated one or more instances of the web script content 
has an independent and separate execution boundary. 

13. The method of claim 12, wherein the intercepting com 
prises intercepting an issued execution invocation from each 
of the one or more instantiated instances of the web script 
content for a resource of the application or the client device. 

14. The method of claim 8, further comprising modifying 
the execution invocation from the web script content in 
response to the evaluating, said modifying the execution invo 
cation comprises at least one of the following: transforming 
the execution invocation Such that the execution invocation is 
within the execution boundary based on the policies, replac 
ing the execution invocation with another execution invoca 
tion before providing a substitute or an additional resolution 
in response to the another execution invocation, and request 
ing a user input from a user for granting or denying the 
execution invocation. 

15. A method for ensuring security of online content on a 
client device, said method comprising: 

rendering online content on a display on the client device, 
wherein the client device stores one or more policies, 
each of the one or more stored policies defining an 
execution boundary of a web script content, said execu 
tion boundary defining resource access of the web script 
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content, said web script content being configured to 
issue an execution invocation to interact with other por 
tions of the online content without receiving an explicit 
instruction from a user to grant Such interaction with the 
other portions of the online content; 

intercepting the issued execution invocation from the web 
Script content in the online content; 

identifying parameters included in the intercepted execu 
tion invocation, said identified parameters requesting 
resources from an application or the client device for 
interacting with the other portions of the online content; 

evaluating the identified parameters against the execution 
boundary of each of the policies stored in the client 
device and the other portions of the online content; 

providing to the web script content a dynamic resolution in 
response to the evaluating; and 

receiving a feedback from the user in response to the pro 
vided dynamic resolution. 

16. The method of claim 15, further comprising monitoring 
execution activities of at least one of the following: activities 
between the provided dynamic resolution and the other por 
tions of the online content, activities between the provided 
dynamic resolution and the web script content of the online 
content, activities between the provided dynamic resolution 
and the user, and activities between the provided dynamic 
resolution, the web script content, and the application. 

17. The method of claim 16, further comprising measuring 
metrics representing a quality of service from the monitored 
execution activities, and further comprising transmitting at 
least a portion of the measured metrics to a server for storage. 

18. The method of claim 17, further comprising transmit 
ting the received feedback and the measured metrics to one of 
the following: a content provider of the web script content and 
a content provider of the online content. 

19. The method of claim 15, wherein the dynamic resolu 
tion comprises at least one of the following: granting the 
execution invocation if the requested resource can be 
executed within the execution boundary, denying the execu 
tion invocation if the requested resource cannot be executed 
within the execution boundary, augmenting the execution 
invocation before granting the execution invocation, replac 
ing the execution invocation with another execution invoca 
tion before providing a Substitute resolution in response to the 
another execution invocation, transforming the execution 
invocation Such that the execution invocation is within the 
execution boundary based on the defined policy, and request 
ing a user input from a user for granting or denying the 
execution invocation. 

20. The method of claim 15, further instantiating one or 
more instances of the web script content, wherein each of the 
instantiated one or more instances of the web script content 
has an independent and separate execution boundary, and 
wherein the intercepting comprises intercepting an issued 
execution invocation from each of the one or more instanti 
ated instances of the web script content for a resource of the 
application or the client device. 
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