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AUTHENTICATION AND AUTHORIZATION BASED ON
CREDENTIALS AND TICKET

BACKGROUND
[0001] Cloud and ftraditional data center back-end environments may
communicate with other devices (e.g., via the Internet). These types of
environments are targets for various types of attacks. Attacks can lead to loss
of data, loss of availability of access to nodes in an environment, etc. As such,

maintaining security on such environments can be advantageous.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram of an authentication gateway system for
determining permissions to grant for access to a management platform based
on a ticket, according to an example;

[0004] FIG. 2 is a block diagram of a system including authentication
gateway system for determining permissions to grant for access to a
management platform based on a ticket, according to an example;

[0005] FIG. 3is a flowchart of a method for determining permissions to grant
for access to a management platform based on a ticket, according to an

example;

[0006] FIG. 4 is a block diagram of a block diagram of a device capable of
determining permissions to grant for access to a management platform based
on a ticket, according to an example; and

[0007] FIG. 5 is a flowchart of a method for facilitating access to

management platforms, according to an example.
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DETAILED DESCRIPTION

[0008] Cloud and ftraditional data center back-end environments may
communicate with other devices (e.g., via the Internet). These types of
environments are targets for various types of attacks. Attacks can lead to loss
of data, loss of availability of access to nodes in an environment, etc. Various
approaches can be used to help secure the environments. Most of the
approaches, such as web application firewalls, Intrusion Prevention Systems,
etc. rely on attempting to stop intruders from entering the network.

[0009] However, effective security within a computer system can be
challenging to achieve because a potential attacker or malicious administrator
may already be in position to have permitted access to the system. For
example, in many cases, an administrator may have root access to each system
in an environment, even if the administrator does not need the access for tasks
the administrator is to perform. However, environment-level access controls
should allow the environment to continue to be accessible and usable by non-

malicious authorized users.

[0010] Accordingly, various embodiments disclosed herein relate to
authorizing authenticated users with permissions to perform particular tasks. As
used herein, the term “authentication” refers to the process of ascertaining that a
user is who the user claims to be. Further, as used herein, the term
“authorization” refers to rules or permissions to determine what users are

allowed to do/access.

[0011]  Approaches described herein separate authentication from
authorization by having authorizations governed by duties an authenticated user
is tasked to perform. An authorization gateway can sit between administrative
and/or operations users and an environment protected by the authorization
gateway. The authorization gateway can be used to enforce access-restrictions
and privileges upon the back-end environment. A ticket system can be used to
determine what tasks are to be completed. Authenticated users set to perform
the tasks can be provided permissions associated with the respective tasks. A
time limit (e.g., a time period, a single session, etc.) can be associated with the

2
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permissions. As used herein a ticket is an identifier associated with a task to be
completed related to a protected environment. The ticket can be initiated by a
ticketing and/or issue tracking system. The ticket can be formatted in various
data structures. For example, a ticket residing on a ticketing and/or issue
tracking system may include the identifier and the task while a ticket residing at
an authentication gateway may include the identifier and other information
associated with the identifier (e.g., an abstraction of the task(s) related to

permissions).

[0012] Management platforms of nodes in the protected environment can be
connected to the authorization gateway directly or indirectly. The management
platforms of the nodes can be segregated from access via other network
infrastructures. For example, nodes may be connected to other networks (e.g.,
an enterprise intranet, the Internet, etc.) via one network connection for normal
use (e.g., as a web server) and an associated management platform of the node
can be connected via a separate network connection.

[0013] FIG. 1 is a block diagram of an authentication gateway system for
determining permissions to grant for access to a management platform based
on a ticket, according to an example. FIG. 2 is a block diagram of a system
including authentication gateway system for determining permissions to grant for
access to the management platform(s) based on tickets, according to an

example.

[0014]  The authentication gateway system 100 can include a communication
engine 110 to communicate with management platform(s) 250a — 250n, an
interface 112 to communicate with a user requestor(s) 252 requesting access to
the respective management platform(s) 250a — 250n, an authentication engine
114 to authenticate the requestors 252, and an authorization engine 116 to
determine permissions to authorize the requestors with based on a ticket 118 or
multiple tickets. The management platforms 250a — 250n can be associated

with respective nodes 260a — 260n in a protected environment 240.

[0015]  The protected environment 240 can be an environment with particular
security features. The protected environment 240 can be implemented as a
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protected network where the authentication gateway system 100 (or multiple
similar systems) are the access points to the management platforms 250 on the
nodes 260. A physical or logical sub-network can be implemented for these
communications. As such, the authentication gateway system 100 can be
implemented as a jump server. In one example, the authentication gateway
system 100 can be implemented as a hardened machine using an operating
system such as Unix, Linux, etc. configured with a secure shell (SSH) interface
and a local firewall. The jump server implementation can allow for a single audit
point for traffic connecting to the management platforms 250. Logs can be
maintained for actions taken and/or key logging. In some examples, the
management platforms can be restricted to a management plane of
communication, either physical or logical. A management plane is a part of a
network that carries traffic that is to configure, maintain, and/or manage nodes.
Further, in these examples, the authentication gateway system 100 can be
located in a path between a network with users (e.g., the requestor 252) to
access the management platforms 250 and the management platforms 250. In
some examples, the protected environment 240 may include tiers (e.g., access
to a particular management platform 250 goes through another management
platform).

[0016] In some examples, other interfaces of the nodes 260 of protected
environment 240 may be available via a communication network 270 (e.g., an
Intranet or perimeter network). In some examples, some or all of the nodes of
the protected environment 240 may not be connected to the communication
network 270. In some examples, the interfaces to the communication network
270, other than via the authentication gateway system 100, can be limited to
outbound communications initiated by nodes 260 in the protected environment
240. As used herein, outbound communications are communications that are
initiated from within the protected environment 240. Information can be received
in response to an initiated communication (e.g., the host receiving the
communication can respond to the initiated communication). In some examples,
additional protections may be included, for example, outbound communications
may be allowed for a whitelist of addresses and not allowed for non-whitelisted

systems. Further, as wused herein, inbound communications are
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communications that are initiated from outside of the protected environment
240. It can be desirous to limit inbound communications to coming via the

authentication gateway system 100.

[0017] In some examples, a connection (e.g., an SSH connection) can be
created from the requestor 252 and the authentication gateway system 100
(e.q., at interface 112). The connection can be forwarded using SSH forwarding
to the associated management platform 250. The connection is based on
authentication and authorization. In some examples, the interface 112 can be
limited to accepting communications on particular ports (e.g., one port). As
such, the interface can be open on one network port and closed on other
network ports in a network connecting the requestor 252 to the interface 112.

This can reduce the possible attack surface of the interface.

[0018] The management platforms 250a — 250n can provide node level
and/or out-of-band or remote management functionality to their respective
nodes 260a — 260n. Examples of out-of-band management functionality can
include resetting a node 260, viewing hardware logs on a node 260,
configuration of hardware of the node 260, emergency access to system
consoles, etc. In some examples, node level management functionality includes
rebuilding a database, updating software, patching software, viewing software
logs, configuration and/or rebooting of virtual machines, etc. Examples of types
of tasks that can be performed include security tasks, maintenance tasks,
upgrade tasks, troubleshooting tasks, etc. In some examples, a mapping can
be maintained of tasks and permissions associated with performing the tasks.
The mapping can be pre-determined and may be updated. Further, in some
examples, additional permissions may be granted via the ticketing system (e.qg.,
as content included with the ticket). In these examples, additional permissions
may be added to a user by a person that has particular access to the ticketing
system. In some examples, the person that has particular access to the
ticketing system can be disallowed in the system from providing permissions to
the person. Further, in some examples, the person may also be limited from
being able to authenticate to the authentication gateway system 100 to limit the
possibility of unauthorized access by the person.
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[0019] When a requestor 252 requests access to a particular management
platform 250, the authentication engine 114 can authenticate the requestor 252.
The requestor 252 can be a user, a user’s terminal or computer, etc. For
authentication, the requestor 252 can provide information, such as a username
and password, a token, etc. In some examples, an internal authentication
database (e.g., a Lightweight Directory Access Protocol (LDAP) server)
populated with end-user details of possible requestors can be used. Further, in
some examples, a Kerberos Key Distribution Centre or other single sign-on
technology can be used to authenticate users into the protected environment
240.

[0020] Once authenticated by the authentication engine 114, the
authorization engine 116 can determine what access to provide to the requestor
252. As noted, the access provided can be particular to a task associated. In
one example, a ticket server can be used to issue a ticket 118 associated with
one or more tasks to be accomplished.

[0021]  The ticket server can be part of the authentication gateway system
100 or be a separate component. The ticket server can be considered an issue
tracking system 254. When an issue occurs, a ticket 118 can be generated. In
some examples, nodes 260a — 260n may automatically send a message to
create a ticket 118 is an error occurs. In other examples, a user can enter data

into the issue tracking system 254.

[0022] The ticket 118 can be provided to the authentication gateway system
100 (e.g., via the interface 112). In some examples, the authentication gateway
system 100 is configured to allow an outbound connection to the issue tracking
system 254. The ticket can include information about the particular problem, the
status of the problem, and other relevant data. The ticket engine 220 can
maintain information associated with the ticket 118. In some examples, the
permissions are included in the ticket 118. In other examples, the ticket 118 can
be associated with one or more tasks. These tasks can be mapped to
permissions. Thus, the ticket engine 220 can be used to help determine the
permissions from the tasks. In one example, the mapped permissions can be
pre-set for various tasks in the issue tracking system 254. For example, a task

6
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to find an error on a node 260a may be associated with permissions to access
the log of node 260a. In another example, a security issue associated with
three nodes 260 may be associated with permissions for accessing logs and/or
patching capabilities on each of the three nodes 260. The issue tracking system
254 may provide or facilitate some of the actions performed by the ticket engine
220 (e.qg., via a server/client relationship).

[0023]  Further, in some examples, a component related to the ticket engine
220 may be present on the individual nodes. The component can be used to
initiate a ticket (e.g., if a fault occurs on the node). In one example, the
component can provide directly to the ticket engine 220 a ticket and/or task to be
completed. In another example, the component may recognize an error or task
to complete and send a communication to the issue tracking system 254 to
initiate a ticket.

[0024]  Further, in some examples, a user with higher authority (e.g., a user
of the issue tracking system 254 with management level authority) may be able
to set one or more privileges associated with a ticket or task. In further
examples, the authentication gateway system 100 can implement a rule that a
user is not authorized to provide privileges to themselves. The issue tracking
system 254 can be separate from the authentication gateway system 100. For
example, a user with management level authority in the issue tracking system
254 may not be permitted to also receive permissions from the authentication
gateway system 100. This can be used to ensure that a user does not have the
capability to provide permissions to themselves and to ensure that permissions
are based on task.

[0025] In one example, to find a ticket 118 associated with the requestor 252,
the interface 112 may be used to ask for a ticket identifier (e.g., a number). The
requestor 252 can provide the ticket identifier, and the ticket identifier can be
used by the ticket engine 220 to identify the ticket 118. In another example, the
ticket engine 220 can retrieve or be provided tickets from a ticket server. In
some examples, the tickets 118 can be associated with particular accounts or
users. As such, when a user requestor 252 is authenticated 114, tickets
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matching the account can be determined and permissions can be provided for
one or more of the tasks associated with the ticket(s) 118.

[0026]  The authorization engine 116 can determine permissions to grant the
requestor 252 for access based on the authenticated credentials and the
associated ticket(s) 118. As noted, the permissions can be determined based
on the ticket(s) 118. Once a ticket 118 is identified, the authorization engine 116
can determine what permissions are associated based on a mapping of tasks to
associated permissions and/or based on additional information provided with the
ticket 118. In some examples, the authorization engine 116 can work with
counterparts (e.g., information on the issue tracking system 254, information
received from the nodes 260, etc.) to verify permissions.

[0027]  In some examples, the authorization engine 116 can also use a token
engine 222 to encode information about the requestor and the permissions into
a token. The token can also be encrypted. Further, the token may include
information about the authentication gateway system 100 that authenticated the
requestor 252. The permissions may include, for example, the management
platform(s) 250 that access should be granted to, permissions granted to the
user for the session (e.g., what parts of the management platform 250 that the
requestor is granted access/write permissions to), information about the length
of the permissions (e.g., a time duration, a single session, etc.). The
authorization engine 116 can further use the communication engine 110 to
propagate the token to the management platform(s) 250 that are to be accessed
by the requestor 252. As such, the communication engine 110 can be used to
provide the management platform 250 with the permissions for the credentials
provided by the requestor. With the approaches described herein, selected
items from ticket 118 and additional information (e.g., authentication of the user)
can be encoded together in a single encrypted token. The token can be passed
on from the communication engine 110 to respective nodes 260 and/or

management platforms 250.

[0028]  According to various examples, tokenization is the process of taking
data (e.g., the authentication information and permissions data) and replacing it
with a surrogate value that can be de-tokenized (e.g., at the management

8
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platforms). A look-up table can be used to de-tokenize a token to determine

what permissions to provide to a user.

[0029] Encryption is the process of using a cipher to mathematically
transform data. Encrypted data can be transformed back using a key. The
management platforms 250 can have access to the key. In some examples, the
encrypted token can represent information that the user has been authenticated
and has particular permissions. The management platform 250 is capable of
decrypting and/or de-tokenizing the token. With this approach, the management
platforms 250 can be able to determine what permissions it should provide to
the user from the token.

[0030] In some examples, permissions may be tiered. For example, a first
set of permissions may be granted. If the requestor 252 is not able to resolve
the issue with these permissions (e.g., because of a particular state of the
associated node), the particular state can be mapped to additional permissions
that can be granted. In other examples, the resolution information can be sent
back to the issue tracking system 254 and another ticket 118 can be generated
and processed.

[0031]  Further, the authentication gateway system 100 can further use the
interface 112 and the communication engine 110 to facilitate access to the
management platform(s) 250 according to the permissions. Access can be
facilitated by using an SSH tunnel to connect the requestor 252 to the
management platform 250. The requestor 252 can be associated with a
network address on a network. The communication engine 110 can facilitate
establishment of a tunnel between the network address and the management
platform 250. In some examples, the interface 112 can be in a firewalled non-
responsive mode for all but a set number of ports (e.g., 1 port) to connect users
such as the requestor 252. Moreover, the communication engine 110 may also
include a firewall. Part of the facilitating of access can include punching a hole
through the communication engine firewall to create the tunnel to the
management platform 250. In one example, the tunnel can be locked-down to
solely accept connections from the originating network address of the requestor
252. This can increase a level of protection from a traffic-snooping attack.

9
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[0032] In one example, a firewall associated with the communication engine
110 can be used to prevent the requestor 252 from setting up arbitrary tunnels
that could decrease the security of the protected environment 240. A defined
set of allowed tunnels can be automatically set up by the communication engine
110 to allow the requestor 252 to perform its tasks.

[0033] Moreover, in some examples, the tunnel can be used for providing
shell access, graphical access using a Virtual Network Client (VNC), remote
desktop connection, etc. Further, in some examples, the interface can be menu

driven. The menu options available can be based on the permissions.

[0034]  Also, in certain examples, user access is separated from other user
access. As such, one user cannot interfere or snoop on access of another user.
However, user and state data can be recorded and shared so that there is a
routable path between various instances of access.

[0035] In other examples, multiple management platforms 250 may be
accessed by the requestor 252 for performing a task. As such, the interface 112
can receive another request from the requestor 252 to access another
management platform (e.g., management platform 250b) from a first
management platform 250a. Because the user has already been authenticated,
the user need not be authenticated again. In one example, the token including
authorization and authentication information can be forwarded to the second
management platform 250b and, based on the associated permissions (e.g.,
whether the second management platform 250b allows the connection), the
management platform 250a can facilitate access to the second management
platform 2500 if proper (e.g., by facilitating a tunnel to the second management
platform 250b). Other management platforms can be accessed similarly
depending on permissions granted. In some examples, the propagation of the
token occurs when the request for access to the particular management
platform 250 is made. As such, access to further management platforms 250
can be granted based on permissions. Further, in some examples, the
requestor 252 can connect to the management platform 250a via other
management platforms (e.g., via 250b). The token can be passed to the
management platforms in the path to facilitate generation of a tunnel.

10
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[0036] In some examples, access can be provided through management
platforms 250. For example, in a tiered system, a tunnel can be created from
the requestor to a first management platform and a further tunnel can be created
from a second management platform, through the first management platform,
through the authentication gateway system 100 to the requestor 252. The token
can be provided to the second management platform to authenticate and
authorize access to the second management platform.

[0037] Moreover, multiple tickets 118 may be used for determining
permissions for the user. For example, when the requestor 252 is accessing the
second management platform 250b, a different ticket 118 may be requested and
a different set of authorization can be used/enforced. In some examples, a new
token is created when such a request is made. Further in some examples,
multiple tickets may be used initially to generate the initial token. Moreover, in
some examples, access can be more restrictive. For example, a user may be
limited to authorization for one ticket at a time and/or to authorization from one

ticket on a particular management platform 250 at a time.

[0038] In one example, a second requestor can request access to the same
management platform 250a concurrently with the first requestor 252. The
authentication gateway system 100 can authenticate the second requestor with
a second ticket and facilitate access to the management platform 250a. The
two sessions can be separate with different authorization enforced for the
differing sessions.

[0039]  Further, in some examples, the actions conducted by a requestor 252
can be tracked. The tracked actions can included into a data structure (e.g., as
metadata) and associated with the ticket 118 by the ticket engine 220. The
ticket information can be provided back to the ticket server. As such, an
administrator, manager, service technician, etc. viewing the ticket can be

apprised of the actions taken.

[0040] The engines 110, 114, 116, 220, 222 include hardware and/or
combinations of hardware and programming to perform functions provided

herein. Moreover, the modules (not shown) can include programing functions

11
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and/or combinations of programming functions to be executed by hardware as
provided herein. When discussing the engines and modules, it is noted that
functionality attributed to an engine can also be attributed to the
corresponding module and vice versa. Moreover, functionality attributed to a
particular module and/or engine may also be implemented using another

module and/or engine.

[0041] A processor 230, such as a central processing unit (CPU) or a
microprocessor suitable for retrieval and execution of instructions and/or
electronic circuits can be configured to perform the functionality of any of the
engines or modules described herein. In certain scenarios, instructions and/or
other information, such as information about tickets 118, can be included in
memory 232 or other memory. Input/output interfaces may additionally be
provided by the authentication gateway system 100. For example, input
devices, such as a keyboard, a mouse, etc. can be utilized to receive input from
an environment surrounding the authentication gateway system. Further, an
output device, such as a display, can be utilized to present information to users.
Examples of output devices include speakers, display devices, amplifiers, etc.
Moreover, in certain embodiments, some components can be utilized to
implement functionality of other components described herein. Input/output
devices such as communication devices like network communication devices or
wireless devices can also be considered devices capable of using the
input/output interfaces.

[0042] Modules may include, for example, hardware devices including
electronic circuitry for implementing the functionality described herein. In
addition or as an alternative, each module may be implemented as a series of
instructions encoded on a machine-readable storage medium of a computing
device and executable by processor 230. It should be noted that, in some
embodiments, some modules are implemented as hardware devices, while

other modules are implemented as executable instructions.

[0043] The communication network 270 and other networks connecting the
protected environment 240, authentication gateway system 100, requestor 252,

etec. can use wired communications, wireless communications, or combinations

12
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thereof. Further, communication networks can include multiple sub
communication networks such as data networks, wireless networks, telephony
networks, etc. Such networks can include, for example, a public data network
such as the Internet, local area networks (LANSs), wide area networks (WANSs),
metropolitan area networks (MANSs), cable networks, fiber optic networks,
combinations thereof, or the like. In certain examples, wireless networks may
include cellular networks, satellite communications, wireless LANs, etc. Further,
the communication networks can be in the form of a direct network link between
devices. Various communications structures and infrastructure can be utilized to

implement the communication network(s).

[0044] By way of example, devices can communicate with each other and
other components with access to the communication network 270 or other
networks via a communication protocol or multiple protocols. A protocol can be
a set of rules that defines how nodes of the network interact with other nodes.
Further, communications between network nodes can be implemented by
exchanging discrete packets of data or sending messages. Packets can include
header information associated with a protocol (e.g., information on the location
of the network node(s) to contact) as well as payload information.

[0045] FIG. 3is a flowchart of a method for determining permissions to grant
for access to a management platform based on a ticket, according to an
example. FIG. 4 is a block diagram of a block diagram of a computing device
capable of determining permissions to grant for access to a management
platform based on a ticket, according to an example.

[0046]  Although execution of method 300 is described below with reference
to computing device 400, other suitable components for execution of method
300 can be utilized (e.g., authentication gateway system 100). Additionally, the
components for executing the method 300 may be spread among multiple
devices. Method 300 may be implemented in the form of executable
instructions stored on a machine-readable storage medium, such as storage
medium 420, and/or in the form of electronic circuitry. The computing device
400 can be used to implement an authentication gateway.

13
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[0047]  Processor 410 may be, at least one central processing unit (CPU), at
least one semiconductor-based microprocessor, at least one graphics
processing unit (GPU), other hardware devices suitable for retrieval and
execution of instructions stored in machine-readable storage medium 420, or
combinations thereof. For example, the processor 410 may include multiple
cores on a chip, include multiple cores across multiple chips, multiple cores
across multiple devices (e.qg., if the computing device 400 includes multiple node
devices), or combinations thereof. Processor 410 may fetch, decode, and
execute instructions 422, 424, 426, 428 to facilitate access to management
platforms according to permissions based on tickets. As an alternative or in
addition to retrieving and executing instructions, processor 410 may include at
least one integrated circuit (IC), other control logic, other electronic circuits, or
combinations thereof that include a number of electronic components for

performing the functionality of instructions 422, 424, 426, 428.

[0048] Machine-readable storage medium 420 may be any electronic,
magnetic, optical, or other physical storage device that contains or stores
executable instructions. Thus, machine-readable storage medium may be, for
example, Random Access Memory (RAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM), a storage drive, a Compact
Disc Read Only Memory (CD-ROM), and the like. As such, the machine-
readable storage medium can be non-transitory. As described in detail herein,
machine-readable storage medium 420 may be encoded with a series of
executable instructions for authorizing permission to access management

platforms based on activity associated with tickets.

[0049] At 302, the communication instructions 422 can be executed by
processor 410 to receive, at the computing device 400, a request for access to a
management platform of a device in a protected environment from a requestor.
Communication instructions 422 can be used to send and/or receive information
from the computing device 400. The computing device 400 can interface with
the requestor using a user interface and the management platform(s) on a
management plane via a management interface separate from the user

interface.
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[0050] In some examples, connections are via SSH, and make use of an
ability of the SSH protocol to form tunnels for arbitrary ports which may listen for
connections either locally or remotely. A secured port is used to handle
incoming connections from users (e.g., the requestor). This can also be used
for state synchronization between nodes when authentication gateway systems
are deployed in a redundant cluster. The request can include authentication
credentials (e.g., a username and password, an authentication token, etc.). At
304, authentication instructions 424 can be executed by processor 410 to
authenticate the user based on the request. In some examples, an internal
authentication database (e.g., a LDAP server) populated with end-user details of
possible requestors can be used. Further, in some examples, a Kerberos Key
Distribution Centre or other single sign-on technology can be used to
authenticate users into the protected environment. In some examples, the
request may include multiple parts (e.g., a first part to request access to the
computing device 400, a second part to provide authentication information, etc.).

[0051] In one example, when the requestor connects to the computing
device 400, the requestor can be presented with a menu system which allows a
user to select a management platform to which to connect from a pre-configured
list which has been established (e.g., by an administrator). Having selected a
management platform, there may be a sub-menu which allows the selection of
the function to perform (e.g., the connecting user may wish to log on to terminal
session within the environment, an internal-only web interface within the

environment from their browser, etc.).

[0052] In this example, once the form of access is selected, the user can be
prompted to enter a ticket identifier, the details of which are then retrieved from
an associated configured ticketing system. The relevant data-items are
extracted. Relevant data-items may include any tasks associated with the ticket,
authorizations that may be necessary and/or useful to perform the tasks, etc.

[0053] At 306, permissions instructions 426 can be executed at processor
410 to determine permissions to grant for the requested access based on the
authenticated credentials and the ticket. The permissions granted can be based
on the tasks associated with the ticket. As such, the permissions to access the
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protected environment are task based instead of user based. In one example,
the administrator may configure the computing device 400 to be fail-no-access,
or fail-minimal-privilege, etc. in case the ticketing system is unavailable or
unresponsive. In some examples, the permissions granted can be for a limited
time. The limited time can be based on a time period, a fixed time, at the end of
a session associated with the access, etc.

[0054] At 308, access instructions 428 can be executed by processor 410 to
facilitate access to the management platform that access is requested to
according to the permissions. The computing device 400 can encode and
encrypt the authorization data to form a security token, which can verify
connectivity to the management platform in question. The computing device
can also validate the token credentials are acceptable to the computing device
400 itself and to the management platform(s) in protected environment. When
access is facilitated, the token can be pushed to the management platform(s).
As noted above, an SSH tunnel can be created to help facilitate the access.

[0055]  If sufficient permissions should be granted, the SSH tunnel is used to
verify the data in the token with the management platform. Then, the tunnel is
held open to be used by the connecting user. In the example above, the access
can be for a menu based console login. The computing device 400 can then
punch a hole through its firewall to allow the specific network address (e.g.,
Internet Protocol address) from which the user has originated to connect to the
specific port which has been opened. In another example, a new tunnel can be
established (e.g., if web-based access or similar access has been requested).
In some examples, when the session is closed or times-out, the hole through the

firewall is automatically closed and any associated tunnels torn-down.

[0056] The user can be provided the requested access. For example, the
user can be provided with a terminal onto the remote environment of the
management platform when console access was requested, given a URL they
can copy and paste into their web-browser or remote-desktop client to access a
user interface associated with the management platform, etc. for other forms of
access. For console access, a wrapper can be installed around tools such as

‘ssh’ which allow connections on to other systems within the environment. This
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can be used to transparently push the local copy of the token to a daemon
listening on further remote management platforms. With this approach, pre-
authentication to further management platforms can occur in advance of the
user being able to progress onto the specified follow-up system. In some
examples, this step could be performed with a library to pre-load the token in
order to work with networking utilities without the need for separate wrappers.

[0057] FIG. 5 is a flowchart of a method for facilitating access to
management platforms, according to an example. Although execution of
method 500 is described below with reference to computing device 400, other
suitable components for execution of method 500 can be utilized (e.g.,
authentication gateway system 100). Additionally, the components for executing
the method 500 may be spread among multiple devices. Method 500 may be
implemented in the form of executable instructions stored on a machine-
readable storage medium, such as storage medium 420, and/or in the form of
electronic circuitry. The computing device 400 can be used to implement an

authentication gateway.

[0058] As noted above, access instructions 428 can be executed by
processor 410 to generate a token including permissions to grant to a requestor
based on authentication of the requestor and information extracted from a ticket
(502). The token can be encrypted. According to various examples,
tokenization is the process of taking data (e.g., the authentication information
and permissions data) and replacing it with a surrogate value that can be de-
tokenized (e.g., at the management platforms). A look-up table can be used to
de-tokenize a token to determine what permissions to provide to a user.
Encryption is the process of using a cipher to mathematically transform data.
Encrypted data can be transformed back using a key. The management
platforms can have access to the key. In some examples, the encrypted token
can represent information that the user provided access (e.g., via a tunnel) has

been authenticated and has particular permissions.

[0059] At 504, the encrypted token is provided to the management platform.
The management platform is capable of decrypting and/or de-tokenizing the
token. The token can be provided via an application programming interface
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(APl). As noted above, the computing device 400 can execute the access
instructions 428 to facilitate access to the management platform by facilitating
establishment of a tunnel between a network address of the requesting user

device and the management platform (506).

[0060] In some examples, the user may wish to access a second (or further)
management platform within the protected environment. The second or further
management platform can be located at another node of the protected
environment. At 508, the request can go through the computing device 400 to
the second management platform. The second request can also be associated
with the ticket. The second request can cause providing of the token to the
second management platform (510). The providing of the token can come from
the computing device and/or be provided by the management platform that is
already connected. The second management platform can decrypt and/or de-
tokenize the token to determine what permissions the user has on the second
management platform. In one example, the user may not have permission and
is denied access. In another example, the user has certain permissions and can
access actions associated with the permissions on the second management
platform.

[0061] At 512, the computing device 400 can facilitate establishment of a
tunnel between the network address associated with the user/requestor and the
second management platform. In one example, the tunnel is from the network
address, through the computing device 400, and to the second management
platform via a management plane. In another examples, the tunnel can be
routed through the first management platform (e.g., in a tiered network
environment). Further, access to additional tiers of management platforms can

be provided using this approach.
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CLAIMS

What is claimed is:

1. An authentication gateway system comprising:

a communication engine to connect to a protected environment including a
plurality of nodes via a management plane;

an interface to provide access to respective management platforms of the
nodes,

wherein the interface is further to receive a request for access to one of the
management platforms, the request including credentials associated
with a requestor;

an authentication engine to authenticate the credentials; and

an authorization engine to determine permissions to grant for the access

based on the authenticated credentials and a ticket.

2. The authentication gateway system of claim 1, wherein the requestor is
further to identify the ticket.

3. The authentication gateway system of claim 1, wherein the
communication engine is further to provide the one management platform with

the permissions for the credentials.

4. The authentication gateway system of claim 3, wherein the interface is
further to facilitate the access to the one management platform according to

the permissions.

5. The authentication gateway system of claim 4,
wherein the requestor is connected to the interface via a network,
wherein the interface is open on one network port of the network and closed

on other network ports of the network.

6. The authentication gateway system of claim 5,

wherein the requestor is associated with a network address of the network;
and

wherein the communication engine is further to facilitate establishment of a
tunnel between the network address and the management platform.
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7. The authentication gateway system of claim 4, further comprising:

a token engine to generate an encrypted token including the permissions to
grant for the credentials;

wherein the interface receives another request from the requestor to access a
second one of the management platforms; and

wherein the communication engine is further to send the encrypted token to

the second one management platform.

8. The authentication gateway system of claim 1, wherein the ticket
includes a task to be performed, and wherein the permissions are related to
activity associated with performing the task.

9. The authentication gateway system of claim 1, wherein access to the
management platform is restricted to the management plane and wherein the
authentication gateway system is located in a path between the network and

the management plane.

10. A method comprising:

receiving, at an authentication gateway, a request for access to a
management platform of a device in a protected environment from a
requestor,

wherein the request includes credentials;

wherein the authentication gateway interfaces with the requestor using a user
interface and the management platform on a management plane via a
management interface separate from the user interface;

authenticating the credentials;

determining permissions to grant for the requested access based on the
authenticated credentials and a ticket; and

facilitating access to the management platform according to the permissions.

11.  The method of claim 10, further comprising:

generating an encrypted token including the permissions to grant for the
credentials for a time period;

providing the encrypted token to the management platform.

12.  The method of claim 11, further comprising:
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receiving a second request from the requestor to access a second
management platform of a second device in the protected environment,

wherein the second request is associated with the ticket;

providing the encrypted token to the second management platform; and

facilitating access to the second management platform according to the

permissions.

13. A non-transitory machine-readable storage medium storing instructions

that, if executed by at least one processor of a computing device, cause the

computing device to:

receive a request from a requestor for access to a management platform in a
protected environment, the management platform associated with one
of a plurality of nodes in the protected environment,

wherein the request includes credentials,

wherein the device interfaces with the requestor using a user interface and
interfaces with the management platform on a management plane via a
management interface separate from the user interface;

authenticate the credentials;

determine permissions to grant for the requested access based on the
authenticated credentials and a ticket, wherein the permissions are
valid for a predetermined time;

generate an encrypted token including the permissions to grant for the
credentials;

provide the encrypted token to the management platform; and

facilitate access to the management platform.

14.  The non-transitory machine-readable storage medium of claim 13,
further comprising instructions that, if executed by the at least one processor,
cause the computing device to:

facilitate establishment of a tunnel between a network address associated

with the requestor and the management platform.

15.  The non-transitory machine-readable storage medium of claim 14,
further comprising instructions that, if executed by the at least one processor,

cause the computing device to:
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receive a second request from the requestor to access a second management
platform of a second one of the nodes in the protected environment,

wherein the second request is associated with the ticket;

provide the encrypted token to the second management platform; and

facilitate establishment of another tunnel between the network address and

the second management platform.
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