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(57) ABSTRACT 

A method of protecting a password from unauthorized access 
and a data processing unit are provided. An embodiment of 
the method of protecting a password from unauthorized 
access comprises storing data representing at least a portion 
of a password in a memory, assigning the data to at least one 
of a plurality of instructions, storing the plurality of instruc 
tions as processor executable code in the memory, and pre 
venting read-out of the processor executable code as data 
from the memory. 

19 Claims, 4 Drawing Sheets 
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1. 

METHOD OF PROTECTING A PASSWORD 
FROM UNAUTHORIZED ACCESS AND DATA 

PROCESSING UNIT 

TECHNICAL FIELD 

The present invention relates generally to a method of 
protecting a password from unauthorized access and a data 
processing unit. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 shows a data flow diagram according to an embodi 
ment of the invention; 

FIG. 2 shows a data processing unit according to an 
embodiment of the invention. 

FIG.3 shows a flow diagram of a method according to an 
embodiment of the invention; 

FIG. 4 shows a flow diagram of a method according to 
another embodiment of the invention; 

DETAILED DESCRIPTION OF THE INVENTION 

The following detailed description explains exemplary 
embodiments of the present invention. The description is not 
to be taken in a limiting sense, but is made only for the 
purpose of illustrating the general principles of the invention. 
The scope of the invention, however, is only defined by the 
claims and is not intended to be limited by the exemplary 
embodiments described below. 
The term "password usually means some information 

which is to be kept secret and has to be presented to get access 
to some other information or a resource. Here the term “pass 
word is also used to denote representations or encodings of 
the information. For example, a password may be defined by 
a sequence of letters, numbers and special characters. It may 
be represented or encoded by another sequence of binary 
data, which other sequence can be also called a password. 

In accordance with an embodiment of the invention, a 
method of protecting a password from unauthorized access is 
provided comprising storing data representing at least a por 
tion of a password in a memory, assigning the data to at least 
one of a plurality of instructions, storing the plurality of 
instructions as processor executable code in the memory, and 
preventing read-out of the processor executable code as data 
from the memory. 

In accordance with another embodiment of the invention, a 
method of protecting a password from unauthorized access is 
provided comprising distributing data representing at least a 
portion of a password into a plurality of data portions, com 
bining each of the data portions with at least one of a plurality 
of instructions, storing the plurality of instructions including 
the combined data portions as processor executable code in a 
memory, and preventing read-out of the processor executable 
code as data from the memory. 

In accordance with another embodiment of the invention, a 
data processing unit is provided comprising a memory to 
store data representing at least a portion of a password, the 
memory further to store a plurality of instructions as proces 
Sor executable code, a control unit to assign the data to at least 
one of the plurality of instructions, and a circuit arrangement 
to prevent read-out of the processor executable code as data 
from the memory. 

In accordance with yet another embodiment of the inven 
tion, a data processing unit is provided comprising a control 
unit to distribute data representing at least a portion of a 
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2 
password into a plurality of data portions, the control unit 
further to combine each of the data portions with one of a 
plurality of instructions, a memory to store the plurality of 
instructions including the combined data portions as proces 
Sor executable code, and a circuit arrangement to prevent 
read-out of the processor executable code as data from the 
memory. 

Illustratively, the password and/or some information about 
how to retrieve the password is linked to the plurality of 
instructions stored as processor executable code in the 
memory. Since read-out of the processor executable code as 
data from the memory is prevented the password is protected 
from unauthorized access. 

According to an embodiment of the invention, read-out of 
the processor executable code as code to be executed by a 
processor is allowed, and transfer of the allowably read-out 
processor executable code to a processor is allowed. 

According to an embodiment of the invention, the data 
representing the password are retrieved by executing the pro 
cessor executable code. 
The data representing the password may be stored as part of 

the processor executable code. They may be built into the 
instructions of the processor executable code. According to 
embodiments of the invention at least one of the plurality of 
instructions is an immediate instruction. 
The processor executable code may include additional 

instructions to carry out security related processes. The plu 
rality of instructions to which the data representing the pass 
word are assigned may be distributed throughout the proces 
Sor executable code. Thus the password has an even stronger 
protection from unauthorized access. 

In a data processing system where secure and non-secure 
code is executed by a single processor, a secure method is 
required to control the access to a critical hardware resource. 
An example of such a critical hardware resource would be a 
secret hardware based key for use in a cryptographic opera 
tion. Access to the hardware resource should only be possible 
when a certain piece of secure code is executed in the system. 

This can be achieved e.g. by using a separate (additional) 
processor for secure accesses, by using a processor with a 
hardware secure thread, or by using a state machine control 
ling access to instruction and data memory. Alternatively a 
password may be used to control access to the hardware 
SOUC. 

When using a password for controlling access to a 
resource, it is generally desirable to keep the password secret 
such that it is only known to those who are authorized to use 
the resource and may not be used by others. For instance, in a 
data processing system where secure and non-secure code are 
executed by a single processor a form of secure access to a 
resource may be provided by using a password which is only 
accessible when secure code is executed. The password has to 
be available in the system since at Some point it needs to be 
used but access to the password has to be protected from an 
attacker reading and using it. In other words, the password has 
to be protected from unauthorized access. 

FIG. 1 shows a data flow diagram according to an embodi 
ment of the invention. 
A password 101 is represented by data 102 stored in a 

memory. The data 102 comprise a plurality of data portions 
103, 104, 105,106, and 107. The data portions are assigned 
individually to one of a plurality of instructions 108, 109 and 
110. In the example shown, data portion 103 is assigned to a 
first instruction 108 (“Instruction 1), data portion 104 is 
assigned to a second instruction 109 (“Instruction 2) and so 
forth. The instructions are stored as processor executable 
code in the memory. This means that the code can only be 
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executed, and cannot be read out as data. The data portions 
assigned to the instructions 108,109 and 110 may be stored as 
part of the processor executable code. 

In order to do this, so called immediate instructions are 
used in the described embodiment. These are instructions 
where the data referenced by the instruction is built into the 
instruction, and no data fetch is required. The instructions 
108, 109 and 110 may be assembly instructions which allow 
the usage of intra instruction constants which can be loaded 
into a register of a microprocessor without usage of an addi 
tional data bus. An example of a processor which can be used 
in this way is the ARM926. The data which is used in an 
immediate instruction is often quite short and may only be 
one byte. In the example shown the first instruction 108 
comprises assigned data 111 and 112, the second instruction 
109 comprises assigned data 113 and 114, and the third 
instruction 110 comprises assigned data 115. In this case the 
assigned data 111 correspond to the data portion 103, the 
assigned data 112 correspond to the data portion 105 and so 
forth. Alternatively the immediate instructions may not com 
prise the data portions 103,104,105,106, and 107 but instead 
other information useful to retrieve the password, for example 
links or pointers to other instructions or storage locations 
where the data 102 are stored. 
As the code containing the immediate instructions is 

executed by a microprocessor, the microprocessor builds up 
the complete password, i.e. the data representing the pass 
word, in an internal register. This is possible by using shift and 
OR operations when loading the password into the internal 
register. This can be done until one or more complete 32 bit 
registers have been loaded with the password. 

In one embodiment, the data 102 representing the pass 
word 101 are distributed throughout a secure access code in 
immediate instructions 108, 109 and 110. The secure access 
code includes one ore more additional instructions 116 to 
carry out security related processes. Since the password 
access commands are distributed throughout secure access 
code the complete password will not be available to the 
microprocessor if the code is not completely executed. The 
secure access code can carry out security accesses Such as 
checking that interrupts are disabled, and checking the Source 
of the calling routine. 

Referring to FIG. 2 a schematic block diagram showing a 
data processing unit according to another embodiment of the 
invention will be discussed in the following. 
The data processing unit 200 includes a micro-processor 

201 and a memory 202, which are coupled via both a data bus 
203 and an instruction bus 204. The instruction bus is con 
nected to an instruction input port 205 of the microprocessor. 
The data processing unit further includes a security critical 
hardware resource 206, e.g. a secret hardware based key for 
use in a cryptographic operation. Access to this hardware 
resource is protected by a security access signal 207, which in 
turn is password protected. 

The password can be given a new value each time the data 
processing unit 200 is reset and booted. A good way to do this 
is to take the value from a random number generator 208. A 
password delivered by the random number generator 208 
while, e.g. immediately after initialization, the data process 
ing unit is in a secure state, is programmed by the micropro 
cessor 201 into a hardware register 209 which cannot be read 
out. While the system still is in a secure state, the password is 
also embedded in a piece of secure access code 210 which is 
stored in the memory 202. In order to do this, immediate 
instructions are used. The password or key has to be sliced 
into instruction fitting pieces. The size is determinated by the 
used instruction set, i.e. the size of the constant field in the 
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4 
load mnemonic. The data representing the password are built 
into a plurality of immediate instructions, which form a part 
of the secure access code 210. The microprocessor 201 here 
acts as a control unit to assign the data to at least one of a 
plurality of instructions. The microprocessor 201 can also be 
regarded as a control unit to distribute data representing at 
least a portion of a password into a plurality of data portions, 
the control unit further to combine each of the data portions 
with one of a plurality of instructions. 
The secure access code 210 is protected by hardware. Abus 

watcher 211 only allows bus accesses to the memory where 
the secure access code is secured by the instruction bus 204. 
This means that the code can only be executed by the micro 
processor 201, and cannot be read out as data from the 
memory. The respective memory region is secured and locked 
for data accesses from any bus by the bus watcher 211. The 
hardware of the bus watcher 211 can be regarded as a circuit 
arrangement to prevent read-out of the processor executable 
code as data from the memory 202. So the password is 
secured during execution of non-secure code by the micro 
processor. If the secure access code is illegally accessed (over 
written, or read as data) or this has been tried, the detection 
circuit of the bus watcher 211 could generate a security alarm, 
lock off access to the secure hardware resource 206 until next 
reset, or simply reset the system (i.e. the data processing unit). 

It is also possible to make access to the password depen 
dent on a specific security status of the integrated circuit. This 
could be done using hardware. Access to the password with 
the incorrect security status will lead to a security alarm. 
When the password needs to be used by an application or 

routine demanding access to the hardware resource 206 the 
secure access code 210 is loaded into the microprocessor via 
the instruction bus 204 and the instruction input port 205 and 
executed immediately. As the secure access code is executed, 
the microprocessor builds up the complete password, i.e. the 
data representing the password, in an internal register 212. 
This is possible by using shift and OR operations when load 
ing the password into the internal register 212. This can be 
done until one or more complete 32 bit registers have been 
loaded with the password. Then the microprocessor writes the 
password into a compare hardware register 213. A security 
access circuit 214 compares the content of the hardware reg 
ister 209 and the content of the compare hardware register 
213. It activates the security access signal 207 only if the 
compare hardware register 213 contains the correct value of 
the password and no security alarm condition of the bus 
watcher 211 is detected from the alarm signal 215. 
The secure access code 210 contains additional instruc 

tions 116 to carry out security accesses such as checking that 
interrupts are disabled, and checking the source of the calling 
routine. An authorization frame may be executed, where the 
calling module is determined by reading out the link register 
(e.g. R14 on ARM systems) and comparing it with a list of 
allowed addresses. Additionally the local stack frame may be 
checked on unauthorized return addresses. This ensures that 
the functionality of retrieving the password can only be used 
by authorized software parts. The routine which calls the 
secure access code may be integrity protected by hardware. 
The data representing the password may be returned to the 
calling routine in a plurality of portions scrambled in a pre 
determined manner, requiring that the calling routine has to 
descramble the data in a defined way before being able to use 
it. 

Since the password access commands (instructions 108, 
109. 110) are distributed throughout the secure access code 
the complete password will not be available to the micropro 
cessor if the code is not completely executed. Upon execution 
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of the secure access code 210 the data processing unit 200 can 
be forced into a secure state. Thus it is achieved, that only 
when secure code is executed by the microprocessor 201, 
access to the hardware resource 206 will be granted. 
The security access signal 207 can only be activated by 

writing the correct value into the hardware compare register 
213. Writing the wrong value into the register will cause the 
security access signal to be locked off until the next reset of 
the data processing unit 200. An attacker who tries to ran 
domly guess the password will with a high probability fail, as 
long as the password has a reasonable length. This is because 
the attacker only has one guess, and then the data processing 
unit 200 must be reset in order to have another attempt. At this 
point a new password is generated using the random number 
generator 208. This means that brute force attacks take much 
longer than the password length implies, and a systematic 
attack will not function. 
Use of the password could also be protected with additional 

hardware. In this case, hardware checks if the password has 
been read in its entirety. If this is not the case, then the 
password cannot be used, and will be rejected. 

Thus the hardware resource 206 is protected by a combi 
nation of hardware and software, with the advantage that the 
Software can be enhanced depending on the level of protec 
tion required. The data processing unit 200 can be a unit or 
system integrated into a single integrated circuit. It may also 
be a system consisting of several integrated circuits and/or 
other pieces of equipment. 

FIG.3 shows a flow diagram of a method according to an 
embodiment of the invention. 

In 301, data representing at least a portion of a password are 
stored in a memory. For example, this can be performed by the 
microprocessor 201, which is coupled to the data memory 
202. The coupling may be provided by the data bus 203. 

In 302, the data are assigned to at least one of a plurality of 
instructions. This may also be performed by the microproces 
sor 201. The instructions may be immediate instructions, 
which allow to use intrainstruction constants. With these it is 
possible, to execute assembly instructions to load data into a 
register of a microprocessor without having to use an addi 
tional data bus. 

In 303, the plurality of instructions is stored as processor 
executable code in the memory. As shown in FIG. 1, the 
assigned data 111, 112, 113,114 and 115 may be stored 
together with the instructions 108, 109 and 110. In this case 
they form part of the processor executable code 210 in the 
memory 202. Alternatively, the assigned data may remain or 
can be stored at another memory location. Some information 
providing a link between the respective data and the instruc 
tions they are assigned to may be included in the instructions. 

In 304, read-out of the processor executable code as data 
from the memory is prevented. For example, the bus watcher 
211 controls bus accesses to the region of the memory 202 
where the processor executable code 210 is stored. Any data 
read or write accesses are blocked by the bus watcher hard 
ware. The bus watcher prevents any attempts to access the 
processor executable code 210 via the data bus 203. Thus the 
password 101, more precisely the data 102 representing the 
password, is protected from unauthorized access. 

FIG. 4 shows a flow diagram of a method according to 
another embodiment of the invention. 

In 401, data representing at least a portion of a password are 
distributed into a plurality of data portions. For example, this 
can be performed by the microprocessor 201. The data 102 
representing the password 101 are sliced into pieces 103,104, 
105,106 and 107. 
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6 
In 402, each of the data portions is combined with at least 

one of a plurality of instructions. This may also be performed 
by the microprocessor 201. The data portions may be 
arranged with or linked to the instructions. If the instructions 
are immediate instructions the data portions can be built into 
the immediate instructions. 

In 403, the plurality of instructions including the combined 
data portions is stored as processor executable code in a 
memory. The data 111, 112,113, 114 and 115 in FIG.1 may 
be regarded as data portions combined with instructions 108, 
109 and 110. The instructions and combined data portions can 
be stored together in the memory 202 and then form part of 
the processor executable code 210. 

In 404, read-out of the processor executable code as data 
from the memory is prevented. For example, the bus watcher 
211 controls bus accesses to the region of the memory 202 
where the processor executable code 210 is stored. Any data 
read or write accesses are blocked by the bus watcher hard 
ware. The bus watcher prevents any attempts to access the 
processor executable code 210 via the data bus 203. Thus the 
password 101, more precisely the data 102 representing the 
password, is protected from unauthorized access. 

While in the foregoing some embodiments have been 
described with particular reference to the figures, various 
embodiments are contemplated by the inventors. 

In an embodiment of the invention, the controlling accesses 
to the memory or to a memory address range where the 
processor executable code is stored includes using a hardware 
unit. 
An embodiment of the invention includes generating a 

security alarm when the processor executable code is read out 
as data or is changed. 

In an embodiment of the invention, the processor execut 
able code includes additional instructions to carry out Secu 
rity related processes. 

In an embodiment of the invention, the at least one of a 
plurality of instructions is distributed throughout the proces 
Sor executable code. 

In an embodiment of the invention, executing Substantially 
all of the processor executable code is needed for retrieving 
completely the data representing at least a portion of a pass 
word. 
An embodiment of the invention includes assigning a new 

value to the data representing at least a portion of a password 
each time an integrated circuit is reset and booted. 

In an embodiment of the invention, the assigning the new 
value to the data representing at least a portion of a password 
includes using a random number generator. 
An embodiment of the invention includes: 

programming the data representing at least a portion of a 
password into a hardware register that cannot be read out; 

writing the retrieved data into a hardware compare register; 
and 

activating a security access signal if the hardware compare 
register contains a correct representation of the data repre 
senting at least a portion of a password. 
An embodiment of the invention includes enabling access 

to a secure hardware resource upon activating the security 
access signal. 
An embodiment of the invention includes locking off the 

security access signal if the hardware compare register con 
tains an incorrect representation of the data representing at 
least a portion of a password. 
An embodiment of the invention includes keeping the 

locked offsecurity access signal locked off until an integrated 
circuit is reset and booted. 
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An embodiment of the invention includes: 
executing a software routine, the Software routine calling for 

a secure access needing the data representing at least a 
portion of a password; and 

checking authorization and/or integrity of the software rou- 5 
tine using a hardware unit. 
An embodiment of the invention includes returning the 

data representing at least a portion of a password in a plurality 
of portions Scrambled in a predetermined manner. 

In an embodiment of the invention, the bus watching circuit 
is configured to limit data read accesses accessing the 
memory or a memory address range where the processor 
executable code is stored. 

In an embodiment of the invention, the bus watching circuit 
is configured to allow instruction read accesses accessing the 
memory or a memory address range where the processor 
executable code is stored. 

In an embodiment of the invention, the circuit arrangement 
includes a detection circuit to generate a security alarm when 20 
the processor executable code is read out as data or is 
changed. 

In an embodiment of the invention, the processor execut 
able code includes additional instructions to carry out Secu 
rity related processes. 25 

In an embodiment of the invention, the at least one of the 
plurality of instructions is distributed throughout the proces 
Sor executable code. 
An embodiment of the invention includes an integrated 

circuit having a boot circuit to assign a new value to the data 30 
representing at least a portion of a password each time the 
integrated circuit is reset and booted. 
An embodiment of the invention includes a random num 

ber generator to generate the new value. 
An embodiment of the invention includes: 35 

a hardware register to reveive the data representing at least a 
portion of a password, the hardware register configured 
Such that it cannot be read out; 

a hardware compare register to have the retrieved data written 
into it; and 40 

a security access circuit to activate a security access signal, if 
the hardware compare register contains a correct represen 
tation of the data representing at least a portion of a pass 
word. 
An embodiment of the invention includes a secure hard- 4s 

ware resource and is configured to enable access to the Secure 
hardware resource upon activation of the security access sig 
nal. 
An embodiment of the invention is configured to lock off 

the security access signal if the hardware compare register so 
contains an incorrect representation of the data representing 
at least a portion of a password. 
An embodiment of the invention includes an integrated 

circuit having a boot circuit and is configured to keep the 
locked off security access signal locked off until the inte- ss 
grated circuit is reset and booted. 
An embodiment of the invention includes an integrity 

checking circuit to check the integrity of a software routine if 
the software routine, when executed by the processor, calls 
for a secure access needing the data representing at least a 60 
portion of a password. 
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The invention claimed is: 
1. Method of protecting a password from unauthorized 

access, comprising: 65 
providing data representing at least a portion of a pass 

word; 

8 
embedding the data into at least one of a plurality of 

instructions wherein the data is embedded into the plu 
rality of instructions such that no data fetch operation is 
required; 

storing the plurality of instructions as processor executable 
code in the memory; and 

preventing read-out of the processor executable code as 
data from the memory; 

wherein the processor executable code includes additional 
instructions to carry out security related processes. 

2. The method as recited in claim 1, further comprising: 
allowing read-out of the processor executable code as code 

to be executed by a processor, and 
allowing transfer of the allowably read-out processor 

executable code to a processor. 
3. The method as recited in claim 2, wherein allowing 

read-out of the processor executable code as code to be 
executed by a processor includes allowing instruction read 
accesses accessing the memory or a memory address range 
where the processor executable code is stored. 

4. The method as recited in claim 1, wherein the at least one 
of a plurality of instructions is an immediate instruction. 

5. The method as recited in claim 1, further comprising 
executing the processor executable code to retrieve the data 
representing at least a portion of a password. 

6. The method as recited in claim 1, wherein preventing 
read-out of the processor executable code as data from the 
memory includes controlling accesses to the memory or to a 
memory address range where the processor executable code 
is stored. 

7. The method as recited in claim 1, wherein preventing 
read-out of the processor executable code as data from the 
memory includes limiting data read accesses accessing the 
memory or a memory address range where the processor 
executable code is stored. 

8. Method of protecting a password from unauthorized 
access, comprising: 

distributing data representing at least a portion of a pass 
word into a plurality of data portions; 

embedding each of the data portions with at least one of a 
plurality of instructions, thereby providing a plurality of 
instructions with embedded data portions, wherein the 
data portions are embedded into the plurality of instruc 
tions such that no data fetch operation is required; 

storing the plurality of instructions with embedded data 
portions as processor executable code in a memory; and 

preventing read-out of the processor executable code as 
data from the memory; 

wherein the processor executable code includes additional 
instructions to carry out security related processes. 

9. The method as recited in claim 8, further comprising: 
allowing read-out of the processor executable code as code 

to be executed by a processor, and 
allowing transfer of the allowably read-out processor 

executable code to a processor. 
10. The method as recited in claim 8, further comprising 

executing the processor executable code to retrieve the data 
representing at least a portion of a password. 

11. The method as recited in claim 8, further comprising 
distributing the plurality of instructions with embedded data 
portions throughout the processor executable code. 

12. Data processing unit comprising: 
a memory to store data representing at least a portion of a 

password, the memory further to store a plurality of 
instructions as processor executable code: 

a control unit to embed the data into at least one of the 
plurality of instructions, wherein the data is embedded 
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into the at least one of the plurality of instructions such 
that no data fetch operation is required; and 

a circuit arrangement to prevent read-out of the processor 
executable code as data from the memory; 

wherein the processor executable code includes additional 
instructions to carry out security related processes. 

13. The data processing unit as recited in claim 12, the 
circuit arrangement further to allow read-out of the processor 
executable code as code to be executed by a processor, and 

the circuit arrangement further to allow transfer of the 
allowably read-out processor executable code to a pro 
CSSO. 

14. The data processing unit as recited in claim 12, wherein 
the at least one of a plurality of instructions is an immediate 
instruction. 

15. The data processing unit as recited in claim 12, further 
comprising: 

a processor to process instructions and having an instruc 
tion input port, the processor further to execute the pro 
cessor executable code to retrieve the data representing 
at least a portion of a password when receiving the 
processor executable code via the instruction input port; 

the circuit arrangement further to transfer the allowably 
read-out processor executable code to the instruction 
input port of the processor. 

16. The data processing unit as recited in claim 12, the 
circuit arrangement further comprising a bus arrangement to 
couple the memory to a processor, the bus arrangement hav 
ing a bus watching circuit to control accesses to the memory 
or to a memory address range where the processor executable 
code is stored. 
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17. Data processing unit comprising: 
a control unit to distribute data representing at least a 

portion of a password into a plurality of data portions, 
the control unit further to embed each of the data por 
tions into one of a plurality of instructions thereby pro 
viding a plurality of instructions with embedded data 
portions, wherein the data is embedded into one of the 
plurality of instructions such that no data fetch operation 
is required; 

a memory to store the plurality of instructions with embed 
ded data portions as processor executable code; and 

a circuit arrangement to prevent read-out of the processor 
executable code as data from the memory; 

wherein the processor executable code includes additional 
instructions to carry out security related processes. 

18. The data processing unit as recited in claim 17, the 
circuit arrangement further to allow read-out of the processor 
executable code as code to be executed by a processor, and 

the circuit arrangement further to allow transfer of the 
allowably read-out processor executable code to a pro 
CSSO. 

19. The data processing unit as recited in claim 17, further 
comprising: 

a processor to process instructions, and having an instruc 
tion input port, and further to execute the processor 
executable code to retrieve the data representing at least 
a portion of a password when receiving the processor 
executable code via the instruction input port; 

the circuit arrangement further to transfer the allowably 
read-out processor executable code to the instruction 
input port of the processor. 
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