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FIG. 3

Methods, systems, and apparatuses are described herein for the direct sharing and use of transaction data separately from

transaction authorization processes. Transaction

metadata associated with a transaction may be received and validated.

Authorization information corresponding to the transaction may be received. The degree to which the transaction metadata is

tested may be based on a predicted time of receipt

of the authorization information. The transaction metadata and authorization

information may be correlated. A computing device may determine whether to authorize the financial transaction based on the
authorization information and the correlated transaction metadata. All or portions of the transaction metadata may be provided to
one or more users after the transaction has been authorized or denied.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191



Date Submitted: 2023/08/14

CA App. No.: 3208415

Abstract:

Methods, systems, and apparatuses are described herein for the direct sharing and use of transaction
data separately from transaction authorization processes. Transaction metadata associated with a
transaction may be received and validated. Authorization information corresponding to the
transaction may be received. The degree to which the transaction metadata is tested may be based on
a predicted time of receipt of the authorization information. The transaction metadata and
authorization information may be correlated. A computing device may determine whether to
authorize the financial transaction based on the authorization information and the correlated
transaction metadata. All or portions of the transaction metadata may be provided to one or more
users after the transaction has been authorized or denied.
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DIRECT DATA SHARE

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Application Serial No. 17/176,642, now US Patent
No. 11,182,797, entitled “Direct Data Share” and filed on February 16, 2021; U.S. Application
Serial No. 17/176,648, entitled “Dynamic Transaction Metadata Validation Adjustment Based on
Nctwork Conditions™ and filed on Fcbruary 16, 2021; U.S. Application Scrial No. 17/176,663,
entitled “*Enhanced Feedback Exposure for Merchants Based on Transaction Metadata” and filed
on February 16, 2021; U.S. Application Serial No. 17/176,668, entitled “Parallel Transaction Pre-
Authorization Platform” and filed on February 16, 2021; and U.S. Application Serial No.
17/176,673, entitled “Transaction Resolution Data Platform™ and filed on February 16, 2021,

whose contents are expressly incorporated herein by reference in their entireties.
FIELDS OF USE

[0002] Aspects of the disclosure relate generally to data transmission, data processing, and
transaction authorization. More specifically, aspects ol the disclosure may provide lor direct
sharing and transmission of additional and extensible information in a manner that it can be

processed within the timing constraints of a traditional authorization network.

BACKGROUND

[0003] The efficient resolution of financial transactions often entails the quick processing of
data relating to that transaction. For example, to process a simple transaction (e.g., a user using
a credit card to purchase a soda), a wide variety of computing devices must perform steps such as
validating a pin number and other identifying details of the credit card, ensuring that the credit
card has not exceeded a credit limit, and ensuring that a merchant account associated with the
seller of the credit card is trusted to process the transaction. While such decision-making should
be accurate (as, after all, mistakes may have severe financial consequences), it must also be
rcasonably spccdy: after all, fcw uscrs would be willing to wait multiple minutcs for a soda

purchase to process.

[0004] Given that the resolution of financial transactions must be speedy but accurate,
conventional payment processing services use limited quantities of data to make authorization
decisions. For example, a payment processing decision might be made based on little more than
a credit card number, a credit card identifier code, a merchant identifier, and a payment amount.
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In this way, conventional payment processing decision-making is often quite limited and
rudimentary. This has numerous drawbacks, particularly as it relates to fraud detection. For
example, because conventional payment processing systems lack information about items and/or
services purchased by a transaction, such conventional payment processing systems lack the
ability (o detect [raud based on which items and/or services are being purchased in a given
transaction. As another example, because conventional payment processing systems generally
lack detailed information about the location of a purchase (e.g., the location of a smartphone
conducting an online purchase), such conventional payment processing systems lack the ability
to detect fraud based on location. The limitations of conventional payment processing systems
have numerous other drawbacks. For example, because conventional payment processing
systems lack detail regarding transactions, issuers of and/or payment networks associated with
payment methods (e.g., credit cards) may be incapable of providing customers with detail
regarding past transactions, and/or may find it difficult to determine whether chargeback requests
arc valid. As a particular cxample, a customer may crroncously issuc a chargeback request for a

legitimate transaction because the transaction was confusing and/or poorly documented.

[0005] That said, users cannot simply choose to provide more data to conventional payment
processing systems to remediate the issues identified above. These payment processing systems
are controlled by third parties and relied on throughout the market. While it might be desirable
to have improved point-of-sale systems provide a wide variety of information to conventional
payment processing systcms, the conventional paymecent processing systcms must provide
common support for all point-of-sale systems, and merchants may be unable or unwilling to
replace existing point-of-sale systems with new systems. For example, it may be prohibitively
expensive for a convenience store to replace an existing point-of-sale system with a new point-
of-sale system (which uses, for example, a different authorization protocol) merely to ensure that
the new point-of-sale system is capable of providing detailed information about a transaction, like
an identification of particular goods and/or services involved in the transaction, to a conventional
payment processing system. In other words, conventional payment processing systems are firmly
rooted in legacy hardware, such that changes to those systems can be all but impossible. This is
particularly the issue with card-not-present transactions (e.g., online purchases), where a network
protocol for such transactions might be limitcd with respect to what data is sharcd during an

authorization process.

[0006] Payment network regulations may require that authorization processing complete within

a fixed, and short, period of time. These service level obligations allow companies of all sorts to
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rely on the third-party payment processing system to efficiently facilitate transactions.
Maodifications to consider other issues, such as the problems identified above, could cause a

transaction processor to fail to meet timing obligations that drive the payment networks.

[0007] Aspccts described hercin may address these and other problems, and gencrally improve
the quality, efficiency, and speed of financial transaction processing systems by offering
improved transaction data transmission, authorization, authentication, and decision-making

Processes.

SUMMARY

[0008] The following presents a simplified summary of various aspects described herein. This
summary is not an cxtensive overview, and is not intended to identify key or critical clements or
to delineate the scope of the claims. The following summary merely presents some concepts in a

simplified form as an introductory prelude to the more detailed description provided below.

[0009] Aspects described herein may allow for the direct sharing and use of transaction data in a
manner separate from, and parallel to, traditional financial transaction authorization processes.
This may have the effect of significantly improving the ability of organizations to ensure
transaction authorization, ensure transaction validity, detect fraud, and improve payment card user
experiences. According to some aspects, these and other benefits may be achieved by separately
sharing additional transaction data in a manncr that augments traditional transaction processing
while still reaching an authorization result within conventional payment network timing

requirements.

[0010] Direct Data Share (DDS). Some aspects described herein may describe a direct data
share system which augments conventional payment processing systems and which processes, in
parallel, transaction data to aid in the transaction decision-making process. As will be described
more fully in this disclosure, such a direct data share system may augment conventional payment
processing systems to make them more robust and secure. A direct data share system may receive,
via a first interface (e.g., a direct data share interface associated with a direct data share component
of the system, such as via an Application Programming Intcrfacc (API)), transaction mctadata
comprising one or more data elements. Those data elements may correspond to one or more
attributes of a financial transaction. For example, the data elements may comprise data about a
location of the financial transaction (e.g., Global Positioning System (GPS) coordinates), goods

and/or services to be purchased by the financial transaction, or the like. The transaction metadata
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may be associated with a concurrent transmission of payment information, for the financial
transaction, to a separate payment processing service that ultimately provides authorization data
to the system. In other words, when the transaction metadata is received by the direct data share
system via the first interface, payment information (e.g., a credit card number) may be being
transmitted, or may have already been (ransmitled, (o a payment processing service (e.g., a credit
card network, such as VISA). The transaction metadata, once received by the direct data share
system, may be validated based on one or more criteria. Such a validation process may comprise
comparing a transaction data element to a standard, a set of rules, or other requirements
established by the one or more criteria. In this manner, the validation process may ensure, for
example, that the received transaction metadata is accurate, reliable, and formatted in a proper
manner. Authorization information may be received via a second interface (e.g., a different API
or other means for the credit card network to provide information to the system) and from the
payment processing service. The authorization information may correspond to the financial
transaction that indicatcs a result of processing the payment information by the payment
processing service. In other words, at around the same time that the transaction metadata is
received and validated by the direct data share system, the payment processing service may have
been processing the payment information in parallel, such that the authorization information may
indicate the results of such processing. The direct data share system may then correlate, based at
least in part on a validated transaction data element, the validated transaction metadata with the
received authorization information corresponding to the financial transaction. In this manner,
transaction metadata may be matched with the payment information, such that the correct (and
validated) transaction metadata may be correlated with the authorization information (which itself
reflects processing by the payment processing service). The direct data share system may then
determine whether to authorize the financial transaction based on the authorization information
and the correlated transaction metadata. Based on that determination, the system may send an
indication of whether the financial transaction was authorized. In this manner, the transaction
metadata may be validated and processed in parallel to the processing performed by the payment
processing service, augmenting the functionality of the payment processing service in a manner
which provides additional transaction information without ncgativcly impairing the speed and/or

configuration of the payment processing service.

[0011] Dynamic Validation — Dynamic Transaction Metadata Validation Adjustment Based
on Network Conditions. Some aspects described herein may provide for a method of adjusting
the processing of additional data such that the time to process that additional data meets or beats
a predicted time of receipt of authorization network information. In this manner, the additional
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processing described herein need not add delay to payment processing systems, which might be
particularly undesirable where thousands (if not millions) of transactions are being processed on
a daily basis. A direct data share system may determine a predicted time of receipt, from a
payment processing service that processes payment information (e.g., a credit card network, such
as VISA), of authorization information corresponding to a plurality of financial transactions. In
other words, this average time of receipt may correspond to a time when such authorization
information is expected to be received. That authorization information may indicate processing,
by the payment processing service, of the payment information for a corresponding financial
transaction. The direct data share system may then select a subset of one or more additional data
elements from a set of transaction metadata elements based on determining that validation of the
subset of the one or more data elements has an expected processing time that is less than or equal
to the average time of receipt of the authorization information. Put simply, this means that the
direct data share system may select data elements that can be processed in a sufficiently quick
manncr, and in any cvent more quickly than the authorization information is cxpected to be
received. The direct data share system may receive, from a merchant, transaction metadata
comprising particular values of the one or more data elements for a given financial transaction.
The direct data share system may validate the received transaction metadata based on the selected
subset of the one or more data elements. The direct data share system may then receive, from
the payment processing service, first authorization information corresponding to the same
financial transaction. Then, the direct data share system may determine whether to authorize the
financial transaction based on the first authorization information and the validated transaction
metadata. Based on determining whether to authorize the financial transaction, the direct data

share system may send an indication of whether the financial transaction was authorized.

[0012] Some aspects described herein describe a method for processing transaction data in a time-
efficient manner (e.g., to meet or beat an expected time when authorization data is to be received
from a payment processing network such as a credit card network) by selecting portions of
transaction metadata for validation. In this manner, a direct data share system may be configured
to select portions of already-received transaction metadata for processing, thereby ensuring that
the system does not take an undesirably long time to process that transaction metadata. A direct
data sharc systcm may rcccive, via a first interface and from a merchant, transaction mctadata
comprising a plurality of data elements corresponding to one or more attributes of a financial
transaction. That transaction metadata may be associated with a concurrent transmission of
payment information, for the financial transaction, to a payment processing service (e.g., a credit
card network, such as VISA). That transaction metadata might be undesirably voluminous, such
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that processing all of the transaction metadata might take an undesirable length of time. For
example, processing of the transaction metadata might take so long that it the results of processing
would be received too late for use in authorizing a transaction. The direct data share system may
select, based on an estimated time of receipt, from a payment processing service that processes
payment information, of authorization information corresponding to the [inancial transaction, a
subset of the plurality of data elements to validate based on one or more criteria. Such a subset
may be selected by the direct data share system by summing a processing time corresponding to
each of the subset of plurality of data elements and determining that the sum is less than the
estimated time of receipt. The direct data share system may validate the transaction metadata by
validating the subset of the plurality of data elements based on the one or more criteria. The direct
data share system may then receive, via the second interface and from the payment processing
service, the authorization information. The direct data share system may then determine whether
to authorize the financial transaction based on the authorization information and the validated
transaction mctadata. Bascd on whether to authorize the financial transaction, the dircct data

share system may send an indication of whether the financial transaction was authorized.

[0013] Merchant Exposure — Enhanced Feedback Exposure for Merchants Based on
Transaction Metadata. Some aspects described herein may provide a method that enables
merchants to request and receive information related to why transactions were rejected. In this
manner, where transactions are authorized using transaction metadata and other additional
information, merchants may be given deeper insight into why a particular transaction may have
been permitted or rejected. A direct data share system may receive, via a first interface and (rom
a merchant, transaction metadata comprising one or more data elements corresponding to one or
more attributes of a financial transaction. The direct data share system may then generate a
reference ID for the financial transaction. As will be described in more detail in this disclosure,
this reference ID may be used by the merchant for looking up the transaction down the road. The
direct data share system may then send, to the merchant, the reference ID. The system may
receive, via a second interface and from a payment processing service (e.g., a credit card network,
such as VISA), authorization information, corresponding to the financial transaction, that
indicates processing of payment information by the payment processing service. The direct data
sharc systcm may then determine, bascd on the transaction mctadata and the authorization
information, that the financial transaction was or was not authorized. One or more reasons why
the financial transaction was or was not authorized may be determined. For example, the one or
more reasons may comprise an indication that the purchase was suspicious (e.g., a sudden
purchase of a luxury item), the location was suspicious (e.g., an unexpected use of a credit card

-6-

CA 03208415 2023-8-14



WO 2022/177915 PCT/US2022/016485

in a foreign country), or the like. An indication that the financial transaction was or was not
authorized may be sent to the merchant based on the authorization information and the transaction
metadata. A request for additional information may later be received from the merchant. That
request may comprise the reference ID. In this manner, the merchant might send a request (e.g.,
“why was this transaction declined?””), and the request might include a specific identifier of the
transaction. Information corresponding to the determined one or more reasons may be sent to the

merchant and in response to the request for additional information.

[0014] DDS Pre-Authorization — Parallel Transaction Pre-Authorization Platform. Some
aspects described herein may provide a method for allowing merchants to pre-authorize
transactions, such as particularly high-value or high-risk transactions. In this manner, merchants
may be provided, in advance, a degree of conlidence thal the transaction is valid. An indication
of a financial transaction requested by a user may be received from a merchant device.
Transaction metadata associated with the financial transaction may be received from the merchant
device. A request for authorization of the financial transaction to a user device may be sent.
Bascd on rccciving, from the uscr device, a responsc to the rcquest for authorization of the
financial transaction, a computing direct data share system may determine whether to
preauthorize the financial transaction by testing the transaction metadata based on one or more
criteria. An indication of whether the financial transaction is preauthorized may be sent to the
merchant device. In other words, before the transaction is actually conducted, the computing
dircct data sharc systcm may determine whether the transaction is pre-authorized, such that the
merchant may be informed whether to allow the (ransaction Lo continue. After sending the
indication of whether the financial transaction is preauthorized, authorization information may be
received from the payment processing service. The authorization information may correspond to
the financial transaction. The authorization information may indicate processing, by a payment
processing service (e.g., VISA, MasterCard), of payment information associated with the
financial transaction. Based on determining that the financial transaction was preauthorized and
based on the authorization information, an indication of whether the financial transaction is

authorized may be sent.

[0015] User Exposure — Enhanced Feedback Exposure for Users Based on Transaction
Metadata. Some aspects described herein may provide a method wherein a direct data share
systcm may storc and make available (e.g., to requesting computing devices) some aspects of past
transaction metadata. In this way, users might be able to better recall past transactions, validate

past transactions (and avoid improperly issuing chargebacks against legitimate transactions), and

-7-

CA 03208415 2023-8-14



WO 2022/177915 PCT/US2022/016485

the like. Transaction metadata comprising one or more data elements corresponding to one or
more attributes of a financial transaction, wherein the transaction metadata is associated with a
concurrent transmission of payment information, for the financial transaction, to a payment
processing service may be received via a first interface and from a merchant. The transaction
metadata may be tested based on one or more crileria. A direct data share system may determine
whether to authorize the financial transaction based on the tested transaction metadata and based
on authorization information that indicates processing of the payment information by the payment
processing service. The authorization information may correspond to the financial transaction.
After determining whether to authorize the financial transaction, a request for transaction
information associated with the financial transaction may be received from a user device. For
example, this request may be part of a user using the user device to browse a website comprising
a listing of past transactions. A transaction summary may be generated in response to the request
for the transaction information and based on the transaction metadata. The transaction summary
may be scnt to the user device and/or other sources, such as a computing device associated with

a call center.

[0016] Dispute and Fraud Claim Resolution — Storage and Processing of Transaction
Metadata for Dispute and I'raud Claim Resolution. Some aspects described herein may
provide a computer-implemented method for transaction dispute and fraud claim resolution.
Given the added value of transaction metadata (as described further herein), the transaction
metadata may be of particular usec when determining whether a transaction was legitimate or
fraudulent. This is particularly the case where additional transaction metadata might not be used
during an initial authorization process, but may be stored and used should a dispute and/or fraud
claim ever arise. As will be described further herein, a direct data share system may receive
transaction metadata comprising one or more data clements corresponding to one or more
attributes of a financial transaction. That transaction metadata may be associated with a
concurrent transmission of payment information, for the financial transaction, to a payment
processing service (e.g., VISA, MasterCard). That transaction metadata may be received via a
first interface and from a merchant device. A first portion of the transaction metadata based on
one or more criteria may be tested. The direct data share system may determine whether to
authorize thc financial transaction bascd on the tested transaction mectadata and bascd on
authorization information, corresponding to the financial transaction, that indicates processing of
the payment information by the payment processing service. An indication of a dispute and/or
fraud claim associated with the financial transaction from a computing system may be received.
In response to receiving the indication of the dispute and/or fraud claim associated with the
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financial transaction from the computing system, a second portion of the transaction metadata
may be tested. That second portion of the transaction metadata may be, for example, previously-
unprocessed portions of the transaction metadata that, when processed, indicate a legitimacy of
the financial transaction. The tested second portion of the transaction met may be sent to the

compulting system.

[0017] Corresponding apparatus, systems, and compulter-readable media are also within the scope

of the disclosure.

[0018] These features, along with many others, are discussed in greater detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The present disclosure is illustrated by way of example and not limited in the

accompanying figures in which like reference numerals indicate similar elements and in which:

[0020] FIG. 1 depicts an example of a computing device that may be used in implementing one
or more aspects of the disclosure in accordance with one or more illustrative aspects discussed

herein;

[0021] FIG. 2 depicts an example transaction authorization architecture according to one or more

aspects of the disclosure;

[0022] FIG. 3 depicts a more detailed example transaction authorization architecture according

to one or more aspects of the disclosure;

[0023] FIG. 4 depicts a flowchart comprising steps detailing the transmission and use of

transaction metadata.

[0024] FIG. 5 depicts a flowchart comprising steps detailing dynamically adjusting validation

steps in view of processing speed requircments.

[0025] FIG. 6 depicts a flowchart comprising steps detailing dynamically adjusting validation

steps in view of an cstimated time of receipt of transaction authorization information.

[0026] FIG. 7 dcpicts a flowchart comprising stcps dctailing providing mcrchants with

information corresponding to transaction authorization decisions.
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[0027] FIG. 8 depicts a flowchart comprising steps detailing providing information about

historical transactions.
[0028] FIG. 9 depicts a flowchart comprising steps detailing pre-authorizing transactions.
[0029] FIG. 10 depicts a flowchart comprising steps detailing transaction resolution.

[0030] FIG. 11 depicts an cxample of payment information and transaction mctadata.

DETAILED DESCRIPTION

[0031] In the following description of the various embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown by way of illustration
various embodiments in which aspects of the disclosure may be practiced. It is to be understood
that other embodiments may be utilized and structural and [unctional modifications may be made
without departing from the scope of the present disclosure. Aspects of the disclosurc arc capable
of other embodiments and of being practiced or being carried out in various ways. Also, it is to
be understood that the phraseology and terminology used herein are for the purpose of description
and should not be regarded as limiting. Rather, the phrases and terms used herein are to be given
their broadest interpretation and meaning. The use of “including” and “comprising” and
variations thereof is meant to encompass the items listed thereafter and equivalents thereof as well

as additional items and equivalents thereof.

[0032] By way of introduction, aspects discussed herein may relate to methods and techniques
for directly sharing data related to transactions so as to augment the authorization processing of
such transactions. This proccss augments conventional payment proccssing systems to consider
additional transaction metadata data in parallel to the information processed by conventional
payment processing networks. In addition to enabling a computing system to consider additional
transaction data when authorizing a transaction, this system has numerous other technical
benefits, such as being able to dynamically configure itself in view of the speed of conventional

payment processing systems.

[0033] Conventional payment processing systems are limited in a variety of ways. For example,
for consistency and legacy reasons, conventional payment processing systems generally use a
limited set of data to make authorization decisions. Though it might be valuable to consider more
data when determining whether to authorize a transaction, doing so would significantly

complicate and slow down conventional payment processing systems. This can be extremely
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undesirable: since such systems often handle thousands, if not millions, of transactions per day,
added complexity and delay can cause significant issues. Moreover, in some instances, applicable
service agreements may require that transactions be processed in a sufficiently speedy manner.
As will be described in significant detail later, the features described herein remedy these and
other issues by augmenting conventional payment processing systems and performing certain
processing steps (e.g., processing of additional data, referred to herein as transaction metadata)
separate from, and parallel to, conventional payment processing systems. Such an augmentation
may be configured to add to the overall accuracy and robustness of authorization decisions
without impeding the speed and/or implicating the legacy devices of conventional payment
processing systems. In other words, the system described herein preserves the many advantages
of processing additional transaction metadata, while mitigating the drawbacks of such additional
data. Moreover, this parallel processing may be configured in certain manners to ensure that the
speed of the processing is roughly approximate to the speed of conventional payment processing,
such that no additional delay is introduced during processing. Morcover, addition of such
transaction metadata to authorization decisioning processes enables merchants to learn more
about why certain transactions may have been declined, may provide consumers more detail as
to past transactions, and may allow the system to better address and resolve past transaction fraud

claims.

[0034] As one example of an advantage of the particular structure of improvements described
hercin, by processing transaction mectadata in a manner parallel to conventional payment
processing systems, those payment processing systems need not be modified. This is, itsell, a
significant cost savings. For example, rather than forcing multitudinous merchants to retrofit
existing point-of-sale systems, such point-of-sale systems can operate in conjunction with new
technologies. As another example, rather than running the cost and security risks of reconfiguring
legacy point-of-sale systems, the present system can operate in parallel and not inadvertently risk

system delays, shutdowns, or unexpected behavior.

[0035] As such, the disclosures herein improve the functioning of computers by improving the
manner in which computers handle high-speed, high-complexity, and often high-value
transactions. Modern financial transactions rely on an extensive network of computing devices
to process those transactions. For example, various interconnected computing devices of a
payment processing scrvice {e.g.. VISA, MasterCard) may be configured to detect transaction
validity (e.g., detect fraud), perform the electronic transmission of funds, and the like. In such

circumstances, even microseconds worth of delay can be undesirable: after all, given that payment
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processing systems can process thousands (if not millions) of transactions a minute, microseconds
worth of delay can slow financial transactions significantly. Moreover, given the variety and
complexity of such transactions, such computing devices are often being reconfigured and
reevaluated to improve their ability to detect and prevent fraud. As such, administrators are often
tasked with making a trade-oll between [raud detection and processing speed. Those issues are
fundamentally rooted in the field of computing devices, and improvements to those computing
devices {(e.g., the manner in which they transmit data, process data, or the like) can have
significant implications for how the financial transactions are handled. These improvements are
computer-oriented in that they relate to the unique configuration of computing devices and
networks required for modern transaction processing in view of, for example, preexisting payment
processing systems. Indeed, as described further herein, some of the improvements described
herein are directed to transaction processing in view of the time it takes for other computing
devices (e.g., of preexisting payment processing systems) to process other aspects of a transaction.
Morcover, as described further herein, some of the improvements described herein relate to
reconfiguring the order in which computing devices process data associated with transactions in

order to improve the security and speed of those transactions.

[0036] Before discussing these concepts in greater detail, however, several examples of a
computing device that may be used in implementing and/or otherwise providing various aspects

of the disclosure will first be discussed with respect to FIG. 1.
[0037] Devices and System Architecture

[0038] FIG. 1 illustratcs onc cxample of a computing device 101 that may be usced to implement
one or more illustrative aspects discussed herein. For example, computing device 101 may, in
some embodiments, implement one or more aspects of the disclosure by reading and/or executing
instructions and performing one or more actions based on the instructions. In some embodiments,
computing device 101 may represent, be incorporated in, and/or include various devices such as
a desktop computer, a computer server, a mobile device (e.g., a laptop computer, a tablet
computer, a smart phone, any other types of mobile computing devices, and the like), and/or any

other type of data processing device.

[0039] Computing device 101 may, in some embodiments, operate in a standalone environment.
In others, computing device 101 may operate in a networked environment. As shown in FIG. 1,
various network nodes 101, 105, 107, and 109 may be interconnected via a network 103, such as

the Internct. Other networks may also or alternatively be used, including private intrancts,
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corporate networks, LANs, wireless networks, personal networks (PAN), and the like. Network
103 is for illustration purposes and may be replaced with fewer or additional computer networks.
A local area network (LAN) may have one or more of any known LAN topology and may use
one or more of a variety of different protocols, such as Ethernet. Devices 101, 105, 107, 109 and
other devices (not shown) may be connected (o one or more of the networks via twisted pair wires,

coaxial cable, fiber optics, radio waves or other communication media.

[0040] As seen in FIG. 1, computing device 101 may include a processor 111, RAM 113, ROM
115, network interface 117, input/output interfaces 119 (e.g., keyboard, mouse, display, printer,
etc.), and memory 121. Processor 111 may include one or more computer processing units
(CPUs), graphical processing units (GPUs), and/or other processing units such as a processor
adapted o perform computations associated with machine learning. I/0 119 may include a variety
of interface units and drives for reading., writing, displaying, and/or printing data or files. I/O 119
may be coupled with a display such as display 120. Memory 121 may store software for
configuring computing device 101 into a special purpose computing device in order to perform
onc or morc of the various functions discusscd hercin. Mcmory 121 may storc operating systcm
software 123 for controlling overall operation of computing device 101, control logic 125 for
instructing computing device 101 to perform aspects discussed herein, and other applications
127. Control logic 125 may be incorporated in and may be a part of machine learning software
127. In other embodiments, computing device 101 may include two or more of any and/or all of
these components (c.g., two or morc proccssors, two or morc memorics, ctc.) and/or other

components and/or subsystems not illustrated here.

[0041] Devices 105, 107, 109 may have similar or different architecture as described with respect
to computing device 101. Those of skill in the art will appreciate that the functionality of
computing device 101 (or device 105, 107, 109) as described herein may be spread across multiple
data processing devices, for example, to distribute processing load across multiple computers, to
segregale transactions based on geographic location, user access level, quality of service (QoS),
etc. For example, devices 101, 105, 107, 109, and others may operate in concert to provide

parallel computing features in support of the operation of control logic 125 and/or software 127.

[0042] One or more aspects discussed herein may be embodied in computer-usable or readable
data and/or computer-executable instructions, such as in one or more program modules, executed
by one or more computers or other devices as described herein. Generally, program modules
include routines, programs, objects, components, data structures, etc. that perform particular tasks

or implement particular abstract data types when executed by a processor in a computer or other
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device. The modules may be written in a source code programming language that is subsequently
compiled for execution, or may be written in a scripting language such as (but not limited to)
HTML or XML. The computer executable instructions may be stored on a computer readable
medium such as a hard disk, optical disk, removable storage media, solid state memory, RAM,
elc. As will be appreciated by one of skill in the art, the [unctionality of the program modules
may be combined or distributed as desired in various embodiments. In addition, the functionality
may be embodied in whole or in part in firmware or hardware equivalents such as integrated
circuits, field programmable gate arrays (FPGA), and the like. Particular data structures may be
used to more effectively implement one or more aspects discussed herein, and such data structures
are contemplated within the scope of computer executable instructions and computer-usable data
described herein. Various aspects discussed herein may be embodied as a method, a computing

device, a data processing system, or a computer program product.

[0043] Having discussed several examples of computing devices which may be used to
implement some aspects as discussed further below, discussion will now turn to various system

architccturcs which may bc uscd for transaction proccssing.

[0044] FIG. 2 is a simplified example of a network which may process transaction metadata in
parallel to conventional payment processing. Particularly, FIG. 2 depicts a computer network
200 where a merchant device 201 sends transaction information for authorization to a transaction
processing scrvice 202 (e.g., a scrvice provided by VISA and/or MasterCard) and a data sharc
system 203. Any of the devices shown in FIG. 2 (e.g., the merchant device 201, the transaction
processing service 202, and/or the data share system 203) may be all or portions of computing
devices, such as those discussed with respect to FIG. 1. For instance, the merchant device 201
may be a point-of-sale device in a store, whereas the transaction processing service 202 may be a
series of remotely-located computing devices which collectively execute to process credit card

transactions.

[0045] In transmission 220a, the merchant device 201 (e.g., a point-of-sale system, a merchant
website, or similar computing device) may send payment information (e.g., a credit card number,
a personal identification number, and basic transaction delails) to the transaction processing
service 202. The sending of the payment information may be in accordance with a preexisting
standard, such that modification of the payment information might not be practicable. Indeed,
this process may be part of a conventional payment processing system, such that the nature of the
transmissions may be based on the nature of the transaction processing service 202. For example,

credit card transactions for a first payment card network may be different than credit card

-14 -

CA 03208415 2023-8-14



WO 2022/177915 PCT/US2022/016485

transactions for another payment card network. As another example, transmissions as part of
transmission 220a for online payments may be different than those for in-person payments. As
will be detailed further below, one advantage of the system described herein is that this process

need not be modified in order to perform the steps described herein.

[0046] Around the same time, in transmission 220b, the merchant device 201 may send, to the
data share system 203, transaction metadata. This transaction metadata may be information about
a (ransaction above and beyond the payment information sent in transmission 220a. For example,
the transaction metadata may comprise a listing of items involved in the transaction, the price of
the items, GPS coordinates of the transaction, or the like. As will be described in further detail
below, the data share system 203 may be configured to complete validation of the transaction
metadala (e.g., perform preliminary steps Lo determine whether the transaction should be
authorized) around the same time as a result is received from the transaction processing service
202. That said, more transaction metadata may be transmitted to the data share system 203 than
is actually validated or otherwise processed by the data share system 203. For example, as will
bc described in further dctail below, the data sharc system 203 may sclect which portion(s) of
transaction metadata to process, and may store and/or discard other portions of the transaction

metadata.

[0047] In transmission 220c, authorization information may be received from the payment
nctwork 202. This authorization information may bc rcccived at around the same time when
validation of the transaction metadata is completed by the data share system 203. In other words,
and as will be detailed below, it may be desirable to complete the validation of transaction
metadata in advance ol (or at roughly the same time as) receipt ol the authorization information

so as to avoid adding delays to the process of authorizing a transaction.

[0048] Then, in transmission 220d, and based on the validated transaction metadata and the
received authorization information, an indication of whether the transaction is authorized may be
transmitted from the data share system 203 to the merchant device 201. In other words, based on
both the authorization information and the transaction metadata, a decision as to whether to
authorize a transaction may be made. This may be a significant improvement over conventional
payment processing systems, which often rely on the authorization information alone to make

such determinations.

[0049] Discussion will now turn to a more detailed analysis of this system, including various

aspccts of the device(s) which may be used to implement this system. FIG. 3 depicts a particular
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implementation of various devices which, like FIG. 2, depict the augmentation of a conventional
payment processing system with a system which processes additional transaction metadata. As
such, FIG. 3 depicts a computer network 300 including the data share system 203 that is similar
to, but much more detailed than, the system depicted in FIG. 2. Particularly, FIG. 3 depicts a
circumstance where a transaction is requested by a merchant transaction source 301 (e.g., a point-
of-sale system, a merchant website, an online banking account, or the like) and sent to a merchant
server 302. The various boxes depicted in FIG. 3 may be all or portions of computing devices,
such as any of those shown in FIG. 1. For example, the merchant transaction source 301 and the
server 302 may be the same computing device (e.g., such that the merchant transaction source
301 may be an online banking account managed by a bank, and the server 302 may be a payment
system operated by the same bank) and/or may be different computing devices (e.g., the merchant
transaction source 301 may be a point-of-sale device in a store, and the server 302 might be a
server configured to receive information from one or more point-of-sale systems). For the
purposcs of illustration, the data share system 203 shown in FIG. 3 is broken into a data sharc
platform 350, an enterprise level 360, or a decision engine 370. In this way, as will be detailed
more below, the various elements may be divided in that the data share platform 350 devices and
transmissions may relate to how data is collected and transmitted, the enterprise level 360 devices
and transmissions may relate to how such data is ingested and queued for processing, and the
decision engine 370 devices and transmissions may relate to how decisions are made based on
such data. An additional transaction data reference API 303, an authorization response listener
service API 310, and a database 311 may be part of a data share platform 350. A streaming data
platform 309 and a streaming data platform 305 may be part of an enterprise level 360. An
authorization decisioning engine 308, an event processor 306, and a cache 307 may be part of a
decision engine 370. More broadly, the data share platform 350, the enterprise level 360, and the

decision engine 370 collectively may be the same or similar to the data share system 203.

[0050] The arrows depicted in FIG. 3 need not suggest a particular formatting for the transmission
of data. Transmissions between any of the devices depicted in FIG. 3 may be performed over one
or more networks, such as the network 103, and/or via suitable hardware or software. In
particular, transmissions 330a, 330b, and/or 330c may be transmitted via an entirely different
nctwork as comparcd to the other transmissions. Indced, the network via which the transmissions
330a, 330b, and/or 330c¢ is transmitted may correspond to a legacy network maintained by a
payment card network (e.g., VISA, MasterCard), whereas the other transmissions may be
conducted via, for example, the Internet. As such, the transmissions between the server 302 and
the transaction processing service 202 (which includes payment processing service 312a and
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payment network 312b) and the server 302 and the database 311 and/or the additional transaction
data reference API 303 may be performed on entirely different networks. In this manner,
transmissions associated with conventional payment processing (e.g., those involving the
transaction processing service 202, including the payment processing service 312a and/or the
payment network 312b) may involve an existing network (e.g., a legacy network, such as may
manage the transmission 330a), whereas those involving the server 302 and other devices may be
using separate networks, including separate protocols. In this manner, the data share platform
350 and the devices part of the data share platform may augment, rather than replace or otherwise
interfere with, the devices of the payment processing service 312 and the payment network 312b.
Moreover, if two or more of the devices depicted in FIG. 3 are virtualized (e.g., software executing
on a server) and/or comprise the same computing devices, the elements may transmit data via
software and/or hardware, such as transmitting data via a messaging system of an operating

system.

[0051] The transaction processing service 202, which includes the payment processing service
312a and the payment nctwork 312b, may vary bascd on the naturc of the payment proccssing.
For example, the transaction processing service 202 may comprise an online payment processing
service, such as the one offered by Stripe, Inc. of San I'rancisco, California. In this manner, the
transaction processing service 202 may comprise a wide variety of steps and intermediary devices.
As will be detailed further below, the transaction processing service 202 may be conventional

and, in some respects, a black box in that it might not be readily changed.

[0052] As a preliminary introduction to devices and transmissions discussed in more detail below,
the merchant transaction source 301 and the server 302 may be confligured o receive information
about a transaction. Such a transaction may be, for example, a user using a credit card with the
merchant transaction source 301 (e.g., a point-of-sale system) to initiate payment for goods, such
that the server 302 may receive information such as the cost of the goods, the identity of the
goods, information identifying the credit card, and the like. Conventionally, such devices would
simply transmit (e.g., in transmission 330a) very preliminary sets of information (e.g., a credit
card number and payment amount) to the payment processing service 312a and await an
indication as to whether the transaction is valid. That said, as depicted in both FIGs. 2 and 3, the
present disclosure augments such processing and provides by providing transaction metadata
processing in parallel. Morc particularly, additional information (rcferred to herein as transaction
metadata, and which may include information such as the particular identity of goods or services

to be purchased, GPS coordinates of a customer, or the like) is collected and processed in parallel
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to conventional processing steps, thereby allowing for more fine-grained transaction processing
without altering or otherwise slowing down conventional payment processing. Thus, as will be
explored in greater detail below, FIG. 3 shows two separate pathways for different sets of
transaction data, which may be on different networks: a conventional payment processing
pathway via the payment processing service 312a and via a [irst network, and a more robust
transaction metadata processing pathway which begins with the devices and transmissions

depicted as part of the data share platform 350.

[0053] The merchant transaction source 301 may be any form in which payment information may
be stored, received, or otherwise used. The merchant transaction source 301 may be a point-of-
sale terminal located in a store or restaurant, a website (e.g., an online store), or the like. The
merchant transaction source 301 may comprise a single or multiple devices, such as a series of

computing devices configured to receive and transmit banking information from a user.

[0054] The merchant transaction source 301 may be associated with one or more transactions. A
transaction may be a purchase of one or more goods or services. For example, a transaction may
be a purchase of goods from an online store, a purchase of food at a grocery store using a point-
of-sale system in that grocery store, payment for car repair using a point-of-sale system of a repair
shop, or the like. The merchant transaction source 301 may perform one or more steps before or
after such a transaction is completed. For example, the merchant transaction source 301 may be
a point-of-salc system uscd to purchasc goods, but the goods might not be delivered until a later
date. As will bedescribed in further detail below, a transaction may be associated with a particular
time of day, a particular location (e.g., a store, a website, a country), a number of goods and/or
services, dilferent individuals (e.g., a store clerk, a customer), or the like. For example, a
transaction for purchase of three grocery items might be initiated at a physical store at 9:00 PM
EST. As another example, a transaction for purchase of an online service might be initiated on a

website in the evening.

[0055] In transmission 320a, data from the merchant transaction source 301 may be sent to the
server 302. The server 302 may be any device configured to receive information about the
merchant transaction source 301. For example, the server 302 may be a merchant server
configured to allow users to make purchases on an online store, and/or may be a server configured
to process credit card transactions from one or more physical stores. The server 302 may be
managed by a payment network, such as the payment network 312b and/or the payment
processing service 312a. As such, the merchant transaction source 301 may be managed by a

merchant, but the server 302 might be managed by a third party, such as a payment network.
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[0056] The server 302 may be configured to collect, store, and/or transmit transaction metadata
about one or more transactions. For example, the server may store transaction metadata about
one or more goods or services associated with a transaction, a time of the transaction, a location
of the transaction (e.g., a particular store, particular GPS coordinates, a particular website or
Uniform Resource Locator (URL) used to perform the transaction), an identity of one or more
individuals involved in the transaction, or the like. Such transaction metadata may be collected
from a wide variety of sources. For example, the server 302 may be configured to use a global
positioning device in a smartphone to collect GPS coordinates for a transaction conducted using
the smartphone, and/or may be configured to query a user database to determine an identity of a
user of the merchant transaction source 301. The transaction metadata may comprise virtnally
any information associated with a transaction, and thus need not be limited to the particulars of
the merchant transaction source 301. The transaction metadata may be stored in a database, such

as the database 311 and/or a database communicatively coupled to the server 302.

[0057] In transmission 330a, the server 302 may send payment information associated with the
mcrchant transaction source 301 to the payment processing scrvice 312a. This transmission,
along with transmission 330b where the payment processing service 312a sends information to
the payment network 312b, may be all or portions of a process wherein a customer pays for goods
or services. The payment processing service 312a and the payment network 312b may both or
individually be associated with organizations associated with the merchant transaction source
301, such as a credit card nctwork. As a particular cxample, the payment processing service 312a
and the payment network 312b may be both managed by a [inancial services company like Visa
Inc., of Foster City, California, or MasterCard Incorporated of Purchase, New York. Such
transmissions may be all or portions of a conventional authorization system for the merchant

transaction source 301, such as a conventional credit card authorization process.

[0058] As indicated above, the authorization information and the transaction metadata need not
be the same information, and in many circumstances the transaction metadata may provide
additional, potentially more robust information about a transaction. For example, while the
authorization information may comprise information required by the payment processing service
(e.g., a credit card number, a credit card verification value (CVV)), the transaction metadata sent
to the data share platform 350 may comprise a wide variety of details about the transaction, such
as the items purchased by the transaction, a location of the transaction (e.g., a location of a
smartphone used to make the transaction), an IP address of a device used in the transaction, the

identity of goods or services purchased by the transaction, and the like. In other words, the
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transaction metadata may comprise more and/or different information as compared to the
authorization information. The payment processing service 312a and the payment network 312b
may be unknown, remote, and/or otherwise uncontrollable by parties involved with the server
302, the data share platform 350, the enterprise level 360, and/or the decision engine 370. In
other words, such (ransmissions might not readily be changed, might be managed by another
organization, and/or might be preexisting (e.g., legacy) systems that might not be capable of
handling transaction metadata. In other words, while the authorization information might be a
limited quantity of information set by a standard that cannot be changed, the transaction metadata
may comprise a much wider variety of information for use in determining whether to authorize a
transaction. As such, as will be described in greater detail below, the data share platform 350, the
enterprise level 360, and/or the decision engine 370 may be configured to effectuate authorization
of transactions in view of the fact that the payment processing service 312a and the payment
network 312b might not be able to use transaction metadata, but might provide some information

(e.g., authorization information) uscful for authorization of a transaction.

[0059] In transmission 320b, thc scrver may scnd transaction mctadata to thc additional
transactional data reference API 303, which entails the data validation 304a and post data 304b
elements. The transmission of this data in transmission 330b may be parallel to (e.g., roughly at
the same time as) the transmission of the payment information in transmission 320a. The
additional transactional data reference API 303 may perform data validation 304a in that it may
validatc all or portions of the transaction mctadata for accuracy, rcliability, and consistency. For
example, the data validation 304a may comprise ensuring that GPS coordinates in the transaction
metadata are a consistent format, and/or ensuring that all numerical values are in a consistent
format. The data validation 304a may comprise testing the transaction metadata based on one or
more criteria. For example, the criteria may require that the transaction metadata be complete,
that it not have any obvious formatting errors, or the like. The post data 304b transmission may
comprise one or more transmissions which collectively transmit the data, as discussed in more

detail below.

[0060] In transmission 320c, the additional transactional data reference API 303 may send
transaction metadata (that has been, e.g., validated via the data validation 304a) to the database
311. The database 311 may store the transaction metadata for future use. For example, as will
bc described in greater detail below, the transaction mctadata may be stored such that partics to
the transaction (e.g., merchants, customers, users, etc.) may later retrieve the information to

confirm the validity of the transaction. As another example, the database 311 may store large
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quantities of transaction metadata along with decisions based on that transaction metadata, and

that information may be used to train a machine learning model.

[0061] In transmission 320d, the additional transactional data reference API 303 may send the
transaction mctadata (e.g., as validated via the data validation 304a, if dcsired) to the strcaming
data platform 305. The streaming data platform 305, which may be the same or similar as the
streaming data platform 309, may be confligured (o ingest and process data. Such a streaming
data platform may be used (o continuously ingest, process, store, and/or process such data. As
such, the streaming data platform 305 and the streaming data platform 309 may be implemented
in FIG. 3 to process the large volume and consistent flow of data which may be received from the
additional transactional data reference API 303. That said, the streaming data platform 305 and/or
the streaming data platform 309 may be omitted in some embodiments (such that, for example,
the additional transactional data reference API 303 may send data directly to the event processor

306).

[0062] In transmission 320e, the streaming data platform may send the transaction metadata to
the event processor 306. The event processor 306 may be configured to process transaction
metadata to, for example, determine all or portions of the transaction metadata for processing. As
will be described in more detail below, for speed and efficiency reasons, the event processor 306
(and/or other elements, such as the additional transactional data reference API 303) may select
which portion(s) of transaction mctadata should be used for subscquent processing. Such portions
may be less than all of the transaction metadata. For example, portions of the transaction metadata
may be selected based on those portions being speedily processed and/or readily probative of

transaction validity.

[0063] In transmission 320g, the event processor 306 may send all or portions of the transaction
metadata to the cache 307. The cache 307 may be used to manage processing by the authorization
decisioning engine 308, as described further below. In this manner, the authorization decisioning
engine 308 need not be overwhelmed by the speed in which transaction metadata is received from

the event processor 306.

[0064] In transmission 320h, the cache may send all or portions of the transaction metadata to the
authorization decisioning engine 308. The cache 307 may send such transaction metadata

periodically, based on a processing status of the authorization decisioning engine 308, or the like.
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[0065] The authorization decisioning engine 308 may make a determination as to whether to
authorize a transaction. Such a decision may be based on all or portions of the transaction
metadata received from the cache 307, and/or may be based on authorization information received
from the payment network 312b in transmission 330c. In other words, based on the conventional
information about authorization (e.g., as provided by the payment network 312b) as well as
additional processing of transaction metadata (e.g., information in addition to that processed by
the payment network 312), the authorization decisioning engine 308 may determine whether to
authorize a transaction. In this way, the system may be configured to consider a wide variety of
data elements in determining whether to authorize a transaction. In particular, and as will be
described in further detail below, the authorization decisioning engine 308 may make a
determination as to whether to authorize a transaction based on authorization information (e.g.,
conventional indications of authorization as received from a typical payment processing network,
such as VISA or MasterCard) in addition to transaction metadata (e.g., additional information,
abovc and beyond that usced for the authorization information and received via an entirely different

interface, used to help determine the validity of the transaction).

[0066] The authorization decisioning engine 308 may process transaction data in a manner that
uses a machine learning model. A machine learning model may be trained, using data comprising
transactions tagged based on whether they should be authorized, to assign, based on input
transaction metadata, an authorization value to transactions. Such data might be stored in a
databasc, such as thc databasc 311. Processing the transaction mectadata may comprisc
determining, based on the authorization information and the correlated transaction metadata and
using the machine learning model, whether the financial transaction should be authorized. In this
manner, the machine learning model may learn, over time, aspects of transaction metadata that
may indicate, for example, validity or fraud. Though referred to as a single machine learning
model, multiple machine learning models might be implemented to aid the processes determined
herein. For example, one machine learning model might be trained to predict validity based on
the geographic location of a transaction, whereas another machine learning model might be

trained to predict validity based on the items involved in a transaction.

[0067] In transmission 320j, the same or a similar indication of whether or not the transaction is
authorized may also be sent to the payment network 312b. For example, the indication sent to
the strcaming data platform 309 may comprisc an indication of why thc transaction mctadata

indicates a legitimate transaction (e.g., one or more reasons the transaction was approved),
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whereas the indication sent to the payment network 312b may comprise a Boolean indication of

whether the transaction should be allowed.

[0068] In transmission 3201, the authorization decisioning engine 308 may send an indication of
whether or not the transaction is authorized to the strcaming data platform 309. This indication
need not be in any particular format, and may depend on the nature of the server 302, among other

considerations.

[0069] In transmission 320k, the streaming data platform 309 may send the indication of whether
or not the transaction is authorized to the authorization response listener service API 310. The
authorization response listener service API 310 may receive the indication of whether or not the
transaction is authorized and, if desired, process or otherwise format it. The authorization
response listener service API 310 may be configured to transmit the indication directly to the

server 302 if desired (e.g., so as to avoid potential delays associated with the database 311).

[0070] In transmission 3201, the authorization response listener service API 310 may send the
indication of whether or not the transaction is authorized to the database 311. In this manner, the
database 311 may store transaction metadata as well as indications of whether or not transactions
have been authorized. The database 311 may additionally and/or alternatively correlate such
information, such that transaction mctadata may bec comparcd with decisions made by the
authorization decisioning engine 308. As will be described further below, this may
advantageously allow the database 311 to store data in a manner which might be used to train

machine learning models.

[0071] In transmission 320m, the database 311 and/or the authorization response listener service
API 310 may send the indication of whether or not the transaction is authorized to the server 302.
In this manner, the server 302 (which may, e.g., be associated with a merchant) may learn whether
the transaction has been authorized. Additionally and/or alternatively, an indication of whether
the transaction has been authorized may be received from the payment processing service 312a.
As such, the server 302 might receive two indications: one reflective of decision-making by the
authorization decisioning engine 308, and one made by the paymenl processing service 312a

and/or the payment network 312b.
[0072] DIRECT DATA SHARE

[0073] Discussion will now turn to an example of how transaction metadata associated with a

transaction may be processed as part of determining whether to authorize that transaction. Such
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steps may be performed by one or more computing devices, such as the elements discussed as
part of the data share platform 350, enterprise level 360, and/or decision engine 370 of FIG. 3.
As such, FIG. 4 depicts a flowchart 400, and the steps of that flowchart 400 which may be all or
portions of an algorithm. A computing device may comprise one or more processors and memory
storing instructions that, when executed by the one or more processors, cause the performance ol

all or portions of the steps of FIG. 4.

[0074] In step 401, transaction metadata may be received by, e.g., the dala share platform 350.
The transaction metadata may be received from a merchant and via a first interface, such as a
transaction metadata pathway (e.g., the additional transactional data reference API 303) separate
from other pathways (e.g., pathways used to perform conventional payment processing steps). As
described with respect to FIG. 3 above, the transaction metadata may be received [rom a merchant
(e.g., via the server 302, and based on a transaction initiated using the merchant transaction source
301). The transaction metadata may comprise one or more data elements corresponding to one
or more attributes of a financial transaction. For example, one element may correspond to a total
pricc of the financial transaction, and onc clement may comprisc a list of goods purchascd by the
financial transaction. The transaction metadata may be associated with a concurrent transmission
of payment information, for the financial transaction, to a payment processing service 312a (e.g.,
via transmission 330a). The first interface, which may also be referred to as a transaction
metadata pathway, can be a communication pathway over the Internet or a similar network, and
may be the same or similar as the pathway used for transmission 320b of FIG 3. In other words,
as already indicated above, the [irst interface may eflectuate receipt of the transaction metadata
and may be entirely different than the pathway(s) used for transmission of payment information

and/or receipt of authorization information from a payment processing service.

[0075] In step 402, the transaction metadata may be validated (by, e.g., the data share platform
350) based on one or more criteria. The one or more criteria may be any criteria for, e.g., ensuring
the validily, consistency, and/or formaltting of the transaction metadata. For example, validating
the transaction metadata may comprise removing unnecessary content (e.g., double spaces) from
the transaction metadata, ensuring that all numbers in the transaction metadata are the same
format, testing portions of the transaction metadata for consistency, or the like. Validating the
transaction metadata may additionally and/or alternatively comprise confirming a validity of the
transaction mctadata. For cxample, thc transaction mectadata may comprisc authorization
credentials for a merchant which may be used to ensure that the transaction metadata was received

from the merchant. Validating the transaction metadata may comprise validating a transaction
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data element of the transition metadata. The transaction data element may uniquely identify a
financial transaction. For example, the transaction data element may be an arbitrary string
generated to uniquely identify the transaction amongst millions of transactions occurring around
the same time or with respect to the same merchant. The transaction data element may
additionally and/or alternatively be, [or example, a timestamp of the transaction, a user identifier
of the transaction, one or more portions of a credit card number, an identifier of a good or service
involved in the transaction, or the like. Such transaction data elements may uniquely identify a
transaction individually and/or in combination: for example, the identity of a merchant and the
time of a transaction associated with the merchant may be sufficient to uniquely identify a
transaction, particularly in circumstances where the merchant does not process many transactions.
Such validation may be, for example, performed by the additional transactional data reference
API 303 and in the data validation 304a step. More broadly, step 402 may comprise the
transmissions 320d-320h of FIG. 3, and may relate to the concepts discussed regarding elements

304a, 305, 306, 307, and/or 308 of FIG. 3.

[0076] Validating the transaction mctadata may comprisc sclecting a portion of the onc or more
data elements to test using the one or more criteria. As discussed further herein with respect to
I'IGs. 5 and 6, recognizing that not all portions of the transaction metadata may be able to be
processed in a sufficiently short amount of time (e.g., quick enough to meet or beat the processing
performed by the payment processing service 312a and/or the payment network 312b), it may be
desirable to sclect only a portion of the transaction metadata for processing. The portion of the
one or more data elements selected [or testing may be selected based on how strongly it is
probative of the validity of a transaction, how easy and/or quick it is to process, how related it is

to the validity of a transaction, or the like.

[0077] As discussed in more detail herein with respect to FIGs. 5 and 6, the one or more criteria
may be determined such that a predicted transaction validation time (e.g., an average transaction
validation time over a period) is less than a predicted time of receipt of the authorization
information. The criteria used to test the transaction metadata may be limited such that validation
of the transaction metadata is likely to be complete before the authorization information is
received (e.g., in transmission 330c of FIG. 3). As such, the validation processes described herein
need not slow down the overall speed of transaction processing. A predicted time period may be
associated with onc or morc of: receipt of transaction mctadata, and validation of transaction
metadata may be determined. Such a predicted time period might correspond to, for example,

transmission 320a through one or more transmissions (e.g., transmission 320h) of FIG. 3. In this
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mannet, the one or more criteria may be determined so that the transaction metadata is ingested
(e.g., by the authorization decisioning engine 308) at the same time or before the authorization
information is received. Based on that average time period, the one or more criteria may be
adjusted. In this manner, the criteria might be adjusted such that the validation processes are

predicted to be equal to or less than the average time period.

[0078] As part of step 402, the transaction metadata may be processed [urther Lo determine
whether the (ransaction metadata supports authorizing a transaction. For example, i{ the
transaction metadata contains an indication of a geographic location, the geographic location may
be compared to a database of geographic locations associated with fraud. As another example, if
the transaction metadata contains an indication of an item purchased by a transaction, the system
may determine whether the item is associated with (raud (e.g., is a gift card or other item which
might be used to launder funds). As another example, the transaction may be associated with a
time period and/or a location, and determining whether to authorize the financial transaction may
be based on the time period and/or the location. This is because, for example, a location {(e.g., a
wcbsite, a gcographical location such as a particular storc) might be associated with fraud. As
yet another example, the transaction metadata may comprise an identification of a user associated
with the financial transaction, and determining whether to authorize the financial transaction may
be based on the identification of the user. For example, if the user is a particular member of a
household, the financial transaction might be subject to relatively less scrutiny as compared to
other members of the houschold. This might be particularly valuable where, for instance, a credit
card is shared by a [amily and might be used by young children to make online purchases. As yel
another example, the transaction metadata may comprise shipping information corresponding to
the transaction, and determining whether to authorize the financial transaction is based on whether
the shipping information corresponds to a user associated with the financial transaction. For
example, if a credit card owned by a family in Nebraska is used to purchase goods for delivery in
Russia, such use might indicate fraud. Such steps may vary widely based on an understanding of
which aspects of transaction metadata may indicate a valid or potentially fraudulent transaction.
As such, processing the transaction metadata in step 402 may additionally and/or alternatively
comprise querying one or more databases for and receiving a set of criteria/rules for the
transaction mectadata, and/or may comprisc qucrying onc or morc databascs for information
associated with a user. In turn, processing the transaction metadata may comprise comparing the
transaction metadata to one or more data elements associated with the user of a payment method,

such as the user’s address, name, shopping habits, or the like.

-6 -

CA 03208415 2023-8-14



WO 2022/177915 PCT/US2022/016485

[0079] As indicated by the discussion above, the transaction metadata may be processed in such
a manner that considers one or more items to be purchased via the financial transaction. For
instance, the system may consider an identity of the one or more items, a quantity of the one or
more items, whether the one or more items comprise a gift card, a price associated with the one
or more ilems, and/or whether the one or more items are regularly ordered by a customer
associated with the payment information. For example, because gift cards are commonly used to
effectuate fraud, the purchase of a gift card might be more probative of potential fraud. As another

example, a large quantity of high-priced items might be probative of potential fraud.

[0080] The transaction metadata may be processed in such a manner that considers a history of
financial transactions associated with the payment information. For example, if the payment
information is used as part of high-dollar-value transactions, a sudden instance of a low-dollar-
value transaction might be potentially fraudulent. As another example, if payment information is
typically used during weekdays but never during a weekend, then use of the payment information
during the weekend may indicate potential fraud. The history may be stored by one or more
databascs, such as thc databasc 311. For cxample, thc history may be bascd on transaction

metadata stored in a database from previous transactions.

[0081] In step 403, authorization information may be received from the payment processing
service 312a and/or the payment network 312b and by, e.g., the authorization decisioning engine
308. Thc authorization information may corrcspond to the financial transaction. The
authorization information may indicate processing of the payment information by a payment
processing service, such as the payment processing service 312a. As such, this step may be the
same or similar as transmission 330c of FIG. 3. The authorization information might, in certain
circumstances, be the type of information received by legacy systems to approve a financial
transaction. For example, the authorization information may indicate, for example, whether a
payment processing service (e.g., the payment processing service 312a and/or the payment
network 312b) has authorized payment information (e.g., credit card numbers) presented via the
merchant transaction source 301. The authorization information may be received after the
transaction metadata is validated. Indeed, it may be desirable for the transaction metadata to be
validated (and, e.g., received by the authorization decisioning engine 308) before the
authorization information is received, such that processing of the transaction metadata does not
slow down the authorization process of thc transaction. The authorization information may
indicate whether the payment information was approved by the payment processing service. The

payment processing service may be, for example, one or more devices as part of a credit card
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network. The authorization information may be received via a different pathway as compared to
the transaction metadata. For example, while the transaction metadata might be received via a
first interface (e.g., as shown in transmission 320b of FIG. 3), the authorization information may

be received via a second interface (e.g., as shown in transmission 330c of FIG. 3).

[0082] Though step 403 is shown as occurring after step 402 and before step 404, step 403 may
occur any time before, during, or after any of steps 401 and/or 402. Because the payment
informaltion is processed in parallel to the transaction metadata (as described in FIGs. 2 and 3), it
is possible that the authorization information may be received sometime during the process of
FIG 4. That said, it may be desirable for the authorization information to be received some time
before the completion of step 402, as otherwise the system may be forced to wait for the

authorization information Lo perform additional steps.

[0083] Authorization information need not necessarily indicate whether a transaction should be
rejected. Rather, such information may merely indicate various checks made by a payment
processing service. For example, the authorization information might comprise risk model
information, geographical information, whether or not certain credentials (e.g., a credit card
number) has been checked, or the like. The authorization information may comprise information

detailed by ISO 8583.

[0084] In step 404, the validated transaction metadata may be correlated with the authorization
information. This step may be performed by a variety of computing devices, such as any
portion(s) of the decision engine 370. Correlating the validated transaction metadata with the
authorization information may be bascd on the transaction data clement validated in step 402. For
example, correlating the validated transaction metadata with the authorization information may
comprise determining that both pertain (o a transaction that occurred at around the same time and
involve the same merchant and/or customer. Recognizing transmission differences, potential
delay, and/or the potential for small but inconsequential inaccuracies, correlating the validated
transaction metadata with the authorization information need not comprise finding an exact
match. For example, the validated transaction metadata may correspond to a time hundreds of
milliseconds alter the authorization informaltion, and yet both may pertain to the same transaction.
As another example, the validated transaction metadata may correspond to the authorization

information within an acceptable margin of error.

[0085] Correlation may be performed using unique identifiers of a transaction. For example, a

transaction may bc assigned a unique alphanumeric identifier. That unique alphanumeric
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identifier may be assigned to both the payment information transmitted to a payment processing
service as well as the transaction metadata. In turn, correlating the authorization information and
the transaction metadata may comprise confirming that the authorization information and the

transaction metadata share the same alphanumeric identifier.

[0086] In step 405, it may be determined whether to authorize the financial transaction based on
the authorization information and the correlated transaction metadata. Such a decision may be
made by, for example, the authorization decisioning engine 308. In other words, the two sets of
data may be used to determine whether the financial transaction should be authorized. Such a
decision may be based on one or more criteria. For example, if either or both of the authorization
information or the correlated transaction metadata indicate potential fraud, then transaction may
be rejected. If the determination is (o authorize the [inancial transaction, the (lowchart may

proceed to step 406a. Otherwise, the flowchart may proceed to step 406b.

[0087] Broadly, the decision regarding whether to authorize the financial transaction may be
based on both the authorization information and the validated transaction metadata indicating that
the financial transaction should be authorized. In other words, if either set of data indicates that
the transaction should not be authorized, then the decision in step 405 might be negative (though,
in some circumstances, one set of data might overrule the other). With that said, such a Boolean
result might not exist in all circumstances: for example, both the authorization information and
the validated/processcd transaction mctadata may comprisc a degree of confidence as to the
veracity of a transaction, such as the decision in step 405 may be based on comparing the degrees

of confidence to one or more thresholds.

[0088] In step 406a, based on determining to authorize the financial transaction, an indication
that the financial transaction has been authorized may be transmitted back to the merchant or
other source from which the transaction metadata was received. Such a step may be performed
by, e.g., one or more of the devices of the data share platform 350. Alternatively, in step 406b,
based on determining to deny the financial transaction, an indication that the financial transaction
has not been authorized may be transmitted back to the merchant or other source from which the
transaction metadata was received. In either case, the indication may additionally and/or
alternatively be sent to the payment processing service and via the second interface such that, for
example, both the merchant and the payment processing service are informed that the transaction
was denied. The indication need not be in any particular format or transmitted in any particular

way. For example, the indication might be a Boolean value (e.g., indicating whether the
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transaction should be authorized), a numerical value (e.g., indicating a confidence that the

transaction is legitimate), or the like.
[0089] Dynamic Transaction Validation Adjustment in Advance.

[0090] Discussion will now turn to ways in which the above system may be configured in view
of satisfying speed requirements for conventional payment processing systems. In particular, as
will be detailed below, one advantage of the present system (and, in particular, the way in which
it augments, in parallel, conventional payment processing) is that it may be dynamically adjusted

such that it is no slower than such conventional payment processing.

[0091] As a preliminary introduction to FIG. 5, transaction metadata received from one or more
merchants may be so voluminous so as to render processing all of the transaction metadata take
quite a long time. In such a circumstance, processing all transaction metadata might undesirably
delay transaction processing. In general, it can be desirable (o ensure that the processing of
transaction metadata takes approximately no longer than the average time of receipt of
authorization information. In this manner, the transaction is, in effect, no slower than it would be
without the processing of transaction metadata. This is a significant advantage to the
augmentation of conventional payment processing systems as shown in FIGs. 2 and 3: by
processing transaction mctadata in parallel (rather than entirely replacing traditional/conventional
payment processing), the nature of the parallel processing of transaction metadata can be varied
such that it does not slow down the speed of conventional payment processing. As will be
described with respect to FIG. 5, one way to ensure that the processing of transaction metadata
takcs no longer than the reccipt and usc of authorization information is to sclect, in advance,
which elements of transaction metadata are to be processed. In this manner, even if large volumes

ol transaction metadala are already received, only certain pre-selected elements will be processed.

[0092] FIG. 5 shows a flowchart 500 showing steps for dynamic configuration of transaction
metadata analysis, with a particular focus on pre-selecting portions of transaction metadata for
subsequent validation. The flowchart 500 may be performed by one or more computing devices,
such as those depicted in FIG. 3. The steps shown in FIG. 5 may be all or portions of an algorithm.
A computing device may comprise one or more processors and memory storing instructions that,
when executed by the one or more processors, cause the performance of all or portions of the

steps of FIG. 5.
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[0093] In step 501, a predicted time of receipt, from a payment processing service that processes
payment information, of authorization information may be determined. Such a step may be
performed by, e.g., one or more portions of the decision engine 370. The average time of receipt
may correspond to a plurality of financial transactions such that, for example, the average time of
receipt might be determined [or a wide variety of [inancial (ransactions over a period of time. As
the average time of receipt is a predicted, a precise value is not required, and a range of times may
additionally and/or alternatively be used. The authorization information may indicate
traditional/conventional processing, by the payment processing service (e.g., Visa, MasterCard),

of the payment information for a corresponding financial transaction.

[0094] The average time of receipt may be based on a history of receipt of the authorization
information over a period of time. In other words, the average lime of receipl might be indicative
of a time when authorization information is received by a device, such as in transmission 330c of
FIG. 3. At least one of the plurality of financial transactions may be timestamped or may
otherwise be associated with a particular time or time period. For instance, the average time of
rcceipt might be calculated bascd on a group of transactions that occurrcd during a particular
period of time (e.g., transactions received at night, on the weekend, or the like). This is because
transaction processing might be performed at different speeds at different times, recognizing that
the overall volume of transactions might be different at different times (e.g., more in-person
transactions during the day, more online transactions in the evening). The average time of receipt
might bc calculated based on a group of transactions having a particular range of payment
amounts. For example, the average lime of receipt might correspond to (ransactions that are

greater than one hundred dollars in value.

[0095] In step 502, a subset of one or more data elements of transaction metadata that is expected
to be received for various transactions may be selected. Such a step may be performed by, e.g.,
one or more portions of the decision engine 370. In other words, the system may select aspects
ol not-yel-received transaction metadata for processing, in elfect deciding in advance which
elements of transaction metadata will be considered. Selecting the subset of the one or more data
elements may comprise determining that validation of the subset of the one or more data elements
has an expected processing time that is less than or equal to the average time of receipt of the
authorization information. In this manner, the system may decide, in advance, which data
clements of transaction mectadata can be processed without delaying transaction proccssing.

Absolute precision need not required in such a circumstance, and validation of the subset of the

=31 -

CA 03208415 2023-8-14



WO 2022/177915 PCT/US2022/016485

one or more data elements might have an expected processing time that, on average, is equal to

or less than the average time of receipt of authorization information within a threshold.

[0096] Seclecting the subset of the one or more data elements of the transaction metadata may
comprisc determining which data clements of transaction metadata arc cxpected to be received.
This may entail, for instance, determining which data elements of transaction metadata have been
historically received. This may additionally and/or alternatively entail, for example, predicting
whalt data elements of transaction metadata will be received [rom a particular merchant based on

one or more device(s) (e.g., the merchant transaction source 301) used to conduct the transaction.

[0097] Selecting the subset of the one or more data elements may be performed by selecting a
combination of the one or more data elements such that a sum of time periods corresponding to
the subset is less than or equal to the average time of receipt of the authorization information.
Selecting the subset of the one or more data elements may be based on a priority of at least one
of the one or more data elements. For example, one data element might be more probative of
validity than another, such that the former data element might be given a greater priority than the
other. Selecting the subset of the one or more data elements may be based on a complexity of at
least one of the one or more data elements. For example, if one data element requires significant

amounts of time to validate and/or process, it might not be included.

[0098] Sclecting the subset of the one or more data elements may be based on determining, for
the selected subset, an estimated time of processing. In turn, selecting the subset of the one or
more data elements may comprise determining, for the one or more data elements, a respective
time period corrcsponding to validation. For cxample, a time-rclated data clement might only
take ten milliseconds to process, but a geography-related data element might take one hundred
milliseconds to process. The system may calculate a time to process the selected subset by
processing example data and measuring the time taken to completely process the example data.
Additionally and/or alternatively, the system may individually process and time each element of
the one or more data elements, and then determine a plurality of data elements that have time
which, when summed, is less than or equal to the average time of receipt of authorization

information determined in step 501.

[0099] Selecting the subset of the one or more data elements may be performed by receiving user
input specifying one or more of the data elements. Such user input may comprise an indication
of which data elements are considered of particular importance. For example, the Media Access

Control (MAC) address of adevice used to instantiate a transaction may be of relatively low value
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to an organization in determining the veracity of a transaction, such that it might be assigned a
relatively low importance. In contrast, the geographical location of the same device might be of
relatively significant value to an organization in determining the veracity of a transaction, as the
location of the device might indicate whether it is being used by an authorized user or not. In
such a circumstance, the user input might comprise an indication of which of the one or more data
elements must be considered, such that those data elements must be included in the subset selected

in step 502.

[00100] Selecting the subset of the one or more data elements may be performed on a periodic
basis, such as the quantity and/or identity of the selected one or more data elements may change
over time. In this manner, changes to the system (e.g., increases in processing power, added
transaction volume, etc.) may be lake into consideration when selecting which of the one or more
data elements should be processed when transaction metadata is received. For example, the subset
of the one or more data elements may be selected every week, such that changes to network speed,

storage device speed, processor speed, or the like may be taken into account.

[00101] In step 503 transaction metadata may be received from a merchant. Such a step may
be performed by, e.g., one or more portions of the data share platform 350. The transaction
metadata may comprise the one or more data elements. The one or more data elements may
correspond to one or more attributes of a new financial transaction. Each of the plurality of
financial transactions may bec associated with the merchant. This step may be the same or similar

as step 401 of FIG. 4.

[00102] In step 504, the transaction mctadata may be validated and/or processced based on the
selected subset of the one or more data elements. Such a step may be performed by, e.g., one or
more portions ol the data share platform 350. Validating and/or processing the one or more of
the plurality of data elements may comprise validating a transaction data element of the
transaction metadata. For example, validating the transaction metadata may be based on a
location associated with the new financial transaction. This step may be the same or similar as

step 402 of FIG. 4.

[00103] Validating and/or processing the transaction metadata in step 504 may comprise
discarding or storing, for later, portions of the transaction metadata that have not been selected.
For example, if the subset of the one or more data elements selected in step 502 comprise only
three data elements, but the transaction metadata comprises fifty data elements, then the

remaining forty-scven data clements may be discarded or stored for later use. Indeed, as will be
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discussed with respect to FIGs. 9 and 10, storage may be advisable to allow merchants and/or

customers to later retrieve and use transaction metadata.

[00104] In step 505, first authorization information corresponding to the new financial

transaction may bc rcceived from the payment processing service. This step may be the same or

similar as step 403 of FIG. 4.

[00105] In step 506, the computing device may determine whether to authorize the new
financial transaction based on the first authorization information and the validated transaction
metadata. Such a step may be performed by, e.g., one or more portions of the decision engine
370. This step may be the same or similar as step 405 of FIG. 4. If the computing device
determines to authorize the transaction, the flowchart 500 proceeds to step 507a, which may be
the same or similar as step 406a of FIG. 4. Otherwise, the flowchart 500 proceeds to step 507b,

which may be the same or similar as step 406b of FIG. 5.

[00106] DYNAMIC TRANSACTION METADATA VALIDATION ADJUSTMENT
BASED ON NETWORK CONDITIONS

[00107] Discussion will now turn to another modification which may be made to the direct
data share system in view of time limitations posed by conventional payment processing system.
In particular, such a modification may be of particular value where transaction metadata may vary

greatly in sizc and scopc.

[00108] As a prcliminary introduction to FIG. 6, transaction mctadata reccived from onc or
more merchants may be so voluminous that processing all of the transaction metadata is likely to
take quite a long time. Moreover, the transaction metadata may vary in size and scope wildly:
some merchants may send a significant quantity of metadata, whereas others might only send a
limited quantity, or may omit portions of the transaction metadata which might be otherwise
expected. In a circumstance where such transaction metadata has been received, it may be
desirable to select, alter receipt of the transaction metadata, portions of the transaction metadata
for processing so as to avoid unnecessary delays in transaction processing. In other words, rather
than selecting such elements in advance (as described above with respect to FIG. 5), it may instead
be advantageous to perform such a selection for each set of transaction metadata received. In this
manner, a merchant might feel free to send all transaction metadata, and the system can
dynamically use such transaction metadata based on various considerations, like a predicted

processing speed, existing at that time.
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[00109] FIG. 6 shows a flowchart 600 showing steps for dynamic configuration of transaction
metadata analysis, with a particular focus on selecting portions of received transaction metadata
for processing. The flowchart 600 may be performed by one or more computing devices, such as
those depicted in FIG. 3. The steps shown in FIG. 6 may be all or portions of an algorithm. A
compuling device may comprise one or more processors and memory storing instructions that,
when executed by the one or more processors, cause the performance of all or portions of the

steps of FIG. 6.

[00110] In step 601, a predicted time of receipt of authorization information may be

determined. This step may be the same or similar as performed in step 501 of FIG. 5.

[00111] In step 602, transaction metadata comprising a plurality of data elements
corresponding to one or more attributes of a financial transaction may be received via a first
interface and from a merchant. Such a step may be performed by, e.g., one or more portions of
the data share platform 350. The transaction metadata may be associated with a concurrent
transmission of payment information, for the financial transaction, to a payment processing
service. The transaction metadata may comprise information regarding one or more items to be
purchased via the financial transaction. This step may be the same or similar as step 401 of FIG.

4.

[00112] As indicated above, the transaction metadata received in step 601 may potentially
be too voluminous to be completely processed. Additionally and/or alternatively, the transaction
metadata might not contain a consistent quantity or type of data: for example, the transaction
mctadata might sometimes contain GPS data, whercas in other instanccs it might not. Given that
the transaction metadata might vary widely, the system might not be able to anticipate what
elements will be received, and thus the system cannot decide in advance which elements to

process (as might be the case in, for example, FIG. 5).

[00113] In step 603, it may be determined whether all of the transaction metadata can be
processed given the average time of receipt of authorization information determined in step 601.
Such a step may be performed by, e.g., one or more portions of the data share platform 350 and/or
the decision engine 370. In other words, given the transaction metadata received in step 602, the
system may determine whether all elements may be validated and processed before the
authorization information is expected to be received. If not all of the transaction metadata can be
processed, the system proceeds to step 604. On the other hand, if all of the transaction metadata

can be processed, the system proceeds to step 605.
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[00114] Determining whether all of the transaction metadata can be processed given the
average time of receipt of authorization information may comprise determining an expected time
of processing one or more portions of the transaction metadata. It might not be possible to
accurately estimate the time to process transaction metadata, particularly where received
transaction metadata might be particularly complicated or voluminous. As such, various
estimating techniques might be used. For example, the expected time of processing one or more
portions of the received transaction metadata might be determined based on a count of data
elements of the received transaction metadata, a file size of the received transaction metadata,
historical processing times of similar transaction metadata (e.g., from a similar merchant or point-

of-sale system), or the like.

[00115] In step 604, a subselt of the plurality of dala elements may be selected to validate
based on one or more criteria. Such a step may be performed by, e.g., one or more portions of
the data share platform 350 and/or the decision engine 370. Such a step may be particularly useful
where the transaction metadata is particularly voluminous, such that processing of all of the

transaction mectadata might be undcsirably slow.

[00116] The subsct selected may be selected based on the estimated time of receipt, from
a payment processing service that processes payment information, of authorization information
corresponding to the financial transaction, as determined in step 601. As indicated above with
respeet to FIG. 4, this cstimated time of receipt might be associated with a particular time or
particular processing conditions, such that it might be an estimated time of receipt for the
immediate transaction. For example, on a particularly busy day, authorization information might
be taking longer to receive than normal, allowing more time for processing ol addilional
transaction metadata received from a merchant. As another example, because fewer transactions
might occur in the evening, additional processing resources might be available during the evening,
such that more transaction metadata may be processed in the evening as compared to during the

day—even il the authorization information takes roughly the same amount of time Lo be received.

[00117] Selecting the subset of the plurality of data elements of the received transaction
metadala may be performed by selecling a combination of the one or more data elements such
that a sum of time periods corresponding to the subset is less than or equal to the average time of
receipt of the authorization information determined in step 601. As was the case with respect to
FIG. 5, selecting the subset of the one or more data elements of the received transaction metadata
may be based on a priority of at least one of the one or more data elements. Selecting the subset

of the one or more data elements of the received transaction metadata may additionally and/or
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alternatively be based on a complexity of at least one of the one or more data elements. For
example, if one data element requires significant amounts of time to validate and/or process, it

might not be included.

[00118] Sclecting the subsct of the onc or more data clements of the received transaction
metadata may be based on determining an estimated time of processing for all or portions of the
received (ransaction metadata. For example, selecting the subset of the one or more data elements
of the received (ransaction metadata may comprise determining, for the one or more data
elements, a respective time period corresponding to validation and/or processing. For instance,
the system may individually process and time each element of the one or more data elements, and
then determine a plurality of data elements that have time which, when summed, is less than or
equal to the average time of receipt of authorization information determined in step 501. That
said, exactitude is not required to determine such time periods: because speed is critical, and
because estimating the time periods might itself take time, rough approximations might be used

in some circumstances.

[00119] Selecting the subset of the one or more data elements of the received transaction
metadata may be performed by receiving user input specifying one or more data elements that are
expected to be received in the transaction metadata. Such user input may comprise an indication
of which data elements are considered of particular importance such that, if they are received,
they should be processed. For example, if the gcographical location of a device associated with
a transaction is received, it might be of particular use in determining the veracity of a transaction.
In such a circumstance, the user input might comprise an indication that the data element should

be processed.

[00120] Selecting the subset of the one or more data elements may be performed on a periodic
basis, such as the quantity and/or identity of the selected one or more data elements may change
over time. In this manner, changes to the system (e.g., increases in processing power, added
transaction volume, etc.) may be take into consideration when selecting which of the one or more
data elements should be processed when transaction metadata is received. For example, the subset
ol the one or more data elements may be selected every week, such that changes (o network speed,

storage device speed, processor speed, or the like may be taken into account.

[00121] In step 605, transaction metadata may be validated and/or processed. Such a step
may be performed by, e.g., one or more portions of the data share platform 350. If a subset of the

transaction mctadata was sclected, then only the subsct of the plurality of data clements would be
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validated and/or processed. Validating the transaction metadata may comprise at least validating
a transaction data element of the transaction metadata. Validating the transaction metadata may
be based on a location associated with the financial transaction. Validating the transaction
metadata may be based on one or more of an identity of the one or more items, a quantity of the
one or more items, whether the one or more itlems comprise a gift card, a price associated with
the one or more items, and/or whether the one or more items are regularly ordered by a customer
associated with the payment information. Processing the transaction metadata may comprise
determining whether one or more portions of the transaction metadata indicate that the transaction

is valid and/or should be authorized. This step may be the same or similar as step 402 of FIG. 4.

[00122] In step 606, the authorization information may be received via the second interface
and [rom the payment processing service. This step may be the same or similar as step 403 of

FIG. 4.

[00123] In step 607, a computing device may determine whether to authorize the financial
transaction based on the authorization information and the validated transaction metadata. Such
a step may be performed by, e.g., one or more portions of the decision engine 370. This step may
be the same or similar as step 405 of FIG. 4. If the computing device determines to authorize the
financial transaction, the flowchart 600 may proceed to step 6(8a. Otherwise, the flowchart 600
may proceed to step 608b. If the computing device determines to authorize the transaction, the
flowchart procceds to step 608a, which may be the samc or similar as step 406a of FIG. 4.
Otherwise, the flowchart proceeds to step 608b, which may be the same or similar as step 406b

of FIG. 5.

[00124] ENCHANCED FEEDBACK EXPOSURE FOR MERCHANTS BASED ON
TRANSACTION METADATA

[00125] Discussion will now turn to the benefits of using the transaction metadata to augment
traditional payment processing services. In particular, one advantage of using transaction
metadata during payment processing is that such metadata may be later used to provide insight

into transactions to merchants when (ransactions are deemed [raudulent or disputed.

[00126] As a preliminary introduction to FIG. 7, transaction metadata may be useful for
providing stakeholders, such as merchants, additional insight into transactions. After all, such
information might not only remind the merchant about past transactions, but might provide key

insight into the types of transactions that will be granted and/or denied. Moreover, such
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information may be valuable for accounting purposes. That said, some portions of transaction
metadata may be confidential (in that, e.g., it uniquely identifies individuals, provides credit card
numbers, or the like), such that it should not be provided to merchants under any circumstances.
Moreover, given the volume and detail of transaction metadata (as, after all, it could be hundreds
of megabytes ol idiosyncratic detail), it may be advantageous to provide stakeholders, such as
merchants, straightforward ways to access this transaction metadata when desired without
inundating those same merchants with unnecessary or unhelpful detail. That said, providing
merchants and/or other stakeholders all transaction metadata might be undesirable, as it might
provide fraudsters insight into how to create fraudulent transactions which simulate real
transactions.  Additionally, merchant login information might be improperly used by
unauthorized users, such that it may be desirable to limit the amount of transaction metadata
accessible by a merchant for security purposes. Thus, the system cannot simply provide
merchants unrestricted access to transaction metadata, even if those same merchants provided

somc or all of the transaction mctadata.

[00127] FI1G. 7 shows a flowchart 700 showing stcps for providing information associatcd
with a financial transaction. The flowchart 700 may be performed by one or more computing
devices, such as those depicted in I'IG. 3. The steps shown in I'IG. 7 may be all or portions of an
algorithm. A computing device may comprise one or more processors and memory storing
instructions that, when executed by the one or more processors, cause the performance of all or

portions of the steps of FIG. 7.

[00128] In step 701, transaction metadata comprising one or more data elements
corresponding (o one or more attributes of a [inancial (ransaction may be received via a [irst
interface and from a merchant. Such a step may be performed by, e.g., one or more portions of
the data share platform 350. For example, the transaction metadata may comprise information
regarding one or more items to be purchased via the transaction. This step may be the same or

similar as step 401 of FIG. 4.

[00129] In step 702, a reference ID for the financial transaction may be generated. Such a
step may be performed by, e.g., one or more portions of the data share platform 350. The
reference ID may be any identifier of the financial transaction. Generating the reference 1D may
comprise generating the reference ID such that it uniquely identifies the financial transaction. For
example, the reference ID may be a unique identifier of the financial transaction, such as a unique
string of numbers and/or characters. The reference 1D may be a combination of various elements

of the transaction metadata, such as an identifier of a merchant associated with the financial
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transaction, an identifier of a time period associated with the financial transaction, or the like.

The reference ID may be based, in whole or in part, on an identity of the merchant.

[00130] In step 703, the reference ID may be sent to the merchant. Such a step may be
performed by, e.g., onc or morce portions of the data share platform 350. The reference ID may
be transmitted to the merchant via, for example, the server 302. The reference ID may
additionally and/or alternatively stored in a database, such as the database 311. The reference 1D
may be sent and/or stored in a manner that associates the relerence ID with the transaction
metadata. The reference ID may be a secret and might be sent only to the merchant. Though step
703 is depicted as occurring before step 704, step 703 may be performed at many different times.
For instance, the reference ID might be sent to the merchant a month after a transaction is

completed.

[00131] One method in which the reference ID may be sent to the merchant may be a
periodic accounting or similar reporting document. For example, the system may transmit, on a
weekly basis, a report of all transactions to the merchant. Such a report may comprise, among
other things. a listing of the reference IDs for various transactions, along with corresponding

payment amounts and related details.

[00132] In step 704, authorization information may be received via a sccond interface and
from a payment processing service. Such a step may be performed by, e.g., one or more portions
of the decision engine 370. The authorization information may correspond to the financial
transaction. The authorization information may indicate processing of payment information by
the payment processing scrvice. The payment processing service may be a credit card network
associated with the payment information. This step may be the same or similar as step 403 of

FIG. 4.

[00133] In step 705, a computing device may determine, based on the transaction metadata
and the authorization information, whether to authorize the transaction. This step may be the
same or similar as step 405 of FIG. 4. Such a step may be performed by, ¢.g., one or more portions
of the decision engine 370. If the computing device delermines (o authorize the f(inancial
transaction, the flowchart 700 may proceed to step 706a, which may be the same or similar as
step 406a of FIG. 4. Otherwise, the flowchart 700 may proceed to step 706b, which may be the
same or similar as step 406b of FIG. 4.
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[00134] As part of determining whether to authorize the transaction, all or portions of the
transaction metadata may be stored in a database. Storing all or portions of the transaction
metadata may advantageously allow the system to refer back to the transaction metadata when,
for example, later considering reasons why a transaction may have been denied (as discussed
below). The transaction metadata may be stored in a database as correlated with the reference ID

generated in step 702.

[00135] In step 707 a request for additional information may be received [rom the
merchant. Such a step may be performed by, e.g., one or more portions of the data share platform
350. The request for additional information may comprise the reference ID. In this manner, the

merchant may request additional detail as to why the transaction may have been denied.

[00136] A request for additional information may be received from the merchant in a
variety of circumstances. In some circumstances, the merchant may provide, through a device
(e.g., a point-of-sale device), an indication of the reference ID, thereby requesting the one or more
reasons determined in step 706b. Such a request could be as simple as pressing a “Why?” button
on a computing device, or inputting the reference ID into a particular form. Additionally and/or
alternatively, the request for additional information may be part of an accounting and/or resolution
process using another computing device. For example, a series of reference 1Ds may be received
from a merchant device, each corresponding to a transaction for which the merchant requests

morc dctail.

[00137] The request for additional information need not indicate that a transaction was
dcnicd. Such requests may be reccived based on, for example, a merchant investigating morce
detail about a past transaction for accounting purposes, and/or as part of a merchant learning to
distinguish between valid and invalid transactions. Other reasons why a merchant may request
additional information may include verifying an e-mail address of a customer, validating that a
customer purchased a particular item in the past (e.g., for the purposes of digital rights

management), or the like.

[00138] In step 708, one or more reasons why the financial transaction was or was not
authorized may be determined. Such a step may be performed by, e.g., one or more portions of
the data share platform 350 and/or the decision engine 370. Such reasons need not relate to all of
the transaction metadata, but may instead be a summary of the reasons why the system approved
or denied a transaction. For example, hundreds of different data elements may have been

considered as part of an authorization dccision, but the primary rcason (e.g., “thc transaction
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originated from an unexpected location”) may be the only reason stored. For example, the
financial transaction may have been authorized (or might not have been authorized) because the
computing device may have determined that the financial transaction is associated with a trusted
or an untrusted location. In such a circumstance, the one or more reasons may indicate the
location. The one or more reasons may be based on, for example, an identity of the one or more
items, a quantity of the one or more items, whether the one or more items comprise a gift card, a
price associated with the one or more items, and/or whether the one or more items are regularly

ordered by a customer associated with the payment information.

[00139] The steps depicted in FIG. 7 may be reordered as desired, and need not be
performed in the manner shown in FIG. 7. For example, determining the one or more reasons in
step 708 may be performed belore receiving the request [or additional information in step 707
because the reasons might be determined in advance, stored in a database, and accessed upon
demand. As a particular example of this implementation, a computing device may be configured
to store, in a database (e.g., the database 311), reasons for approval or denial along with
transaction mctadata and authorization information. Such storage not only would be of valuc for
training a machine learning model, but would also be useful such that, if the request for additional
information in step 707 is received much later, the reasons would be preserved and available for

aACCESS.

[00140] In step 709, information corresponding to the determined onc or more recasons may
be sent to, e.g., the merchant. Such a step may be performed by, e.g., one or more portions of the
data share platform 350. The information may be sent in response to the request for additional
information. The one or more reasons may be queried [rom a database using the reference ID and
sent to the merchant. Sending the information corresponding to the one or more reasons may
comprise obfuscating, from the information, personal data. For example, names of individuals
involved in the transaction may be obfuscated. Sending the data corresponding to the one or more
reasons is based on authenticating credentials unique to the merchant. Such credentials may be
received from, e.g., the merchant and as part of the request for additional information. The
information corresponding to the one or more reasons may indicate that a user associated with the
financial transaction is not permitted to use a payment method corresponding to the payment
information. For example, the information may indicate that a certain individual is untrusted. As
another cxample, the computing device may have determined that the financial transaction is not
authorized because the financial transaction is associated with delivery of an item to a location,

and the one or more reasons may indicate the location. In this manner, the merchant might learn
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that customers from certain locations (e.g., certain countries) are untrusted. As yet another
example, the information may indicate that transaction metadata was received too late to make a

sufficiently quick decision.

[00141] ENHANCED FEEDBACK EXPOSURE FOR USERS BASED ON
TRANSACTION METADATA

[00142] As a preliminary introduction to FIG. 8, transaction metadata may be used to help
provide outside parties, such as customers, with details on transactions. For example, customers
may inquire about the details of past transactions while using banking applications, in effect
requesting a digital receipt with deep levels of information about the transactions they have been
involved in. As such, it may be desirable to implement methods for providing third parties, like
customers, a limited view into the particularities of various transactions. That is particularly the
case where some aspects of transaction metadata must be kept a secret for security purposes. That
said, such a view must necessarily be limited, as too much insight into authorization processes

might provide third parties ideas on how to better effectuate fraud.

[00143] FIG. 8 shows a flowchart 800 showing steps for providing transaction metadata
information after transaction authorization. The flowchart 800 may be performed by one or more
computing devices, such as thosc depicted in FIG. 3. The steps shown in FIG. 8§ may be all or
portions of an algorithm. A computing device may comprise one or more processors and memory
storing instructions that, when executed by the one or more processors, cause the performance of

all or portions of the steps of FIG. 8.

[00144] In step 801, transaction metadata comprising one or more data elements
corresponding to one or more attributes of a financial transaction may be received via a first
interface and from a merchant. Such a step may be performed by, e.g., one or more portions of
the data share platform 350. The transaction metadata may be associated with a concurrent
transmission of payment information, for the financial transaction, to a payment processing

service. This step may be the same or similar as step 401 of FIG. 4.

[00145] In step 802, the transaction metadata may be tested based on one or more criteria.
Such a step may be performed by, e.g., one or more portions of the data share platform 350.
Testing the transaction metadata may comprise selecting a portion of the one or more data
elements to test using the one or more criteria. This step may be the same or similar as steps 402

and/or 404 of FIG. 4.
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[00146] In step 803, a computing device may determine whether to authorize the financial
transaction based on the tested transaction metadata and based on authorization information that
indicates processing of the payment information by the payment processing service. Such a step
may be performed by, e.g., one or more portions of the decision engine 370. The authorization
information may correspond (o the (inancial transaction. The authorization information may have
been received from the payment processing service. If the computing device determines to
authorize the financial transaction, the flowchart 800 may proceed to step 804a. This step may
be the same or similar as step 405 of FIG. 4. Otherwise, the flowchart 800 may proceed to step
804b. If the computing device determines to authorize the transaction, the flowchart proceeds to
step 804a, which may be the same or similar as step 406a of FIG. 4. Otherwise, the flowchart
proceeds to step 804b, which may be the same or similar as step 406b of FIG. 4.

[00147] In step 8035, a request for transaction information associated with the financial
transaction may be received. Such a step may be performed by, e.g., one or more portions of the
data share platform 350. The request may be received from a user device, such as a device of the
customer that initiatcd the transaction. Additionally and/or alternatively, the rcquest may be
received from a merchant. The request may be received after determining whether to authorize
the financial transaction. T'or example, the request may be associated with a user requesting

information about a transaction that they forgot about.

[00148] The request for transaction information nced not suggest that the transaction was
denied. For example, the request for transaction information might be received from a user that
forgot about a transaction, and/or a user that is reviewing past transactions for the purposes of

accounting.

[00149] The request [or transaction information received in step 805 may comprise a
unique transaction reference identifier. For example, the unique transaction reference identifier
may be an alphanumeric string that uniquely identifies a particular transaction, such as the
transaction corresponding to the transaction metadata received in step 801. As another example,
the unique transaction reference identifier may comprise one or more portions of a credit card
number, a transaction amount, or the like. Virtually any data may comprise a unique transaction
reference identifier, so long as it may be used to uniquely identify a transaction. The unique

transaction reference identifier may have been generated as part of step 803, 804a, and/or 804b.

[00150] Such an identifier might be received by, for example, a user clicking on a button

in a banking application. Additionally and/or alternatively, such an identificr may be received as
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part of a customer service platform, such that a customer may call in to a customer service line

and, with the help of an agent, provide the request to a computing device.

[00151] In step 806, a transaction summary may be generated. Such a step may be
performed by, e.g., onc or more portions of the data share platform 350. The transaction summary
may be generated in response to the request for the transaction information. The transaction
summary may be generated based on the transaction metadata. For example, the transaction
summary might be a subset of all information (e.g., transaction metadata) available about the
transaction. The transaction summary may indicate one or more items purchased by the financial
transaction. For example, the transaction summary might itemize which items were purchased at
a particular time and at a particular store. The transaction summary may indicate one or more
reasons why the (inancial transaction was authorized. For example, the (ransaction summary
might indicate that, because of the low cost of the items and/or the location of the transaction, the
transaction was authorized. The transaction summary may indicate a device used to initiate the
financial transaction. For example, the transaction summary might indicate that the transaction

was conductced on a certain smartphonc or via a certain wcbsitce.

[00152] Generating the transaction summary may comprise selecting one or more portions
of the transaction metadata to include in the transaction summary. For example, personally
identifying information might not be included in the transaction summary, whereas item amounts
and a time in which a transaction was complcted may be included. Gencerating the transaction
summary may additionally and/or alternatively comprise obfuscating one or more portions of the
transaction metadata. For example, an identification of a cashier involved in the transaction might
not be included in the transaction summary, and/or the identification might be replaced with a
generic identifier (e.g., “Cashier 1”). In this manner, confidential or otherwise sensitive aspects
of transaction metadata may be kept from an individual, but roughly similar information may be
provided. This may be particularly valuable where such information could potentially be used to

ellfectuate [raud.

[00153] Before generating the transaction summary, a computing device may determine
that the user device is authorized (o access inlormation about the (inancial transaction. For
example, authorization credentials associated with the request in step 805 might be authenticated
before the transaction summary is generated. In this manner, should the transaction summary
potentially contain sensitive information (e.g., information indicating the purchase of potentially

embarrassing goods or services), such information might be protected from unauthorized access.
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[00154] In step 807, the transaction summary may be sent to, e.g., the user device or
another computing device, such as a computing device associated with a call center. Such a step
may be performed by, e.g., one or more portions of the data share platform 350. Sending the
transaction summary may comprise causing the transaction summary to be displayed as part of
an account statement. For example, the transaction summary might be provided (o a user as part
of a banking application or website. As another example, the transaction summary may be sent
to a call center computer such that a call center agent can provide (e.g., over the telephone)

information about a transaction.
[00155] PARALLEL TRANSACTION PRE-AUTHENTICATION PLATFORM

[00156] Discussion will now turn to using transaction metadata for pre-authorizing
transactions, such as particularly high-value transactions, in order to aid in the security and
reliability of those transactions. Such a system, which may augment conventional two-factor
authorization systems, can provide merchants a unique way to check, in advance, whether a

transaction is trustworthy.

[00157] As a preliminary introduction to FIG. 9, certain transactions may benefit from
additional security processes. For example, high-value or unusual transactions (e.g., those
initiated in forcign countrics) might benefit from additional authorization steps to combat fraud.
In such a circumstance, it may be desirable to use portions of transaction metadata to pre-authorize
transactions, such that the possibility of fraud as to those transactions is lessened. This also may
advantageously expedite the overall processing speed of transactions, as pre-authorization may
be performed long before a payment processing nctwork (e.g., the payment processing scrvice
312a and/or the payment network 312b) is involved. With that said, such pre-authorization need
not necessarily involve all of the steps that are involved in a complete authorization — after all,

there may be a possibility that the transaction is cancelled even if successfully authorized.

[00158] FIG. 9 shows a flowchart 900 showing steps for preauthorizing financial transactions.
The flowchart 900 may be performed by one or more computing devices, such as those depicted
in FIG. 3. The steps shown in FIG. 9 may be all or portions of an algorithm. A compuling device
may comprise one or more processors and memory storing instructions that, when executed by

the one or more processors, cause the performance of all or portions of the steps of FIG. 9.

[00159] In step 901, a system (such as any of the devices shown as part of the data share

platform 350 of FIG. 3) may receive an indication of a transaction from a merchant device (e.g.,
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the merchant transaction source 301 and/or the server 302). The indication need not be in any
particular format. The indication may be as simple as an indication that a financial transaction
has been initiated with respect to a particular customer and/or a particular merchant. The
indication may comprise details about a time of the transaction, an amount of the transaction, a
location of the transaction, or the like. The indication may be transmitted based on, for example,
a customer placing goods in a virtual cart, a customer placing their credit card in a machine, or

the like.

[00160] In step 902, transaction metadata associated with the financial transaction may be
received from the merchant. Such a step may be performed by, e.g., one or more portions of the

data share platform 350. This step may be the same or similar as step 401 of FIG. 4.

[00161] In step 903, a computing device (e.g., the authorization decisioning engine 308 of
FIG. 3 and/or other portions of the decision engine 370) may determine whether the financial
transaction should be and/or is likely to be authorized. The preauthorization described in step
903 might be performed to provide a merchant an indication of whether an upcoming transaction
would be authorized, and/or to show the merchant that additional checks have been put in place
to expedite subsequent authorization of the financial transaction. In some instances,
preauthorization may serve to allow merchants to know when a transaction is likely to be rejected,
allowing the transactions to avoid wasting additional time on certain transactions. In other
instances, prcauthorization may ultimatcly slow the speed of transactions (e.g., becausc a
customer must use their phone to answer a video or voice call to preauthorize the transaction),
but such steps may be desirable to vouchsafe the transaction. If the transaction is preauthorized,
the [lowchart 900 may proceed (o step 904. Otherwise, the flowchart 900 may proceed Lo step
905.

[00162] Preauthorizing the transaction may comprise use of a one-time-use password. As
part of step 903, auser may be sent a one-time-use password. Sending the one-time-use password
may comprise sending the one-time-use password to a destination associated with a user, such as
the user’s smartphone, e-mail address, or the like. The user may then use the one-time-use
password (e.g., in a form, over the telephone, or the like) to indicate that the user is authorized (o
conduct the transaction. In this manner, the identity of the user might be confirmed, and/or an e-
mail address of the user might be confirmed. Such steps may aid in the overall security of the
transaction, and might allow a merchant to readily determine whether a user would be authorized

to conduct a future transaction.
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[00163] Preauthorizing the transaction may be all or portions of a two-factor authorization
scheme. As will be discussed further below, preauthorization of a transaction need not be required
to allow a transaction to proceed. That said, preauthorization of a transaction may provide
additional security for transactions and, in some instances, may permit subsequent authorization
steps to be somewhat more simple or reliable. Determining whether (o preauthorize the [inancial
transaction may comprise sending a request for authorization of the financial transaction to a user
device. Sending the request for authorization of the financial transaction to the user device may
comprise sending, to the user device, an authorization code. Sending the request for authorization
of the financial transaction to the user device may comprise initiating a video or voice call to the
user device. Determining whether to preauthorize the financial transaction may comprise
receiving, from the user device, a response to the request for authorization of the financial
transaction. The response to the request for authorization may comprise the authorization code.
The response to the request for authorization may comprise a unique credential associated with
the user. Determining whether to preauthorize the financial transaction may be bascd on an
identity of the user. For example, a transaction might only be preauthorized for certain users of

a credit card or banking account.

[00164] One reason why preauthorization may be useful is that it may allow for slower,
but more robust, analysis of transaction metadata. As indicated above (with respectto, e.g., FIGs.
5 and 6), time delays in authorizing financial transactions are generally unwelcome. By
conducting the pre-authorization before traditional payment processing systcms cven begin (e. g.,
before transmission 330a of FIG. 3), additional time can be gained and used to authorize a
transaction.  Stated differently, the pre-authorization process can perform validation and
processing of transaction metadata well before a payment processing service ever begins
considering whether to authorize a transaction, such that the transaction may still be conducted
quickly (and, e.g., in accordance with applicable network timing requirements). With that said,
the pre-authorization process need not be performed at a particular time before other authorization

steps are performed.

[00165] Determining whether to preauthorize the financial transaction may comprise
testing the transaction metadata based on one or more criteria. In other words, step 903 may
comprise all or portions of step 405 of FIG. 4. Because preauthorization may provide for a
substantial amount of timec as comparcd to traditional authorization steps (as described in, for
example, FIG. 4), many more data elements of transaction metadata may be received and

considered, and much lengthier validation and processing steps may be performed. In other
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words, many of the concerns discussed with FIGs. 5 and 6 (e.g., limited time periods for validation
and processing requiring selection of all or portions of transaction metadata to be processed) are
not as strong. Such additional validation and processing may itself be a reason to encourage
merchants to pre-authorize transactions, particularly where high-value transactions are concerns.
That said, preauthorizing the transaction need not comprise making all determinations that are
required for fully authorizing a financial transaction. The preauthorization might comprise only

a fraction of steps required to fully authorize a transaction.

[00166] Transactions might be preauthorized because they satisfy certain preconditions.
For example, high-value and/or high-risk transactions might require preauthorization, whereas
low-value and/or low-risk transactions might not. Transactions in foreign countries might require
preauthorization, whereas transactions at a home of an owner of a payment method might not.
The decision as to whether a transaction requires preauthorization might be made by a merchant

(e.g., via code executing on the server 302).

[00167] In step 904, an indication of whether the financial transaction is preauthorized may
be sent to the merchant device. Such a step may be performed by, e.g., one or more portions of
the data share plattorm 350. Sending the indication of whether the financial transaction is
preauthorized may comprise sending, to the merchant device, instructions configured to cause the
merchant device to send the payment information to the payment processing service. In other
words, further steps by the merchant device might be conditioned on receiving a prcauthorization.
In this way, the merchant device may be configured to send the payment information to the
payment processing service in response to the indication of whether the financial transaction is

preauthorized.

[00168] In step 905, authorization information may be received. Such a step may be
performed by, e.g., one or more portions of the decision engine 370. The authorization
information may be received after sending the indication of whether the financial transaction is
preauthorized. The authorization information may be received from a payment processing
service. The authorization information may corresponding to the financial transaction. The
authorization information may indicatle processing, by the payment processing service, of
payment information associated with the financial transaction. As indicated above. the
authorization information may be received after the pre-authorization (e.g., steps 903 and 904)
has been conducted, such that subsequent authorization steps (e.g., step 906, described below)
can be conducted quickly (and, e.g., in accordance with applicable payment network timing

requirements). The authorization information may indicate whether the payment information was
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approved by the payment processing service. This step may be the same or similar as step 403 of

FIG. 4.

[00169] In step 906, a computing device may determine whether to authorize the
transaction. Such a stcp may be performed by, e.g., onc or more portions of the decision cngine
370. Determining whether to authorize the transaction may be based on determining that the
financial transaction was preauthorized. The steps used to determine whether to authorize the
transaclion in step 906 may be based on those already performed as part of the pre-authorization:
for example, if the pre-authorization performs substantially all checks required, then the
determination in step 906 may be significantly simpler. Determining whether to authorize the
transaction may be based on the authorization information and/or may comprise selecting a
portion of one or more data elements of the transaction meladata (e.g., those not tested during
preauthorization) to test using the one or more criteria. This step may be the same or similar as
step 405 of FIG. 4. If the computing device determines to authorize the financial transaction, the
flowchart 900 may proceed to step 907a. Otherwise, the flowchart 900 may proceed to step 907b.
If the computing device determines to authorize the transaction, the flowchart procceds to step
907a, which may be the same or similar as step 406a of FIG. 4. Otherwise, the flowchart proceeds
to step 907b, which may be the same or similar as step 406b of I'IG. 4.

[00170] TRANSACTION METADATA-ENABLED DISPUTE AND FRAUD CLAIM
RESOLUTION
[00171] Discussion will now turn to ways in which transaction metadata may be stored and

uscd to later address fraud claims rclated to historical transactions. This process may allow for
consumers to raise transaction disputes and thereby access additional quantities of data about a

past transaction.

[00172] As a preliminary introduction to FIG. 10, various individuals may dispute the validity
of past transactions. Such disputes may be resolved through further analysis of transactions, and
in particular further processing of transaction metadata (e.g., processing of transaction metadata
that might not have been processed when the transaction was initially approved). For example,
where an initial authorization process might have only validated and processed a fraction of
transaction metadata, a dispute might suggest it would be beneficial to later validate and process
all portions of the same transaction metadata. As such, it may be useful to perform additional
processing of transaction metadata responsive to a determination that a corresponding transaction

may be alleged to be fraudulent.
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[00173] FIG. 10 shows a flowchart 1000 showing steps for addressing disputes with
transactions using transaction metadata. The flowchart 1000 may be performed by one or more
computing devices, such as those depicted in FIG. 3. The steps shown in FIG. 10 may be all or
portions of an algorithm. A computing device may comprise one or more processors and memory
storing instructions that, when executed by the one or more processors, cause the performance ol

all or portions of the steps of FIG. 10.

[00174] In step 1001, (ransaction metadata comprising one or more dala elements
corresponding to one or more attributes of a financial transaction may be received. Such a step
may be performed by, e.g., one or more portions of the data share platform 350. The transaction
metadata may have been received via a first interface and from a merchant device. The transaction
metadala may be associaled with a concurrent transmission of payment information, for the
financial transaction, to a payment processing service. This step may be the same or similar as

step 401 of FIG. 4.

[00175] In step 1002, a first portion of the transaction metadata may be tested based on one
or more criteria. Such a step may be performed by, e.g., one or more portions of the data share
platform 350. Testing the transaction metadata may comprise selecting a portion of the one or
more data elements to test using the one or more criteria. Testing the first portion of the metadata
may be the same or similar as the validation and processing steps described with respect to step

402 of FIG. 4.

[00176] In step 1003, a decision may be made as to whether to authorize the financial
transaction bascd on the tested first portion of the transaction mctadata and basced on authorization
information that indicates processing of the payment information by the payment processing
service. Such a step may be performed by, e.g., one or more portions of the decision engine 370.
The authorization information may correspond to the financial transaction. The authorization
information may be received from the payment processing service. This step may be the same or
similar as step 405 of FIG. 4. If the computing device determines to authorize the financial
transaction, the flowchart 1000 may proceed to step 1004a. Otherwise, the flowchart 1000 may
proceed Lo step 1004b. 1If the compuling device determines to authorize the transaction, the
flowchart proceeds to step 1004a, which may be the same or similar as step 406a of FIG. 4.
Otherwise, the flowchart proceeds to step 1004b, which may be the same or similar as step 406b
of FIG. 4.
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[00177] In step 1005, an indication of a dispute and/or fraud claim associated with the
financial transaction may be received from a computing device. Such a step may be performed
by, e.g., one or more portions of the data share platform 350. The indication of the dispute and/or
fraud claim associated with the financial transaction may correspond to a user disputing a validity
of the [inancial transaction. For example, a user might have forgotten that they approved a
financial transaction, and might later send a merchant a dispute of and/or fraud claim associated
with the transaction. In such a circumstance, the user might be mistaken, and the information
contained in transaction metadata might help remedy such confusion. Such an indication need

not be in any particular format or style.

[00178] A dispute and/or fraud claim for a financial transaction may indicate, in whole or
in part, that validation and/or processing of transaction metadata was, in some way, deflicient or
incorrect. This might particularly be the case where, for example, the first portion of the
transaction metadata tested in step 1002 was too small, simplistic, or otherwise not sufficiently
probative of transaction validity, where the transaction metadata misrepresented the transaction,
where goods and/or scrvices indicated by the transaction mctadata were not in fact provided, or
the like. For example, a dispute may correspond to a good or service not being received, whereas
a fraud claim may correspond to a transaction being wholly or partially fraudulent. Along those
lines, should such transaction metadata be processed using a machine learning algorithm, disputes
related to such transactions may be used as training data to indicate that processing may have

been inadequate.

[00179] In step 1006, a second portion of the transaction metadata may be tested. Such a
step may be performed by, e.g., one or more portions ol the data share platform 350. Testing the
second portion of the metadata may be the same or similar as the validation and processing steps
described with respect to step 402 of FIG. 4. The second portion of the transaction metadata may
be tested in response to receiving the indication of the dispute and/or fraud claim associated with
the financial transaction. For example, based on receiving the dispute and/or (raud claim, the
transaction might be tested using more time-consuming but probative criteria in order to
determine if the transaction might, in fact, have been fraud. The second portion of the transaction
metadata may be determined based on the indication of the dispute and/or fraud claim associated
with the financial transaction. For example, a fraud claim might suggest that the transaction was
performed in a forcign country, and the sccond portion of the transaction mectadata might rclate
to the geographical location of the transaction. The tested second portion of the transaction

metadata may indicate a validity of the financial transaction. In other words, the tested second
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portion of the transaction metadata might indicate the correctness of the dispute and/or fraud

claim.

[00180] The second portion of the transaction metadata may be received from outside
sourccs, such as the merchant device. For example, as indicated by optional stcp 1009, the second
portion of the transaction metadata may be received from the merchant device and after receiving
the indication of the dispute associated with the (inancial transaction (rom the computing device.
For example, based on a dispute received [rom a customer, a merchant might provide additional

information about the transaction that is probative as to the validity of the transaction.

[00181] In step 1007, a decision may be made as to whether an issue is detected with
respect to the transaction based on the tested second portion of the transaction metadata, the tested
first portion of the transaction data, and/or based on authorization information that indicates
processing of the payment information by the payment processing service. Such a step may be
performed by, e.g., one or more portions of the decision engine 370. Such issues may comprise
instances of potential fraud or other similar transaction problems which might merit a transaction
chargeback, write-off, or the like. In other words, the decision may comprise looking for reasons
why a change may be required with respect to the transaction. If an issue is detected, the flow

chart may proceed to step 1008a. Otherwise, the flow chart may proceed to step 1008b.

[00182] In step 1008a, the system may initiate a chargeback or write-off based on the issue
detected in step 1007. In other words, step 1008a may correspond to a circumstance where an

issue has been found, and steps must be taken to rectify the identified issue.

[00183] In contrast, in step 1008b, the system may transmit a denial (e.g., to the source
where the indication of the fraud claim or dispute was received in step 1005) and/or may initiate
a rebill (e.g., if the user had been improperly refunded). For example, as part of step 1008b, a

user might be provided an indication that the transaction appears legitimate.
[00184] Examples of Payment Information and Transaction Metadata

[00185] FIG. 11 depicts an example of the dilference between payment information 1101
and transaction metadata 1102. Such information is illustrative, and is depicted to illustrate the

lwo in comparison.

[00186] The payment information 1101 comprises a credit card number 1103a,aCVV, and

a total payment amount 1103c. Such information may be the traditional information provided to
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a payment processing service. As indicated by FIG. 11, such information is typically quite

limited, and has limited use in determining the validity of a financial transaction.

[00187] The transaction metadata 1102 comprises a listing of goods and services 1104a, a
listing of the prices of thosc goods and scrvices 1104b, a transaction location 1104c, a uscr device
IP address 1104d, and a user device MAC address 1104e. The listing of goods and services 1104a
and the list of the prices of those goods and services 1104b, as indicated above, may be used (o
determine whether a (ransaction is [raudulent. For example, the purchase of a large quantity ol
gift cards may indicate a transaction may be fraudulent. The transaction location 1104c, the user
device IP address 1104d, and the user device MAC address 1104e may be used as indicators of
whether an authorized user conducted a transaction. For example, transactions originating in
unexpecled countries and/or [rom unexpected devices (e.g., anew laplop connected to the Internet
in a café in an unexpected foreign country) might not be trusted as compared to transactions
originating in expected countries and from devices known to be associated with a known

customer.

[00188] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific features or acts described above. Rather,
the specific features and acts described above are disclosed as example forms of implementing

the claims.
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DIRECT DATA SHARE

What is claimed is:

1. A computer-implemented method comprising:

training, by a data share compulting device and using data comprising (ransactions tagged
based on their authenticity, a machine learning model to determine whether an input transaction
is authentic based on input transaction metadata;

receiving, by the data share computing device, via a first interface, and from a merchant,
transaction metadata comprising one or more data elements corresponding to one or more
attributes of a financial transaction, wherein the transaction metadata is associated with a
concurrent transmission of payment information, for the financial transaction, to a payment
processing service;

validating, by the data share computing device, the transaction metadata based on one or
morc criteria, wherein validating the transaction mctadata compriscs at lcast validating a
transaction data element of the transaction metadata;

receiving, by the data share computing device, via a second interface, and from the
payment processing service, authorization information, corresponding to the financial transaction,
that indicates processing of the payment information by the payment processing service;

correlating, by the data share computing device and based at least in part on the validated
transaction data element, the validated transaction metadata with the authorization information
corresponding to the financial transaction;

determining, by the data share computing device and using the machine learning model,
whether to authorize the financial transaction based on the authorization information and the
correlated transaction metadata; and

based on determining whether to authorize the financial transaction, sending, by the data

share computing device, an indication of whether the financial transaction was authorized.

2. The method of claim 1, wherein sending the indication comprises:
sending, to thc payment processing scrvice and via the sccond interface, the indication of

whether the financial transaction was authorized.

3. The method of claim 1, wherein sending the indication comprises:
sending, to the merchant and via the first interface, the indication of whether the financial

transaction was authorized.
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4. The method of claim 1, wherein the transaction data element is uniquely associated with

the financial transaction.

5. The method of claim 1, wherein validating the transaction metadata comprises:

selecling a portion ol the one or more data elements (o test using the one or more criteria.

6. The method of claim 1. wherein receiving the authorization information comprises

receiving the authorization information after validating the transaction metadata.

7. The method of claim 1, wherein the one or more criteria are configured such that a
predicted transaction validation time is less than a predicted time of receipt of the authorization

information from the payment processing service.

8. The mcthod of claim 1, further comprising:
determining a predicted time period associated with one or more of:
receipt of transaction metadata; and
validation of transaction metadata; and

adjusting, based on the average time period, the one or more criteria.

9. The method of claim 1, wherein the (inancial transaction is associated with a time period,
and wherein determining whether to authorize the financial transaction is based on the time

period.

10. The method of claim 1, wherein the transaction metadata comprises a location, and

wherein determining whether to authorize the financial transaction is based on the location.

11. The method of claim 1, wherein the transaction metadata comprises an identification of a
user associated with the financial transaction, and wherein determining whether to authorize the

financial transaction is bascd on thc identification of the uscr.

12. The method of claim 1, wherein the transaction metadata comprises information regarding
one or more items to be purchased via the financial transaction, and wherein determining whether
to authorize the financial transaction is based on one or more of:

an identity of the one or more items;
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a quantity of the one or more items;

whether the one or more items comprise a gift card;

a price associated with the one or more items; or

whether the one or more items are regularly ordered by a customer associated with the

payment information.

13. The method of claim 1, wherein the transaction metadata comprises shipping information
corresponding to the transaction, and wherein determining whether to authorize the financial
transaction is based on whether the shipping information corresponds to a user associated with

the financial transaction.

14. The method of claim 1, wherein the authorization information indicates whether the

payment information was approved by the payment processing service.

15. The method of claim 1, wherein determining whether to authorize the financial transaction

is based on a history of financial transactions associated with the payment information.

16. The method of claim 1, wherein the payment processing service is a payment network

associated with the payment information.

17. A data share computing device comprising:
one or more processors, and
memory storing instructions that, when executed by one or more processors, cause the
data share computing device to:
train, using data comprising transactions tagged based on their authenticity, a
machine learning model to determine whether an input transaction is authentic based on
input transaction metadata;
receive, via a first interface and from a merchant, transaction metadata comprising
onc or morc data clements corrcsponding to onc or morc attributes of a financial
transaction, wherein the transaction metadata is associated with a concurrent transmission
of payment information, for the financial transaction, to a payment processing service;
validate the transaction metadata based on one or more criteria, wherein validating
the transaction metadata comprises at least validating a transaction data element of the

transaction metadata;
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receive, via a second interface and from the payment processing service,
authorization information, corresponding to the financial transaction, that indicates
processing of the payment information by the payment processing service;

correlate, based at least in part on the validated transaction data element, the
validated transaction metadata with the authorization information corresponding (o the
financial transaction;

determine, using the machine learning model, whether to authorize the financial
transaction based on determining, the authorization information and the correlated
transaction metadata; and

based on determining whether to authorize the financial transaction, send an

indication of whether the financial transaction was authorized.

18. The data share computing device of claim 17, wherein the instructions, when executed by
the onc or morc processors, causc the data sharc computing device to send the indication by
causing the data share computing device to:

send, to the payment processing service and via the second interface, the indication of

whether the financial transaction was authorized.

19. One or more non-transitory computer-readable media storing instructions that, when
executed by one or more processors, cause a data share computing device to perform steps
comprising:

training, by the data share computing device and using data comprising transactions
tagged based on their authenticity, a machine learning model to determine whether an input
transaction is authentic based on input transaction metadata;

receiving, by the data share computing device, via a first interface, and from a merchant,
transaction metadata comprising one or more data ¢lements corresponding to one or more
attributes of a financial transaction, wherein the transaction metadata is associated with a
concurrent transmission of payment information, for the financial transaction, to a payment
processing scrvice;

validating, by the data share computing device, the transaction metadata based on one or
more criteria, wherein validating the transaction metadata comprises at least validating a

transaction data element of the transaction metadata;
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receiving, by the data share computing device, via a second interface, and from the
payment processing service, authorization information, corresponding to the financial transaction,
that indicates processing of the payment information by the payment processing service;

correlating, by the data share computing device and based at least in part on the validated
transaction data element, the validated transaction metadata with the authorization information
corresponding to the financial transaction;

determining, by the data share computing device and using the machine learning model,
whether to authorize the financial transaction based the authorization information and the
correlated transaction metadata; and

based on determining whether to authorize the financial transaction, sending, by the data

share computing device, an indication of whether the financial transaction was authorized.

20. The computer-readable media of claim 19, wherein the instructions, when executed by the
onc or morc processors, further causc the data sharc computing device to perform steps
comprising:

sending, to the payment processing service and via the second interface, the indication of

whether the financial transaction was authorized.

21. A computer-implemented method comprising:

determining, by a computing device, a predicted time of receipt, from a payment
processing service that processes payment information, of authorization information,
corresponding to a plurality of financial transactions, wherein the authorization information
indicates processing, by the payment processing service, of the payment information for a
corresponding financial transaction;

selecting, by the computing device, a subset of one or more data elements based on
determining that validation of the subset of the one or more data elements has an expected
processing time that is less than or equal to the average time of receipt of the authorization
information;

receiving, by the computing device and from a merchant, transaction metadata comprising
the onc or more data clements, wherein the one or morc data clements correspond to onc or more
attributes of a new financial transaction;

validating, by the computing device, the transaction metadata based on the selected subset
of the one or more data elements;

receiving, by the computing device and from the payment processing service, first
authorization information corresponding to the new financial transaction;
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determining, by the computing device, whether to authorize the new financial transaction
based on the first authorization information and the validated transaction metadata; and
based on determining whether to authorize the new financial transaction, sending, by the

computing device, an indication of whether the new financial transaction was authorized.

22. The method of claim 21, wherein selecting the subset of the one or more data elements
comprises:
determining, for each data element of the one or more data elements, a respective time
period corresponding to how long validation of the data element is estimated to take; and
selecting the subset of the one or more data elements by selecting a combination of the
one or more data elements such that a sum of time periods corresponding to the subset of the one
or more data elements is less than or equal to the average time of receipt of the authorization

information.

23. The method of claim 21, wherein selecting the subset of the one or more data elements 1s

based on a priority of at least one of the one or more data elements.

24. The method of claim 21, wherein the average time of receipt is based on a history of

receipt of the authorization information over a defined interval of time.

25. The method of claim 21, wherein each of the plurality of financial transactions

corresponds to a same time of day.

26. The method of claim 21, wherein each of the plurality of financial transactions are

associated with the merchant.

27. The method of claim 21, wherein each of the plurality of financial transactions correspond

to a payment amount that exceeds a threshold.

28. The method of claim 21, wherein validating the transaction metadata is based on a location

associated with the new financial transaction.
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29. The method of claim 21, wherein the transaction metadata comprises information
regarding one or more items to be purchased via the financial transaction, and wherein validating
the transaction metadata is based on one or more of:

an identity of the one or more items;

a quantity of the one or more items;

whether the one or more items comprise a gift card;

a price associated with the one or more items; or

whether the one or more items are regularly ordered by a customer associated with the

payment information.

30. A computer-implemented method comprising:

receiving, by a computing device, via a first interface, and from a merchant, transaction
metadata comprising a plurality of data elements corresponding to one or more attributes of a
financial transaction, whercin the transaction mctadata is associatcd with a concurrent
transmission of payment information, for the financial transaction, to a payment processing
service;

selecting, by the computing device and based on an estimated time of receipt, from a
payment processing service that processes payment information, of authorization information
corresponding to the financial transaction, a subset of the plurality of data elements to validate
based on one or more criteria;

validating, by the computing device, the transaction metadata by validating the subset of
the plurality of data elements based on the one or more criteria;

receiving, by the computing device and via the second interface and from the payment
processing service, the authorization information;

determining, by the computing device, whether to authorize the financial transaction based
on the authorization information and the validated transaction metadata; and

based on whether to authorize the financial transaction, sending, by the computing device,

an indication of whether the financial transaction was authorized.

31. The method of claim 30, wherein selecting the subset of the plurality of data elements
comprises:
determining, for each data element of the one or more data elements, a respective time
period corresponding to how long validation of the data element is estimated to take; and
selecting the subset of the one or more data elements by selecting a combination of the

onc or morc data clements such that a sum of time periods corresponding to the subsct of the onc
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or more data elements is less than or equal to the average time of receipt of the authorization

information.

32. The method of claim 30, wherein the estimated time of receipt corresponds to a history of

receipt of authorization information.

33. The method of claim 30, wherein validating the transaction metadata comprises at least
validating transaction data elements of the transaction metadata corresponding to the subset of

the one or more data elements.

34. The method of claim 30, wherein each of the plurality of financial transactions

corresponds to a same time of day.

35. The method of claim 30, wherein cstimated time of receipt is bascd on an identity of the
merchant.
36. The method of claim 30, wherein estimated time of receipt is based on a payment amount

of the financial transaction.

37. The method of claim 30, wherein validating the transaction metadata is based on a location

associated with the financial transaction.

38. The method of claim 30, wherein the transaction metadata comprises information
regarding one or more items to be purchased via the financial transaction, and wherein validating
the transaction metadata is based on one or more of:

an identity of the one or more items;

a quantity of the one or more items;

whether the one or more items comprise a gift card;

a pricc associated with the onc or morce items; or

whether the one or more items are regularly ordered by a customer associated with the

payment information.

30. A data share computing device comprising:

one or more processors, and
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memory storing instructions that, when executed by one or more processors, cause the

data share computing device to:

40.

determine a predicted time of receipt, from a payment processing service that
processes payment information, of authorization information, corresponding to a plurality
of financial (ransactions, wherein the authorization information indicales processing, by
the payment processing service, of the payment information for a corresponding financial
transaction;

select a subset of one or more data elements based on determining that validation
of the subset of the one or more data elements has an expected processing time that is less
than or equal to the average time of receipt of the authorization information;

receive, from a merchant, transaction metadata comprising the one or more data
elements, wherein the one or more data elements correspond to one or more attributes of
a new financial transaction;

validatc the transaction mctadata basced on the sclected subsct of the one or more
data elements;

receive, from the payment processing service, first authorization information
corresponding to the new financial transaction;

determine whether to authorize the new financial transaction based on the first
authorization information and the validated transaction metadata; and

based on determining whether (o authorize the new [inancial transaction, send an

indication of whether the new financial transaction was authorized.

A data share computing device comprising:
one or more processors, and

memory storing instructions that, when executed by one or more processors, cause the

data share computing device to:

CA 03208415 2023-8-14

receive, via a first interface and from a merchant, transaction metadata comprising
a plurality of data elements corresponding to one or more attributes of a financial
transaction. whercin the transaction mctadata is associated with a concurrent transmission
of payment information, for the financial transaction, to a payment processing service;

select, based on an estimated time of receipt, from a payment processing service
that processes payment information, of authorization information corresponding to the
financial transaction, a subset of the plurality of data elements to validate based on one or

more criteria;
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validate the transaction metadata by validating the subset of the plurality of data
eclements based on the one or more criteria;
receive, via the second interface and from the payment processing service, the
authorization information;
determine whether to authorize the [inancial transaction based on the authorization
information and the validated transaction metadata; and
based on whether to authorize the financial transaction, send an indication of
whether the financial transaction was authorized.
41. A computer-implemented method comprising:
receiving, by a computing device, via a first interface, and from a merchant, transaction
metadata comprising one or more data elements corresponding to one or more attributes of a
financial transaction;
generating, by the computing device, a reference 1D for the financial transaction;
sending, by the computing device and to the merchant, the reference 1D;
receiving, by the computing device, via a second interface, and from a payment processing
service, authorization information, corresponding to the financial transaction, that indicates
processing of payment information by the payment processing service;
determining, by the computing device and based on the transaction metadata and the
authorization information, whether the financial transaction is authorized;
determining, by the compuling device, one or more reasons why the financial transaction
was or was not authorized;
sending, by the computing device, to the merchant, and based on the authorization
information and the transaction metadata, an indication of whether the financial transaction was
authorized;
receiving, by the computing device and from the merchant, a request for additional
information., wherein the request for additional information comprises the reference ID; and
sending, by the computing device, to the merchant, and in response to the request for

additional information, information corresponding to the determined one or more reasons.

42. The method of claim 41, further comprising:
storing the transaction metadata in a database, wherein determining one or more reasons
why the financial transaction was or was not authorized comprises querying the database using

the reference ID.
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43. The method of claim 41, wherein generating the reference ID comprises generating the

reference ID such that it uniquely identifies the financial transaction.

44. The method of claim 41, wherein sending the information corresponding to the one or
more reasons comprises:

obfuscating, from the information, personal data.

45. The method of claim 41, further comprising:
receiving credentials unique to the merchant, wherein sending the data corresponding to

the one or more reasons is based on authenticating the credentials.

46. The method ol claim 41, wherein determining whether the [inancial (ransaction is
authorized comprises determining that the financial transaction is in an untrusted location, and

wherein the one or more reasons indicate the untrusted location.

47. The method of claim 41, wherein the information corresponding to the one or more
reasons indicates that a user associated with the financial transaction is not permitted to use a

payment method corresponding to the payment information.

48. The mcthod of claim 41, wherecin the transaction mectadata compriscs information
regarding one or more items to be purchased via the transaction, and wherein the one or more
reasons are based on one or more of:

an identity of the one or more items;

a quantity of the one or more items;

whether the one or more items comprise a gift card;

a price associaled with the one or more items; or

whether the one or more items are regularly ordered by a customer associated with the

payment information.

49. The method of claim 41, wherein determining whether the financial transaction is
authorized comprises determining that the financial transaction is associated with delivery of an

item to a location, and wherein the one or more reasons comprise an indication of the location.

50. The method of claim 41, wherein the payment processing service is a payment network

associated with the payment information.
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51. A data share computing device comprising:
one or more processors, and
memory storing instructions that, when executed by one or more processors, cause the
data sharc computing dcvice to:

receive, via a first interface and from a merchant, transaction metadata comprising
onec or more data elements corresponding to one or more attributes of a financial
transaction;

generate a reference ID for the financial transaction;

send, to the merchant, the reference 1ID;

receive, via a second interface and from a payment processing service,
authorization information, corresponding (o the [inancial transaction, that indicates
processing of payment information by the payment processing service;

determine, based on the transaction metadata and the authorization information,
whether the financial transaction is authorized;

determine one or more reasons why the financial transaction was or was not
authorized;

send, to the merchant and based on the authorization information and the
transaction metadata, an indication of whether the financial transaction was authorized;

receive, from the merchant, a request for additional information, whercin the
request for additional information comprises the reference 1D; and

send, to the merchant and in response to the request for additional information,

information corresponding to the determined one or more reasons.

52. The data share computing device of claim 51, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to:

store the transaction metadata in a database, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to determine the one or more
reasons why the financial transaction was or was not authorized by querying the database using

the reference 1ID.

53. The data share computing device of claim 51, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to generate the reference ID

such that it uniquely identifies the financial transaction.
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54. The data share computing device of claim 51, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to send the information
corresponding to the one or more reasons by causing the data share computing device to:

obfuscate, from the information, personal data.

55. The data share computing device of claim 51, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to:
receive credentials unique to the merchant, wherein sending the data corresponding to the

one or more reasons is based on authenticating the credentials.

56. One or more non-transitory computer-readable media storing instructions that, when
execuled by one or more processors, cause a compuling device (o perform steps comprising:

receiving, by the computing device, via a first interface, and from a merchant, transaction
metadata comprising one or more data elements corresponding to one or more attributes of a
financial transaction;

generating, by the computing device, a reference ID for the financial transaction;

sending, by the computing device and to the merchant, the reference ID;

receiving, by the computing device, via a second interface, and from a payment processing
service, authorization information, corresponding to the financial transaction, that indicates
processing of payment information by the payment processing service;

detcrmining, by thc computing device and bascd on the transaction mectadata and the
authorization information, whether the financial transaction was authorized;

determining, by the computing device, one or more reasons why the financial transaction
was or was not authorized;

sending, by the computing device, to the merchant, and based on the authorization
information and the transaction metadata, an indication of whether the financial transaction was
authorized;

receiving, by the computing device and from the merchant, a request for additional
information, wherein the request for additional information comprises the reference ID; and

sending, by the computing device, to the merchant, and in response to the request for

additional information, information corresponding to the determined one or more reasons.

57. The computer-readable media of claim 56, wherein the instructions, when executed by the

one or motre processors, further cause the computing device to perform steps comprising:
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storing the transaction metadata in a database, wherein determining one or more reasons
why the financial transaction was or was not authorized comprises querying the database using

the reference 1ID.

58. The computer-readable media of claim 56, wherein the instructions, when executed by the
one or more processors, further cause the computing device to generate the reference ID such that

it uniquely identifies the financial transaction.

59. The computer-readable media of claim 56, wherein the instructions, when executed by the
one or more processors, further cause the computing device to send the information corresponding
to the one or more reasons by:

obfuscating, from the information, personal data.

60. The computer-recadable media of claim 56, wherein the instructions, when exccuted by the
one or more processors, further cause the computing device to perform steps comprising:
receiving credentials unique to the merchant, wherein sending the data corresponding to

the one or more reasons is based on authenticating the credentials.

61. A computer-implemented method comprising:

receiving, by a computing device and (rom a merchant device, an indication of a (inancial
transaction requested by a user;

receiving, by the computing device and from the merchant device, transaction metadata
associated with the financial transaction;

sending, by the computing device, a request for authorization of the financial transaction
to a user device;

based on receiving a response to the request for authorization of the financial transaction,
determining, by the computing device, whether to preauthorize the financial transaction by testing
the transaction metadata based on one or more criteria;

sending. by the computing device and to the merchant device, an indication of whether
the financial transaction is preauthorized;

receiving, by the computing device, after sending the indication of whether the financial
transaction is preauthorized, and from a payment processing service, authorization information,
corresponding to the financial transaction, that indicates processing, by the payment processing

service, of payment information associated with the financial transaction;
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based on determining that the financial transaction was preauthorized and based on the
authorization information, sending, by the computing device, an indication of whether the

financial transaction is authorized.

62. The method of claim 61, wherein sending the request [or authorization of the financial
transaction to the user device comprises sending, to the user device, an authorization code, and

wherein the response to the request for authorization comprises the authorization code.

63. The method of claim 61, wherein the response to the request for authorization comprises

a unique credential associated with the user.

64. The method of claim 61, wherein sending the request for authorization of the financial

transaction to the user device comprises initiating a video or voice call to the user device.

65. The method of claim 61, wherein sending the indication of whether the financial
transaction is preauthorized comprises:
sending, to the merchant device, instructions configured to cause the merchant device to

send the payment information to the payment processing service.

66. The method of claim 61, wherein determining whether to preauthorize the [inancial
transaction comprises:
selecting a portion of one or more data elements of the transaction metadata to test using

the one or more criteria.

67. The method of claim 61, wherein the merchant device is configured to send the payment
information to the payment processing service in response to the indication of whether the

financial transaction is preauthorized.

68. The mcthod of claim 61, wherein receiving the indication of the financial transaction
comprises receiving an indication of a timestamp corresponding to the financial transaction , and
wherein determining whether to preauthorize the financial transaction is based on determining

whether the timestamp corresponds to an authorized period of time.
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69. The method of claim 61, wherein the financial transaction is associated with a location,
and wherein determining whether to preauthorize the financial transaction is based on the

location.

70. The method of claim 61, wherein delermining whether to preauthorize the f(inancial

transaction is based on an identity of the user.

71. The method of claim 61, wherein the authorization information indicates whether the

payment information was approved by the payment processing service.

72. A data share computing device comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
data sharc computing device to:

receive, from a merchant device, an indication of a financial transaction requested
by a user;

receive, from the merchant device, transaction metadata associated with the
financial transaction;

send a request for authorization of the financial transaction to a user device;

based on receiving a response to the request for authorization of the [(inancial
transaction, determine whether to preauthorize the financial transaction by testing the
transaction metadata based on one or more criteria;

send, to the merchant device, an indication of whether the financial transaction is
preauthorized;

receive, after sending the indication of whether the financial transaction is
preauthorized and from a payment processing service, authorization information,
corresponding to the financial transaction, that indicates processing, by the payment
processing service, of payment information associated with the financial transaction;

bascd on dctermining that the financial transaction was prcauthorized and bascd
on the authorization information, send an indication of whether the financial transaction

is authorized.

73. The data share computing device of claim 72, wherein the instructions, when executed by

the one or more processors, cause the data share computing device to send the request for
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authorization of the financial transaction to the user device by causing the data share computing
device to send, to the user device, an authorization code, and wherein the response to the request

for authorization comprises the authorization code.

74. The data share computing device of claim 72, wherein the response to the request [or

authorization comprises a unique credential associated with the user.

75. The data share computing device of claim 72, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to send the request for
authorization of the financial transaction to the user device by initiating a video or voice call to

the user device.

76. The data share computing device of claim 72, wherein the instructions, when executed by
the onc or more proccssors, causc the data sharec computing device to send the indication of
whether the financial transaction is preauthorized by causing the data share computing device to:

send, to the merchant device, instructions configured to cause the merchant device to send

the payment information to the payment processing service.

77. One or more non-transitory computer-readable media storing instructions that, when
executed by one or more processors, cause a compuling device to perform steps comprising:

receiving, by the computing device and from a merchant device, an indication of a
financial transaction requested by a user;

receiving, by the computing device and from the merchant device, transaction metadata
associated with the financial transaction;

sending, by the computing device, a request for authorization of the financial transaction
to a user device:

based on receiving a response to the request for authorization of the financial transaction,
determining, by the computing device, whether to preauthorize the financial transaction by testing
the transaction mctadata bascd on onc or morc criteria;

sending, by the computing device and to the merchant device, an indication of whether
the financial transaction is preauthorized;

receiving, by the computing device, after sending the indication of whether the financial

transaction is preauthorized, and from a payment processing service, authorization information,
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corresponding to the financial transaction, that indicates processing, by the payment processing
service, of payment information associated with the financial transaction;

based on determining that the financial transaction was preauthorized and based on the
authorization information, sending, by the computing device, an indication of whether the

financial transaction is authorized.

78. The computer-readable media of claim 77, wherein the instructions, when executed by the
one or more processors, cause the computing device to send the request for authorization of the
financial transaction to the user device by causing the computing device to send, to the user
device, an authorization code, and wherein the response to the request for authorization comprises

the authorization code.

79. The computer-readable media of claim 77, wherein the response to the request for

authorization compriscs a unique credential associated with the user.

80. The computer-readable media of claim 77, wherein the instructions, when executed by the
one or more processors, cause the computing device to send the request for authorization of the

financial transaction to the user device by initiating a video or voice call to the user device.

81. A computer-implemented method comprising:

receiving, by a computing device, via a [irst interface, and [rom a merchant, transaction
metadata comprising one or more data elements corresponding to one or more attributes of a
financial transaction, wherein the transaction metadata is associated with a concurrent
transmission of payment information, for the financial transaction, to a paymecnt proccssing
service;

testing, by the computing device, the transaction metadata based on one or more criteria;

determining, by the computing device, whether to authorize the financial transaction based
on the tested transaction metadata and based on authorization information, corresponding to the
financial transaction, that indicates processing of the payment information by the payment
processing scrvice;

receiving, by the computing device, from a user device, and after determining whether to
authorize the financial transaction, a request for transaction information associated with the

financial transaction;
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generating, by the computing device, in response to the request for the transaction
information, and based on the transaction metadata, a transaction summary comprising at least
one data element of the transaction metadata; and

sending, by the computing device and to the user device, the transaction summary.

82. The method of claim 81, wherein generating the transaction summary comprises selecting

one or more portions of the transaction metadata to include in the transaction summary.

83. The method of claim 81, wherein the transaction summary indicates one or more items

purchased by the financial transaction.

84. The method of claim 81, wherein the transaction summary indicates one or more reasons

why the financial transaction was authorized.

85. The method of claim 81, wherein the transaction summary indicates a device used to

initiate the financial transaction.

86. The method of claim 81, wherein generating the transaction summary comprises

obfuscating one or more portions of the transaction metadata.

87. The method of claim 81, wherein testing the transaction metadata comprises:

selecting a portion of the one or more data elements to test using the one or more criteria.

88. The method of claim 81, further comprising:

receiving, from the payment processing service, the authorization information.

89. The method of claim 81, wherein sending the transaction summary comprises:

causing the transaction summary to be displayed as part of an account statement.

90. The method of claim 81, further comprising:
determining, before generating the transaction summary, that the user device is authorized

to access information about the financial transaction.
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91. A data share computing device comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
data share computing device to:

receive, via a [irst interface and [rom a merchant, (ransaction metadata comprising one or
more data elements corresponding to one or more attributes of a financial transaction, wherein
the transaction metadata is associated with a concurrent transmission of payment information, for
the financial transaction, to a payment processing service;

test the transaction metadata based on one or more criteria;

determine whether to authorize the financial transaction based on the tested transaction
metadata and based on authorization information, corresponding to the financial transaction, that
indicates processing of the payment information by the payment processing service;

receive, from a user device and after determining whether to authorize the financial
transaction, a rcquest for transaction information associatcd with the financial transaction;

generate in response to the request for the transaction information and based on the
transaction metadata, a transaction summary comprising at least one data element of the
transaction metadata; and

send, to the user device, the transaction summary.

92. The data share compulting device of claim 91, wherein the instructions, when executed by
the one or more processors, cause the data share computing device to generate the transaction
summary by causing the data share computing device to select one or more portions of the

transaction metadata to include in the transaction summary.

93. The method of claim 91, wherein the transaction summary indicates one or more items

purchased by the financial transaction.

94. The method of claim 91, wherein the transaction summary indicates one or more reasons

why the financial transaction was authorized.

95. The method of claim 91, wherein the transaction summary indicates a device used to

initiate the financial transaction.
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96. One or more non-transitory computer-readable media storing instructions that, when
executed by one or more processors, cause a computing device to perform steps comprising:

receiving, by the computing device, via a first interface, and from a merchant, transaction
metadata comprising one or more data elements corresponding to one or more attributes of a
financial transaction, wherein the transaction metadata is associated with a concurrent
transmission of payment information, for the financial transaction, to a payment processing
service;

testing, by the computing device, the transaction metadata based on one or more criteria;

determining, by the compuling device, whether (o authorize the (inancial transaction based
on the tested transaction metadata and based on authorization information, corresponding to the
financial transaction, that indicates processing of the payment information by the payment
processing service;

receiving, by the computing device, from a user device, and after determining whether to
authorize the financial transaction, a request for transaction information associated with the
financial transaction;

generating, by the computing device, in response to the request for the transaction
information, and based on the transaction metadata, a transaction summary comprising at least
one data element of the transaction metadata; and

sending, by the computing device and to the user device, the transaction summary.

97. The computer-rcadable media of claim 196, wherein the instructions, when cxecuted by
the one or more processors, cause the computing device to generate the transaction summary by

sclecting onc or morc portions of the transaction mctadata to include in the transaction summary.

98. The computer-readable media of claim 96, wherein the transaction summary indicates one

or more items purchased by the financial transaction.

99. The compulter-readable media of claim 96, wherein the (ransaction summary indicates one

or more reasons why the financial transaction was authorized.

100. The computer-readable media of claim 96, wherein the transaction summary indicates a

device used (o initiate the [inancial transaction.
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