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~~ or when being debited by a seller (S’) interface. The method further comprises that the above mentioned steps are performed by a
- private pre-authorization and payment provider (PPPP) and that the provider (PPPP) accepts a pre-authorization message being sent
by a buyer’s personal trusted device (PTD) being independent of the seller’s interface and that the provider (PPPP) generates the
payment nonce in a form which can be read by the seller’s interface. This method using a personal trusted device (PTD) to obtain a
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A method for performing a secure cash-free payment transaction

and a cash-free payment system

Field of the invention

The invention relates to a method for performing a secure

cash-free payment transaction and a cash-free payment system

“in accordance with the preamble of claim 1 and claim 11 re-

spectively.

Description of the Prior Art

There are a number of factors leading to an increased poten-
tial for abuse of people’'s personal and payment information
and payment fraud, such as credit card fraud. With the grow-
ing acceptance of e-commerce and technologies to collect,
store, sort, and analyze data, there are increasing threats in
this respect. Unfortunately, these concerns limit the growth
of commerce online and also off-line and the acceptance of new
technologies that benefit both consumers and businesses. For
example, using credit cards to make payments has enormous po-
tential, but concerns about personal privacy and potential

fraud greatly hinders acceptance and use thereof.

It is known in the prior art to use credit card verification
systems. It is also known, that the best way to ensure that

credit card numbers cannot be used fraudulently is to never
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transmit the credit card number by any direct route, i.e.

phone, mail, Internet or in written form.

US-A-6'029'890 therefore suggests to use credit card numbers
specifically tailored for one single purchase. A credit card
owner has to request this special credit card number using an
automated teller machine, where he has to enter a personal
identification code, the desired credit limit for the expected
financial transaction, the seller number the credit must be
sent at and a wanted expiration date shortly after the trans-
action due date. The automated teller machine is connected
with a bank control system, the bank control system being con-
nected to a credit provider. The credit provider is connected
to seller credit card interfaces. The bank control system
asks, after having approved the desired credit 1limit, the
credit provider for an individual credit card number, which is
transmitted to the credit card owner from the credit card pro-
vider through the bank control system and through the auto-
mated teller machine. The credit card owner then has to type
the credit card number into the credit card interface at the
sellers place to authorize the financial transaction or to

transmit the individual credit card number to the seller.

This method bears several disadvantages. First of all, the
credit card owner has to find an automated teller machine.
Usually, automated teller machines are not provided in shops,
enforcing the buyer to leave the shop and to search a teller
machine after having chosen a product to buy. This complicates
the buying transaction and can especially not be used in envi-
ronments not being familiar to the customer, for example as
they are encountered by the customer when being on vacation.
Furthermore, the communication is quite complicated, involving

teller machines, bank control systems and credit card provid-
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ers. This will also be even more complicated when the customer
is abroad, i.e. when the local bank control system may not be
connected to the bank control systems normally used by the

customer.

WO 00/49586 also suggests using limited-use credit card num-
bers. In this system, a pool of credit card numbers are main-
tained which share identical formatting. One of these credit
card numbers is assigned to be a master credit card number;
the others are assigned to be limited-use credit card numbers.
The limited-use credit card numbers are sent to the credit
card owner in bulk, for example on a list or on individual
credit cards. However, these numbers are not yet activated,
but can be activated by the credit card owner when he wants to
perform a financial transaction. To activate a card, the owner
has to communicate with the credit card issuer before using it
in a transaction. This system also seems to be quite compli-
cated, since the credit card owner has to bookkeeping the
credit card numbers already used and the one still being
available. Furthermore, instead of carrying with him one sin-
gle credit card he has to cope with several of them or at

least with several numbers.

US-A-5'883'810 discloses an online commerce system for online
commerce over a public network using an online commerce card.
This card is issued electronically to a customer by an issuing
institution and is assigned a permanent customer account num-
ber. For each transaction conducted by the customer, the in-
stitution generates a temporary transaction number, which is
associated with the permanent account number in a data record.
The customer himself does only receive the temporary transac-
tion number in order to submit it to the merchant. This system

can only be used for online-transactions on the Internet or a
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similar network. Furthermore, the customer has to open an ac-

count at the institution.

US-A-6'078'908 describes a method to increase the security in
data transmission and communication systems. The method uses
an authorization number or another password, which is sent
over a second transmission path different from the first

transmission path to a monitor readable by the customer.

US-A-5'920'847 shows a bill pay system through a payment net-
work and US-A-5’'794’'207 discloses a system for bilateral
buyer-driven commerce, where the prospective buyers can send

binding purchase offers globally to potential sellers.

Summary of the invention

It is therefore an object of the invention to provide a method
for performing a secure cash-free payment transaction and a
cash-free payment system, which enables a secure transaction
in a simpler way and which can be used with different paying

systems.

This object is achieved with a method for performing a secure
cash-free payment transaction and a cash-free payment system

with the features of claim 1 and claim 11 respectively.

The inventive method for performing a secure cash-free payment
transaction and the inventive cash-free payment system allow a
buyer to obtain a pre-authorization for payments privately on
a buyer controlled channel, preferably a mobile phone or an-
other wireless device, and then complete payment for a trans-

action in an online or offline environment. In the pre-
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authorization a one-time credit card number or another nonce
is obtained from a private pre-authorization and payment pro-
vider chosen by the buyer and the transaction is made with
this nonce. Since the pre-authorization channel is separated
from channels used and controlled by sellers, absolute privacy
for the buyer is guaranteed. In a preferred variant of the in-
vention, he has not to disclose any private information that
would enable the seller to identify him. There is no need for
the buyer to keep an account with the provider, to download
specific software or to install a particular hardware nor to
obtain a particular private key or any other certificate. The

payment service can consist of just a single transaction.

The use of a wireless device, especially a mobile phone, for
communicating with the provider enables an easy way of commu-
nication, which can be used by the buyer on all places of the

world.
Furthermore, the use of a wireless device also renders the

payment system flexible. The same system can be used with dif-

ferent kinds of seller payment systems.

Brief description of the drawings

The present invention will be more readily understood upon
reading the following detailed description in conjunction with

the drawings in which:

Figure 1 shows a cash-free payment system with a proxied

online Internet transaction;

Figure 2 shows a cash-free payment system with a transaction
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where a regular credit card is used to pay the

seller thus the seller infrastructure is unchanged;

Figure 3 shows a first variant of a cash-free payment system
without using a credit card and a changed seller

infrastructure and
Figure 4 shows a second variant of a cash-free payment sys-

tem without using a credit card a changed seller

infrastructure.

Description of the preferred embodiments

The inventive method can be used in different payment systems,
such as on-line and off-line systems, systems requiring credit
card numbers and systems working with other kind of identifi-
cation numbers. In the following, the inventive method and the
inventive cash-free payment system are described in use with

some of these payment systems.

Based on this- figure 1, a first wvariant of the inventive
method for performing a secure credit card transaction is de-

scribed, wherein the purchase is handled using e-commerce.

In the first step 1, a buyer B shops via Internet in an eStore
S using a proxy. The proxy is an entity that enables private
e-commerce transactions by providing protection of personal
and payment information during all transaction steps. It means
during pre-sales, i.e. browsing, during checkout, during ful-
fillment and after sales. During checkout, the Proxy'’s credit
card is presented to the eStore and not the customer’s. During

fulfillment the proxy can guarantee private shipping as a pre-
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mium service. After sales, follow-up e-mails are sent in an
anonymous way as well as phone support is guaranteed via
anonymous phone relay or a private call center. Due to its
uniform checkout across eStores, it can enable groups of sell-
ers or eStores S for new methods of payment without requiring
the seller to support that method of payment itself. Shopping
through proxy includes any and all of the following:
(1) shopping through a proxy’s privacy portal;
(ii) shopping through a privacy portal created by the
proxy for a third party;
(iidi) shopping through a third party that uses the proxy’'s
systems; or
(iv) shopping at a third party, such as a seller, that
provides a link to the proxy that allows for some

form of private checkout.

When the buyer B has chosen an item to buy, he has to pay the
proxy before it allows for delivering. At this final checkout
page, the proxy provides a card-type in addition to the known
credit card types such as Visa, MasterCard and American Ex-
press. This additional card-type is related to a private pre-
authorization and payment provider PPPP described later on.
This card-type also requires a number, which can adhere to the
common credit card format. It can also have a different for-

mat, such as a cryptographic string or a phone number.

If the buyer B chooses to use the provider PPPP, he needs a
personal trusted device PTD. With this device PTD he requests
in a second step 2 a single transaction credit card number or
another nonce from the provider PPPP. The PTD device is a de-
vice used to store information on behalf of the user and to
communicate over various channels. Preferably, it is a wire-

less phone. It can also be a Web-enabled palm pilot or the
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personal, internet-connected PC of the buyer B. The user pref-
erably keeps control over the PTD device altogether with a de-

vice access password.

With this PTD device he submits the purchase amount securely
to the PPPP. Securing such a link is a well-understood art:
One embodiment would require the user to use some form of se-
curity, such as a personal identification number, i.e. a PIN,
or a one-time PIN from a 1list previously obtained from the
PPPP in a secure way. If a PTD is programmable, any kind of
secure sign-on/password authentication protocol could be used
instead.

In another embodiment, there is no need for a PIN because the
pre-authorization message comprises the payment of the pur-
chase amount and potential PPPP service charges by means of a
credit-card free system such as PayPal. This works in the way
that the buyer initiates a pre-payment of the amount required
to PPPP via PayPal and thus only authentication between PPPP
and PayPal is executed and leveraged for all buyers using Pay-
Pal. Therefore, no direct, bilateral authentication between
PPPP and the buyer is necessary. (E.g. by means of their “Web

Accept” feature - see www.paypal.com and the SEC filing of

form 10-K405 by PAYPAL INC on 03/13/2002).

Thus, the PPPP is also capable of working on a “per transac-
tion” basis. Therefore, no pre-registration is necessary and
establishing an account with a PPPP is optional.

The key of this database of transactions to which all informa-
tion regarding a particular transaction will be tied must be
unique. One approach is to securely “digest” a time-stamp such
as seconds since 1.1.2000, an identifier of the mean of pay-
ment such as the e-mail address in PayPal, and a random number

to distinguish multiple transactions by the same parties
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within the same second in a collision-free way onto for exam-
ple 128 bits e.g. by means of functions such as SHA1l or MD5.
To ensure privacy, after completion of the transaction, all
information pertaining to it can be destroyed. There is suffi-
cient track record both in the buyer’s and seller’s financial
records about each transaction to allow for effective law en-

forcement be that needed.

For the submission of this information in step 2 to the pro-

vider PPPP, several methods can be used:

a) a wireless data transmission method protected by a wire-
less transport layer security standard, such as WTLS; e.g.
an ‘“always-on” packet-switched GPRS, a connection-based
WAP, or later generation standards such as UMTS;

b) a short message service message such as SMS or a WAP
notification preferably also secured or

c) a voice channel reaching an integrated voice response
unit. The last method has the advantage that there is some
degree of confidentiality for voice calls even in wireless
telephony such as GSM while the security implementations
of WAP gateways and browsers are only partially complete
at best, i.e. end-to-end WTLS or reliable WTLS to SSL

translation is not generally available yet.

In a third step 3, the provider PPPP authorizes the transac-
tion and creates a time-limited number or one-time number,
called nonce, for payment as well as an expiration date. In a
variant of the invention, both adhere to the credit card for-
mat thus including also a one-time cardholder name that is un-
related to the buyer’s name.

This nonce and the expiration date are sent to the PTD device
of the buyer B.

The PPPP is an entity known to the buyer B; it has access to
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the personal data of the buyer B enabling it to authorize fi-
nancial transactions. The PPPP can be an issuing bank that
provides credit cards. For purposes of this invention, PPPPs
could also include the mentioned proxy, cellular service
providers, or any other entity that can effectively bill many

customers.

The nonce sent to the buyer must have the following proper-
ties:

It has to be i) fresh or recent, ii) hard to guess, 1iii)
unique and optionally iv) have a value limited to the transac-

tion amount.

In a fourth step, the buyer B enters the nonce into the proxy
checkout page and resumes the transaction. If the PTD device
and the buyer’s B computer enabling the Internet access have a
way of electronically communicating, for example by means of a
short-range infrared protocol (e.g. a secure version of Blue-
Tooth, etc.), the nonce could be transmitted without the end-
user needing to remember and reproduce it, as shown in figure
1 with the dashed line 40.

As long as there is still a need for the user to tell, type or
otherwise transmit this number at any time during the execu-
tion of the protocol, the nonce should be human readable and

memorizable.

If a nonce is to be emulated with real credit card numbers the
following method is preferably used: The PPPP reserves itself
a large pool of credit card numbers, preferably a bank identi-
fier number BIN. A BIN represents many millions of wvalid
credit card numbers. Because sellers are not always capable of
shipping the entire set of goods purchased in one package, the

velocity must not be limited to one but a small number unless
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the PPPP can tailor to the characteristics of the seller at
hand. This allows for partial shipments, authorizations, and
settlements. Unused pre-authorizations shall be expired by
setting back the “open-to-buy” value to zero after a grace pe-
riod. Normal credit cards furthermore do not show the above-
mentioned properties i) and iv). The preferred method to
achieve these two properties is to set the “open to buy”
value, i.e. the available credit, to zero by default and only
in the course of the protocol set it to the transaction amount
in real time achieving property iv). If the card issuer is un-
able to perform such a real-time update of their card-base,
the PPPP anticipates the expected transaction amounts and ran-
domly distributes them over the available card pool in batch
mode prior to the usage of the cards. In the course of the
protocol, the transaction amount will be one of the key deter-
mining factors for selecting the nonce out of the pool of un-
used card numbers. After the usage of the card number for a
transaction, its “open-to-buy” value will be reset to zero and
it will not be used for an amount of time that is hard to pre-
dict until it re-enters the pool of available good card num-
bers, thus approximating the above mentioned property 1i).
Therefore, all parties that have seen a card used in a trans-
action before are unlikely to be able to re-use it in an ille-
gitimate way because it is hard to guess when it becomes us-
able again. The management of a card pool according to this
method will vyield heuristics that allow efficient pre-
allocation of open to buy amounts and short recycle times

while keeping fraud minimal.

In a fifth step 5, the proxy routes the authorization requests
depending on the credit card type: regular cards go to proxy'’s
credit card merchant bank, whereas PPPP transactions go to the

appropriate PPPP through a state-of-the-art secure connection,
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such as XML over https, and are processed in the similar way

as regular seller authorizations and settlements.

After successful authorization a regular proxy checkout is
executed on behalf of the buyer B, using the single transac-
tion credit card number obtained from the PPPP, as shown in

figure 1 with reference number 6.

In a last step 7, the provider PPPP sends the buyer B a re-
ceipt via e-mail, SMS, a WAP-push or alike containing an au-
thenticator for potential subsequent customer service interac-
tions. For example, the last five digits of the nonce  are
used. Preferably, this receipt is electronically signed by the
provider PPPP and if available encrypted with a buyer’s public
key. In a first variant, the receipt is sent to the buyer B
over another channel than the PTD device to further minimize

fraud. In a second variant, it is sent over the PTD device.

In another variant of the inventive method, a cryptographi-
cally more secure method is used: in the third step 3, the
nonce sent to the buyer B by the provider PPPP is computed as
a hash of the receipt. Then, in this last step 7, the receipt
is sent to the buyer B. The buyer B hashes the receipt and

compares it to the number mentioned above.

In the above-mentioned method, the buyer B has never disclosed
his real credit card number on the Internet. If the provider
PPPP settles with the buyer B directly, no credit card is used
at all.

Based on figure 2, it will now be described how the inventive

idea is used in a transaction wherein a regular credit card is
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used to pay the seller thus the seller infrastructure is un-

changed.

When the buyer B has made his decision of a product to buy, he
is presented in a first step 1’ with the amount to be paid by
a seller S’'. This seller S’ can now be either a physical
store, contacted physically by the buyer or an eStore con-
tacted through Internet. In the latter case, the contact has
been established directly, not using a proxy. Optionally, the
seller can also give the buyer B, in addition to the amount
due, a merchant category code, a seller or seller 1location

identification or the like as well.

In a second step 2’ he uses his PTD device to ask for a one-
time credit card number or another nonce. This step is similar
to the second step 2 described in the on-line transaction. In
addition this request step also contains at least the follow-
ing options to choose from regarding complementary information
to be returned:
a) no billing and shipping information is needed;
b) provide the PPPP billing address to preserve the privacy
of the buyer’s billing address;
c) provide the PPPP billing address and a private shipping
address or
d) assign the buyer’s billing or another verified address to
the nonce. This is for the case that the seller S’ will
only ship to the billing address. If the buyer B is
highly trusted by the PPPP, also an arbitrary shipping
address could be made the billing address of the nonce.
The PPPP also may maintain an address book on the behalf

of the buyer B.
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In a preferred variant, the usability of the nonce to be pro-
vided 1is restricted further here by specifying the seller
category or even the exact seller name, the exact seller loca-

tion, or a product identification.

In a third step 3’, the nonce is sent to the buyer B in the
form of a valid credit card number. Furthermore, in response
to the choice made in the second step 2’, the information pro-
vided can be complemented with a corresponding billing address
compliant with an address verification system, such as AVS,
and or a private shipping address. All this information is
preferably presented in such a way that form-filling applica-
tions such as Gator can easily pick it up and re-use it to
fill the checkout form at an arbitrary seller. In one embodi-
ment, this could be achieved by presenting all the information
in this flow also as hidden HTML input fields optionally named
according to the ECML standard. Additionally the form-filler
could maintain a history of how the one-time cards were de-
ployed on behalf of the user. Initially, this will mainly be
relevant for the situation where the nonce is requested from a
computer tied to the Internet. Once form-fillers go wireless
the equivalent of hidden HTML input fields can be provided

(e.g. “setvar” in WML).

In a fourth step 4’, the buyer B uses the nonce to complete
his transaction. As mentioned above, this can be phone orders,
eStores’ Internet checkouts or a physical appearance in a
traditional store. The latter stores are normally equipped
with a credit card interface. These interfaces usually have a
keyboard for entry of a credit card number and an expiration
date in case of malfunctioning magnetic stripes. If the PTD
device and the credit card interface terminal have a way of
electronically communicating as mentioned above, the nonce can

be transmitted without the buyer B needing to remember and
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transmitted without the buyer B needing to remember and repro-
duce it. This is shown in figure 2 with a dashed line 40’'. The
transaction then continues like a regular credit card transac-

tion at the seller S'.

The inventive method also enables financial transactions with-
out using credit cards. In this case the seller S’'’, S’’’ has
to be able to route to the PPPP without using the standard
payment backbone formats or infrastructure in place or that
the seller’s S8'’, S’’’ infrastructure and the underlying pay-
ment backbone can be changed to bring a transaction authoriza-
tion to the seller S'’, 8’’’ without the seller S8'’, S’’’ ob-

taining information authenticating the buyer B.

Based on figure 3, it will now be described how the inventive
idea is used in a first variant of a transaction, where the

buyer B is not using a credit card with the seller.

This variant is advisable among other if the PPPP is unable to
secure a large enough pool of credit card numbers to emulate

nonces.

The first to fourth steps 11,12,13,14,14' are identical to the
first to fourth steps 1,2,3,4,40 of the method shown in figure
1. In the fifth step 15, the seller S’'’ or the seller’s bank
presents the nonce to the provider PPPP. This implies addi-
tional routing in the credit card backbone or a separate rout-
ing infrastructure for the nonces. In a sixth step 16 the PPPP
authorizes the nonce like a regular issuing bank enabling the

transaction to be finished.
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Based on figure 4, it will now be described how the inventive
idea is used in a second variant of a transaction, where the

buyer B is not using a credit card with the seller.

In a first step 11’, where the buyer B has made his decision,
he obtains a routing identifier, for example in the form of a
telephone number, from the seller S’’’. This information can
for example be displayed on its credit card interface. Simi-
larly to the previous step 40, this number could be transmit-
ted from the seller S to the PTD without B needing to remember
and re-type it (step 14’'’). In a second step 22 the identifier
and the amount are entered into the PTD device and sent to the
provider PPPP. In the third step 33, the PPPP authorizes it
and pushes this authorization information to the seller S’'’’.
The seller S’’’ releases in a fourth step 44 the goods and in
a fifth step 55, the provider PPPP sends the buyer B or its
PTD device a receipt with at least 5 digits as placeholders

for the credit card number to access Proxy customer service.

The inventive method for performing a private and secure pay-
ment transaction and the inventive payment system using a per-
sonal trusted device to obtain a nonce protect privacy and
prevent fraud being at the same time flexible enough to be

used in different kind of transactions.
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Claims

A method for performing a cash-free payment transaction

wherein

a) a provider receives a pre-authorization message for a
payment to be made by a buyer, the pre-authorization
message being authenticated by a personal identification
token or through an intermediary such as PayPal

b) the provider generates a payment nonce in response to
this pre-authorization message

c) the provider forwards this payment nonce to the buyer
and

d) the provider approves the payment when asked or when be-
ing debited by a seller or proxy interface,

characterized in

that the above-mentioned steps are performed by a private

pre-authorization and payment provider PPPP,

that the PPPP accepts a pre-authorization message being

sent by a buyer’s personal trusted device being independent

of the seller interface and

that the PPPP generates the payment nonce in a form, which

can be read by the seller interface or by the proxy.

The method of claim 1, wherein the PPPP can execute a
single, isolated transaction without the need for the buyer
to pre-register, download software, exchange private keys

and their certificates.

The method of claim 1, wherein the pre-authorization
message is sent through a communication channel independent

of the seller by a Personal Trusted Device PTD.



10

15

20

25

30

WO 02/097684 PCT/CHO02/00280

10.

11.

18

The method of claim 3, wherein a secured wireless com-

munication channel is used.

The method of claim 4, wherein the Personal Trusted De-

vice is a mobile phone or a PDA with a wireless interface.

The method of c¢laim 1, wherein the pre-authorization
message 1is received by the PPPP through wireless data

transmission such as SMS, GPRS or WAP notify.

The method of claim 1, wherein the payment nonce is
sent to the buyer’s personal trusted device using wireless
data transmission such as SMS or voice or WAP notify or WAP

or GPRS.

The method of claim 1, wherein the payment nonce is
presented and complemented in a way re-deployable for form
filling applications by a private billing address without a
reference to a buyer’s real billing address that is com-
patible with a private shipping address for use in an

anonymous shipping service.

The method of claim 1, wherein the payment nonce is re-
ceived by the seller through one of the group of wireless
data transmission, electronic communication and manual data

entering through a keyboard.

The method of claim 5, wherein the payment nonce is re-
ceived by the seller from the buyer or from the provider or

the proxy.

The method of claim 1, wherein the provider generates

the payment nonce when having received the pre-



10

15

20

25

30

WO 02/097684 PCT/CHO02/00280

12.

13.

14.

19

authorization message comprising at least a seller identi-

fication.

The method of claim 1, wherein the provider generates a
payment nonce when having received an information concern-
ing the sellers interface, the form of the payment nonce

being dependent on the sellers interface.

The method of claim 1, wherein the provider generates
as a payment nonce at least one of the group of a credit

card number and another credit identification number.

A cash-free payment system comprising

a) means to securely receive a pre-authorization message
for a payment made by a buyer and to validate an authen-
tication token or third party assurance sent with this
message,

b) means to generate a payment nonce in response to this
pre-authorization message

c) means to securely forward the payment nonce to the buyer
and

d) means to approve the payment when asked or when being
debited by a seller interface,

characterized in

that the means are part of a private pre-authorization and

payment provider PPPP,

that the means to receive a pre-authorization message ac-

cepts a message being sent by a buyer’s personal trusted

device being independent of the seller interface,

and

that the means to generate the payment nonce generate it in

a form which can be read by the seller’s interface.
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The cash-free payment system of claim 14, wherein a
transaction remains an independent data structure at the
PPPP erasable for privacy protection after the completion
of the transaction and linking it with permanent buyer in-
formation or other transactions by the same buyer is op-

tional.
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