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LARGE-SCALE ANONYMOUS SURVEY SYSTEM AND METHODS
CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of U.S. Provisional Patent Application

No. 61/993,910 filed May 15, 2014, incorporated by reference.

FIELD OF THE INVENTION

The invention relates to a system and methods that maintains anonymity
between multiple network participants during data collection. More specifically,
the invention is directed to a system and methods involving a cryptographic

protocol that enables ad-hoc surveys with secure implementation.

BACKGROUND OF THE INVENTION

Companies, universities, healthcare providers, and government agencies
often attempt to collect data from targeted groups of users by running surveys.
Such surveys aim to satisfy two basic but conflicting properties: survey results
need to be authentic — that is, only a specific set of users should be allowed to
submit data, and each user should be allowed to submit only once — yet must be
anonymous — that is, no link should exist between users and their survey data, so
users feel safer about submitting honest feedback. The intrinsic conflict between
anonymity and authenticity may result in users self-censoring or purposely
biasing data they submit.

The most straightforward way to implement authenticity is for the survey
implementer to request usernames during submission, but this obviously breaks
user anonymity. The most straightforward way to implement anonymity is to avoid
collecting usernames during submission, but this might allow attacks in which
malicious users submit hundreds of responses to skew the resuits.

Another way to implement authenticity along with anonymity is to involve a
third party. For example, a trusted third party collects usernames during
submission, and then deletes the names when providing results to the survey
initiator. However, placing such trust in a survey collector might be too
dangerous. Even if the survey collector intends to keep the links between users
and their surveys private, its system might be stolen or broken into, and the

information leaked.
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For instance, in 2009, a computer at a major university was stolen,
containing sensitive personal information, such as name and social security
number, for over 45,000 current and former university members. Additionally,
even if users have full confidence in the trusted third party, and in particular, its
ability to keep its data secure, developing an anonymous survey system using
such a trusted party still requires some care.

As another example, in the implementation of course reviews, side
channel information indicating which users have already filled out the survey may

leak information about the order in which students participated. Later, the order of

| the students’ comments in the aggregated responses may be correlated to break

anonymity.

Furthermore, in many situations, jurisdictional boundaries or legal
requirements make it unfeasible to rely on solutions with external trusted third
parties: it may be illegal to store sensitive patient information on a third-party
system; similarly, many countries do not permit sensitive data to be stored on
servers run by foreign corporations due to the potential for this data to be seized.

Finally, if a trusted third party removes all identifying information
accompanying a submission to provide anonymity or accepts submissions from
anonymized networks, then the trusted party loses the ability to verify whether a
participant submits multiple responses.

For these reasons, cryptographic solutions to the problem of anonymous
surveys are sought that offer security guarantees where anonymity and
authenticity hold without needing to trust a third party.

A simple example is a course evaluation for a university class. A typical
implementation of such a survey requires a trusted third party — such as the
university, or some external party — to ensure that feedback is collected
anonymously from the participants and that only authorized participants, i.e., the
students enrolled in a particular class, can submit feedback for that class. In such
trusted-party implementations, students are required to authenticate themselves
with their university IDs and thus leave a link between their evaluation and their
identity; they trust the survey collector to keep such links private.

Cryptographic voting schemes described in prior work may offer a partial
solution to this problem. In such schemes, each survey consists of two steps: (1)

users authenticate themselves to a server and anonymously check out a single-
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use “token”: the token itself carries no link to the user’s identity, (2) a user can
then use her token to participate in the specified survey. Such schemes provide
good anonymity assuming that users actually separate steps (1) and (2) with a
reasonably long time lag — otherwise there is a clear time link between the user
and its data. But if users are required to separate the two steps by, say, a day,
the ease-of-use of the survey is significantly hampered and become much less
convenient than “non-anonymous” surveys or anonymous surveys employing a
trusted third party. In addition, the extra steps required to authenticate for each
survey may be onerous. Furthermore, voting schemes do not allow for the
authenticated users to be selected ad-hoc for multiple elections. Consequently,
such techniques have gained little traction.

In addition to voting schemes, other primitives previously considered
include group signatures, ring signatures, and anonymous credentials.
Generally, group signatures and ring signatures allow members of a set of users
to sign messages in a way that makes it indistinguishable who in the set signed
the message — in the case of group signatures the set is fixed, whereas in the
case of ring signatures the set can be selected “ad-hoc”.

In a ring signature scheme, a user may sign multiple messages with
impunity which corresponds to the ability to complete the survey multiple times
skewing results.

An anonymous credential system allows users to obtain credentials from
authorities and to anonymously demonstrate possession of these credentials. In
essence such systems provide methods for providing, a “zero-knowledge proof of
knowledge of a signature on a set of attributes.” Moreover, since anonymous
credentials typically are not analyzed under concurrent executions, new
techniques must be developed for security analysis.

Therefore, there is a need for a system and methods that anonymously
collects data from multiple network participants while maintaining authenticity of
the data. The present invention satisfies this need by providing a cryptographic
protocol that enables ad-hoc surveys with secure implementation to an

authenticated group of individuals of a network.
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SUMMARY OF THE INVENTION

Cryptography is directed to secure communication techniques in the
presence of third parties, known as adversaries. More generally, cryptography
includes constructing and analyzing protocols that block adversaries to ensure
data confidentiality, data integrity, authentication, and non-repudiation.

According to the invention, security properties of ad-hoc surveys are
precisely defined such as anonymity in that there is no link between users and
the surveys they submit, and authenticity in that only authorized users can
complete the survey, and they can complete it only once.

More particularly, the invention is directed to an ad-hoc survey scheme
protocol. The term “ad-hoc” represents that anyone can select a group of
individuals and create a survey in which those and only those individuals can
complete the survey at most once; additionally the survey initiator can initiate this
survey knowing only the identities, such as email address, of the users in the ad-
hoc group — no further interaction between the survey initiator and the users is
required. Before a user can complete a survey, the user must register their
identity with the system. The registration is performed only once and can be
used for any number of subsequent surveys.

As such, the invention provides essentially the same ease-of-use as
traditional (non-anonymous) electronic surveys, which may user participation and
make the feedback submitted more valuable.

The invention can be implemented with easily handling large numbers of
users with moderate resources. The computational costs on the users are quite
low as well, with a typical desktop being able to compute the worst-case scenario
in under a few seconds, using a single core of the machine. Thus, the invention is
scalable to manage that vast majority of practical surveying needs at costs that
are easily affordable.

In one embodiment of the invention, there are three parties in an ad-hoc
survey system: a single registration authority (RA) that issues master user
tokens, one or more survey authorities (SA) that can create surveys, and users
that provide survey data. A user must first register with the RA and retrieve a
secret “master user token” or simply referred to as “master token”. The terms
“master user token” and “master token” are used interchangeably herein. This is
a single token that can be used for all future surveys the user participates in.

A4-
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Anyone can act as an SA by choosing a unique survey ID and publishing a list of
identities that are permitted to participate in that survey. The list of identities that
can participate in a particular survey can grow dynamically, and the SA can
create a survey without any interaction with others. Finally, a user who is on the
list of valid identities for a survey can non-interactively submit a response to the
survey by simply routing one message to the SA using an anonymous tool such
as the Tor Network, or anonymous proxy relay.

The invention ensures that, even if the RA and SA are arbitrarily corrupted
and in collusion, they cannot learn anything about how particular users answered
submission or discover correlations between groups of users.

Once all submissions are collected, the SA might publish a list of all survey
responses, depending on external privacy requirements. If survey responses are
made public, they can further be audited. Survey responders can inspect the
output to check that their submissions were counted. Moreover, anyone can
check that each submission was from a unique authorized user — for example,
users can check for “ballot stuffing” and verify the list of authorized users.

According to a high-level overview of the invention, a user with identity id
registers with the registration authority by sending a commitment to a random
seed s;4 of a pseudo-random function (PRF) F. If the user has not previously
been registered, the registration authority signs the user’s name along with the
commitment. The signature o is returned to the user and is its “master token”.

To create a survey with identity user identities along with a survey id —
referred to as v;; or simply “vid” —, the survey authority generates a signature key
pair (vksa sksa) and publishes the signature verification key vksa and a list of
signed pairs {(vid, id)}sr Where I is the set of users authorized for the survey.

To complete a survey for survey vid, a user id generates a single-use
token tok = Fs;4(vid) (by evaluating the PRF on the seed s with input vid) and
presents a NIZK that it “knows a signature by the RA on its identity id and a
commitment to a seed s;;” (neither id or s;; is revealed), that it “knows a
signature by the SA on the pair (vid, id) (again id is not revealed), and that the
single-use token is computed as Fs;;(vid). The user’s actual survey data as well
as tok and vid are included into the “tag” of the NIZK to ensure “non-malleability”

of submitted responses.
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In contrast to dynamic group signatures, the ad-hoc survey scheme
protocol according to the invention does not require that every group member or
potential group member has their own personal public key, established and
certified, e.g., by a PKI, independently of any group authority.

To enable an efficient implementation of the invention, direct game-based
definitions of security analogous with other cryptographic game-based definitions,
e.g., blind signatures, may be provided that directly analyze the security of the
ad-hoc survey scheme protocol under concurrent executions.

Specifically, in a game-based definition, there are two parties: a challenger
who represents all honest parties and an adversary who represents all corrupted
parties. Challengers and adversaries interact with one another according to the
rules of the game; for instance, adversaries might be able to ask to register
corrupted users and see the survey outputs generated by honest users of their
choice. At some point, a challenger gives an adversary a challenge — for
instance, an honestly generated survey response. At the end of the game, the
adversary provides a response to this challenge; the adversary might guess
which honest user generated the challenge. If this challenge response is correct,
the adversary wins the game.

The definition of security states that for any realistic, time-bounded
adversary, the probability of winning the game is very close to the probability of
winning based on a random guess. Thus, a proof under this definition rules out all
realistic attackers, provided the game accurately captures all actions that the
adversary can make in the real world.

Malicious users should not be able to submit responses unless they are
authorized by the SA to participate in the survey. This property should hold when
users arbitrarily create fake identities, fake surveys, and new surveys, which may
be related in some form to the survey under attack. Moreover, this property
ensures that potentially malicious users can complete such surveys only once. If
they successfully submit multiple times, their submissions use the same token
and can be easily identified, then joined or discarded, depending on the survey
policy. According to this embodiment, the security game starts when a
challenger establishes the parameters for one RA and many SAs. An adversary
can then generate new survey IDs for any SA, ask for any survey submission

output by any honest user for chosen surveys, and register corrupted users. The
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challenge involves a new, honestly generated survey ID, but the adversary
chooses both the list of participants and the SA. The adversary responds with a
set of survey submissions, which the challenger checks against four conditions,
determining whether: (1) an adversary produced more submissions than allowed,
(2) all submissions are valid, (3) all submissions have different token numbers,
and (4) all token numbers are new and therefore created by the adversary.
Satisfying all the conditions results in the adversary winning.

One advantage of the invention is that it provides security not only for a
single survey, but also if an attacker participates in many surveys, be they in the
past, concurrent, or in the future. Specifically, the ad-hoc survey scheme
protocol proves secure even if the adversary participates in an arbitrary number
of concurrent surveys.

Another advantage of the invention is that it admits practical and efficient
solutions for very large surveys and supports millions of “write-in” (i.e., collection
of arbitrary strings of data) surveys in minutes. This is in stark contrast to mix-net
or zero knowledge-based voting systems, which currently can handle only
thousands of votes in several hours.

Another advantage of the invention is that it provides a provably-secure
cryptographic multi-party protocol that scales to handle millions of users. The
invention efficiently enables secure implementation of million-person anonymous
surveys using a single workstation.

The present invention is applicable to many online survey scenarios and
possibly enables new ones. Examples of how the surveys according to the
invention might be used are described below — university course evaluation,
online product review, and whistleblowing; however, these examples are merely
exemplary as the invention might be used with a wide variety of contemplated
applications including, for example, software distribution, financial transactions,
and in cases where it is important to detect forgery or tampering.

University Course Evaluation

Most universities let students evaluate each course that they complete.
These surveys typically include write-in sections in which open-ended answers
are encouraged. In the past, many universities conducted these surveys on
papers handed out and then collected during one of the final class sessions.
However, many universities are moving to online surveys to increase participation

7-
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and ease data collection. A link to an online course evaluation survey is typically
emailed to all students, who must trust the website collecting their responses to
keep them anonymous. As discussed above, this is a dangerous assumption,
even if the website makes a good faith effort to do so. To increase student
confidence in the system, the ad-hoc survey scheme protocol according to the
invention may be used.

When students are asked to register through a registration process to set
up their university account information (while proving their identity using a variety
of known methods including traditional, nonelectronic methods, they generate an
unlinkable master user token that is tied to their school email address. This step
can be done at a later stage if desired, or after a student has lost his or her
credential and needs a new one, but it needs to be done only once.

When administrators want to set up a course survey, they generate a
survey key based on a unique survey ID, such as “Survey for CS350 for Spring
2014 by Professor Brown at ABC University,” and a list of course participants’
email addresses.

After the survey is complete, the students’ client — either a computer or
smartphone — combines the survey key and the master user token to generate an
unlinkable one-time token. This token satisfies two properties: it carries no link to
students’ identity supporting anonymity, and for a given survey key, students can
obtain at most one such token ensuring that each student completes the survey
only once. Survey results are tabulated and possibly announced. If results are
made public, students can verify that their responses were included.

Once registration is complete, setup and execution can be performed
repeatedly. Participants do not need to check out a new single-use token for each
survey; rather, their client uses the master user token to create a unique single-
use token for each survey without any interaction that could de-anonymize them.

Online Product Review

Many online retailers display a set of customer reviews next to each
product. These reviews are often influential to prospective customers. To avoid
returns and customer dissatisfaction, these retailers have a vested interest in the
reviewers’ credibility. To bolster this credibility, many retailers indicate which
reviewers they can verify purchased this product on their site. This process is

currently non-anonymous; the retailer knows exactly which customer posted

8-
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which review. It is likely that a significant fraction of customers would be more
likely to post a review if they could do so anonymously.

The ad-hoc survey scheme protocol can give customers this anonymity
while still allowing the retailer to verify their purchases and ensure at most one
review per purchase. When customers create an online account with a retailer
and providing an email address and credit card to confirm identity, they are given
the option to enroll in anonymous reviewing. If they choose to do so, they can
then interact with the retailer to generate an unlinkable master user token that is
tied to their online account identifier, such as their username or email address.
This step can also be done at a later stage, but needs to be done only once.

Whenever customers enrolled in anonymous reviewing complete a
transaction, the retailer adds their online account identifier to an internal list of
certified purchasers of a given product. This list, together with a product identifier,
forms the survey ID. If customers want to post a review for a product or service
they have purchased, their client combines the survey ID and their master user
token to generate an unlinkable one-time token that they can use to complete the
review. This token carries no link to user identity but can be used only once.
Once the retailer receives the review with the token, which could be routed
anonymously, the retailer can verify it and post it as a “verified purchase review.”
Again, once the registration step — that is, enroliment in anonymous reviewing
and obtaining a master token — is complete, users can perform an unlimited
number of purchases and reviews.

In this example, the retailer helps to create the master user tokens.
Alternatively, customers could obtain master user tokens by interacting with their
bank or credit card company. Retailers, restaurants, service providers, and so |
forth could then generate lists of authorized reviewers based on the bank account
or credit card number used for the purchases. The review execution would
remain the same. This model could work well for websites that review other
parties’ services, because the sites could guarantee that they were posting
reviews of actual customers, while customers remain anonymous.

Whistleblowing

Frequently, whistleblowers want to provide information to an organization’s
ombudsman about alleged misconduct. Due to fears of reprisal, many
whistleblowers prefer to remain anonymous. However, upon receiving a

-9-
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complaint for investigation, an ombudsman should first ascertain that the source
of the complaint is legitimate — i.e., from a verified employee — and not just sent
by a random discontent.

In many cases, whistleblowers might be able to prove that they are in the
organization by providing information only an employee would know, but doing so
could break anonymity. An ad-hoc survey can give whistleblowing employees
anonymity while letting an ombudsman verify that a complaint comes from within
the organization. '

When employees first join an organization, they register an account and
issued a master user token tied to their system account. Concurrently, the
ombudsman adds them to a whistleblowing survey that consists of all
organization employees and provides employees — in conjunction with the master
user token — a signature showing that their employee ID is certified for
participation in the survey. The ombudsman publishes a signed list of all
participants to show that all employees can contribute.

Should employees uncover illegal or unethical activities, they can write a
memo to the ombudsman via the whistleblowing survey. They certify the memo
with their master user token and signed employee ID on the whistleblowing
participant list. Upon receipt via anonymous channel, the ombudsman can verify
that the submission comes from a valid survey participant, and thus a legitimate
employee.

The invention and its attributes and advantages may be further
understood and appreciated with reference to the detailed description below of
one contemplated embodiment, taken in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The preferred embodiments of the invention will be described in
conjunction with the appended drawings provided to illustrate and not to limit the
invention, where like designations denote like elements, and in which:

FIG. 1 illustrates an exemplary network system that may be used to
implement the methods according to the invention.

FIG. 2 illustrates an exemplary computer system that may be used to
implement the methods according to the invention.

10-
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FIG. 3 illustrates a block diagram of the components of a cryptographic
protocol that enables ad-hoc surveys with secure implementation according to
the invention.

FIG. 4 illustrates a flow chart of the steps of the registration phase that
enables ad-hoc surveys with secure implementation according to the invention.

FIG. 5 illustrates a flow chart of the steps of the survey creation phase that
enables ad-hoc surveys with secure implementation according to the invention.

FIG. 6 illustrates a flow chart of the steps of the survey submission phase
that enables ad-hoc surveys with secure implementation according to the
invention.

FIG. 7 illustrates one embodiment of an ad-hoc survey scheme according
to the invention.

FIG. 8 illustrates one embodiment of a cryptographic protocol of the
registration phase according to the invention.

FIG. 9 illustrates one embodiment of a cryptographic protocol of the survey
creation phase according to the invention.

FIG. 10 illustrates one embodiment of a cryptographic protocol of the

survey submission phase according to the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

FIG. 1 illustrates an exemplary communications network system 100 that
may be used to implement the methods according to the invention. One or more
network systems 100 may be used to implement the methods according to the
invention, for example as computer code processed by a processor such as one
similar to that described in reference to FIG. 2.

Specifically, the communications network system 100 includes at least one
client computer 110A (also referred to as “client”). The client computer 110A may
be any device through the use of which a distributed computing environment may
be accessed to perform the methods disclosed herein, for example, a traditional
computer, portable computer, handheld device, mobile phone, personal digital
assistant, smart hand-held computing device, cellular telephone, or a laptop or
netbook computer, hand held console or MP3 player, tablet, or similar hand held

computer device, such as an iPad®, iPad Touch® or iPhone®. More specifically,
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the client computer 110A may include one or more components as described in
reference to the computer system of FIG. 2.

The one or more client computers 110A establish communication with the
Internet 120 (including untrusted web browsers) to one or more servers 130 (also
referred to as “server”). A server computer 130 permits access to a collection of
computing resources and components that can be invoked to instantiate a
machine, process, or other resource for a limited or defined duration. For
example, one group of resource servers can host and serve an operating system
or components thereof to deliver and instantiate a virtual machine. Another group
of resource servers can accept requests to host computing cycles or processor
time, to supply a defined level of processing power for a machine or virtual
machine.

One embodiment of the client computer 110A or server computer 130 may
be shown by the exemplary computer system 200 of FIG. 2. One or more
computer systems 200 may be used to implement the methods according to the
invention, for example as computer code.

Computer system 200 includes an input/output display interface 202
connected to communication infrastructure 204 — such as a bus — that forwards
data including graphics, text, and information, from the communication
infrastructure 204 to other components of the computer system 200. The
input/output display interface 202 may be, for example, a display device, a
keyboard, touch screen, joystick, trackball, mouse, monitor, speaker, printer,
Google Glass® unit, web camera, any other computer peripheral device, or any
combination thereof, capable of entering and/or viewing data.

Computer system 200 includes one or more processors 206, which may
be a special purpose or a general-purpose digital signal processor configured to
process certain information. Computer system 200 also includes non-transitory
computer-readable storage medium such as a main memory 208, for example
random access memory (“RAM”), read-only memory (“ROM”), mass storage
device, or any combination thereof. Computer system 200 may also include a
secondary memory 210 such as a hard disk unit 212, a removable storage unit
214, or any combination thereof. Computer system 200 may also include a
communication interface 216, for example, a modem, a network interface (such

as an Ethernet card or Ethernet cable), a communication port, a PCMCIA slot
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and card, wired or wireless systems (such as Wi-Fi, Bluetooth, Infrared), local
area networks, wide area networks, intranets, etc.

It is contemplated that the main memory 208, secondary memory 210,
communication interface 216, or a combination thereof, function as a non-
transitory computer-readable storage medium to store and/or access computer
software including computer instructions. Certain embodiments of a computer
readable storage medium do not include any transitory signals or waves. For
example, computer programs or other instructions may be loaded into the
computer system 200 such as through a removable storage device, for example,
a floppy disk, ZIP disks, magnetic tape, portable flash drive, optical disk such as
a CD or DVD or Bluray, Micro-Electro-Mechanical Systems (“MEMS”),
nanotechnological apparatus. Specifically, computer software including computer
instructions may be transferred from the removable storage unit 214 or hard disc
unit 212 to the secondary memory 210 or through the communication
infrastructure 204 to the main memory 208 of the computer system 200.

Communication interface 216 allows software, instructions and data to be
transferred between the computer system 200 and external devices or external
networks. Software, instructions, and/or data transferred by the communication
interface 216 are typically in the form of signals that may be electronic,
electromagnetic, optical or other signals capable of being sent and received by
the communication interface 216. Signals may be sent and received using wire or
cable, fiber optics, a phone line, a cellular phone link, a Radio Frequency (“RF”)
link, wireless link, or other communication channels.

Computer programs, when executed, enable the computer system 200,
particularly the processor 206, to implement the methods of the invention
according to computer software including instructions.

The computer system 200 described herein may perform any one of, or
any combination of, the steps of any of the methods presented herein. It is also
contemplated that the methods according to the invention may be performed
automatically, or may be invoked by some form of manual intervention.

The computer system 200 of FIG. 2 is provided only for purposes of
illustration, such that the invention is not limited to this specific embodiment. It is

appreciated that a person skilled in the relevant art knows how to program and
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implement the invention using any computer system such as a cloud computer
system.

The invention is also directed to computer products, otherwise referred to
as computer program products. Computer products store software on any
computer useable medium, known now or in the future. Such software, when
executed, may implement the methods according to certain embodiments of the
invention.

The exemplary network system 100 of FIG. 1 and the exemplary computer
system 200 of FIG. 2 are provided only for purposes of illustration and do not limit
the invention to these specific embodiments. It is appreciated that a person
skilled in the relevant art knows how to program and implement the invention
using any computer system or network architecture.

FIG. 3 illustrates a block diagram of the components of a cryptographic
protocol 300 that enables ad-hoc surveys with secure implementation according
to the invention. More specifically, survey responses may be obtained from one
or more users through a communications network such that the users are
authenticated and the responses remain anonymous.

The ad-hoc survey scheme protocol 300 includes a software component
310 comprising a single registration authority component 320 and one or more
survey authority components 330, which are operable for use by users securely
and without access by another or others.

It is assumed that the registration authority component 320 has the ability
to set up a secure session (private and authenticated) with the user associated
with a particular user identity. Each user additionally has the ability to setup an
anonymous connection to the survey authority component 330 when returning
their survey.

According to a high-level overview of the invention, a registration issuance
component 325 issues a master token to each registered user. More specifically,
a user with identity id registers with the registration authority component 320 by
sending a commitment to a random seed s;,; of a pseudo-random function (PRF)
F and providing a non-interactive zero-knowledge (NIZK) that the commitment is
well-formed. If the user has not previously been registered, the registration

authority component 320 signs the user’s name along with the commitment. The
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signature returned to the user is its “master token”. The security property required
here is weaker than that of a blind signature. To create a survey, survey authority
component 330 publishes a list of signed user identities along with a survey id,
v;4. To complete a survey for survey id vy, a user id generates a single-use
token Fs;4(v;) (by evaluating the PRF on the seed sy with input v;4) and presents
a NIZK that it “knows a signature by the RA on its identity id and a commitment to
a seed s;;” and that it “knows a signature by the SA on its id” and that the single-
use token is computed as Fs;4(v;5). The user's actual survey data will be part of
and thereby authenticated by this NIZK. The NIZK in the survey completion step
ensures that only authorized users can complete the survey, and that they can
compute at most one single-use token, and thus complete it at most once. If,
however, a user wants to replace her survey response before the deadline and
this is allowed by the system, then she can create a new NIZK with new data for
the same Fs;;(v;y) value. The old survey result with this value is then deleted.
Anonymity, on the other hand, follows from the fact that neither the registration
authority component 320 nor the survey authority component 330 ever get to see
the seed s;; (they only see commitments to it), the zero-knowledge property of
the NIZKs, and the pseudo-randomness property of the PRF. _

According to a more specific embodiment of the invention, an ad-hoc
survey scheme protocol is a tuple of algorithms: GenRA, GenSA, RegUser™,
RegUser”, GenSurvey, Authorized, SubmitSurvey, Check. The registration
authority component 320 generates a public key-pair pkra, Skra «— GenRA(1");
pkra is made public and skra is secretly stored by the registration authority
component 320. Each survey authority component 330 generates a public key-
pair pksa, Sksa «— GenSA(1"); pksa is made public and sksa is secretly stored by
the survey authority component 330. It should be noted that security properties
hold even if new survey authority components are added on-the-fly. When the
use of a Common Reference String (CRS) is required; a CRS is generated and
made publicly available. For simplicity of notation, CRS has been omitted in the
discussion below and it is simply assumed that all these procedures get the CRS
as an input.

The registration authority component 320 permits users to register with the

system such as by providing profile information such as name, contact
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information, etc. The user sets up a secure session with the registration authority
component 320. The registration authority component 320 checks that user
identity id previously has not been registered. If it has, the registration authority
component 320 closes the session. Otherwise, the registration authority
component 320 and the user invoke the interactive protocol (RegUser™,
RegUser") on the common input 1", id. If the protocol ends successfully, the
registration authority component 320 stores that user identity id has been
registered, and the user secretly stores the output as cred,,.

The survey authority component 330 creates surveys. According to one
embodiment of the invention, a unique survey identification (SurveylD) is
obtained that is associated with a list of identities, i.e., email addresses, that can
participate in the survey.

More particularly, when a survey authority component 330 sets up a
survey with identifier SurveylD, it generates a survey public key based on the
identities of the participants (and its own secret key). More precisely, the survey
authority component 330 on input a survey identifier SurveyID and a list L of user
identities (they may be previously registered or not) computes and makes public
Pksurveyp < GenSurvey(1", SurveylID, L, sksa).

Users submit survey data 350 non-interactively (i.e, there is no back-and-
forth communication between the client computer and server computer). The
survey data comprises or consists of only one response to the survey. The
response can be, for example, a message consisting of one or more answers to
survey questions. Only the user identities of which appear on the participation list
can submit a response to the survey such as using an anonymous tool like Tor
Network. Users may submit their response using any device such as cellular
telephone, or a laptop or netbook computer, hand held console or MP3 player,
tablet, or similar hand held computer device, such as an iPad®, iPad Touch® or
iPhone®.

Given a registered survey with identifier SurveylD and its associated
public-key pksurveyin, €ach “authorized” user id; can combine its master credential
cred;; with the survey identifier SurveylD and public-key pksurveyip t0 generate an
unlikable “one-time token” that it can then use to make a submission in the

survey. The “one-time token” satisfies two properties: (1) it carries no link to the
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user’s identity (anonymity) and (2) for a given “survey key”, the user can obtain at
most one such token (and thus can only submit one response).

More precisely, user id with master credential cred;gssubmits the message
m as the completed survey by privately executing the algorithm Sub =
(tok, m, tokauth) « SubmitSurvey(1", SurveylD, pKsuveyp, m, cred;; and then
submitting Sub to the survey authority component 330 through an anonymous
channel; tok is the “one-time token”, and tokauth is an authenticator required to
bind the message m to the one-time token, and to ensure uniqueness of the one-
time token. The survey authority component 330 checks whether the submission

is correctly computed by executing Check(pksa, pkra, SurveylD, pKsureyip, Sub); if

it outputs accept it stores the submission. If a submission with the same tok has

been previously stored (i.e., if a Sub of the form (tok,m', tokauth’) has already
been stored, the old record is removed, i.e., the new Sub is not stored.

Once all the submissions have been collected, the SA may (depending on
external privacy requirements) publish a list of all stored submissions Sub =
(tok, m, tokauth).

The invention also includes audit procedures. First, users can check that
their submission was “counted” by simply inspecting that their submission is
output. Second, a user may use Check(pksa, pkra, SurveylD, pKsureyin, Sub) to
check whether Sub is a valid submission (i.e., user can check that there is no
“pallot/survey-stuffing”). Finally, to ensure that a survey is not targeted to a
particular user (for de-anonymization purposes), the user may use function
Authorized(pksa, SurveylD, pksuweyin, id’) to check whether user id' is also
authorized for survey SurveylD with public key pKsurveyip.

A crucial aspect of an ad-hoc survey is the privacy property: even if the RA
and SA are arbitrarily corrupted (and in collusion) they cannot learn anything
about how particular users answered submissions (or even learn correlations
between groups of users). The key security property of our ad-hoc survey is that
only authorized users can complete a survey, and furthermore they can complete
it at most once. According to one embodiment for obtaining survey responses
from one or more users through use of a computer-based system and a
communications network such that the users are authenticated and the

responses remain anonymous, the method comprises a registration phase, a
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survey creation phase, and a survey submission phase. FIG. 4, FIG. 5, and FIG.
6 illustrate block diagrams of the steps of a cryptographic protocol that enables
ad-hoc surveys with secure implementation according to the invention. The
following considers the invention and its anonymity/authenticity properties.

As shown in FIG. 4, a user registers using a client computer at step 402.
The registration phase is conducted between a client and a server and occurs
only once for each client. For example a user sets-up his or her account
information such as a profile that requires proof of identity (including using
traditional, non-electronic, methods). The registration is accepted if it is a new
registration and has not been previously set-up.

At step 404, the server prepares a master server secret and the client
prepares a master token secret. At step 405, the client prepares a message
derived from the master token secret and an identification element of the user,
such as an email address. The client sends the message and the identification
element, which are received by the server. At step 406, the server combines the
message and the master server secret to obtain a pre-master token. The server
sends the pre-master token to the client and the client derives a client master
token from the pre-master token at step 407. The client master token is
associated to an identity such as the user's school email identity or email
address. Again, the registration phase can also be done at a later stage if the
user desires (or if the user loses his or her credential), but it only needs to be
done once.

The survey creation phase includes receiving by the server a survey
created through a series of inputs, the survey including a survey key that
comprises one or more selected identification elements for participation in the
survey. More specifically as shown in FIG. 5, a user creates a survey at step
412. |dentification elements for participation in a survey are selected at step 414.
At step 416, the identification elements are used to generate a survey key. For
example, when an administrator wishes to set-up a survey, the administrator
generates a survey key based only on the actual identities — email addresses — of
the participants.

The survey submission phase is conducted between the client and the
server. As shown in FIG. 6, a user attempts through a client computer to access

the survey and the survey key by one or more users at step 422. If a match exists
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the client prepares a plurality of responses to the survey at step 424. At step
426, the client combines the survey key and the client master token. At step 428,
a client survey token is generated. More specifically, upon filling out a survey
with its associated survey key, the user’s client (either computer or smart phone)
combines the survey key and the master token to generate an unlikable one-time
token that can be used to complete the survey, i.e., survey token. The one-time
survey token satisfies two properties: (1) it carries no link to the user’s identity
(anonymity), and (2) for a given survey key, the user can obtain at most one such
token ensuring that a user can only complete the survey once. The response
may be submitted using an anonymous network such as the Tor Network or
anonymous proxy relay.

At step 430, the client submits to the server computer a server response,
which is exactly one survey response. The survey response includes the plurality
of responses to the survey and the client survey token.

As shown in step 432, the survey token is compared to a list of previously
submitted survey tokens to determine whether or not the survey token has been
previously used. If the survey token has been previously used the response is
declined at step 436. If the survey token does not appear on the list of previously
submitted survey tokens, the response is accepted at step 434.

In an alternate embodiment, the invention supports the optional ability for
the user to change his or her response before the voting deadline in a manner
that replaces the previous submission, but in no other way leaks any information
about the user’s identity.

Again, once a user registration is completed, surveys can be created and
accessed any number of times. The participants do not need to obtain new
single-use tokens for each survey; rather their client uses the master user token
to create a unique single-use token for this survey without any interaction, which
may de-anonymize the user.

In order to construct a system according to the invention, secure ad-hoc
surveys are implemented from generic primitives, such as commitment schemes,
signature schemes, pseudorandom functions (PRFs), and generic non-interactive
zero-knowledge (NIZK) arguments for all assertions that can be efficiently
verified. A commitment scheme lets a sender commit to a message without

revealing that message to a receiver. A signature scheme allows public
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authentication of a message. A PRF is a seeded deterministic function that maps
any input to a random looking output, assuming one has no knowledge of the
seed. Finally, an NIZK argument provides a proof of an assertion — for example,
“l know a signature by the RA on message m” — without revealing anything
beyond the truth of this statement, such as signature bits. The ad-hoc survey
scheme’s security is proved based on the assumption that all generic primitives
employed are secure. The ad-hoc survey scheme remains secure even when an
adversary initiates many concurrently executing sessions in the system.

The generic scheme is instantiated with a specific commitment scheme,
signature scheme, PRF, and NIZK arguments to obtain efficient, secure ad-hoc
survey scheme. The generic protocol does not rely on the underlying primitives in
a black-box way; rather, the NIZK argument is used to prove complex statements
that require code of the actual commitments, signatures, and PRFs used.

FIG. 7 illustrates one embodiment of an ad-hoc survey scheme according
to the invention.

FIG. 8 illustrates one embodiment of a cryptographic protocol of the
registration phase according to the invention.

FIG. 9 illustrates one embodiment of a cryptographic protocol of the survey
creation phase according to the invention.

FIG. 10 illustrates one embodiment of a cryptographic protocol of the
survey submission phase according to the invention.

An unoptimized implementation demonstrates efficiency for nearly all
practical surveys. In particular, a particular implementation of the invention
utilizes only one core of the CPU, but user registration and survey verification one
can easily be load-balanced over multiple cores and machines by having all
cores run the same processes. Similarly, when generating new surveys, the
participant list can be split among several different cores at the SA, and each
would sign the names of the individuals on its portion of the list.

It is contemplated that one or two workstations or servers are sufficient to
manage millions of surveys using the more efficient BN curves, and a small
number of high-performance machines could easily handle surveys of larger or
similar sizes using the BLS curves.

While the disclosure is susceptible to various modifications and alternative
forms, specific exemplary embodiments of the invention have been shown by
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way of example in the drawings and have been described in detail. It should be
understood, however, that there is no intent to limit the disclosure to the particular
embodiments disclosed, but on the contrary, the intention is to cover all
modifications, equivalents, and alternatives falling within the scope of the

5 disclosure as defined by the appended claims.
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CLAIMS
1. A system for obtaining survey responses from one or more users

through a communications network such that the users are authenticated and the
responses remain anonymous, the system comprising:

a registration issuance component that permits the one or more users to
obtain a registration with the system;

a registration aufhority that issues a master token to each of the one or
more users who obtain the registration;

a survey authority established by obtaining a unique survey ID and
permitted to publish a list of identities that can participate in the survey as the one
or more users; and

a submission component by which the one or more users the identities of
which appear on the participation list can submit a response to the survey using

an anonymous tool.

2. The system of claim 1, wherein the submission component is

configurable to permit a complete response to a survey in a single message.

3. The system of claim 1, wherein said registration issuance
component, said registration authority, said survey authority, and said submission
component are operable for use by the one or more users securely and without

access by another or others.

4, The system of claim 1, wherein the master token is receivable and
storable on a mobile device and the submission component is configurable to

permit the one or more users to submit the response from the mobile device.

5. A method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous, the
method comprising:

conducting a registration phase between a client and a server, wherein the
registration phase occurs only once for each client, the registration phase further
comprising the steps of:
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preparing by the server a master server secret;

preparing by the client a master token secret;

preparing by the client a message derived from the master token
secret and an identification element of the user;

sending by the client to the server the message and the
identification element;

receiving by the server the message along with the identification
element of the user;

combining by the server the message and the master server secret
to obtain a pre-master token;

sending by the server the pre-master token to the client;

receiving by the client the pre-master token;

deriving by the client a client master token from the pre-master
token;

conducting a survey creation phase between the client and the server, the

survey creation phase further comprising the steps of:

receiving by the server a survey created through a series of inputs,
the survey including a survey key that comprises one or more selected
identification elements for participation in the survey;

conducting a survey submission phase between the client and the server,

survey submission phase further comprising the steps of:

attempting through the client access to the survey and the survey
key by one or more users;

preparing by the client a plurality of responses to the survey;

combining by the client the survey key and the client master token
to generate a client survey token;

submitting to the server a survey response, the survey response
including the plurality of responses to the survey and the client survey token;

comparing by the server the survey token to a list of previously
submitted survey tokens; and

accepting by the server the survey response.
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6. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according
to claim 5, wherein the step of accepting by the server the survey response
occurs when the survey token does not appear on the list of previously submitted

survey tokens.

7. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according
to claim 5, wherein the step of accepting by the server the survey response
further comprises the step of replacing any previously recorded response that

shares the same survey token.

8. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according

to claim 5, wherein the identification element is an email address.

9. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according
to claim 5, wherein the submitting step is performed through an anonymous

network.

10. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according

to claim 9, wherein the anonymous network is Tor Network.
11. The method for obtaining survey responses from one or more users

through use of a computer-based system and a communications network such

that the users are authenticated and the responses remain anonymous according
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to claim 5, wherein the preparing step further comprises the step of using an

untrusted web browser.

12. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according

to claim 5, wherein the client computer is a portable handheld device.

13. The method for obtaining survey responses from one or more users
through use of a computer-based system and a communications network such
that the users are authenticated and the responses remain anonymous according
to claim 5, wherein the submitting step is performed simultaneously by a plurality

of client computers.
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Ad-hoc Survey Construction

Let,
o {Gen, Sign, Ver} be a signature scheme.
» {Gen',Ver’, Sign’, Blind’, Unblind”) be a partially blind signature scheme.
o {fites o33 be a family of PRFs.

o Let L be the NF language defined as follows: (tok, vid, vkpa, vkga ) & L iff there exist
strmoss id, w rmd such that Ver'{vkga, { {id, s}, v} = Land Ver{vksa, {vid, id’};grmm.:} ::::-

e let{FV, {‘.}’} be an oSE NIZK protocols for L.

o GenRA{T") = Gen'{17);

RegUsz%{ skra ), Regl ssertd AP, id) proceeds as follows:

~ A user with identity & undformly generates and stores s < {0,117, v « {0, 1}pon
and computes y = {id, Blind, {vkg 4.5} and sends it to the RA.

- ’}T'he BA refums x = Szgn esm\g, I,}

e GenSurvey (17, vid, L) pmmec}s as follows,

~ vkga, sksa ¢ Gen{1™} For each id ¢ L, mmpuie 0'“‘ = Sign{skgs, (vid, fd}) and
output vkga and the st of taples {id, o3 hsgr-
- Authorized{vid, vk, 7d) parses vkyg as {vksa, L P and c;mtput% YES iff I contains
a record of the form (id, 071%) such that Ver{ vk a, (vid, ), ¢ e
~ SubmitSurvey{1*, vid, \:k,,gf:;,n-;, id, cred} proceeds as:
x Parse ared = {5, ¢ ).
v Parses vigg = (vkea, L)
+ Compute tokenenumber tok == f{vid},
+ Recover a tuple of the ?m*m {id, ey} from L. I no such tuple exists, or if
Ver{vksa, {vid, uf”(,,{} s+ 1 abort.
¥ Lumpute a on SE NEZK 1 using P that (tok, vid, vkpa, vksa) € L with tag
tok|{vidiim using s, vid, o, 0} as witness,
s« Send the tuple S ab ----- {rak, m, ) to the SA,
~ Check{vkga, vid, tok, 1, 5t} outputs accept If V accepts 1 as a proof of the state-
ment {tok, vid, vkpa) € L with tag tok{jvid{{m

FIG. 7
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Concrete scheme

Gean& and GenSA The RA picks random vmup eienu‘ms w00 € Gy and a secret ele-
ment X € Z,. The RA's public key vkpa = {10,/ e{g, £2)7) and skpa = x. (RA will be
signing iy as the id with 1 and iip as the user’s s&r){ seeé with ©.)

“fhe A picks random group elements w,, 0, fty € Gy and a secret element y € &, The
SA's public key SAw = {1a, i, 0{g, 22 1Y) emd SAQ =0y, (i will be the vid and sy will
he the user id of a participant authonzvd to submit in the surv ey.)

The RegUser protocol A user registers by invoking the following protocol with the RA
Common: RAy = {u, o, e{e. 020"}

RA Secret Key: x

User identity: id

User and RA establish a mutually authenticated secure communication channel.

-+ RA The user chooses a random PREF seed sy € Z, and a random d € Z,;, computes
*c: ,and sends {d, o) to RA,

The user also gives a (NDzero-knowledge proof of knowledge for (s, d} € Ly using
the L-pr otocol for Ly described above:

PoK '{ {:Sg@{, if* vt g‘{}

U~ RA User s:s:m'zputes Ey o= z’:; O, B o 3.3“.1 + o and sends {zy, 22} to RA.
2

RA verifies v9¢™ = g%y,

U ¢ RA RA checks that the identity id has not been registered before. RA chooses v €
i

Zy randomly, computes the signature tuple oy« %"
the signature oy = (v, 0 ).

ahy,op o g% and sends R

U User verifies the signature by checking that

ele, g2} = e(g, g2)°

If this verifies, the user removes the commitment randomness by computing o =
oy /o and stores the secret credential (id, s, 0y = (o, 02} )

FIG. 8
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