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1/ Fig.1
After an upgrade server produces an upgrade file
package, send an upgrade update notification to a
targst security information interaction device, and a

regular multi-media operating system and the secure
operating system are operated on the security
information interaction device

After an upgrade update monitor module in a
multi-media operating system on the security
information interaction device monitors and receives
the upgrade update notification, establish a first
secure channel between the multi-media operating
system and the secure operating system, then send
an upgrade update command to the secure operating
system above the secure channel

After an upgrade application module of the

secure operating system receives the upgrade Update
command, establishing a second secure channel with
the upgrade server, then the upgrade server pushes
the upgrade file package to the secure operating
system on the second secure channel in an encrypted
way

After the upgrade file package is received, the
upgrade application module, on the basis of the
upgrade file package, conduats an upgrade operation
on the secure operating system

(57) Abstract: A secure operating system update method used in a reliable
execution environment, the method comprising: after an upgrade server pro-
duces an upgrade file package, sending an upgrade update notification to a
target security information interaction device (Al); after an upgrade update
monitor module in a multi-media operating system on the security informa-
tion interaction device monitors and receives the upgrade update notification,
sending an upgrade update command to the secure operating system (A2);
atter an upgrade application module of the secure operating system receives
the upgrade update command, establishing a second secure channel with the
upgrade server, then the upgrade server pushes the upgrade file package to
the secure operating system on the second secure channel in an encrypted
way (A3); and after the upgrade file package is received, the upgrade applic-
ation module, on the basis of the upgrade file package, conducts an upgrade
operation on the secure operating system (A4). The above method can con-
tinuously update and maintain the secure operating system.
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