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a phrase to be registered is displayed to the user 

a speech of the phrase to be registered read by the user may be obtained 

S33 a third registration model of the phrase to be registered may be established , if the speech of the 
phrase to be registered corresponds to the phrase to be registered 

Fig . 3 
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VOICEPRINT AUTHENTICATION METHOD combination of the preregistered phase , this method is 
AND APPARATUS equivalent to the way of adopting the fixed registered phrase 

in the voiceprint authentication technology unrelated to the 
CROSS - REFERENCE TO RELATED text , such that the content of speeches may be variable , and 

APPLICATION 5 the fraud with sound recording may be avoided . 
In order to achieve above objectives , embodiments of a 

This application claims priority to and benefits of Chinese second aspect of the present disclosure provide a voiceprint 
Patent Application Serial No . 201510337291 . 8 , filed with authentication apparatus . The apparatus includes : a first 
State Intellectual Property Office on Jun . 17 , 2015 , the entire displaying module , configured to display a tip text to a user , 
content of which is incorporated herein by reference . 10 in which the tip text is a combination of a preregistered 

phrase ; a first obtaining module , configured to obtain a 
FIELD speech of the tip text read by the user ; and an authenticating 

module , configured to obtain a pre - established registration 
The present disclosure generally relates to the field of model and determine a result of a voiceprint authentication 

authentication technology , and more particularly , to a voice - 15 according to the speech of the tip text and the pre - established 
print authentication method and a voiceprint authentication registration model , if the speech of the tip text corresponds 
apparatus . to the tip text . 

With the voiceprint authentication apparatus according to 
BACKGROUND embodiments of the present disclosure , the voiceprint 

20 authentication based on the limited text may be realized by 
The current voiceprint authentication technology may be comparing the speech and the registration model . Since the 

related to the text or unrelated to the text . The voiceprint registration model is adopted , this authentication method in 
authentication technology unrelated to the text does not the apparatus is equivalent to the voiceprint authentication 
distinguish the content said by the user , and the voiceprint technology unrelated to the text , thus the user needs not to 
authentication technology related to the text requires the 25 speak for a long time during the authentication . In addition , 
content said by the user being consistent with that said by the since the tip text is the combination of the preregistered 
user during the registration . Each of these two technologies phase , this method is equivalent to the way of adopting the 
has both advantages and disadvantages : with the voiceprint fixed registered phrase in the voiceprint authentication tech 
authentication technology unrelated to the text , the applica - nology unrelated to the text , such that the content of 
tion thereof is flexible , however the user is required to speak 30 speeches may be variable , and the fraud with sound record 
for a long time to cover the big sample space , because the ing may be avoided . 
content said by the user is not restricted ; and with the Additional aspects and advantages of embodiments of 
authentication technology related to the text , although the present disclosure will be given in part in the following 
user only needs to speak for a short time , the content said by descriptions , become apparent in part from the following 
the user must be consistent with that said by the user during 35 descriptions , or be learned from the practice of the embodi 
the registration , and the fraud with sound recording cannot ments of the present disclosure . 
be avoided . 

BRIEF DESCRIPTION OF THE DRAWINGS 
SUMMARY 

40 These and other aspects and advantages of embodiments 
The present disclosure aims to solve at least one of the of the present disclosure will become apparent and more 

problems existing in the related art to at least some extent . readily appreciated from the following descriptions made 
Accordingly , an objective of the present disclosure is to with reference to the accompanying drawings , in which : 

provide a voiceprint authentication method . With the FIG . 1 is a flow chart showing a voiceprint authentication 
method , the user needs not to speak for a long time during 45 method according to an embodiment of the present disclo 
the authentication and the content of speeches is variable , sure ; 
such that the fraud with sound recording may be avoided . FIG . 2 is a flow chart showing a voiceprint authentication 

Another objective of the present disclosure is to provide method according to another embodiment of the present 
a voiceprint authentication device . disclosure ; 

In order to achieve above objectives , embodiments of a 50 FIG . 3 is a flow chart showing a registration procedure 
first aspect of the present disclosure provide a voiceprint according to an embodiment of the present disclosure ; 
authentication method . The method includes : displaying a FIG . 4 is a flow chart showing a registration procedure 
tip text to a user , in which the tip text is a combination of a according to another embodiment of the present disclosure ; 
preregistered phrase ; obtaining a speech of the tip text read FIG . 5 is a schematic diagram illustrating alternative 
by the user ; obtaining a pre - established registration model 55 phrases during a registration procedure according to an 
and determining a result of an voiceprint authentication embodiment of the present disclosure ; 
according to the speech of the tip text and the pre - established FIG . 6 is a block diagram if a voiceprint authentication 
registration model , if the speech of the tip text corresponds apparatus according to another embodiment of the present 
to the tip text . disclosure ; and 

With the voiceprint authentication method according to 60 FIG . 7 is a block diagram of a voiceprint authentication 
embodiments of the present disclosure , the voiceprint apparatus according to another embodiment of the present 
authentication based on the limited text may be realized by disclosure . 
comparing the speech and the registration model . Since the 
registration model is adopted , this method is equivalent to DETAILED DESCRIPTION 
the voiceprint authentication technology unrelated to the 65 
text , thus the user needs not to speak for a long time during Reference will be made in detail to embodiments of the 
the authentication . In addition , since the tip text is the present disclosure . Embodiments of the present disclosure 
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will be shown in drawings , in which the same or similar determined according to the speech of the tip text and the 
elements and the elements having same or similar functions pre - established registration model , if the speech of the tip 
are denoted by like reference numerals throughout the text corresponds to the tip text . 
descriptions . The embodiments described herein according For example , referring to FIG . 2 , after obtaining the 
to drawings are explanatory and illustrative , not construed to 5 speech of the tip text , the method further includes the 
limit the present disclosure . In contrast , the present disclo following steps . 
sure may include alternatives , modifications and equivalents In step S21 , it is judged whether the speech of the tip text 
within the spirit and scope of the appended claims . corresponds to the tip text . 

FIG . 1 is a flow chart showing a voiceprint authentication Since the tip text is displayed to the user by the authen 
method according to an embodiment of the present disclo - 10 tication apparatus , the tip text may be stored in the authen 
sure . As shown in FIG . 1 , this voiceprint authentication tication apparatus . 
method may include the following steps . In addition , after the authentication apparatus obtains the 

In step S11 , a tip text is displayed to a user , and the tip text speech of the tip text , the text corresponding to this speech 
is a combination of a preregistered phrase . may be determined by the speech recognition technology . 

If the user needs to conduct a voiceprint authentication , a 15 Then , this text may be compared with the stored tip text to 
user identification ( i . e . a user ID , such as , a phone number , judge whether they are consistent with each other . 
a login account , etc . ) may be obtained firstly . Then , the In step S22 , an error indicating that the speech of the tip 
registered phrase corresponding to the user identification text is not consistent with the tip text is returned if the speech 
may be searched for in the registration information previ - of the tip text does not correspond to the tip text . 
ously established . 20 For example , by comparing the text corresponding to the 

For example , if the user is a first user , and the phrases speech with the stored tip text , a prompt indicating that the 
registered by the first user in the registration information speech of the tip text is not consistent with the tip text is 
include A , B , C , etc . , phrases selected from A , B , C may be provided to the user and the user may read again , if the text 
combined to form the tip text . corresponding to the speech is not consistent with the stored 
When forming the tip text by combining the phrases 25 tip text . 

selected from the registered phrases , the selection algorithm If the text corresponding to the speech is consistent with 
and the number of phrases selected may be configurable . the stored tip text , the result of the voiceprint authentication 

Alternatively , the preregistered phrase includes a plurality may be determined according to the speech and the pre 
of phrases , and before displaying the tip text , the method established registration model . 
further includes : 30 Alternatively , obtaining a pre - established registration 

selecting at least one phrase from the plurality of phrases model and determining a result of a voiceprint authentica 
and combining the at least one phase to form the tip text . tion according to the speech of the tip text and the pre 

For example , the selection algorithm may be randomly established registration model , includes : 
selection algorithm , and two phrases are selected . It is segmenting the speech of the tip text into a phrase speech 
assumed that the preregistered phrases include : “ we ” , 35 corresponding to the preregistered phrase , obtaining a first 
“ really ” , “ angry ” , “ Bull ” , “ at the diner ” and “ does / do not registration model pre - established and corresponding to the 
wash hands ” , then two phrases selected randomly from these preregistered phrase , defining the phrase speech as a speech 
six phrases may be combined to form the tip text , for to be authenticated and the first registration model as an 
example , the tip text may be “ angry Bull ” , “ does / do wash authentication model , and determining the result according 
hands really ” , etc . 40 to the speech to be authenticated and the authentication 

It should be understood that , the number of phrases model ; or 
selected for forming the tip text is not limited herein , which obtaining a first registration model pre - established and 
may be one or more . In addition , the number of the tip texts corresponding to the preregistered phrase , combining the 
is also not limited herein , which may be one or more . Take first registration model to obtain a combined registration 
an authentication procedure of a tip text as an example in 45 model , defining the speech of the tip text as a speech to be 
subsequent embodiments . It should be understood that , if the authenticated and the combined registration model as an 
tip text includes a plurality of tip texts , the authentication authentication model , and determining the result according 
procedure of the plurality of tip texts may be accomplished to the speech to be authenticated and the authentication 
according to the authentication procedure of a tip text , and model ; or 
if each of the plurality of tip texts is authenticated success - 50 obtaining a second registration model pre - established and 
fully , it is determined that the voiceprint authentication is corresponding to the tip text , defining the speech of the tip 
successful , otherwise it is determined that the voiceprint text as a speech to be authenticated and the second regis 
authentication is failed . tration model as an authentication model , and determining 

In step S12 , a speech of the tip text read by the user is the result according to the speech to be authenticated and the 
obtained . 55 authentication model . 

After displaying the tip text to the user , the user may read For example , if a speech of “ anger Bull ” is obtained , this 
speech may be segmented to obtain a speech of “ anger ” and 

The authentication apparatus for performing this method a speech of “ Bull ” . Then , the speech of " anger ” may be 
may be provided with a speech obtaining module , thus the matched with a speech corresponding to " anger ” and stored 
speech read by the user may be obtained . For example , the 60 during the registration ; the speech of “ Bull ” may be matched 
authentication apparatus may include a foreground module with a speech corresponding to “ Bull ” and stored during the 
and a background module . The foreground module may be registration , so as to obtain the result of the voiceprint 
disposed in the user ' s device , and the user ' s device also authentication . When segmenting the speech , a pre - estab 
includes the speech obtaining module to obtain the speech lished segmentation model may be adopted . This segmen 
read by the user . 65 tation model may be established according to phrase 

In step S13 , a pre - established registration model is speeches corresponding respectively to preregistered 
obtained and a result of a voiceprint authentication is phrases , for example , the segmentation model records the 

it . 
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start identification and the stop identification of each phrase after segmenting a speech , then a corresponding registration 
speech during the registration , thus the speech may be model may be determined according to the correspondence . 
segmented according to the start identification and the stop After determining the registration model , the matching 
identification to obtain each phrase speech . value between this registration model and the corresponding 

For another example , if it is determined that the current tip 5 phrase speech may be calculated . The method for calculating 
text is “ anger Bull ” , a speech corresponding to " anger ” and the matching value includes but is not limited to the ways of : 
stored during the registration , and a speech corresponding to scoring using the Viterbi algorithm with HMM , scoring 
“ Bull ” and stored during the registration may be searched using the plda algorithm with ivector model . 
for in the registration information . Then , these two speeches . The authentication is described above , and it should be 
may be combined to obtain a combined speech . Then , the 10 understood that , the registration may be performed before 
combined speech is matched with the obtained speech of the authentication . During the registration , the registration 
" anger Bull ” read by the user to obtain the result of the model of the phrase may be established . 
voiceprint authentication . Referring to FIG . 3 , the registration procedure includes 

For another example , during the registration , instead of 16 the following steps . 
establishing registration models of phases , the registration In step S31 , a phrase to be registered is displayed to the 
model of a possible tip text may be established . For example , user . 
the registration model corresponding to the speech of “ anger The phrase to be registered is generated in advance before 
Bull ” may be established , and then during the authentica - the registration and the phrase to be registered includes the 
tion , the registration model corresponding to the speech of 20 plurality of phrases to be registered . 
" anger Bull ” may be obtained and matched with the Alternatively , if the phrase to be registered includes the 
obtained speech of “ anger Bull ” read by the user to obtain plurality of phrases to be registered , the plurality of phrases 
the result of the voiceprint authentication . to be registered satisfy at least one of conditions that : 

Referring to FIG . 2 , take the speech segmentation as an a length of each of the plurality of phrases to be registered 
example . If it is determined that the speech of the tip text 25 is less than a preset length threshold ; 
corresponds to the tip text in step S21 , the method further a difference between lengths of any two of the plurality of 
includes the following steps . phrases to be registered is less than a preset difference ; and 

In step S23 , the speech of the tip text read by the user is one of the plurality of phrases to be registered does not 
segmented into a phase speech . contain a homophone of a word containing in another one of 

When segmenting the speech , the pre - established seg - 30 the plurality of phrases to be registered . 
mentation model may be adopted . This segmentation model For example , the phrase to be registered is set to contain 
may be established according to the phrase speech corre - two or three words , so that the phrase is short text and 
sponding to the preregistered phrase , for example , the seg - basically with the consistent length . 
mentation model records the start identification and the stop For another example , one of the plurality of phrases to be 
identification of each phrase speech during the registration , 35 registered does not contain a homophone of a word con 
thus the speech may be segmented according to the start taining in another one of the plurality of phrases to be 
identification and the stop identification to obtain the phrase registered , for example , Chinese Pinyin for “ Bull ” is “ gong 
speech . niu ” , which has the same pronunciation " gong ” as “ gong 

In step S24 , a matching value between each phrase speech shou ” , it is best to prevent the homophone “ gong ” from 
and a corresponding registration model is calculated . 40 appearing in different phrases at the same time . 

The method for calculating the matching value includes Alternatively , the phrases to be registered may be set 
but is not limited to the ways of : scoring by using Viterbi according to default settings , or may be selected by the user 
algorithm with Hidden Markov Model ( HMM ) , and scoring from multiple alternative phrases . For example , referring to 
by using Probabilistic Linear Discriminant Analysis ( PLDA ) FIG . 4 , the registration procedure further includes the fol 
algorithm with ivector model . 45 lowing steps . 

In step S25 , it is determined whether each matching value in step S41 , alternative phrases are displayed to the user . 
is larger than a preset threshold . If yes , step S26 is executed . For example , referring to FIG . 5 , the selection interface 51 
otherwise , step S27 is executed . is displayed , and this selection interface may display the 

In step S26 , the voiceprint authentication is successful . alternative phrases , for example , “ we ” , “ really ” , 
In step S27 , the voiceprint authentication is failed . 50 " angry ” , . . . 
Alternatively , obtaining a first registration model pre - In step S42 , the phrase to be registered selected by the 

established and corresponding to the preregistered phrase user from the alternative phrases is obtained . 
includes : After phrases shown in FIG . 5 are displayed , the user may 

obtaining a user identification of the user ; and select the phrases to be registered from these phrases , for 
obtaining the first registration model according to the user 55 example , the phrases to be registered may include : “ really ” , 

identification , the preregistered phrase and a correspondence " angry ” , “ does / do not wash hands ” and “ peacock ” . Then , 
of the user identification , the preregistered phrase and the after completing the registration of these phrases to be 
first registration model generated during the registration . registered , a tip text may be generated during the authenti 

For example , after segmenting the speech , the phrase cation . For example , the tip text may include : “ peacock does 
speech of " angry ” and the phrase speech of “ Bull ” are 60 not wash hands , " " angry peacock does not wash hands , " or 
obtained . “ angry peacock does not wash hands really ” etc . It should be 

During the registration , a correspondence may be gener - understood that , in this embodiment , take the combination of 
ated : the correspondence of a user identification , a phrase phases in logically as an example ; however , in order to 
and a registration model . For example , a first phrase of the improve the readability , after combining the phrases to 
first user is corresponding to a first registration model . When 65 obtain a tip text , the grammar of the tip text may be checked . 
the user conducts the authentication , the user identification If the grammar of the tip text meets the requirement of the 
of the user may be obtained , and phrases may be obtained grammar , the tip text is displayed to the user . 
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Then , the phrase to be registered may be displayed to the include A , B , C , etc . , phrases selected from A , B , C may be 
user and the user may read the phrase to be registered . combined to form the tip text . 

In step S32 , a speech of the phrase to be registered read When forming the tip text by combining the phrases 
by the user may be obtained . selected from the registered phrases , the selection algorithm 

For example , the user reads phrases to be registered in 5 and the number of phrases selected may be configurable . 
sequence , and corresponding speeches may be obtained by Alternatively , the preregistered phrase includes a plurality 
the speech obtaining module in the user ' s device . of phrases , and referring to FIG . 7 , the apparatus 60 further 

In step S33 , a third registration model of the phrase to be includes a generating module 64 . 
registered may be established , if the speech of the phrase to The generating module 64 is configured to select at least 
be registered corresponds to the phrase to be registered . 10 one phrase from the plurality of phrases and to combine the 

at least one phase , so as to form the tip text . Alternatively , the speech of the phrase to be registered For example , the selection algorithm may be randomly comprises a plurality of speeches of the phrase to be selection algorithm , and two phrases are selected . It is registered read by the user , and establishing a third regis assumed that the preregistered phrases include : “ we ” , 
tration model of the phrase to be registered if the speech of 15 “ really ” “ angry ” “ Bull ” “ at the diner ” and “ does / do not 
the phrase to be registered corresponds to the phrase to be wash hands ” , then two phrases selected randomly from these registered comprises : six phrases may be combined to form the tip text , for 

establishing the third registration model of the phrase to example , the tip text may be “ angry Bull ” , “ does / do wash 
be registered according to the plurality of speeches of the hands really ” , etc . 
phrase to be registered , if each of the plurality of speeches 20 It should be understood that , the number of phrases 
of the phrase to be registered corresponds to the phrase to be selected for forming the tip text is not limited herein , which 
registered . may be one or more . In addition , the number of the tip texts 

For example , when the user reads “ really ” , it may be read is also not limited herein , which may be one or more . Take 
for multiple times . After each reading , by the speech rec - an authentication procedure of a tip text as an example in 
ognition technology , the corresponding text may be recog - 25 subsequent embodiments . It should be understood that , if the 
nized . If the corresponding text is consistent with “ really ” , tip text includes a plurality of tip texts , the authentication 
the registration model corresponding to “ really ” may be procedure of the plurality of tip texts may be accomplished 
established according to the plurality of speeches . according to the authentication procedure of a tip text , and 

There may be many methods for establishing a registra - if each of the plurality of tip texts is authenticated success 
tion model according to a speech , for example , the estab - 30 fully , it is determined that the voiceprint authentication is 
lished registration model includes , but is not limited to : a successful , otherwise it is determined that the voiceprint 
voiceprint model based on HMM , a voiceprint model based authentication is failed . 
on ivector model . The first obtaining module 62 is configured to obtain a 

In the embodiment , the voiceprint authentication based on speech of the tip text read by the user . 
the limited text may be realized by comparing the speech 35 After displaying the tip text to the user , the user may read 
and the registration model . Since the registration model is it . 
adopted , this method is equivalent to the voiceprint authen - The first obtaining module 62 may be a speech obtaining 
tication technology unrelated to the text , thus the user needs module , thus the speech of the tip text read by the user may 
not to speak for a long time during the authentication . In be obtained . 
addition , since the tip text is the combination of the prereg - 40 The authenticating module 63 is configured to obtain a 
istered phase , this method is equivalent to the way of pre - established registration model and to determine a result 
adopting the fixed registered phrase in the voiceprint authen - of a voiceprint authentication according to the speech of the 
tication technology unrelated to the text , such that the tip text and the pre - established registration model , if the 
content of speeches may be variable , and the fraud with speech of the tip text corresponds to the tip text . 
sound recording may be avoided . In the embodiments of the 45 Since the tip text is displayed to the user by the authen 
present disclosure , the voiceprint authentication is adopted , tication apparatus , the tip text may be stored in the authen 
which is not easy to imitate , improves the safety and tication apparatus . 
increases the convenience . When being applied in payment . In addition , after the authentication apparatus obtains the 
the user needs not to input a password and authenticate a speech of the tip text , the text corresponding to this speech 
message , thus improving the convenience and efficiency of 50 may be determined by the speech recognition technology . 
the payment . Then , this text may be compared with the stored tip text to 

FIG . 6 is a block diagram of a voiceprint authentication judge whether they are consistent with each other . 
apparatus according to another embodiment of the present If the speech of the tip text does not correspond to the tip 
disclosure . The apparatus 60 includes a first displaying text , an error indicating that the speech of the tip text is not 
module 61 , a first obtaining module 62 and an authenticating 55 consistent with the tip text is returned . For example , 
module 63 . In addition , after the authentication apparatus obtains the 

The first displaying module 61 is configured to display a speech of the tip text , the text corresponding to this speech 
tip text to a user , and the text is a combination of a may be determined by the speech recognition technology . 
preregistered phrase . Then , this text may be compared with the stored tip text to 

If the user needs to conduct a voiceprint authentication , a 60 judge whether they are consistent with each other . 
user identification ( i . e . a user ID , such as , a phone number , Alternatively , the authenticating module 63 is specifically 
a login account , etc . ) may be obtained firstly . Then , the configured to : 
registered phrase corresponding to the user identification , segment the speech of the tip text into a phrase speech 
may be searched for in the registration information previ - corresponding to the preregistered phrase , obtain a first 
ously established . 65 registration model which pre - established and corresponding 

For example , if the user is a first user , and the phrases to the preregistered phrase , define the phrase speech as a 
registered by the first user in the registration information speech to be authenticated and the first registration model as 
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an authentication model , and determine the result according During the registration , a correspondence may be gener 
to the speech to be authenticated and the authentication ated : the correspondence of a user identification , a phrase 
model ; or and a registration model . For example , a first phrase of the 

obtain a first registration model pre - established and cor first user is corresponding to a first registration model . When 
responding to the preregistered phrase , combine the first 5 the user conducts the authentication , the user identification 
registration model to obtain a combined registration model , of the user may be obtained , and phrases may be obtained 
define the speech of the tip text as a speech to be authenti - after segmenting a speech , then a corresponding registration 
cated and the combined registration model as an authenti - model may be determined according to the correspondence . 
cation model , and determine the result according to the After determining the registration model , the matching 
speech to be authenticated and the authentication model ; or 10 value between this registration model and the corresponding 

obtain a second registration model pre - established and phrase speech may be calculated . The method for calculating 
corresponding to the tip text , define the speech of the tip text the matching value includes but is not limited to the ways of 
as a speech to be authenticated and the second registration scoring using the Viterbi algorithm with HMM , scoring 
model as an authentication model , and determine the result using the plda algorithm with ivector model . 
according to the speech to be authenticated and the authen - 15 In another embodiment , referring to FIG . 7 , the apparatus 
tication model . 60 further includes a second displaying module 65 . 

For example , if a speech of “ anger Bull ” is obtained , this The second displaying module 65 is configured to display 
speech may be segmented to obtain a speech of “ anger ” and a phrase to be registered to the user . 
a speech of “ Bull ” . Then , the speech of “ anger ” may be The phrase to be registered is generated in advance before 
matched with a speech corresponding to “ anger ” and stored 20 the registration and the phrase to be registered includes the 
during the registration ; the speech of “ Bull ” may be matched plurality of phrases to be registered . 
with a speech corresponding to “ Bull ” and stored during the Alternatively , if the phrase to be registered includes the 
registration , so as to obtain the result of the voiceprint plurality of phrases to be registered , the plurality of phrases 
authentication . When segmenting the speech , a pre - estab - to be registered satisfy at least one of conditions that : 
lished segmentation model may be adopted . This segmen - 25 a length of each of the plurality of phrases to be registered 
tation model may be established according to phrase is less than a preset length threshold ; 
speeches corresponding respectively to preregistered a difference between lengths of any two of the plurality of 
phrases , for example , the segmentation model records the phrases to be registered is less than a preset difference ; and 
start identification and the stop identification of each phrase one of the plurality of phrases to be registered does not 
speech during the registration , thus the speech may be 30 contain a homophone of a word containing in another one of 
segmented according to the start identification and the stop the plurality of phrases to be registered . 
identification to obtain each phrase speech . For example , the phrase to be registered is set to contain 

For another example , if it is determined that the current tip two or three words , so that the phrase is short text and 
text is “ anger Bull ” , a speech corresponding to “ anger ” and basically with the consistent length . 
a speech corresponding to “ Bull ” may be searched for in the 35 For another example , one of the plurality of phrases to be 
registration information . Then , these two speeches may be registered does not contain a homophone of a word con 
combined to obtain a combined speech . Then , the combined taining in another one of the plurality of phrases to be 
speech is matched with the obtained speech of “ anger Bull ” registered , for example , Chinese Pinyin for “ Bull ” is “ gong 
read by the user to obtain the result of the voiceprint niu ” , which has the same pronunciation " gong " as " gong 
authentication . 40 shou ” , it is best to prevent the homophone “ gong ” from 

For another example , during the registration , instead of appearing in different phrases at the same time . 
establishing registration models of phases , the registration In another embodiment , referring to FIG . 7 , the apparatus 
model of a possible tip text may be established . For example , 60 further includes a third displaying module 66 , a third 
the registration model corresponding to the speech of “ anger obtaining module 67 , a second obtaining module 68 and an 
Bull ” may be established , and then during the authentica - 45 establishing module 69 . 
tion , the registration model corresponding to the speech of The third displaying module 66 is configured to display 
" anger Bull ” may be obtained and matched with the alternative phrases to the user . 
obtained speech of " anger Bull ” read by the user to obtain For example , referring to FIG . 5 , the selection interface 51 
the result of the voiceprint authentication . is displayed , and this selection interface may display the 

Alternatively , the authenticating module 63 is configured 50 alternative phrases , for example , “ we ” , “ really ” , 
to determine the result according to the speech to be authen - “ angry ” , . . . . 
ticated and the authentication model by The third obtaining module 67 is configured to obtain the 

calculating a matching value between the speech to be phrase to be registered selected by the user from the alter 
authenticated and the authentication model ; and native phrases . 

determining that the voiceprint authentication is success - 55 After phrases shown in FIG . 5 are displayed , the user may 
ful if the matching value is larger than a preset threshold select the phrases to be registered from these phrases , for 

Alternatively , the authenticating module 63 is configured example , the phrases to be registered may include : " really ” , 
to obtain a first registration model pre - established and " angry ” , “ does / do not wash hands ” and “ peacock ” . Then , 
corresponding to the preregistered phrase by after completing the registration of these phrases to be 

obtaining a user identification of the user ; and 60 registered , a tip text may be generated during the authenti 
obtaining the first registration model according to the user cation . For example , the tip text may include : “ peacock does 

identification , the preregistered phrase and a correspondence not wash hands , " " angry peacock does not wash hands , " or 
of the user identification , the preregistered phrase and the “ angry peacock does not wash hands really ” , etc . It should 
first registration model . be understood that , in this embodiment , take the combina 

For example , after segmenting the speech , the phrase 65 tion of phases in logically as an example ; however , in order 
speech of “ angry ” and the phrase speech of “ Bull ” are to improve the readability , after combining the phrases to 
obtained . obtain a tip text , the grammar of the tip text may be checked . 
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If the grammar of the tip text meets the requirement of the ( b ) In the method denoted as ( a ) , the step of obtaining a 
grammar , the tip text is displayed to the user . pre - established registration model and determining a result 

Then , the phrase to be registered may be displayed to the of a voiceprint authentication according to the speech of the 
user and the user may read the phrase to be registered . tip text and the pre - established registration model , compris 

The second obtaining module 68 is configured to obtain a 5 ing : 
speech of the phrase to be registered read by the user ; segmenting the speech of the tip text into a phrase speech 

For example , the user reads phrases to be registered in corresponding to the preregistered phrase , obtaining a first 
sequence , and corresponding speeches may be obtained by registration model pre - established and corresponding to the 
the speech obtaining module in the user ' s device . preregistered phrase , defining the phrase speech as a speech 

The establishing module 69 is configured to establish a 10 to be authenticated and the first registration model as an 
third registration model of the phrase to be registered , if the authentication model , and determining the result according 
speech of the phrase to be registered corresponds to the to the speech to be authenticated and the authentication 
phrase to be registered . model ; or 

Alternatively , the speech of the phrase to be registered 15 obtaining a first registration model pre - established and 
comprises a plurality of speeches of the phrase to be corresponding to the preregistered phrase , combining the 
registered read by the user , and the establishing module 69 first registration model to obtain a combined registration 
is specifically configured to establish the third registration model , defining the speech of the tip text as a speech to be 
model of the phrase to be registered according to the authenticated and the combined registration model as an 
plurality of speeches of the phrase to be registered , if each 20 authentication model , and determining the result according 
of the plurality of speeches of the phrase to be registered to the speech to be authenticated and the authentication 
corresponds to the phrase to be registered . model ; or 
For example , when the user reads “ really ” , it may be read obtaining a second registration model pre - established and 

for multiple times . After each reading , by the speech rec - corresponding to the tip text , defining the speech of the tip 
ognition technology , the corresponding text may be recog - 25 text as a speech to be authenticated and the second regis 
nized . If the corresponding text is consistent with “ really ” , tration model as an authentication model , and determining 
the registration model corresponding to the “ really ” may be the result according to the speech to be authenticated and the 
established according to the plurality of speeches . authentication model . 

There may be many methods for establishing a registra - ( c ) In the method denoted as ( a ) , in which the preregis 
tion model according to a speech , for example , the estab - 30 tered phrase comprises a plurality of phrases , and before 
lished registration model includes , but is not limited to : a displaying a tip text to a user , the method further comprises : 
voiceprint model based on HMM , a voiceprint model based selecting at least one phrase from the plurality of phrases 
on ivector model . and combining the at least one phase to form the tip text . 

In the embodiment , the voiceprint authentication based on ( d ) In the method denoted as ( b ) , in which determining the 
the limited text may be realized by comparing the speech 35 result according to the speech to be authenticated and the 
and the registration model . Since the registration model is authentication model comprises : 
adopted , this authentication method in the apparatus is calculating a matching value between the speech to be 
equivalent to the voiceprint authentication technology unre - authenticated and the authentication model ; and 
lated to the text , thus the user needs not to speak for a long determining that the voiceprint authentication is success 
time during the authentication . In addition , since the tip text 40 ful if the matching value is larger than a preset threshold . 
is the combination of the preregistered phase , this method is ( e ) In the method denoted as ( b ) , in which obtaining a first 
equivalent to the way of adopting the fixed registered phrase registration model pre - established and corresponding to the 
in the voiceprint authentication technology unrelated to the preregistered phrase comprises : 
text , such that the content of speeches may be variable , and obtaining a user identification of the user , and 
the fraud with sound recording may be avoided . In the 45 obtaining the first registration model according to the user 
embodiments of the present disclosure , the voiceprint identification , the preregistered phrase , and a correspon 
authentication is adopted , which is not easy to imitate , dence of the user identification , the preregistered phrase and 
improves the safety and increases the convenience . When the first registration model . 
being applied in payment , the user needs not to input a ( f ) In any of the methods denoted as ( a ) - ( e ) , further 
password and authenticate a message , thus improving the 50 comprising : 
convenience and efficiency of the payment . displaying a phrase to be registered to the user ; 

Combination of Features obtaining a speech of the phrase to be registered read by 
Features described above as well as those claimed below the user ; and 

may be combined in various ways without departing from establishing a third registration model of the phrase to be 
the scope hereof . The following examples illustrate possible , 55 registered , if the speech of the phrase to be registered 
non - limiting combinations the present invention has been corresponds to the phrase to be registered . 
described above , it should be clear that many changes and ( g ) In the method denoted as ( f ) , in which the speech of 
modifications may be made to the process and product the phrase to be registered comprises a plurality of speeches 
without departing from the spirit and scope of this invention of the phrase to be registered read by the user , and estab 

( a ) A voiceprint authentication method , comprising : 60 lishing a third registration model of the phrase to be regis 
displaying a tip text to a user , wherein the tip text is a tered if the speech of the phrase to be registered corresponds 

combination of a preregistered phrase ; to the phrase to be registered comprises : 
obtaining a speech of the tip text read by the user ; and establishing the third registration model of the phrase to 
obtaining a pre - established registration model and deter - be registered according to the plurality of speeches of the 

mining a result of a voiceprint authentication according to 65 phrase to be registered , if each of the plurality of speeches 
the speech of the tip text and the pre - established registration of the phrase to be registered corresponds to the phrase to be 
model , if the speech of the tip text corresponds to the tip text . registered . 

obtain 
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( h ) In the method denoted as ( f ) , further comprising : ( n ) In the apparatus denoted as ( k ) , in which the authen 
displaying alternative phrases to the user ; and ticating module is configured to obtain a first registration 
obtaining the phrase to be registered selected by the user model pre - established and corresponding to the preregis 

from the alternative phrases . tered phrase by 
( i ) In the method denoted as ( f ) , in which the phrase to be 5 obtaining a user identification of the user ; and 

registered comprises a plurality of phrases to be registered , obtaining the first registration model according to the user 
and the plurality of phrases to be registered satisfy at least identification , the preregistered phrase and a correspondence 
one of conditions that : of the user identification , the preregistered phrase and the 

a length of each of the plurality of phrases to be registered first registration model . 
10 ( 0 ) In any of the apparatuses denoted as ( 1 ) - ( n ) , further is less than a preset length threshold ; 

a difference between lengths of any two of the plurality of any two of the plurality of comprising : 
a second displaying module , configured to display a phrases to be registered is less than a preset difference ; and phrase to be registered to the user ; one of the plurality of phrases to be registered does not a second obtaining module , configured to obtain a speech contain a homophone of a word containing in another one of 15 oft other one of 15 of the phrase to be registered read by the user ; and the plurality of phrases to be registered . an establishing module , configured to establish a third 

( j ) A voiceprint authentication apparatus , comprising : registration model of the phrase to be registered , if the 
a first displaying module , configured to display a tip text speech of the phrase to be registered corresponds to the 

to a user , wherein the tip text is a combination of a phrase to be registered . 
preregistered phrase ; 20 ( p ) In the apparatus denoted as ( o ) , in which the speech of 

a first obtaining module , configured to obtain a speech of the phrase to be registered comprises a plurality of speeches 
the tip text read by the user ; and of the phrase to be registered read by the user , and the 

an authenticating module , configured to obtain a pre establishing module is specifically configured to : 
established registration model and to determine a result of a establish the third registration model of the phrase to be 
voiceprint authentication according to the speech of the tip 25 registered according to the plurality of speeches of the 
text and the pre - established registration model , if the speech phrase to be registered , if each of the plurality of speeches 
of the tip text corresponds to the tip text . of the phrase to be registered corresponds to the phrase to be 

( k ) In the apparatus denoted as ( j ) , in which the authen registered . 
ticating module is specifically configured to : ( q ) In the apparatus denoted as ( o ) , further comprising : 
segment the speech of the tip text into a phrase speech 30 ech 30 a third displaying module , configured to display alterna 

corresponding to the preregistered phrase , obtain a first tive phrases to the user ; and 
a third obtaining module , configured to obtain the phrase registration model pre - established and corresponding to the to be registered selected by the user from the alternative preregistered phrase , define the phrase speech as a speech to phrases . 

be authenticated and the first registration model as an ( r ) A storage medium for storing an application program 
authentication model , and determine the result according to which is configured to execute the voiceprint authentication 
the speech to be authenticated and the authentication model ; method denoted as ( a ) - ( i ) . 
or In the description of the present disclosure , it should be 

obtain a first registration model pre - established and cor - understood that , terms such as “ first ” and “ second ” are used 
responding to the preregistered phrase , combine the first 40 herein for purposes of description and are not intended to 
registration model to obtain a combined registration model , indicate or imply relative importance or significance . In 
define the speech of the tip text as a speech to be authenti - addition , in the description of the present disclosure , the 
cated and the combined registration model as an authenti - term " a plurality of ” means two or more . 
cation model , and determine the result according to the Any process or method described in a flow chart or 
speech to be authenticated and the authentication model ; or 45 described herein in other ways may be understood to include 

obtain a second registration model pre - established and one or more modules , segments or portions of codes of 
corresponding to the tip text , define the speech of the tip text executable instructions for achieving specific logical func 
as a speech to be authenticated and the second registration tions or steps in the process , and the scope of a preferred 
model as an authentication model , and determine the result embodiment of the present disclosure includes other imple 
according to the speech to be authenticated and the authen - 30 m the authen . 50 mentations , which should be understood by those skilled in 
tication model . the art . 

It should be understood that each part of the present ( 1 ) In the apparatus denoted as ( j ) , in which the prereg disclosure may be realized by the hardware , software , firm istered phrase comprises a plurality of phrases , and before 
ware or their combination . In the above embodiments , a displaying a tip text to a user , the apparatus further com " 55 plurality of steps or methods may be realized by the software prises : or firmware stored in the memory and executed by the a generating module , configured to select at least one appropriate instruction execution system . For example , if it 

phrase from the plurality of phrases and to combine the at is realized by the hardware , likewise in another embodiment , least one phase to form the tip text . the steps or methods may be realized by one or a combina 
( m ) In the apparatus denoted as ( k ) , in which the authen - 60 tion of the following techniques known in the art : a discrete 

ticating module is configured to determine the result accord logic circuit having a logic gate circuit for realizing a logic 
ing to the speech to be authenticated and the authentication function of a data signal , an application - specific integrated 
model by circuit having an appropriate combination logic gate circuit , 

calculating a matching value between the speech to be a programmable gate array ( PGA ) , a field programmable 
authenticated and the authentication model ; and 65 gate array ( FPGA ) , etc . 

determining that the voiceprint authentication is success - Those skilled in the art shall understand that all or parts 
ful if the matching value is larger than a preset threshold of the steps in the above exemplifying method of the present 
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disclosure may be achieved by commanding the related establishing a third registration model of the phrase to be 
hardware with programs . The programs may be stored in a registered , if the speech of the phrase to be registered 
computer readable storage medium , and the programs com corresponds to the phrase to be registered ; 
prise one or a combination of the steps in the method wherein the phrase to be registered comprises a plurality 
embodiments of the present disclosure when run on a 5 of phrases to be registered , and the plurality of phrases 
computer . to be registered satisfy at least one of conditions that : 

In addition , each function cell of the embodiments of the a difference between lengths of any two of the plurality present disclosure may be integrated in a processing module , of phrases to be registered is less than a preset or these cells may be separate physical existence , or two or difference ; and more cells are integrated in a processing module . The 10 one of the plurality of phrases to be registered does not integrated module may be realized in a form of hardware or contain a homophone of a word contained in another in a form of software function modules . When the integrated 
module is realized in a form of software function module one of the plurality of phrases to be registered . 

2 . The method according to claim 1 , wherein , obtaining a and is sold or used as a standalone product , the integrated 
module may be stored in a computer readable storage 15 pre 15 pre - established registration model and determining a result 
medium . of a voiceprint authentication according to the speech of the 

The storage medium mentioned above may be read - only tip text and the pre - established registration model , com 
memories , magnetic disks or CD , etc . prises : 

Reference throughout this specification to “ an embodi segmenting the speech of the tip text into a phrase speech 
ment , " " some embodiments , " " one embodiment ” , “ another 20 corresponding to the preregistered phrase , obtaining a 
example , " " an example , " " a specific example , ” or “ some first registration model pre - established and correspond 
examples , " means that a particular feature , structure , mate ing to the preregistered phrase , defining the phrase 
rial , or characteristic described in connection with the speech as a speech to be authenticated and the first 
embodiment or example is included in at least one embodi registration model as an authentication model , and 
ment or example of the present disclosure . Thus , the appear - 25 determining the result according to the speech to be 
ances of the phrases such as “ in some embodiments , ” “ in authenticated and the authentication model . 
one embodiment ” , “ in an embodiment ” , “ in another 3 . The method according to claim 1 , wherein , obtaining a 
example , ” “ in an example , ” “ in a specific example , ” or “ in pre - established registration model and determining a result some examples , ” in various places throughout this specifi of a voiceprint authentication according to the speech of the 
cation are not necessarily referring to the same embodiment 30 tip text and the pre - established registration model , com or example of the present disclosure . Furthermore , the prises : 
particular features , structures , materials , or characteristics obtaining a first registration model pre - established and may be combined in any suitable manner in one or more 
embodiments or examples . corresponding to the preregistered phrase , combining 

Although explanatory embodiments have been shown and 35 the first registration model to obtain a combined reg 
described , it would be appreciated by those skilled in the art istration model , defining the speech of the tip text as a 
that the above embodiments cannot be construed to limit the speech to be authenticated and the combined registra 
present disclosure , and changes , alternatives , and modifica tion model as an authentication model , and determining 
tions can be made in the embodiments without departing the result according to the speech to be authenticated 
from scope of the present disclosure . and the authentication model . 
What is claimed is : 4 . The method according to claim 2 , wherein determining 
1 . A voiceprint authentication method , comprising : the result according to the speech to be authenticated and the 
obtaining a user identification of a user and displaying a authentication model comprises : 

tip text to the user , wherein the tip text is formed by , for calculating a matching value between the speech to be 
each time the voiceprint is to be authenticated , ran - 45 authenticated and the authentication model ; and 
domly selecting at least one phrase from a plurality of determining that the voiceprint authentication is success 
preregistered phrases which are obtained according to ful if the matching value is larger than a preset thresh 
registration information and the user identification , 
wherein the user identification is selected from a group 5 . The method according to claim 1 , wherein the speech 
including a phone number , and a login account ; 50 of the phrase to be registered comprises a plurality of 

obtaining , by a microphone , a speech of the tip text read speeches of the phrase to be registered read by the user , and 
by the user ; and establishing a third registration model of the phrase to be 

obtaining a pre - established registration model according registered if the speech of the phrase to be registered 
to the user identification , the at least one phrase and the corresponds to the phrase to be registered comprises : 
registration information , and determining a result of a 55 establishing the third registration model of the phrase to 
voiceprint authentication according to the speech of the be registered according to the plurality of speeches of 
tip text and the pre - established registration model , if the phrase to be registered , if each of the plurality of 
the speech of the tip text corresponds to the tip text ; the speeches of the phrase to be registered corresponds to 
registration information comprising correspondence the phrase to be registered . 
between user identifications , pre - established registra - 60 6 . The method according to claim 1 , further comprising : 
tion models and the plurality of preregistered phrases ; displaying alternative phrases to the user ; and 
the pre - established registration models comprising a obtaining the phrase to be registered selected by the user 
hidden markov model and an ivector model ; from the alternative phrases . 

wherein the method further comprises : 7 . A voiceprint authentication apparatus , comprising : 
displaying a phrase to be registered to the user ; a processor ; and 
obtaining , by a microphone , a speech of the phrase to be a memory for storing instructions executable by the 

registered read by the user ; and processor , 

40 

cars 

old . 

65 
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wherein the processor is configured to : the first registration model to obtain a combined reg 
obtain a user identification of a user and display a tip text istration model , defining the speech of the tip text as a 

to the user , wherein the tip text is formed by , for each speech to be authenticated and the combined registra 
time the voiceprint is to be authenticated , randomly tion model as an authentication model , and determining 
selecting at least one phrase from a plurality of pre - 5 the result according to the speech to be authenticated 
registered phrases which are obtained according to and the authentication model . registration information and the user identification , 10 . The apparatus according to claim 8 , wherein the 
wherein the user identification is selected from a group processor is configured to determine the result according to including a phone number ; the speech to be authenticated and the authentication model 

obtain a speech of the tip text read by the user ; and 101 
obtain a pre - established registration model according to calculating a matching value between the speech to be the user identification , the at least one phrase and the authenticated and the authentication model ; and registration information and to determine a result of a 

voiceprint authentication according to the speech of the determining that the voiceprint authentication is success 
ful if the matching value is larger than a preset thresh tip text and the pre - established registration model , if 15 

the speech of the tip text corresponds to the tip text ; the old . 
registration information comprising correspondence 11 . A non - transitory storage medium for storing an appli 
between user identifications , pre - established registra - cation program which is configured to execute the voiceprint 
tion models and the plurality of preregistered phrases ; authentication method , wherein the method comprises : 
the pre - established registration models comprising a 20 obtaining a user identification of a user and displaying a 
hidden markov model and an ivector model ; tip text to the user , wherein the tip text is formed by , for 

wherein the processor is further configured to : each time the voiceprint is to be authenticated , ran 
display a phrase to be registered to the user ; domly selecting at least one phrase from a plurality of 
obtain a speech of the phrase to be registered read by the preregistered phrases which are obtained according to 

user ; and 25 registration information and the user identification , 
establish a third registration model of the phrase to be wherein the user identification is selected from a group 

registered , if the speech of the phrase to be registered including a phone number ; 
corresponds to the phrase to be registered ; obtaining a speech of the tip text read by the user ; and wherein the phrase to be registered comprises a plurality obtaining a pre - established registration model according of phrases to be registered , and the plurality of phrases 30 to the user identification , the at least one phrase and the to be registered satisfy at least one of conditions that : registration information ; and determining a result of a a difference between lengths of any two of the plurality voiceprint authentication according to the speech of the of phrases to be registered is less than a preset tip text and the pre - established registration model , if difference ; and the speech of the tip text corresponds to the tip text ; the one of the plurality of phrases to be registered does not 35 

contain a homophone of a word containing in registration information comprising correspondence 
another one of the plurality of phrases to be regis between user identifications , pre - established registra 

tion models and the plurality of preregistered phrases ; tered . the pre - established registration models comprising a 8 . The apparatus according to claim 7 , wherein the 
hidden markov model and an ivector model ; processor is configured to obtain a pre - established registra - 40 

tion model and determining a result of a voiceprint authen wherein the method further comprises : 
tication according to the speech of the tip text and the displaying a phrase to be registered to the user ; 
pre - established registration model by : obtaining a speech of the phrase to be registered read by 

segmenting the speech of the tip text into a phrase speech the user ; and 
establishing a third registration model of the phrase to be corresponding to the preregistered phrase , obtaining a 45 

first registration model pre - established and correspond registered , if the speech of the phrase to be registered 
ing to the preregistered phrase , defining the phrase corresponds to the phrase to be registered ; 
speech as a speech to be authenticated and the first wherein the phrase to be registered comprises a plurality 
registration model as an authentication model , and of phrases to be registered , and the plurality of phrases 

to be registered satisfy at least one of conditions that : determining the result according to the speech to be 50 
authenticated and the authentication model . a difference between lengths of any two of the plurality 

9 . The apparatus according to claim 7 , wherein the of phrases to be registered is less than a preset 
difference ; and processor is configured to obtain a pre - established registra 

tion model and determining a result of a voiceprint authen one of the plurality of phrases to be registered does not 
contain a homophone of a word containing in tication according to the speech of the tip text and the 55 

pre - established registration model by : another one of the plurality of phrases to be regis 
obtaining a first registration model pre - established and tered . 

corresponding to the preregistered phrase , combining 


