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METHODS FOR SECURING DATA

BACKGROUND OF THE DISCLOSURE

1. Field of the Disclosure

[0001] The present disclosure relates to methods for securely processing data, preferably
confidential data. More particularly, the present disclosure relates to methods for processing
data out of context to assure security. In addition, the present disclosure uses a combination of

multiple encryption and hashing techniques to further enhance the security of the data.

2. Description of the Related Art

[0002] Pertect Secrecy as defined by Dr. Shannon in 1949 simply states that for any given encrypted
text, no adversary with unlimited resources could decrypt the text. Dr. Shannon’s formula is
where C = ciphertext, P = plaintext, and C # P. In other words, the ciphertext gives no clues as
to the plaintext. Today, cryptography is focused on the strength of the key to increase the
number of iterations the attacker’s code must run. Given today’s computing power, many
encryption algorithms need 40 years to decrypt. This then leads to the bit size K>C where

K=encryption algorithm and C=ciphertext.

[0003] Encryption technology is commonly used as perimeter security to protect databases from
unauthorized access. This type of security is not enough to prevent unauthorized access, such as
attacks performed by cybercriminals. Encryption technology has not proven effective as
cybercriminals find ways around perimeter security, since these attacks happen inside the

encrypted infrastructure.

[0004] Certain types of encryption technology, such as SHA-256, AES-256, MDE-5, 3DES, and
Twotish, are commonly used. AES has been adopted by the U.S. government and 1s now also

used worldwide. It supersedes the Data Encryption Standard (DES). Triple DES (3DES),
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TripleData Encryption Algorithm (TDEA or Triple DEA), 1s a symmetric-key block cipher,
which applies the DES cipher algorithm three times to each data block. Twotish is a symmetric

key block cipher with a block size of 128 bits and has key sizes up to 256 bits.

[0005] Hashing technology or hashing is a one-way function that cannot be decrypted back to the
original value. Hashing algorithms are typically cryptographic in nature, but the principal
ditference 1s that encryption s reversible through decryption, while hashing 1s not.

An encryption function usually takes an mnput and produces an encrypted output that 1s the
same, or slightly larger in size. The SHA (Secure Hash Algorithm) is one of a number of
cryptographic hash functions. A cryptographic hash is like a signature for a text or a data
tile. SHA-256 algorithm generates an almost-unique, fixed size 256-bit (32-byte) hash.

[0006] The MD5 algorithm 1s a widely used hash function producing a 128-bit hash value.
Although MD5 was initially designed to be used as a cryptographic hash function, it has been
found to have vulnerabilities when used alone. Like most hash functions, MD5 is neither

encryption nor encoding,

[0007] Today, hackers tocus on elevating privileges to achieve unobstructed access to data. Once
though the perimeter security, hackers can begin attacks ranging from ransoming data, theft, and
destruction. Hackers attack thru Makware operating on a computer’s memory and components,
and gain access to the next password to hack or encryption to crack. The common theme in

cyber security today is not if there will be a breach, but when there will be a breach.

[0008] The obvious approach would be to encrypt the database itself. This action would be just as
ineffective as perimeter security with an immense negative performance burden. Academia for
the past ten years have been working with the concept of Searchable Symmetrical Encryption
(SSE), whereby some of the data remains in plain text and the rest is encrypted. The negative to
SSE has been its inherit leakage. Leakage is the term relating to access to plain & ciphered text

together which will lead to its eventual decryption.

[0009] Searchable Symmetrical Encryption (SSE) has the objective to store encrypted data with an

untrusted third-party cloud provider and maintain the ability to search on the data. Encrypting
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every row or field in the database does not work because it cannot be searched. Creators ot SSE
solutions have concluded that some information helptul to attackers must be used and this 1s
called leakage. Another form of leakage has been the approach to build into the encryption
back/trap doors. In either case, the security is considered weak. Several key points of SSE
leakage include, the sharing ot Keys, plain-text and cipher-text relationships, search patterns are
deterministic, and frequency vectors provide query statistic. These SSE schemes have been
classified as weak security and do not achieve the above objective. Therefore, for SSE to become

viable the leakage must be eliminated.

[0010] Thus, there is a need to address the foregoing problems.

SUMMARY OF THE DISCLOSURE

[0011] The present disclosure provides a Shredded Data Storage model (SDS) that addresses at least
the atorementioned shortcomings of current data security measures, and uses SSE, while

achieving Perfect Secrecy best practices to protecting data by eliminating leakage.

[0012] Shredded Data Storage (SDS) method has no leakage. SDS does not support any
back/trap doors for access. The SDS searching method uses one-way hashing (the search value
cannot be reversed from the hash). SDS can regenerate the hash value by precontigured options
of trequency (i.e., Nonce — every time accessed, updates only, number of times viewed, etc.).
SDS shredded data produces “many to many” relationships between storage (Archive Table
Snip-It) and retrieval requests (Token Table), thereby creating a probabilistic pattern of data
access. Current SSE models are “one to one” relationships creating deterministic patterns
(probabilistic models incorporate random variables while a deterministic model gives a single
possible outcome for an event). Probabilistic patterns of data access dramatically reduce the
success of Attacker’s ability to crack. SDS can meet the performance requirements of today’s

computing with ~1ms overhead.

[0013] SDS also provides or achieves the four goals of cryptography, namely Contidentiality,

Integrity, Authentication and Nonrepudiation.
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[0014] The present disclosure further provides such a method in which data is split into

components or Snip-Its and with combinations of encryption and hashing to assure security.

[0015] The present disclosure yet further provides such a method in which data is split into

components or Snip-Its and with a sequence of encryptions and hashings, to enhance security.

[0016] The present disclosure still further provides such a method in which data is split into
components or Snip-Its and with a sequence of a first hashing, a first encryption, a second

hashing, a second encryption, and third hashing, that optimizes security.

[0017] The present disclosure also provides such a method in which data is split into components

or Snip-Its and provided, out of context, to assure security during processing of the data.

[0018] The present disclosure turther provides such a method in which the data i1s assembled into
context for transmission to the client or customer, yet is stored elsewhere in an unassembled,

and thus out of context state.

[0019] The present disclosure yet further provides that SDS 1s designed to use off the shelf
cryptography.

[0020] The present disclosure still further provides that the design of SDS allows endusers to select

their algorithms and manage their keys.

[0021] The present disclosure turther provides that SDS will deploy with standard algorithims

depending on the industry and the regulations around the data being stored.

[0022] The present disclosure provides an SDS design that is capable of supporting multiple

algorithms for encryption and hashing.

[0023] The present disclosure also provides that such an SDS design is configured to further
enhance security because attackers now have to account for more than one cryptography

scheme, making many, if not all, of their tools useless.
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BREIF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 is a diagram of a typical application deployment representing perimeter security of

separate tiers for major components.

[0025] FIG. 2A illustrates an embodiment of Data Shred Processing, where Snip-It break locations

are fixed.

[0026] FIG. 2B illustrates an embodiment of Data Shred Processing, where Snip-It break locations

are randomized.

[0027] FIG. 3 is a tlow diagram illustrating the insertion of new records into an SQL database of

the present disclosure.

[0028] FIG. 4 is a flow diagram illustrating the modification of an existing record in the SQL

database of the present disclosure.

[0029] FIG. 5 is a flow diagram illustrating the retrieval of an existing record in the SQL database of

the present disclosure, using a hash previously generated by SDS.

[0030] FIG. 6 is a tlow diagram illustrating the retrieval of an existing record in the SQL database of

the present disclosure, using a token previously generated by SDS.

[0031] FIG. 7 is a tlow diagram illustrating the deletion of an existing record in the SQL database of

the present disclosure.

[0032] FIG. 8 is a flow diagram illustrating various aspects of encryption and hashing of the present

disclosure.

[0033] FIG.9 illustrates a typical table found in an SQL database of the present disclosure.

[0034] FIG.10 illustrates a typical table found in an SQL database of the present disclosure, with

selected plaintext updated with various values.
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[0035] FIG. 11A illustrates an embodiment of the archive table of the present disclosure.

[0036] FIG. 11B illustrates an embodiment of the archive table of the present disclosure, as it

would look in production.

[0037] FIG. 12A illustrates an embodiment of the context table of the present disclosure.

[0038] FIG. 12B illustrates an embodiment of the context table of the present disclosure, as it

would look in production.

[0039] FIG. 13A illustrates an embodiment of the token table of the present disclosure.

[0040] FIG. 13B illustrates an embodiment of the token table of the present disclosure, as it would

look in production.

[0041] FIG. 14 illustrates an example of a many to many relationship.

[0042] FIG. 15 illustrates an example of the many to many relationship between embodiments of

the archive and context tables of the present disclosure.

DESCRIPTION OF EXEMPLARY EMBODIMENTS

[0043] Shredded Data Storage model or SDS achieves the four goals of cryptography, namely

Confidentiality, Integrity, Authentication and Nonrepudiation.

[0044] Confidentiality is achieved through shredding and encryption. The original plaintext value
does not exist in stored memory. SDS eliminates the need for ciphertext. Therefore, with SDS,

there is no plaintext/ciphertext relationship.

[0045] Integrity is achieved through a series of one-way hashing of plaintext values. This ensures

that any alterations of shredded or encrypted values will be detected.
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[0046] Authentication s achieved by SDS. SDS is designed as a child to a Structured Query
Language (SQL) Database parent. SDS with its plug & play configuration only has value to its

parent, and no other parent.

[0047] Nonrepudiation is achieved by SDS, as SDS access via Tokens are transacted as Nonce

events and previous Tokens are rendered useless.

[0048] Referring to the drawings and, in particular, FIG. 1, a typical application deployment
representing perimeter security of separate tiers for major components is shown. Secure internet
communications (HTTPS) is shown at 100. Typical firewalls tier 1(IDMZ), tier 2 and tier 3 are
shown at 101, 102 and 103, respectively.

[0049] SDS begins processing data that the user desires to protect. SDS reads the data out of the
SQL tables and shreds the data based on the configuration options selected. “SDS AI” 1s the
application engine performing all SDS operations. This engine will be slightly moditied
depending on the hardware (Cloud/Appliance and the like) and the targeted database (MS SQL,
Oracle, and the like).

[0050] SDS is designed to plug and play with several SQL Database statements, for example,
INSERT, UPDATE and DELETE. The core operations will differ among databases because
each database may have special, and in some cases unique, operations and command
interceptors that allow for custom transactional 1solations. The result is that a normal SQL
Database memory transaction is suspended, and waits for SDS to read and return plaintext
output and then frees the SQL transaction to complete its output. The SDS process atfects the
SQL Database record “pagelite expectancy” whereby it 1s executed after the output (Data Base
Record Deleted).

[0051] This parent (SQL Database) and child (SDS) relationship 1s ditferent in the present
disclosure. This 1s because the relationship does not require any database, application or
infrastructure changes to implement. In deployment, administration can require two factor

authentication.
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[0052] FIG. 2A demonstrates an overview of the shredding and subsequent reassembly of a Social
Security Number (SSN). This shredding and reassembly process can be applied to any data
obtained from the SQIL. database as described above. An SQL database field 200 is
predetermined to be stored in the SDS database. FIG. 9 discussed below explains the SQL
table. In some embodiments, the first step to being shredding the data, is to obtain the length of
the number of characters for each piece of data that will undergo the shredding process. One
example 1s that the character length for the social security number as shown in FIG. 2A 1s

obtained, which in this example 1s nine.

[0053] At 201, the SDS Al programmatic process shreds the tield into a predetermined number of
Snip-Its shown at 202. In some embodiments the number of Snip-its can be chosen by inputting
a configuration factor. For example, in an embodiment that has a configuration factor of three,
SDS Al shreds the piece of data, such as a soctal security number into three Snip-its, based on
the obtained character length as described above. In the embodiment of FIG. 2A, at 202, the
Snip-It process 1s shown to break the plain text into fixed lengths. In some embodiments, the
number of Snip-Its is determined by the sensitivity or confidentiality level chosen by a user. The
predetermined field can be divided into a greater or lesser number of Snip-Its depending on the
sensitivity of the information. More sensitive information can be divided into a greater number
of Snip-Its than less sensitive information. FIG. 2A displays a fixed character Snip-It and FIG.
2B shows the random selection of breaks of shredding. In execution, the SDS Al programmatic
process shreds the SQL tield based on predetermined configurations. The most secure method
1s random because it eliminates patterns. As an example, in some embodiments that use the
random selection option, and have a configuration factor of three, SDS Al shreds the piece of
data into three pieces, with each of the three pieces having a random length, or number of
characters based on the obtained character length. Users can also select fixed length shredding
therefore reducing the number of rows in the Archive Table. Example: A company has an
account scheme where the first five characters are the same, prefixed. That Snip-It would only

appear once in the Archive Table.

[0054] The Snip-Its at 202 are stored in the SDS database. Each Snip-It is stored as a separate

record in SDS. In some embodiments, the Snip-Its are stored as plaintext, without the
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corresponding contextual fields in the archive table. For example, the soctal security number
shown in FIG. 2A and 2B, was shredded into three Snip-Its. Each Snip-It can be stored as a
separate record in the SDS archive table, without the context that the stored numbers represent

portions of a social security number.

[0055] At 203, the SDS Al programmatic process reassembles the Snip-Its back into order, and into
one field, as determined by their stored context or location, so that the original plaintext data is
restored, as shown in 204. The plaintext data value shown in 204 1s then returned to the SQL

database.

[0056] FIG. 2B demonstrates an overview of the shredding and subsequent reassembly of a Social
Security Number (SSN), in which the Snip-It process at 202 breaks the plaintext at randomized
locations. Again, this shredding and reassembly process can be applied to any data obtained
from the SQL database as described above. Processes 200, 201, 203, and 204 of FIG. 2B are
otherwise identical to processes 200, 201, 203 and 204 of FIG. 2A described above.

[0057] FIG. 3 illustrates the steps of how a new record 1s inserted into the SQL database, and how

the new record 1s processed by the SDS Al

[0058] A new record is inserted into the SQL database at 300 through the application server. At
301, SDS Al triggered by operations in 300, reads record information from the SQL table, and
stores the new record temporarily in machine memory (RAM). This information contains

location details of the SQL tield locations.

[0059] At 302, SDS Al triggered by operations in 300, reads tields from the SQL record and shreds
them into predetermined lengths (See FIG. 2A) that are called Snip-Its. Fach Snip-It 1s then
compared to previously stored plain text (SDS2 Values) located in the Archive Table (see FIGS.
11A and 11B) for a match. Each SDS2 value has a corresponding SDS2-H ID (Hashed Value).
It the SDS2 Value already exists, then the SDS Al returns the existing SDS2-H ID. If the SDS2
Value 1s unique, the value will be inserted into the Archive Table, and a new hash value will be
generated and stored in SDS2-H The hash value (SDS2-H ID) 1s generated using the plaintext
value (SDS2). SDS Al then returns the new or already existing SDS2-H ID.



CA 03087924 2020-07-07

WO 2019/136438 PCT/US2019/012694

[0060] At 303, SDS Al returns the SDS-H IDs to the record maintained in temporary RAM and
properly distributed by location values. If more than one Snip-It, shown in FIG. 2A or 2B, is
used to represent the SQL plain text value the hashes are combined and separated by a delimiter
as part of the SDS1 Key Value shown in FIGS. 12A and 12B. SDS Al generates a new SDS1
Key Value based on new field data and a new date and time stamp (MMDDYYY Yhhmmssm:s).
Date Time Stamp is a change field with the purpose ot generating a unique encrypted text and
one-way hash values. This 1s achieved by randomizing the positions of the Time Stamp values
eliminating patterns. (e.2.msMMhhYYDDYYssmm). Lastly, the SDS1 Key Value string that is
in temporary RAM, 1s encrypted and stored as the SDS1 Key Value in the Context Table. Itis
important to note there is no direct relationship between the plain text Snip-Its ot the Archive
Table and the encrypted SDSI Key Value string. SDS Al then generates a hash value and stores
it in SDS1-H ID freld of the Context Table related to the SDS1 Key Value as shown in
FIGS.12A and 12B. The Hash value (SDS1-H) 1s generated by hashing the encrypted key value,
SDS1 Key Value, which was stored in the Context Table.

[0061] At 304, SDS Al encrypts the SDS1-H ID (hash) and inserts the SDS0 Key Value into the
SDSO0 Token Table. The SDS0 Key Value, which is stored in the Token Table, 1s generated by
encrypting the SDS1-H ID Hash Value from the Context Table. SDS Al also creates a hash
from the temporary RAM data related to the SQL plain text index value used to search the SQL
Database as shown in FIGS. 12A and 13A. For example, if the index value used to search the
SQL Database 1s the account number found in Row 2 (R2) of the SQL Table of FIG. 9, the
hash value (SDS0-H ID) stored in the Token Table 1s generated by hashing the SDS1 Key Value
stored in RAM prior to the SDS1 Key Value being encrypted and stored in the Context Table.
In particular, SDS0-H ID would be the hash value of the “P1R211_H-301_H-302" portion of
the SDS1 Key Value, as this would be the representation of the account number found in I1 and
R2 of the SQL table of FIG.9. The portion of the SDS1 Key Value relating to the account
number is hashed in embodiments that use the account number as a searching tool or identifier
for searching the SDS database and/or SQL database. In other embodiments where other
criteria or portions of other criterta, such as a company name, client name, first names, last
names, date of birth, social security numbers, or other dates, are used as a searching tool, these
corresponding portions of the SDS1 Key Value, are hashed to produce the SDS0-H ID. SDS0-

H is then stored in the SDSO0 Token Table. Future retrievals can be conducted using either the

10
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Token (SDS0 Key Value) or the hash value (SDS0-H ID), which are both stored in the Token
Table shown in FIGS. 13A and 13B.

[0062] At 305, SDS Al inserts the SDS0 Key Value into the predetermined SQL tield for the
selected record (SDS Placeholder). In some embodiments, it an available SQL field is large
enough, the SDS0 Key Value 1s inserted into the available field. In other embodiments, a new
tield can be added to support the size of the SDS0 Key Value. In yet other embodiments, the
smaller SDS0-H hash can be stored in the available SQL field. These configurations can be
selected as options depending on the database and the abulity to alter the SQL Tables.
Temporary RAM 1s then cleared.

[0063] FIG. 4 illustrates how an existing record 1s updated or modified in the SQL database, and
how the updated or moditied record 1s processed by the SDS Al A new record 1s inserted into
the SQL database at 400 through the application server. At 401, SDS Al triggered by operations
in 400, reads record information from the SQL table and stores the new record temporarily in

machine memory (RAM). This information includes location details of the SQL field locations.

[0064] At 402, SDS Al triggered by operations in 400, reads tields from the SQL record and shreds
them into predetermined lengths or Snip-its, again shown in FIG. 2A and 2B. Each Snip-It 1s
then compared to previously stored plain text (SDS2 Value) located in the Archive Table shown
in FIGS. 11A and 11B for a match. Fach SDS2 value has a corresponding SDS2-H ID or
Hashed Value. If the SDS2 Value already exists, then the SDS Al returns the existing SDS2-H
ID. If the SDS2 Value 1s unique, the value will be inserted into the Archive Tables, and a new
hash value will be generated and stored in SDS2-H. The hash value (SDS2-H 1D) is generated
using the plaintext value (SDS2). Also, SDS Al then returns the new or already existing SDS2-H
1D.

[0065] At 403, SDS Al returns the SDS-H IDs to the record maintained in temporary RAM and
properly distributed by location values. If more than one Snip-It is used to represent the SQL

plain text value the hashes are combined and separated by a delimiter or fixed length shown as

SDS1 Key Value in FIGS. 12A and 12B. SDS Al generates a new SDS1 Key Value based on

11
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new field data and a new date and time stamp (MMDDYYY Yhhmmssms). Again, 1s Date Time
Stamp a change field with the purpose of generating a unique encrypted text and one-way hash
values. This 1s achieved by randomizing the positions of the Time Stamp values eliminating
patterns. (e.g.msMMhhYYDDYYssmm). Lastly, the temporary RAM record is encrypted and
stored in the SDS1 Key Value. SDS Al then generates a hash value and stores it in SDS1-H 1D
tield of the Context Table related to the SDS1 Key Value shown in FIGS.12A and 12B. The
Hash value, SDS1-H, 1s generated by hashing the encrypted key value, SDS1 Key Value, which

was stored in the Context Table.

[0066] At 404, SDS Al encrypts the SDS1-H ID or hash, and inserts the SDS0 Key Value into the
SDSO0 Token Table. The SDS0 Key Value, which is stored in the Token Table, 1s generated by
encrypting the SDS1-H ID Hash Value from the Context Table. In some embodiments, the
SDS0-H does not change and this 1s called the Standard Mode. In other embodiments, the
SDS0-H maybe updated with a new Hashing Algorithm (e.g., SHA-265, MDE-5, Twotish, and
the like). These other embodiments are called the Enhanced Mode. If the SDS0-H 1s changed
or updated, the SDS Al creates a hash from the temporary RAM data related to the SQL plain
text index value used to search the SQL Database. For example, if the index value used to
search the SQL Database 1s the account number found in Row 2 (R2) of the SQL Table of FIG.
9, the Hash Value or SDS0-H ID stored in the Token Table 1s generated by hashing the SDS1
Key Value stored in RAM prior to the SDS1 Key Value being encrypted and stored in the
context table. In particular, SDS0-H ID would be the hash value of the “P1R2l11_H-301_H-
302” portion of the SDS1 Key Value, as this would be the representation of the account number
tound in I1 and R2 of the SQL table of FIG.9. The portion of the SDS1 Key Value relating to
the account number 1s hashed in embodiments that use the account number as a searching tool
or identifier for searching the SDS database and/or SQL database. In other embodiments where
other criteria or portions of other criteria, such as a company name, client name, first names, last
names, date of birth, social security numbers, or other dates, are used as a searching tool, these
corresponding portions of the SDS1 Key Value, are hashed to produce the SDS0-H ID. SDS0-
H is stored in the SDS0 Token Table. Future retrievals can be conducted using either the
Token, SDS0 Key Value, or the hash value, SDS0-H ID, which are both stored in the Token
Table shown in FIGS. 13A and 13B.
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[0067] At 405, SDS Al inserts the SDS0 Key Value (Token) into the predetermined SQL tield for
the selected record (SDS Placeholder). In some embodiments, if an available SQL field 1s large
enough, the SDS0 Key Value 1s inserted into the available field. In other embodiments, a new
tield can be added to support the size of the SDS0 Key Value. In yet other embodiments, the
smaller SDS0-H hash can be stored in the available SQL field. These configurations can be
selected as options depending on the database and the abulity to alter the SQL Tables.
Temporary RAM 1s then cleared.

[0068] FIG. 5 illustrates how a record is retrieved using the SDS0-H ID hash value stored in the
token table shown in FIGS. 13A and 13B. At 500, Application Services requests a record be
retrieved for viewing on some authorized device (e.g. PC, Tablet, Phone, and the like). The SQL

Database executes the selected process of retrieving an existing record in the SQL Database.

[0069] At 501, SDS Al, triggered by operations in 500, reads the index field and preforms the one-
way hashing operation. The resulting hash is then presented to the SDS0-H column for a
match. For example, in a customer to vendor scenario, the customer can transmit to the vendor
through various means information such as an account number (such as, the account number
trom FIG. 9 used to search the SQL Database, as in previous examples). These various means
are used to authenticate themselves in order to receive certain information stored in the SDS
system. A hash value generated from the customer provided information, such as the account
number, would be compared to the SDS0-H ID hash value previously stored in the token table.
It there 1s a match, SDS Al proceeds to step 502.

[0070] At 502, SDS Al locates the SDSO Key Value based on the corresponding SDS0-H ID hash
value, and decrypts the SDS0 key value resulting in the SDS1-H value, stored in the Context

Table.

[0071] At 503, SDS Al locates the SDS1 Key Value corresponding to the SDS1-H value, and
decrypts the context record (string) of the Key Value into temporary RAM for processing.
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[0072] At 504, SDS Al locates the SDS2-H Values stored in the Archive Table based on the
decrypted SDS1 Key Value, and returns the plain text Snip-It (SDS2 Value) and appropriately

assembles the context, SQL record and tield position.

[0073] At 505, SDS Al delivers the plain text data in temporary RAM to the appropriate SQL

Database record.

[0074] At 506, SDS Al generates a new SDS1 Key Value based on at a minimum new date and time
stamp //// (MMDDYYY Yhhmmssms). Then, the new SDS1 Key Value 1s hashed and that
value 1s saved in SDS1-H. This new SDS1-H value 1s then encrypted and copied to SDS0 Key
Value. The SDS0-H does not change (Standard Mode). If in the Enhanced Mode, the SDS0-H
will be updated with a new Hashing Algorithm (e.g., SHA-265, MDE-5, Twotish, and the like).
Date Time Stamp is a change field with the purpose ot generating a unique encrypted text and
one-way hash values. This 1s achieved by randomizing the positions of the Time Stamp values

eliminating patterns. (e.g. MMhhYYDDY Yssmm).

[0075] At 507, the SQL Database serves the requested data to the device for viewing. Temporary
RAM s cleared.

[0076] FIG. 6 illustrates how a record is retrieved using a Token, otherwise known as the SDS0-

Key value stored in the Token Table shown in FIGS. 13A and 13B.

[0077] At 600, Application Services, in some embodiments, requests a record be retrieved for batch
processing (e.g. Billing, Reporting, and the like). SQL Database executes the select process for
existing records in the SQL Database so for each record the process executes. For example, if a
user wants to lookup a record where many fields exist in SDS, the user provides information
such as an Account Number (ABCD1235). The Account Number 1s entered into the Graphical
User Interface (GUI), which provides the information to SDS AL When the SQL SELECT
query arrives to the database (SDS preconfigure index field lookup), SDS Al takes the plaintext
Account number entry and generates, in some embodiments, a SHA256 hash and then searches

the Token Table’s SDS0-H column for a match. If there is 2 match between the hash of
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information, such as the account number and the SDS0-H column of the Token Table, SDS Al

proceeds to 601.

[0078] At 601, SDS Al triggered by operations in 600 reads the associated SDS Token, and decrypts
the Token resulting in the SDS1-H value for matching. The design maintains the SDS0-H value
separate from the SDS1 Key Value, such as in separate tables. If the SDS0-H hashing
generation is cracked, the only information an attacker has is the encrypted SDS0 Key Values.
Now, the attacker must crack the encryption of SDS0 Key Value to find the Context Table hash
in SDS1-H. Step 601 to 606 all happens in ~ 2 or less mulliseconds.

[0079] From the initial request to process plain text data into the SDS system to the creation of a
Token, about 1 to 2 milliseconds will have passed per row of data tfrom the SQL table. In
addition, about 1 to 2 milliseconds will be needed per row of data to retrieve shredded data,
trom a Token back to the plain text. These processing times can be reduced based on available

processing power.

[0080] The resulting hash 1s then presented to the SDS0-H column for a match.

[0081] At 602, SDS Al locates the SDS1 Key Value in the context table, and decrypts the context

record (string) into temporary RAM for processing.

[0082] At 603, SDS Al takes the SDS2-H Values in the Archive Table and returns the plain text

Snip-It and appropriately assembles the context, SQL record and field position.

[0083] At 604, SDS Al delivers the plain text data in temporary RAM to the appropriate SQL

Database record.

[0084] At 605, SDS Al generates a new SDS1 Key Value based on at a minimum a new date and
time stamp (MMDDYYY Yhhmmssms). Then, the new SDS1 Key Value 1s hashed and that
value 1s saved in SDS1-H. This new SDS1-H value 1s then encrypted and copied to SDS0 Key
Value. The SDS0-H does not change (Standard Mode). If in the Enhanced Mode, the SDS0-H
maybe updated with a new Hashing Algorithm (e.g., SHA-265, MDE-5, Twofish, and the like).

Date Time Stamp is a change field with the purpose ot generating a unique encrypted text and
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one-way hash values. This 1s achieved by randomizing the positions of the Time Stamp values

eliminating patterns. (e.g. msMMhhYYDDY Yssmm).

[0085] At 606, SQL Database serves the requested data to the device for viewing. Temporary RAM

cleared.

[0086] SDS by design can enable the Nonce Feature in certain embodiments so that each Token
Key Value can only be used once. This operation will regenerate SDS1 Key Values, SDS1-H
values and finally the SDSO Key Value (Token). This operation also has properties that trigger
the operation depending on the data event (e.g., View retrieval, Batch retrievals and Updates).
Increase in performance maybe critical for some operations (i.e., Month-end billing, EOY

reporting, and the like) and can be isolated.

[0087] FIG. 7 illustrates how a record is deleted. At 700, Application Services request a record to
be deleted. SDS Al retrieves the SDS Token or Hash Value with the predetermined SQL index
value. SQL Database executes the Delete process for existing records in the SQL Database so

tor each record the process executes.

[0088] At 701, SDS Al triggered by operations in 700 reads the assoctated SDS Token (SDS0 Key
Value) and proceeds to step 702 or in other embodiments, generates the index hash (based on an
input or information such as an account number from a client) for a match with the stored

SDS0-H ID Hash Value. If the hash values match, SDS Al proceeds to step 702.

[0089] At 702, SDSO Key Value 1s decrypted resulting in the SDS1-H value for matching. Selected

SDS records are then deleted in the context table.

[0090] At 703, SDS Al returns to the previous (701) record, and deletes the SDSO0 record.

[0091] At 704, SDS Al returns to the SQL Database the associated SDS records have been deleted.

[0092] At 705, it is important to note the SDS2 Archive Table is not modified in deletions. The

plain text Snip-Its in the Archive Table are stored out of context, and each plain text Snip-It can
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relate to multiple unrelated records. For example, the name “Johnson” for a certain account can
be stored as two separate plain text Snip-Its, “John” and “son”. These plain text Snip-Its, which
are stored in the Archive Table, can relate to multiple accounts for various “Johns”. The “son”
Snip-It could also be related a separate account that has the plain text “Sonoma” for a county
location stored as “Son” and “oma”. Therefore, while the Token and Context Table
information is deleted, the Archive Table information is not, so as to preserve information
relating to multiple other records, and their SDS1 Key Value strings, that are not associated with

the record being deleted.

[0093] This scheme also increases the etficiency of storage, as the same data is not likely to be

stored twice.

[0094] SDS by design allows for the integration of many cryptographic solutions. Many
organizations because of their nature will want to control the Cryptology and/or Key
Management. SDS leverages the uniqueness ot shredding data and the consequence it has on
data patterns and usage. These two operations are now seen as random operations. Therefore,
these two operations provide no clues to attackers. In SDS’s most advanced cryptology
contiguration and usage, multiple algorithms and nonce keys can be used presenting a challenge

which attackers have never encountered.

[0095] FIG. 8 is an overview of how SDS Al interacts with Keys and Cryptographics in order to

encrypt or hash confidential information.

[0096] At 800, SDS Al takes the SDS2-H Values and returns the plain text Snip-Its and

appropriately assembles the context, SQL record and tield position.

[0097] At 801, SDS Al requests a key from the Key Management Store, and calls the Cryptographic

operation 1n 802.
[0098] At 802, SDS Al conducts the encryption and decryption process. SDS Al 1s designed to

integrate with existing Crypto Programs so that different solutions can be selected by the

operator. These operations supports both encryption and hashing functions as configured.
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[0099] At 803, SDS Al processes information maintained in RAM, when encrypted or hashed is
then stored in SDS0; SDS0-H and SDS0 Key Value.

[00100] At 804, SDS Al then encrypts the SDS0-H value and stores it in the SQL Database. If

contigured, the SDS Al will produce a Hash on the SQL Database table index field and store it
in SDSO-H.

[00101] The SDS Scheme is designed as an SSE implementation so that some data s left searchable,
and the relating confidential data 1s shredded. In FIG. 9, a typical SQL table stores public
information (1.e., Last Name, First Name) and confidential information (i.e., Date of Birth,
Soctal Security Number) regarding certain people. With the end goal of protecting confidential

information, the user has the option of choosing how much data the user wants to secure.

[00102] Referring to FIG. 10, the user has chosen to protect the Last name, DOB and SSN frelds of
FIG. 9. When SDS preforms its operations, the selected plaintext is updated with one of three
values: NULL values, SDS Tracers or misinformation. The purpose of Tracers are feedback
points identitying the data’s location. SDS misinformation can insert random names, dates and
numbers to minimize or eliminate any coding changes required by applications error handling.

FIG. 10 represents the end processing with Tracers enabled.

[00103] The SDS operations result in entries into the SDS tables as depicted in FIGS. 11A, 11B,
12A, 12B, 13A and 13B. The operations include 3 one-way hashing algorithms and 2 encryption
algorithms. The three SDS tables (Archive, Context and Token) in FIGS. 11A and11B, 12A and
12B, 13A and 13B, respectively, display the results of the aforementioned operations for
shredding (SDS) the SQL table of FIG. 9. In particular, FIGS. 11A, 12A and 13A represent the
SDS rules of construction, while FIGS. 11B, 12B, and 13B, display the results of the SDS rules
of construction, showing the same tables as they would appear in certain production

embodiments.

[00104] FIG. 11A shows the Archive Table populated with plaintext (SDS2 Value) obtained from
the Snip-It Process described in FIG. 2A and 2B. The process starts with production data being
shredded from the SQL table of FIG.9. Shredded values are matched with the SDS2 Value

column. If a match is found, then the paired hash in SDS2-H 1s used. If there 1s not a match,
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then the value (plain text Snip-It) is inserted into the Archive table, and a new corresponding
SDS2-H hash value 1s generated. To generate the corresponding SDS2-H ID hash values, a Salt
(SDS2 Salt) 1s used. The SDS2 salt value used at the time of hashing 1s controlled by a pepper
oftset value. The SDS2-H ID hash 1s generated for each plain text value. The hash value 1s
generated by using the salt and pepper values, and hashing the plain text value. In some

embodiments multiple salts may be used.

[00105] In cryptography, a salt 1s random data that 1s used as an additional input to a one-way
function that "hashes" a Snip-It. As the salt is part of the hash, you store the salt on the
database. SDS uses salt plus the Snip-It (Snip-It + Salt) to generate the hash. The primary
tunction of a salt 1s to defend against dictionary attacks or against its hashed equivalent, a pre-

computed rainbow table attack.

[00106] Pepper works the same way salt, but is not stored 1n the database. Pepper is at least as long
as the salt and 1s stored separately from the value to be hashed, often as an application secret.
The pepper is small and randomly generated for each input to be hashed, and 1s never stored. In
some embodiments, the pepper can be part of the code, and multiple peppers can be used, only
some of which affect the function of the SDS. For example, multiple ghost peppers (peppers
that do not affect the SDS) can be stored in the code, to obfuscate the identity of the pepper or
peppers that atfect the functioning of the SDS. SDS would use a pepper stored in the SDS Al
code for security and performance. The pepper can be used as an otfset value to the stored salt
values. A pepper adds security to a database of hashes because it increases the number of Snip-

Its possibilities.

[00107] FIG. 11B shows the Archive Table of FIG. 11A, as the Archive Table would appear in
certain production embodiments. Here, the SDS2-Hash ID of FIG. 11B, appears as it would,
after using SHA256 one-way hashing algorithm.

[00108] FIG. 12A shows a Context Table with a SDS1 Key Value, and corresponding SDS1-H 1D
hash value. The context string or SDS1 Key Value 1s constructed using location information
from the SQL Table of FIG. 9, and fields from the Archive Table of FIG. 11A. The Parent

location starts with the “Pn” value that indicates the source database and table. The “Rn” value
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1s the row 1d in the SQL table for primarily used for integrity purposes. Depending on the SDS
usage model, the Rn Value can be used to repopulate the source row. In certain embodiments,
the SDS could shred the entire row of data and place the corresponding Token (SDS0 Key
Value) in a specitic field (old or new) whereby the retrieval would restore the complete row. The
“In” value represents the index column location. This index tield 1s also hashed for Adhoc
retrieval by the application. The “Vn” value represents the location column. The “Hn” value
represents the hashed value related to the SDS2 Value of the Archive Table. These values

continue until all the factors are related.

[00109] For example, the “P1R211_H-301_H-302" portion of the key value, represents SQL table
P1 of FIG. 9, row 2 of that table, the 11 Account Number column corresponding to row 2, and
the hash values (SDS1-H) in the Context table corresponding to the SDS1 Key value containing
the SDS2-H related to the plain text Snip-1t values (SDS2 Value), which as a whole constitute
the account number. The key value can continue on in such a manner to include additional
information from row 2, including the last name, first name, DOB, and SSN. The key value will

include a delimiter and timestamp.

[00110] It is important to note that the SDS1 Key Value shown in FIG. 12A, 1s not the same Key
Value stored in the context table. The key value shown in FIG. 12A, 1s an example (for
illustrative purposes) of a key value stored in RAM, prior to encryption and storage in the

context table. Any key value actually stored 1n the context table would be encrypted.

[00111] After the key value is generated, and encrypted it is stored in the context table. A
corresponding hash value, SDS1- H ID, 1s generated by hashing the SDS1 Key Value. The hash

1s stored in the context table corresponding to the Key Value.

[00112] FIG. 12B shows the Context Table with the encrypted key value, or SDS1 Key Value, and
corresponding hash value, SDS1-H ID, as it would appear in certain production embodiments,
after selected encryption and hashing techniques are selected. The hashing technique used to
generate SDS1-H ID can be the same or different technique used to generate the SDS2-H 1D
hash value of the Archive Table.
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[00113] FIG. 13A shows the Token Table with the SDS0 Key Value, and the corresponding SDS0-
H ID hash value. The SDS0 Key Value is generated by encrypting the SDS1-H ID hash value
stored in the 1n the context table. In certain embodiments, a corresponding hash value, (SDS0-
H ID) 1s also generated and stored in the Token Table. The SDS0-H ID hash value 1s generated
by hashing a portion of the SDS1 Key Value stored in RAM, prior to the SDS1 Key Value being
encrypted and stored in the Context Table. For example in some embodiments, the
“P1R211_H-301_H-302" portion of the SDS1 Key Value is hashed to generate the SDS0-H 1D
hash value stored in the Token Table. The portion of the SDS1 Key Value relating to the
account number is hashed in embodiments that use the account number as a searching tool or
identifier for searching the SDS database and/or SQL database. In other embodiments where
other criteria or portions of other criteria, such as a company name, client name, first names, last
names, date of birth, social security numbers, or other dates, are used as a searching tool, these

portions of the SDS1 Key Value, are hashed to produce the SDS0-H ID.

[00114] The Token (SDS0 Key Value) or the SDS0-H Hash value can be used to retrieve data
stored by SDS at a future time. In certain instances where minimal modifications to the original
SQL table must be made, a hash retrieval method can be preferable. Depending on the selected
Hashing technique, the hash value can be easily compatible in terms of size or length to the
original SQL table. In other instances, where batch processing must be completed, the Token
retrieval method may be preferable. Depending on the type of encryption method used to
generate the Token (SDSO Key Value), the SQL table may have to be moditied to include

another column to store the Token.

[00115] The SDS model 1s unique because it provides what mathematics calls a “relationship that 1s
not a function”. Cybercrime’s foundation is in mathematics. Cybercriminals, through many
tools, discover relationships and patterns with one goal, namely to break the encryption. To
achieve this cybercriminals, need to create mathematical functions so they can iterate through
the data and find the key or reverse engineer the key. Two relationships exist that produce the
mathematical function: One to One and One to Many. One relationship that does not produce
a mathematical function 1s the Many to Many relationship, as shown in FIG.14. For example, the
tunction of the variable (x) equals plus or minus the square root of the variable (n) minus (x)

squared, as shown in FIG. 14. Here, for every (x) value, there are two (y) values and for every
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(y) value there are two (x) values. Without a mathematical function, cybercrime will be more

ditticult, if not impossible.

[00116] The SDS model by design randomizes relationships among the tables and records. Because
the data is shredded into Snip-Its they must be gathered to create new complete words.
Example: The name Johnson could be stored as two Snip-Its, John and Son. If Johnson lived in
Sonoma CA, Son could be stored as two Snip-Its, Son and Oma. If Johnson lived on 123
Omaha Street, Oma and Ha could be two Snip-Its. In this example for one record John 1s used
once, Son is used twice, Oma is used twice, and Ha is used once. This seems random. See FIG.

15, illustrating the many to many relationships as to the Context and Archive Tables.

[00117] In database design today, architects would utilize SQL intermediate tables to detine the
many to many relationships. This further enables attackers to find patterns in the data. SDS
does not use intermediate tables, instead encrypted nomenclature (SDS1 Key Value) maintains

those relationship on a one record basts.

[00118] Randomization 1s further enhanced by scrambling plaintext event information (e.g., Time
Stamping) removing any patterns that would aid attackers. It is also important to note that the
SDS model does not have a direct plain text to cipher text relationship. In other words, hashing
techniques are used prior to encryption techniques, thereby no direct plain-text to cipher-text
relationship exists. Most secure schemes use encryption to scramble “Plaintext” into
“Ciphertext” via a Key, secret word or phrase. Attackers rely on obtaining many rows of the
plaintext and ciphertext values to reverse engineer the encryption and either cracking the Key or
build their own system that can read your ciphertext. The plaintext stored in the Archive Table
are the values (stored out of context) used to assemble the correct SQL Database value. SDS

relationships and context are contained in two encrypted fields (e.g., SDS1 Key & SDSO0 Key).

[00119] As an Example: Plaintext could be Neil, Bridges, 213-43-5678. Then, once encrypted the
values could be FJNSEKI2, 3K59CKSL%4X, and JFG3F0)5M@KH4 respectively. These
encrypted values can now be decrypted back to their meaningtul Plaintext. SDS does not have
the direct plaintext to encrypted text relationship of the current example, as hashing is used prior

to encryption.
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[00120] In a preferred embodiment of the present disclosure, the method in which data 1s split into
components or Snip-Its, and with a sequence of a first hashing, a first encryption, a second
hashing, a second encryption, and third hashing, that optimizes security. For example, after the
initial Snip-It process, the first hashing in performed on the plain text Snip-Its as shown in the
Archive Table. The first encryption is then performed, that results in the generation of the SDS1
Key Value as shown in the Context Table. The second hashing is then performed, which
generates the SDS1- Hash ID, as shown in the Context Table. The second encryption 1s then
performed, generating the SDS0- Key Value, as shown in the Token Table. Lastly the third
hashing is performed, generating the SDS0-Hash 1D, as shown in the Token Table. The
combination of hashing the data multiple times and encrypting the data multiple times, while

utilizing hashing prior to the encryption steps, eliminates leakage.

[00121] The method of securely processing data as described herein, is implemented on a computer
platform. The computer platform includes a processor, connected or coupled to a memory. The
processor is configured logic circuitry, and/or physical circuits that respond to and execute
instructions. The memory is a tangible storage medium that 1s readable by the processor. The
memory can comprise random access memory (RAM), a hard drive, a read only memory (ROM),
or any combination thereof. The memory can have instructions for controlling the processor to

perform the operations necessary to securely process the data as disclosed herein.

[00122] The computer platform can further include chipsets, controllers, wireless communication
devices, peripherals, interfaces, input/output (I/O) components, displays, power supplies and
the like. The computer platform can be implemented as a single device, or in a distributed
manner, or on a network of computers, and can use a distributed system architecture, e.g., a
master-slave architecture, a client-server architecture, and the like. The computer plattorm can
be implemented as a mobile device, a smart phone, and a personal computer. These examples

are not limiting,

[00123] Some embodiments can be described using the expression “one embodiment” or “an
embodiment” along with their derivatives. These terms mean that a particular feature, structure,

or characteristic described 1n connection with the embodiment 1s included 1n at least one
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embodiment. The appearances of the phrase “an embodiment” in various places in the

specification are not necessarily all referring to the same embodiment.

[00124] The embodiments described herein are exemplary and should not be construed as implying
any specific limitation on the present disclosure. It should be understood that various
alternatives, combinations and moditications of the present disclosure could be devised. The
present disclosure is intended to embrace all such alternatives, modifications and variances that

tall within the scope of the appended claims.
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What is claimed is:

1. A method for securely processing data, comprising the steps of:

reading data from a first database and storing the data in temporary machine memory,
the first database comprising records in the form of an index value and one or more
associated fields;

splitting the data into discrete components to remove context;
storing the discrete components in a shredded data storage database without context;

generating a first hash identifier for each one of the discrete components by hashing
each of the discrete components;

storing the first hash identifiers and each of the corresponding discrete components in a
first table;

generating a context key value from the first hash identifier and positional information;
storing the context key value in temporary machine memory;

encrypting the context key value;

generating a second hash identifier by hashing the encrypted context key value;

storing the second hash identifier and the encrypted context key value in a second
table;

generating a second key value by encrypting the second hash identifier;
generating a third hash identifier by hashing a portion of the context key value;
storing the second key value and the third hash identifier in a third table;

clearing the temporary machine memory after storing the second key value and the third

hash identifier; and

using the second key value and the third hash identifier as authentication and data

retrieval tools.
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2. The method of claim 1 further comprising:

receiving a request for data deletion;
obtaining the second key value;
obtaining the second hash identifier by decrypting the corresponding second key value;

obtaining the context key value by decrypting the encrypted context key value

corresponding to the second hash identifier;

deleting the context key value and corresponding second hash identifier stored in the

second table; and

deleting the second key value and corresponding third hash identifier stored in the third
table.

3. The method of claim 1, wherein the data is split into a predetermined number of

discrete components based on a sensitivity level of the data.

4. The method of claim 1, wherein the discrete components are a fixed length
based on a sensitivity level of the data.

5. The method of claim 1, further comprising: using the third hash identifier to locate
the data when searching the shredded data storage database.

6. The method of claim 1, wherein the first hash identifier, the second hash
identifier, the third hash identifier, the first key value, and the second key value are
generated by use of encryption and hashing technology selected from the group
consisting of: SHA-256, AES-256, MDE-5, DES, Triple DES, and Twofish.
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7. The method of claim 1, further comprising:
using the discrete components to store data from unrelated records from different
databases.

8. The method of claim 1, wherein the positional information includes a database
name, database row, and database column; and

wherein the context key value includes at least one delimiter.

9. The method of claim 1, wherein the second key value is inserted into a

predetermined location in the shredded data storage database.

10. The method of claim 1, wherein the third hash identifier is inserted into a

predetermined location in the first database; and

wherein the first database is a plaintext SQL database.

11.  The method of claim 1, wherein the first hash identifier is generated with a salt

value.

12. The method of claim 11, wherein the salt value is controlled by a pepper offset

value.

13.  The method of claim 1, further comprising a date and time stamp;
wherein the date and time stamp include a month, day, year, hour, minute, second, and

millisecond placeholder; and

wherein the date and time stamp are used in generating the context key value.
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14. The method of claim 13, wherein the position of the month, day, year, hour,

minute, second, and millisecond placeholders is randomized.

15.  The method of claim 14, further comprising:
generating a new context key value after a data retrieval request or a data update

request is processed.

16. The method of claim 1, wherein the discrete components are a random length

based on a sensitivity level of the data.

17. A method for securely processing data comprising the steps of:
reading data from a plaintext SQL database and storing the data in temporary machine

memory;
splitting the data into discrete components to remove context;
matching previously stored discrete components with the discrete components;

returning a previously stored first hash identifier corresponding to each one of the
matching discrete components, wherein the previously stored first hash identifier is

stored in a first table;

generating a context key value from the previously stored first hash identifier and

positional information in a shredded data storage database;

storing the context key value in temporary machine memory;

encrypting the context key value;

generating a second hash identifier by hashing the encrypted context key value;

storing the second hash identifier and the encrypted context key value in a second
table;
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generating a second key value by encrypting the second hash identifier;
generating a third hash identifier by hashing a portion of the context key value;
storing the second key value and the third hash identifier in a third table; and

using the second key value and the third hash identifier as authentication and data

retrieval tools.

18. A method for securely processing data comprising the steps of:

receiving a data retrieval request;
obtaining authentication data;

generating an authentication hash from the authentication data by hashing the

authentication data;
matching the authentication hash to a third hash identifier stored in a third table;

decrypting a second key value corresponding to the third hash identifier to obtain a

corresponding second hash identifier stored in a second table;

locating an encrypted context key value corresponding to the second hash identifier

stored in the second table;

decrypting the encrypted context key value to obtain a context key value;

storing the context key value in temporary machine memory;

locating first hash identifiers corresponding to the context key value;

locating discrete components corresponding to each one of the first hash identifiers;
assembling the discrete components into context based on the context key value; and

returning the data to a plaintext SQL database.

19. A method for securely processing data comprising the steps of:
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receiving a data retrieval request;
obtaining authentication data;
wherein the authentication data is a second key value;

decrypting the second key value to obtain a corresponding second hash identifier stored

in a second table;

matching the second hash identifier to a third hash identifier stored in a third table;
locating an encrypted context key value corresponding to the second hash identifier;
decrypting the encrypted context key value to obtain a context key value,

storing the context key value in temporary machine memory;

locating first hash identifiers corresponding to the context key value;

locating discrete components corresponding to each one of the first hash identifiers;
assembling the discrete components into context based on the context key value; and

returning the data to a plaintext SQL database.
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