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(57) ABSTRACT 

An apparatus for and method of utilizing an internet terminal 
coupled to the world wide web wherein one or more 
variables from a first Service request may be Saved for use 
with one or more Subsequent Service requests. The Service 
request is received by a web server from the world wide 
web, and if it So indicates, one or more variables from the 
service request are saved within the server. When the server 
receives a Subsequent request which requires access to the 
saved variables, they are retrieved for execution of the 
Subsequent Service request. 
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APPARATUS AND METHOD FOR SAVING 
SESSION VARIABLES ON THE SERVER SIDE OF 

AN ON-LINE DATA BASE MANAGEMENT 
SYSTEM 
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APPLICATIONS 
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Interface with Both Distributed Component Object Model 
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filed , and entitled, “Cool ICE Service Handler”; U.S. 
patent application Ser. No. , filed , and 
entitled, “Cool ICE State Management”; U.S. patent appli 
cation Ser. No. , filed , and entitled, “Cool ICE 
data Wizard”; U.S. patent application Ser. No. s 
filed , and entitled, “Cool ICE Column Profiling'; 
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BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention generally relates to database 
management Systems and more particularly relates to 
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enhancements for providing access to database management 
Systems via internet user terminals. 
0004 2. Description of the prior art 
0005 Database management systems are well known in 
the data processing art. Such commercial Systems have been 
in general use for more than 20 years. One of the most 
Successful database management Systems is available from 
Unisys Corporation and is called the Classic MAPPER(R) 
data base management system. The Classic MAPPER sys 
tem can be reviewed using the Classic MAPPER User's 
Guide which may be obtained from Unisys Corporation. 

0006. The Classic MAPPER system, which runs on pro 
prietary hardware also available from Unisys Corporation, 
provides a way for clients to partition data bases into 
Structures called filing cabinets and drawers, as a way to 
offer a more tangible format. The Mapper database manager 
utilizes various predefined high-level instructions whereby 
the database user may manipulate the database to generate 
human-readable data presentations called “reports”. The 
user is permitted to prepare lists of the various predefined 
high-level instructions into data base manager programs 
called “Mapper Runs”. Thus, users of the Classic MAPPER 
System may create, modify, and add to a given database and 
also generate periodic and aperiodic reports using various 
Mapper Runs. 

0007. However, with the Classic MAPPER system, as 
well as with Similar proprietary data base management 
Systems, the user must interface with the data base using a 
terminal coupled directly to the proprietary System and must 
acceSS and manipulate the data using the Mapper Run 
command language of Classic MAPPER. Ordinarily, that 
means that the user must either be co-located with the 
hardware which hosts the data base management System or 
must be coupled to that hardware through dedicated tele 
phone, Satellite, or other data linkS. Furthermore, the user 
usually needs to be Schooled in the command language of 
Classic MAPPER (or other proprietary data base manage 
ment System) to be capable of generating Mapper Runs. 
0008 Since the advent of large scale, dedicated, propri 
etary data base management Systems, the internet or world 
wide web has come into being. Unlike closed proprietary 
data base management Systems, the internet has become a 
world wide bulletin board, permitting all to achieve nearly 
equal access using a wide variety of hardware, Software, and 
communication protocols. Even though Some Standardiza 
tion has developed, one of the important characteristics of 
the world wide web is its ability to constantly accept new 
and emerging techniques within a global framework. Many 
current users of the internet have utilized Several generations 
of hardware and Software from a wide variety of Suppliers 
from all over the world. It is not uncommon for current day 
young children to have ready access to the world wide web 
and to have Substantial experience in data access using the 
internet. 

0009 Thus, the major advantage of the internet is its 
universality. Nearly anyone, anywhere can become a user. 
That means that Virtually all perSons are potentially internet 
users without the need for Specialized training and/or pro 
prietary hardware and Software. One can readily See that 
providing access to a proprietary data base management 
system, such as Classic MAPPER, through the internet 
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would yield an extremely inexpensive and universally avail 
able means for accessing the data which it contains and Such 
access would be without the need for considerable special 
ized training. 
0.010 There are two basic problems with permitting 
internet access to a proprietary database. The first is a matter 
of Security. Because the internet is basically a means to 
publish information, great care must be taken to avoid 
intentional or inadvertent access to certain data by unautho 
rized internet users. In practice this is Substantially compli 
cated by the need to provide various levels of authorization 
to internet users to take full advantage of the technique. For 
example, one might have a first level involving no special 
Security features available to any internet user. A Second 
level might be for Specific customers, whereas a third level 
might be authorized only for employees. One or more fourth 
levels of security might be available for officers or others 
having Specialized data access needs. 
0.011 Existing database managers have Security Systems, 
of course. However, because of the physical Security with a 
proprietary System, a certain degree of Security is inherent in 
the limited access. On the other hand, access via the internet 
is virtually unlimited which makes the Security issue much 
more acute. 

0012. The second major problem is imposed by the 
internet protocol itself. One of the characteristics of the 
internet which makes it So universal is that any Single 
transaction in HTML language combines a Single transfer 
(or request) from a user coupled with a single response from 
the internet Server. In general, there is no means for linking 
multiple transfers (or requests) and multiple responses. In 
this manner, the internet utilizes a transaction model which 
may be referred to as “stateless”. This limitation ensures that 
the internet, its users, and its Servers remain Sufficiently 
independent during operation that no one entity or group of 
entities can unduly delay or “hang-up' the communications 
System or any of its major components. Each transmissions 
results in a termination of the transaction. Thus, there is no 
general purpose means to link data from one internet trans 
action to another, even though in certain Specialized appli 
cations limited amounts of data may be coupled using 
“cookies' or via attaching data to a specific HTML screen. 
0013 Unfortunately, the use of HTML screen attach 
ments and cookies provide for the transfer of very limited 
amounts of data. Even more significant is that for a variable 
to be transferred from a first transaction to a Subsequent 
transaction, it must be transferred from the data base man 
agement System all of the way back to the internet terminal 
via the world wide web. If that variable is to be actually used 
by the data base management System in the Subsequent 
transaction (e.g., nested or hierarchical Searches), the vari 
able must be transferred all of the way back again to the data 
base management System via the World wide web. These 
extra transferS take time, consume transmission bandwidth, 
and greatly increase the exposure to compromise through 
breach of Security. 

SUMMARY OF THE INVENTION 

0.014. The present invention overcomes the disadvan 
tages of the prior art by providing a method of and apparatus 
for directly transferring variables from a first transaction to 
a Subsequent transaction while utilizing a full featured data 

Apr. 18, 2002 

base management System by a user at a terminal coupled to 
the world wide web or internet. In order to permit any such 
access to the data base management System, the present 
invention must first provide a user interface, called a gate 
way, which translates transaction data transferred from the 
user over the internet in HTML format into a format from 
which database management System commands and inputs 
may be generated. The gateway must also convert the data 
base management System responses and outputs into an 
HTML document for display on the user's internet terminal. 
Thus, as a minimum, the gateway must make these format 
and protocol conversions. In the preferred embodiment, the 
gateway resides in the Web Server coupled to the user via the 
World wide web and coupled to proprietary data base 
management System. 

0015 To make access to a proprietary data base by 
internet users practical, a Sophisticated Security System is 
required to prevent intentional or inadvertent unauthorized 
accesses. AS discussed above, Such a Security System should 
provide multiple levels of access to accommodate a variety 
of authorized user categories. In the preferred embodiment 
of the present invention, Several levels of data classification 
are provided and Several classes of users are defined. This 
permits certain levels of data to be accessed by one or more 
of the Several classes of user. The Security System may either 
reside in the Web Server containing the gateway or may be 
an existing component of the database management System. 
0016. Whereas the gateway and the security system are 
the minimum necessary to permit the most rudimentary form 
of communication between the internet terminal of the user 
and the proprietary data base management System, as 
explained above, the internet is a “stateless' communication 
System without interaction between a first transaction and 
Subsequent transactions, the addition of the gateway and the 
Security System do not change this Statelessness. To unleash 
the real power of the data base management System, the 
communication protocol between the database and the user 
requires the capability to share variables between the various 
data transferS. 

0017. The present invention adds the capability to share 
variables between transactions at the database management 
System. Instead of considering each transfer from the inter 
net user coupled with the corresponding Server response as 
an isolated transaction event as defined by the World wide 
web, one or more related Service requests may be function 
ally associated as a dialog by a Service request Sequence as 
defined by the data base management System. 
0018. A repository located as part of the server is estab 
lished which Stores variables accessed and/or computed 
during the Service request Sequence. AS Such, the repository 
has these variables available on the server side of the world 
wide web interface for use in Subsequent transactions. Thus, 
the repository buffers intermediate variables utilized in 
formatting Subsequent data base management System Ser 
Vice requests and in formatting Subsequent HTML pages to 
be displayed to the user. 

0019. A transaction that needs to pass a variable to 
another transaction calls on the Server Side variables feature 
of the data base management System. The variable is then 
Stored in the repository. Any further transaction requesting 
the variable results in an access of the variable from the 
repository for immediate use. 
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0020. Thus, the transaction data in HTML format 
received by the Server from the user, along with any Vari 
ables Stored in the repository from previous transactions, are 
processed by a Service handler in the command language of 
the database management System. Sequencing and control 
of the database management System is via an administration 
module. 

0021. Through the use of the repository to store such 
variables from previous transactions, the Service handler to 
generate database management command language, and the 
administration module, the World wide web user is capable 
of performing each and every database management func 
tion available to any user, including a user from a proprietary 
terminal having a dedicated communication link which is 
co-located with the proprietary database management Sys 
tem hardware and Software. In addition, the data base 
management System user at the World wide web terminal is 
able to accomplish this in the HTML protocol, without 
extensive training concerning the command language of the 
data base management System. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. Other objects of the present invention and many of 
the attendant advantages of the present invention will be 
readily appreciated as the same becomes better understood 
by reference to the following detailed description when 
considered in connection with the accompanying drawings, 
in which like reference numerals designate like parts 
throughout the figures thereof and wherein: 
0023 FIG. 1 is pictographic view of the Cool ICE system 
coupled between a user on the world wide web and an 
existing proprietary data base management System; 
0024 FIG. 2 is a schematic drawing showing the opera 
tion of a multi-level Security System in accordance with the 
preferred embodiment of the present invention; 
0.025 FIG. 3 is a pictographic view of the hardware of 
the preferred embodiment; 
0.026 FIG. 4 is a semi-schematic diagram of the opera 
tion of the Cool ICE system; 
0027 FIG. 5 is an overall schematic view of the software 
of the Cool ICE system; 
0028 FIG. 6 is a schematic view of a service request; 
0029 FIG. 7 shows a schematic view of a service request 
Sequence, 

0030 FIG. 8 is a diagrammatic comparison between a 
dialog-based Structure and a Service-based Structure; 
0.031 FIG. 9 is a detailed diagram of the storage and 
utilization of State information within the repository; and 
0.032 FIG. 10 is a detailed diagram showing how vari 
ables are passed from a first transaction to a Subsequent 
transaction. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0033. The present invention is described in accordance 
with several preferred embodiments which are to be viewed 
as illustrative without being limiting. These Several pre 
ferred embodiments are based upon Series 2200 hardware 
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and operating systems, the Classic MAPPER data base 
management System, and the Cool ICE Software compo 
nents, all available from Unisys Corporation. 
0034 FIG. 1 is an overall pictographic representation of 
a System 10 permitting access to a proprietary data base 
management System via an internet terminal. Existing data 
bases and applications 12 represents commercially available 
hardware and Software Systems which typically provide 
Select users with access to proprietary data and data base 
management functions. In the preferred embodiment, exist 
ing data bases and applications 12 represents Series 2200 
hardware and operating System containing one or more data 
bases prepared using Classic MAPPER data base manage 
ment system, all available from Unisys Corporation. His 
torically, existing databases and applications 12 could only 
be accessed from a dedicated, direct terminal link, either 
physically co-located with the other System elements or 
connected thereto Via a Secured dedicated telephonic, Satel 
lite, or fiber optic link. 
0035). With the preferred mode of the present invention, 
communication between new web application terminal 14 
and existing databases and applications 12 is facilitated. AS 
discussed above, this permits nearly universal access by 
users world wide without Specialized hardware and/or user 
training. The user effects the access using Standardized 
HTML transaction language through worldwide web link 16 
to the Cool ICE system 20, which serves as a world wide 
web server to world wide web link 16. 

0036 Cool ICE system 20 appears to existing databases 
and applications 12 as a data base management System 
proprietary user terminal over dedicated link 18. Oftentimes, 
dedicated link 18 is an intranet or other localized network 
link. Cool ICE system 20 is currently available in commer 
cial form without the present invention as Cool ICE Revi 
sion Level 1.1 from Unisys Corporation. 
0037 FIG. 2 is a schematic diagram of security system 
22 of the preferred mode of the present invention. By way 
of example, there are four categories of Service defined, each 
with its own functionality and portion of the data base. 
Service A36 contains data and functions which should only 
be made available to customers. Service B 38 contains data 
and functions which should only be made available to 
customers or employees. Service C 40 contains data and 
functions which should only be made available to employ 
ees, and Service D 42, containing the least restrictive data 
and functions may be made available to anyone, including 
the general public. 

0038. In a typical application, Service D 42 might contain 
the general home page information of the enterprise. It will 
consist of only the most public of information. It is likely to 
include the name, address, e-mail address, and phone num 
ber of the enterprise, along with the most public of the 
business details. Usually, Service D 42 would include means 
of presenting the information in a Sufficiently interesting 
way to entice the most casual of the public user to make 
further inquiry and thus become more involved with the 
objectives of the enterprise. Service D 42 represents the 
lowest level of security with data and functions available to 
all. 

0039) Service C 40 is potentially the highest level of 
classification. It contains data and functions which can be 
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made available only to employees. In actual practice, this 
might entail a number of Sub levels corresponding to the 
various levels of authority of the various employees. How 
ever, Some Services may be So Sensitive that the enterprise 
decides not to provide any acceSS Via the internet. This might 
include Such things as Strategic planning data and tools, 
advanced financial predictions, Specific information regard 
ing individual employees, marketing plans, etc. The penalty 
for this extreme Security measure is that even authorized 
individuals are prohibited from accessing these Services via 
the internet, and they must take the trouble to achieve acceSS 
via an old-fashioned dedicated link. 

0040 Customers and employees may share access to 
Service B 38. Nevertheless, these data and functions are 
sufficiently sensitive that they are not made public. Service 
B 38 likely provides access to product specifications, deliv 
ery Schedules and quantities, and pricing. 
0041. For customer access only is Service A 36. One 
would expect marketing information, along with Specific 
account information, to be available here. 

0042. These four service levels (i.e., Service A36, Ser 
vice B38, Service C40, and Service D 42) are regulated in 
accordance with three security profiles. The lowest level of 
Security does not require a Security profile, because any 
member of the general public may be granted access. This 
can be readily seen as guest category 28 (e.g., a member of 
the public) can directly access Service D 42. Of course, all 
other categories of user may also directly acceSS Service D 
42, because all members of the more restrictive categories 
(e.g., customers and employees) are also members of the 
general public (i.e., the least restrictive category). 
0043. Security Profile #1, 30 permits access to Service A 
36 if and only if the requestor Seeking acceSS is a customer 
and therefore a member of customer category 24. Members 
of customer category 24 need to identify themselves with a 
customer identification code in order to gain access. The 
assigning and processing of Such identification codes are 
well known to those of skill in the art. 

0044 Similarly, Security Profile #3, 34 permits access to 
Service C40 if and only if the requestor Seeking access is an 
employee and therefore a member of employee category 26. 
Security Profile #2, 32 permits access to Service B 38 to 
requesters from either customer category 24 or employee 
category 26, upon receipt of a customer identification code 
or an employee identification code. 
004.5 FIG. 3 is a pictorial diagram of hardware suite 44 
of the preferred embodiment of the present invention. The 
client interfaces with the system via internet terminal 46. 
Preferably, internet terminal 46 is an industry compatible, 
personalized computer having a current version of the 
Windows operating system and suitable web browser, all 
being readily available commercial products. Internet ter 
minal 46 communicates over world wide web access 48 
using standardized HTML protocol. 
0046) The Cool ICE system is resident in web server 50, 
which is coupled to internet terminal 46 via worldwide web 
access 48. In the preferred mode, web server 50 is owned 
and operated by the enterprise owning and controlling the 
proprietary data base management system. Web server 50 
may serve as the internet access provider for internet ter 
minal 46 wherein world wide web access 48 is typically a 
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dial-up telephone line. This would ordinarily be the case if 
the shown client were an employee of the enterprise. On the 
other hand, web server 50 may be a remote server site on the 
internet if the shown client has a different internet access 
provider. This would ordinarily occur if the shown client 
were a customer or guest. 

0047. In addition to being coupled to world wide web 
access 48, web server 50, containing the Cool ICE system, 
is coupled to intranet 52 of the enterprise as shown. Intranet 
52 provides the enterprise with communication for its inter 
nal busineSS purposes. This communication is administered 
and managed by enterprise Server 54 having enterprise 
Server Storage facility 56. Thus, employees and others 
granted acceSS may communicate via intranet 52 within the 
physical Security provided by the enterprise. Also coupled to 
intranet 52 is departmental server 58 having departmental 
server storage facility 60. Additional departmental servers 
(not shown) may be coupled to intranet 52. The enterprise 
data and enterprise database management Service function 
ality typically resides within enterprise Server 54, depart 
mental server 58, and any other departmental servers (not 
shown). Normal operation in accordance with the prior art 
would provide access to this data and database management 
functionality via intranet 52 to users directly coupled to 
intranet 52. 

0048. In the preferred mode of the present invention, 
access to this data and data base management functionality 
is also provided to users (e.g., internet terminal 46) not 
directly coupled to intranet 52, but indirectly coupled to 
intranet 52 via web server 50. As explained below in more 
detail, web server 50 provides this access utilizing the Cool 
ICE system resident in web server 50. 

0049 FIG. 4 is pictographic view of the system of FIG. 
3 with particular detail showing the organization and opera 
tion of the Cool ICE system 62, which is resident in the web 
server (see also FIG.3). In this view, the client accesses the 
data base management System within the enterprise Via 
internet terminal 54 which is coupled to the web server 68 
by world wide web path 66. Again, the internet terminal 54 
is preferably an industry Standard computer utilizing a 
commercially available web browser. 

0050. The basic request/response format of the Cool ICE 
system involves a “service' (defined in greater detail below) 
which is an object of the Cool ICE system. The service is a 
predefined operation or related Sequence of operations 
which provide the client with a desired Static or dynamic 
result. The Services are categorized by the language in which 
they were developed. Whereas all services are developed 
with client-side Scripting which is compatible with internet 
terminal 54 (e.g., HTML), the server-side scripting defines 
the service category. Native services utilize Cool ICE script 
for all Server-side Scripting. On the other hand, open Services 
may have Server-Side Scripting in a variety of common 
commercial languages including JScript, VBScript, ActiveX 
controls, and HTML. Because native services are developed 
in the Cool ICE language, greater development flexibility 
and variety are available with this technique. 

0051 Web server 68 provides open server processor 70 
for Active Server Pages (ASP's) which have been developed 
as open services and Default ASP processor 72 for native 
Services. After the appropriate decoding (i.e., native or open 
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service), a call to the corresponding Cool ICE object 74 is 
initiated as shown. The Selected object is processed by Cool 
ICE engine 76. 
0.052 Repository 80 is a storage resource for long term 
storage of the Cool ICE objects and short term storage of the 
state of a particular service. In addition, repository 80 is 
available for Storage of variables from a first transaction 
which may be referenced by a Subsequent transaction. 
Further details concerning repository 80 may be found by 
consulting the above referenced, commonly-assigned, co 
pending U.S. patent application. In the preferred mode of the 
present invention, the objects stored in repository 80 are 
typically very similar to mapper runs as described above. 
For a more detailed description of mapper runs, Classic 
MAPPER User Manual is available from Unisys Corpora 
tion and incorporated herein by reference. In the more 
general case, repository 80 would typically Store predefined 
Sequences of Statements in the command language of the 
enterprise data base management System(s) to be accessed. 
0.053 Cool ICE engine 76 sequences these previously 
Stored command Statements and uses them to communicate 
via intranet 84 with the data base management System(s) 
(e.g., Classic Mapper) resident on enterprise Server 86 and 
departmental server 88. The short term storage capability of 
repository 80 is utilized by Cool ICE engine 76 to store the 
State and intermediate products of each Service until the 
processing Sequence has been completed. Following 
completion, Cool ICE engine 76 retrieves the intermediate 
products from repository 80 and formats the output response 
to the client, which is transferred to internet terminal 54 via 
web server 68 and world wide web path 66. 
0054 Cool ICE Administrator 82 is available for coor 
dination of the operation of Cool ICE system 62 and thus can 
resolve conflicts, Set run-time priorities, deal with Security 
issues, and Serve as a developmental resource. Graphing 
engine 78 is available to efficiently provide graphical rep 
resentations of data to be a part of the response of a Service. 
This tends to be a particularly useful utility, because many 
of the existing data base management Systems have rela 
tively sparse resources for graphical presentation of data. 
0055. The combination of Cool ICE engine 76 and 
repository 80 permits a rather simplistic Service request from 
internet terminal 54 in dialog format to initiate a rather 
complex Series of data base management System functions. 
In doing So, Cool ICE engine 76 emulates an intranet user 
of the data base management System(s) resident on enter 
prise server 86 and/or departmental server 88. This emula 
tion is only made possible, because repository 80 Stores 
Sequences of command language Statements (i.e., the logic 
of the Service request) and intermediate products (i.e., the 
State of the Service request). It is these functions which are 
not available in ordinary dialog on the world wide web and 
are therefore not even defined in that environment. 

0056 FIG. 5 is a schematic diagram 90 of the software 
components of the Cool ICE system and the software 
components to which it interfaces in the preferred mode of 
the present invention. The client user of the Cool ICE system 
interfaces directly with web browser 92 which is resident on 
internet terminal 54 (see also FIG. 4). Web browser 92 is a 
commercially available browser operating under a current 
version of the Windows operating system (e.g., Windows 
95). The only special requirement of web browser 92 is that 
it be capable of Supporting frames. 
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0057 Web browser 92 communicates with web server 
Software 96 via internet standard protocol using HTML 
language using world wide web path 94. Web server soft 
ware 96 is also commercially available software, which is, 
of course, appropriate for to the Web Server host hardware 
configuration. In the preferred mode of the present inven 
tion, web server Software 96 is hosted on a Series 2200 
mainframe available from Unisys Corporation, from which 
web server Software 96 is readily available. 
0.058 Cool ICE system software 98 consists of Cool ICE 
Gateway 100, Cool ICE service handler 102, Cool ICE 
administration 104, Cool ICE repository 106, and Cool ICE 
scripting 108. It is these five software modules which 
interface to web server software 96 in HTML using a dialog 
format and interface to database management System inter 
connect 110 in the command language of the enterprise data 
base management system(s) (i.e., Classic MAPPER in the 
preferred mode of the present invention). 
0059 Cool ICE gateway 100 is the interface between 
standard, commercially available, web server software 96 
and the internal Cool ICE System language and logic. AS 
such, Cool ICE gateway 100 translates the dialog format, 
incoming HTML service request into internal Cool ICE 
language. and protocol. Intrinsic in this translation is a 
determination of the serve category (see also FIG. 4)-that 
is whether the Service request is a native Service (i.e., with 
Cool ICE server-side Scripting) or an open Service (i.e., with 
Server-side Scripting in another commercial language). 
0060. The service request, received from Cool ICE gate 
way 100, is utilized by Cool ICE service handler 102 to 
request the corresponding object from Cool ICE repository 
106 and to open temporary Storage using Cool ICE reposi 
tory 106 for the storage of state information and for the 
Storage of variables to be shared by more than one transac 
tion. Cool ICE scripting 108 is called to translate the 
Server-Side Scripting of an open Service request as necessary. 
Cool ICE service handler 102 sequences through the com 
mand language Statements of the object received from Cool 
ICE repository 106 and forwards each command in turn to 
database management System Software 114 for accessing of 
the enterprise proprietary data base management System. 
Cool ICE service handler 102 receives each of the interme 
diate products from database management System Software 
114 and transfers each to Cool ICE repository 106 for 
temporary Storage until completion of the Service request. 
Cool ICE service handler 102 retrieves the intermediate 
products from Cool ICE repository 106 upon completion of 
the service request and formulates the Cool ICE response for 
transfer to browser 92 via web server Software 96 and world 
wide web path 94. 
0061 Cool ICE administration 104 implements auto 
matic and manual control of the process. It provides for 
record keeping, for resolution of certain Security issues, and 
for development of further Cool ICE objects. Interconnect 
110 and interconnect 112 are Software interface modules for 
communicating over the enterprise intranet (see also FIG. 
4). These modules are dependent upon the remaining pro 
prietary hardware and Software elements coupled to the 
enterprise intranet System. In the preferred mode of the 
present invention, these are commercially available from 
Unisys Corporation. 
0062 FIG. 6 is a schematic diagram 116 showing the 
processing of a Service request by the Cool ICE System. 
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Screen 118 is the view as seen by the client or user at an 
internet terminal (See also Fig. 4). This screen is produced 
by the commercially available browser 120 selected by the 
user. Any Such industry Standard browser is Suitable, if it has 
the capability to handle frames. The language of Screen 118 
is HTML 124. Hyperlinks 126 is used in locating the URL 
of the Cool ICE resident server. In many instances, this will 
Simply be the internet acceSS provider of the internet termi 
nal, as when the internet terminal is owned by the enterprise 
and the user is an employee. However, when the user is not 
an employee and the internet terminal is not necessarily 
owned by the enterprise, it becomes more likely that hyper 
links 126 identifies a remotely located server. 
0.063 Icon 122 is a means of expressly identifying a 
particular Service request. Such use of an icon is deemed to 
be unique. Additional detail concerning this use of an icon 
is available in the above identified, commonly assigned, 
co-pending U.S. patent application. Window area 128 pro 
vides for the entry of any necessary or helpful input param 
eters. Not shown are possible prompts for entry of this data, 
which may be defined at the time of service request devel 
opment. Submit button provides the user with a convenient 
means to transmit the Service request to the Web Server in 
which the Cool ICE system is resident. 
0064. Upon “clicking on” submit button 130, screen 118 

is transmitted to web server 136 via world wide web path 
132. As discussed above, world wide web path 132 may be 
a telephonic dial-up of web server 136 or it might be a long 
and complex path along the internet if web server 136 is 
remote from the originating internet terminal. Web server 
136 is the Software which performs the retrieval of screen 
118 from world wide web path 132. 
0065 Screen 118 is transferred from web server 136 to 
Cool ICE gateway 138, wherein it is converted to the 
internal Cool ICE protocol and language. A browser input 
file is opened at storage resource 146 via path 140. Thus the 
initial Service request can be accessed from Storage resource 
146 during processing up until the final result is transferred 
back to the user. This access readily permits multi-step and 
iterative Service request processing, even though the Service 
request was transferred as a Single internet dialog element. 
This Storage technique also provides initially received input 
parameters to later Steps in the processing of the Service 
request. 

0.066 Cool ICE gateway 138 notifies Cool ICE service 
handler 156 that a service request has been received and 
logged in. The service request itself is utilized by Cool ICE 
Service handler 156 to retrieve a previously Stored Sequence 
of database management System command Statements from 
repository 166. Thus, in the general case, a Single Service 
request will result in the execution of a number of ordered 
data base management System commands. The exact 
Sequence of these commands is defined by the Service 
request developer as explained in more detail below. 
0067 Service input parameters 170 is prepared from the 
Service request itself and from the command Sequence and 
variables from previous transactions Stored in repository 166 
as shown by path 164. This list of input parameters is 
actually Stored in a dedicated portion of repository 166 
awaiting processing of the Service request. 
0068. Each command statement from repository 166 
identified with the Service request is Sequentially presented 
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to Cool ICE service 168 for processing via path 160. The 
corresponding input parameter from Service input param 
eters 170 is coupled with each command statement via path 
176 to produce an appropriate query of the enterprise data 
base management system at Cool ICE service 168. After the 
enterprise database management System has responded to a 
given query, the intermediate products are Stored as entries 
in HTML document 172 which is also stored in a dedicated 
portion of repository 166. 
0069. After all command statements corresponding to the 
Service request have been processed by the enterprise data 
base management system and HTML document 172 has 
been completed, the result is provided via path 156 to Cool 
ICE service handler 156 for temporary storage as a browser 
output file in storage resource 154 via path 152. Cool ICE 
gateway 138 receives the browser output file via path 148. 
The response is converted to HTML protocol and transferred 
by web server 136 and world wide web path 134 to be 
presented to the user as a modified Screen (not shown). 
0070 FIG. 7 is a pictographic drawing 178 of the devel 
opment process for creating a Cool ICE service. HTML 
document 180 is created utilizing any commercially avail 
able standard HTML authoring tool (e.g., Microsoft 
FrontPage). The resulting HTML document 180 is stored as 
a normal HTM file. This file will be utilized as a template 
of the service to be developed. 
0071. The authoring process moves along path 182 to 
invoke the administration module of the Cool ICE system at 
element 184. The new dynamic Service is created using 
HTML document 180 stored as a normal HTM file as a 
template. As HTML document 180 is imported into Cool 
ICE, Sequences of Script for the beginning and end of the 
HTML code are automatically appended to the service. 
Required images, if any, are also uploaded onto the web 
server (see also FIGS. 5 and 6). The service is edited by 
inserting additional Cool ICE Script, as required. A more 
detailed description of the editing process may be found in 
Cool ICE User's Guide, Revision 1.1, available from Unisys 
Corporation and incorporated herein by reference. 
0072 The completed service script is transferred along 
path 186 to element 188 for storage. The service is stored as 
an object in the repository (see also FIGS. 5 and 6). Storage 
is effected within the appropriate category 190 as discussed 
above, along with services 192, 194, and 196 within the 
Same category. 
0073. The process proceeds along path 198 to element 
200 for testing. To perform the testing, the URL for the 
newly created service is entered into the browser of the 
internet terminal, if known. The typical URL is as follows: 

0074 http://machine-name/ICEGate/Category/Ser 
vice. If the URL for the new service is not known, a 
list of the available services may be determined from 
the Cool ICE system by specifying the Cool ICE 
URL as follows: 

0075 http://machine-name/ICEGate This call will 
result in a presentation of a menu containing the 
defined categories. Selecting a category from the list 
will result in a menu for the services defined within 
that category. The desired Service can thus be 
selected for testing. Selection of the service by either 
means will result in presentation of the HTML page 
as shown at element 200. 
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0.076 The process proceeds to element 204 via path 202, 
wherein the HTML page may be enhanced. This is accom 
plished by exporting the HTML document from the Cool 
ICE administration module to a directory for modification. 
By proceeding back to HTML document 180 via path 208, 
the exported HTML template is available for modification 
using a standard HTML authoring tool. After satisfactory 
completion, the finished HTML document is saved for future 
Sc. 

0.077 FIG. 8 is a diagram showing a comparison 
between dialog-based structure 210 and service-based struc 
ture 212. Dialog-based structure 210 is the norm for the 
typical existing proprietary data base management System 
(e.g., Classic MAPPER). The user, normally sitting at a 
dedicated user terminal, transferS output Screen 214 to the 
database management System to request a Service. The user 
terminal and its normally dedicated link are Suspended at 
element 216 to permit transfer and operation of the database 
management System. The input is validated at element 218, 
while the user terminal and its normally dedicated link 
remains Suspended. 
0078. The data base management system processes the 
service request at element 220 while the user terminal 
remains Suspended. Output occurs at element 222 thereby 
releasing the Suspension of the user terminal. Thus, a true 
dialog is effected, because one part of the dialog pair (i.e., 
the user terminal) is Suspended awaiting response from the 
data base management System. This type of dialog is best 
accomplished in an environment wherein at least the user 
terminal (or database management system) is dedicated to 
the dialog, along with the link between user terminal and 
data base management System. 
0079) Service-based structure 212 illustrates one of the 
basic constraints of the world wide web protocol. To ensure 
that each of the elements on the world wide web are 
Sufficiently independent to prevent one element from unduly 
delaying or “hanging-up' another element to which it is 
coupled awaiting a response, the communication protocol 
forces a termination after each transmission. AS can be 
readily Seen, even the Simplest dialog requires at least 
Separate and independent transactions or Services. The first 
Service, Service 224, involves the transmissions of output 
form 228 from the internet user terminal. This transmission 
is immediately and automatically followed by termination 
230 to ensure independence of the sender and receiver. 
0080. The second service, Service 226, enables the 
receiver of output form 228 to process the request and output 
an appropriate response. The validation of the input at 
element 232, processing 234, and output 236 all occur 
within the receiver of output form 228. Immediately and 
automatically, termination 238 follows. Thus, if internet 
transactions are to be linked into a true dialog to permit data 
base management functions, the State must be saved from 
one Service to the next as taught herein. 
0081. In the preferred mode of the present invention, the 
state of a service is saved in the repository (see also FIGS. 
4 and 5) for use in the next or subsequent services. Fur 
thermore, variables may be Saved from one transaction to be 
utilized in a Subsequent transaction as explained in more 
detail below. Because these variables are saved at the site of 
the data base management System, we would say that they 
are saved on the “server side' of the world wide web 
interface. 
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0082 FIG. 9 is a schematic diagram 240 of the preferred 
mode of the present invention showing normal data flow 
during operation, with Special attention to the State Saving 
feature. Work station 242 is an industry compatible personal 
computer operating under a commonly available operating 
system such as Windows 95. Browser 244 is a standard, 
commercially available web browser having frames capa 
bility. Path 248 is the normal world wide web path between 
work station 242 and web server 254 for the transfer of 
Service requests and input data. These transferS are con 
verted by Cool ICE gateway 256 as explained above and 
sent to Cool ICE service handler 258 via path 266 for 
disposition., 

0083. The service request for data and/or another func 
tion is converted into the database management language by 
reference to the service definition portion of repository 262 
through reference along path 276. The actual command 
language of the data base management System is utilized 
over path 286 to access data base 264. The resultant data 
from database 264 is transferred to Cool ICE administrator 
290 via path 288. State manager 260 determines whether the 
original Service request requires additional queries to data 
base 264 for completion of the dialog. If yes, the resultant 
data just received from database 264 is transferred via path 
284 to repository 262 for temporary Storage, and the next 
query is initiated over path 286, and the process is repeated. 
This is the State Saving pathway which is required to provide 
the user of the Cool ICE system to function in a dialog form 
over the world wide web. 

0084. Upon receipt of the resultant data from the final 
query of data base 264, State manager 260 determines that 
the Service request is now complete. State manager 260 
notifies repository 262 via path 280, and the intermediate 
products are retrieved from temporary Storage in repository 
262 via path 278 and Supplied to Cool ICE service handler 
258 via path 272 for formatting. State manager 260 then 
clears the intermediate products from temporary Storage in 
repository 262 via path 282. The final response to the service 
request is sent to Cool ICE gateway 256 via path 270 for 
translation and to browser 244 via path 250. 
0085 FIG. 10 is a similar detailed diagram 300 with 
particular attention to the manner in which variables are 
Saved on the Server Side for use in a Subsequent transaction. 
The user, through the use of workstation 302 (preferably an 
industry standard personalized computer) operating under a 
current form of the Windows operating System and com 
mercially available web browser 304, generates a service 
request in HTML format and transfers it over world wide 
web path 306 to web server 308 containing Cool ICE system 
310. 

0086 The service request is translated by Cool ICE 
gateway 312 as discussed above into present Cool ICE 
transaction 314 and transferred to service handler 332 via 
path 316. When variables are to be temporarily saved within 
Server 308 for usage by a new and Subsequent transaction as 
indicated by the Service request, Service handler 332 extracts 
the variables using the Server Side variables extraction 
facility which notifies administration 334. The variables to 
be saved are Sent to administration via path 326 for Storage 
in variables section 342 of repository 344 via path 336. 
0087. Upon receipt of new transaction 320 requiring 
access to the Saved variables, Service handler 332, through 
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its Server Side variable facility, makes a request for the 
variables via path 328 to administration 334. Variables 
Section 342 of repository 344 receives a request for acceSS 
to the variables via path 338. The access is made and the 
variables are transferred to administration 334 via path 340. 
0088. The serverside variables facility of service handler 
332 receives the variables via path 330 and provides them to 
new transaction 320 via paths 318 and 322 for execution of 
the Service request. The same variables may remain in 
variables section 342 of repository 344 until the user indi 
cates that they should be removed. 
0089 Having thus described the preferred embodiments 
of the present invention, those of skill in the art will be 
readily able to adapt the teachings found herein to yet other 
embodiments within the Scope of the claims hereto attached. 
We claim: 

1. In a data processing environment having a user terminal 
coupled to a publicly accessible digital communications 
network with Service requests having variables in a Service 
based Structure, the improvement comprising: 

Server responsively coupled to Said user terminal via Said 
publicly accessible digital communications network 
wherein Said Server includes a Server Side variables 
facility for providing variables from a first service 
request to a Subsequent Service request. 

2. The improvement according to claim 1 wherein Said 
Server further comprises a repository for temporarily Said 
variables. 

3. The improvement according to claim 2 wherein said 
publicly accessible digital communications network is the 
world wide web. 

4. The improvement according to claim 3 wherein Said 
user terminal further comprises an industry Standard per 
Sonalized computer. 

5. The improvement according to claim 4 wherein Said 
server further comprises the Cool ICE system. 

6. An apparatus comprising: 
a. a user terminal for making Service requests via a first 

and Subsequent transactions, 
b. a publicly accessible digital communications network 

having a transaction-based request language coupled to 
Said user terminal; 

c. a server responsively coupled to Said user terminal via 
Said publicly accessible digital communications net 
work; and 

d. a server side variables facility within said server for 
providing variables from Said first transaction for use in 
Said Subsequent transaction. 

7. The apparatus of claim 6 further comprising a reposi 
tory for Storing Said variables. 

8. The apparatus of claim 7 wherein Said publicly acces 
Sible digital communications network is the World wide 
web. 

9. The apparatus of claim 8 wherein said user terminal is 
an industry compatible personal computer having a com 
mercially available web browser. 
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10. A method of communicating between a user terminal 
utilizing Service-based data requests and Server comprising: 

a. transmitting a first Service-based request having a 
Variable from Said user terminal; 

b. receiving Said Service-based request at Said Server; 
c. Saving Said variable for use in with a Subsequent 

Service-based request; 
d. transmitting a Subsequent Service-based request from 

Said user terminal; 
e. receiving Said Subsequent Service-based request at Said 

Server, 

f. accessing Said Saved variable; and 
g. providing Said Saved variable to Said Subsequent Ser 

Vice-based request within Said Server. 
11. A method according to claim 10 wherein said first 

transmitting Step further comprises indicating to Said Server 
that said variable is to be saved within said first service 
based request. 

12. A method according to claim 11 further comprising 
Saving Said variable within a repository within Said Server. 

13. A method according to claim 12 wherein Said trans 
mitting Steps further comprise transmitting over the World 
wide web. 

14. A method according to claim 13 wherein Said Server 
further comprises the Cool ICE system. 

15. An apparatus comprising: 

a. means for permitting a user to generate a first and 
Subsequent transactions wherein Said first transaction 
contains a variable; 

b. means responsively coupled to Said permitting means 
for providing Said user with access to a publicly acces 
Sible digital communication network via Service-based 
requests, 

c. means responsively coupled to Said permitting means 
for offering data processing Services in response to Said 
first and Subsequent transactions, 

d. means responsively coupled to Said offering means and 
Said permitting means for Saving Said variable, and 

e. means responsively coupled to Said offering means and 
Said Saving means for retrieving Said variable for use in 
Said Subsequent transaction. 

16. An apparatus according to claim 15 wherein Said 
publicly accessible digital communication network further 
comprises the world wide web. 

17. An apparatus according to claim 16 wherein Said 
Saving means further comprises a repository. 

18. An apparatus according to claim 17 wherein Said 
offering means further comprises the Cool ICE system. 

19. An apparatus according to claim 18 wherein Said 
permitting means further comprises an industry Standard 
personal computer. 


