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ABSTRACT

A device, such as a radio frequency identification (RFID) device, includes a
receiver to receive interrogation signals transmitted over a first frequency band from an
RFID reader device. The device includes a transmitter to transmit a notification signal
over a second frequency band to a computing device (e.g., a mobile phone) in response 10
receiving a particular interrogation signal at the receiver. The computing device 1s
distinct from the RFID reader device and the second frequency band is distinct from the
first frequency band. The notification signal includes data indicating that the particular

interrogation signal was received at the device.
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RADIO FREQUENCY IDENTIFICATION NOTIFICATION SYSTEM

FIELD

[0001] The present disclosure is generally related to radio frequency identification devices.

BACKGROUND

[0002] Radio frequency 1dentification (RFID) systems enable RFID devices, such as an
RFID reader device, to obtain information (e.g., a tag, a label, or an i1dentifier) stored in an
RFID tag via short range, wireless radio frequency communication. Some commercial
applications using RFID systems may attach an RFID tag to an object to facilitate tracking

and monitoring of the object.

[0003] RFID systems may also be used in payment systems. For example, a smart card may
include financial information and an RFID transponder. The RFID transponder may provide
the financial information to an RFID reader to facilitate a financial transaction. Some such
RFID systems may have vulnerabilities. For example, information stored on a smart card
including an RFID transponder may be provided to an unauthorized third party (e.g., a
criminal) operating an RFID reader device that 1s capable of communicating with the RFID
transponder. The information obtained from the smart card may include personal
identification information and bank account information, which may be used for malicious
purposes. As a result, businesses, consumers, and governments may spend significant
amount of money to prevent and cure the etfects of stolen identities and compromised

personal and private information.

SUMMARY

[0004] Particular embodiments disclosed herein describe a radio frequency (RFID)
notification system. The RFID notification system enables one or more notifications (e.g., a
message or an audio output), information (e.g., a time, a date, or a geographic location), or

both, to be provided by a computing device (e.g., a mobile phone). The
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notifications, the information, or both, may indicate occurrences of activity at an RFID
device, such as an RFID tag device (e.g., an RFID credit card), which stores information
(e.g., personal 1dentification information or bank account information). The occurrences of
activity at the RFID device may be based on receipt of radio frequency communications
(e.g., an 1interrogation signal) at the RFID device from an RFID reader device. The
notifications, the information, or both, may be provided to a monitoring system (e.g., a
security system), which may perform one or more actions responsive to the notifications, the
information, or both. For example, the monitoring system may control operation of one or
more cameras at a geographic location identified based on the notifications, the information,

or both.

[0005] The notitications provided by the computing device may enable a user of the RFID
device to monitor communications received by the RFID device. Additionally, data
obtained via one or more cameras operated in response to an occurrence of activity at an
RFID device may enable the user to monitor activity in an area associated with unauthorized
access of the RFID device. Monitoring activity within an area surrounding the RFID device
may aid in apprehension of a third party using an RFID reader device to access information

from the RFID device without authorization.

10006] To identify the occurrences of activity at the RFID device, the RFID device may be
configured to transmit a radio frequency communication (e.g., a notification signal) to the
computing device 1n response to receiving an RFID interrogation signal from an RFID
reader device. The radio frequency communication transmitted to the computing device
may include data indicating that the RFID interrogation signal was received at the RFID
device. Based on the radio frequency communication received from the RFID device, the
computing device may determine a time, a date, or both, when the RFID device was
accessed based on when the computing device received the radio frequency communication
from the RFID device. The computing device also may determine a geographic location

indicating where activity at the RFID device occurred (e.g., using a global positioning

system). The computing device may generate a notification of the activity occurring at the
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RFID device based on the information determined at the computing device in response to

receiving the radio frequency communications from the RFID device.

[0007] In a particular embodiment, a device (e.g., an RFID transponder) includes a receiver
to receive interrogation signals transmitted over a first frequency band from an RFID reader
device. The device includes a transmitter to transmit, in response to receiving a particular
interrogation signal at the receiver, a notification signal over a second frequency band to a
computing device (e.g., a mobile phone). The computing device is distinct from the RFID
reader device and the second frequency band is distinct from the first frequency band. The
notification signal includes data indicating that the particular interrogation signal was

received at the device.

[0008] In a particular embodiment, a method includes receiving, at a recetver ot an RFID
device, an interrogation signal transmitted over a first frequency band from an RFID reader
device. The method further includes, in response to receiving the interrogation signal,
transmitting, from the RFID device, a notification signal over a second frequency band to a
computing device. The computing device is distinct from the RFID reader device and the
second frequency band is distinct from the first frequency band. The notification signal

includes data indicating that interrogation signal was received at the RFID device.

[0009] In another particular embodiment, a computer readable medium stores instructions
that, when executed by a processor, cause the processor to receive, at a computing device, a
notification signal over a second frequency band from an RFID device. The notification
signal is transmitted from the RFID device in response to receipt of an interrogation signal
by the RFID device. The interrogation signal is transmitted over a first frequency band tfrom
an RFID reader device. The second frequency band is distinct from the first frequency band.
The notification signal includes data indicating that the interrogation signal was received at
the RFID device. The instructions are further executable by the processor to, in response to
receiving the notification signal, determine information associated with the RFID device.
The information indicates a geographic location of the computing device when the

notification signal was received at the computing device.
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[0009A] The disclosure describes a computing device. The computing device includes a
receiver to receive a notification signal over a second frequency band from a radio
frequency identification (RFID) device. The notification signal is transmitted from the
RFID device in response to receipt by the RFID device of a particular interrogation signal
from a RFID reader device over a first frequency band, the computing device distinct from
the RFID reader device. The second frequency band is distinct from the first frequency
band. The notification signal includes data indicating that the particular interrogation signal
was received at the RFID device. The computing device also includes a processor coupled to
the receiver. The processor is configured to determine information indicating a geographic
location of the computing device. The processor is configured to send a message to a
monitoring system to activate a camera of the monitoring system in an area proximate to the
geographic location of the computing device in response to receipt of the notification by the

recelver.

[0009B] Receipt of the notification signal by the receiver may cause the processor to
determine information indicating a time, a date, or both, when the notification signal was

received by the recetver.
[0009C] The monitoring system may be distinct from the computing device.

[0009D] The computing device may be a mobile communication device.

[0009E] The RFID device may include an RFID transponder.

[0009F] The RFID reader device may be configured to receive an interrogation response
signal in the first frequency band and may not be configured to receive the notification

signal in the second frequency band.

[(0009G] The first frequency band may be approximately from 860 MHz to 960 MHz.

[0009H] The second frequency band may support communication using a personal area
network communication protocol, a wireless local area network protocol, a cellular

communication protocol, or a combination thereof.

-39 -



10

15

20

235

CA 02846026 2016-03-11

[0009I] The RFID device may transmit an interrogation response signal over the first

frequency band to the RFID reader device in response to the particular interrogation signal.

[0009J] Receipt of the notification signal by the receiver may cause the processor to
communicate information to the monitoring system. The information may indicate a time

when the notification signal was received at the receiver.

[0009K] The RFID device may transmit the notification signal using energy derived from

the particular interrogation signal.

[0009L.] The disclosure also describes a method of operating a radio frequency
identification notification system. The method involves receiving from a radio frequency
1identification (RFID) device at a computing device, a notification signal over a second
frequency band. The notification signal 1s transmitted from the RFID device in response to
receipt of an interrogation signal by the RFID device from a RFID reader device over a first
frequency band, the computing device distinct from the RFID reader device. The second
frequency band may be distinct from the first frequency band. The notification signal may
include data indicating that the interrogation signal was received at the RFID device. The
method also involves, in response to receiving the notification signal, determining, via the
computing device, information indicating a geographic location of the computing device,
and sending a message from the computing device to a monitoring system. The monitoring
system operates a camera In an area proximate to the geographic location of the computing

device in response to receipt of the message.

[0009M] The second frequency band may support communication using a personal area

network communication protocol, a wireless local area network protocol, a cellular

communication protocol, or a combination thereof.

[0009N] The RFID reader device may be operated by a first user that is distinct from a

second user of the RFID device. The first user may not be authorized to access information

stored at the RFID device.

[0009P] The monitoring system may be configured to aid in apprehension of an

unauthorized RFID reader device user.
- 3b -
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[0009Q] The camera may be a security camera that 1s mounted 1n a location proximate to

the geographic location of the computing device.

[0009R] The message may further cause the monitoring system to steer an aerial mobile
platform including a second camera to the area proximate to the geographic location of the
computing device and may cause the monitoring system to operate the second camera at the

arca. The aerial mobile platform may be a quadcopter.

[0009S] The information may indicate a time, a date, or both, when the notification signal
was received at the computing device. The operation may further include displaying a

notification based on the information.

[0009T] The second frequency band may support communication using a personal area
network communication protocol, a wireless local area network protocol, a cellular

communication protocol, or a combination thereof.

J0009U] The disclosure also describes a non-transitory computer readable medium storing
instructions that, when executed by a processor of a computing device of a radio frequency
identification notification system, cause the processor to perform the method and variations

thereof above.
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[0010] The features, functions, and advantages that have been described can be achieved
independently in various embodiments or may be combined in yet other embodiments,
further details of which are disclosed with reference to the following description and

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a block diagram of a radio frequency identification (RFID) notification

system;

[0012] FIG. 2 is a flow diagram of a particular embodiment of a method performed by an
RFID notification system; and

[0013] FIG. 3 illustrates a particular embodiment of a computing system that may be used

to implement one or more aspects of the disclosure.

DETAILED DESCRIPTION

[0014] Referring to FIG. 1, a block diagram of a radio frequency identification (RFID)
notification system 100 is shown. The RFID notification system 100 may facilitate
detection of attempts to access information (e.g., personal information, or financial
information) from a smart card (e.g., a credit card or a debit card) or another RFID
enabled device. A notification may enable identification of an authorized and/or an
unauthorized attempt to access the smart card. As use of smart cards that store
information and that support RFID communications to facilitate transactions become
more common, such information may be more accessible to thieves who have learned to
access information from a smart card without an owner of the smart card having
knowledge or having provided authorization. One way a third party may scan
information from a smart card is by using an RFID interrogation device (also referred to
as an RFID reader device 120) in a public area within a communicative distance of the
smart card. Such an RFID reader device 120 may be programmed to periodically
transmit RFID interrogation signals (such as a first radio signal 116) and to gather and
store responses (€.g., interrogation response signals such as a third radio signal 118) that

are received from the smart card. Such interrogation response signals may include
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financial information or other personal information that is stored on smart cards in the

public area.

[0015] To facilitate identification and/or apprehension of individuals engaged In
gathering information in this manner, the RFID notification system 100 may include an
RFID device 110. The RFID device 110 may be a smart card that is modified or
configured in a manner that enables the RFID notification system 100 to identify attempts
to scan the smart card in a particular area. For example, the RFID device 110 may
include an RFID transponder 124. The RFID transponder 124 may be configured to
receive RFID interrogation signals, such as the first radio signal 116, and to transmit a
notification signal (such as a second radio signal 122), which indicates that an attempt

was made to access information (e.g., first information 114) from the RFID device 110.

[0016] In a particular embodiment, the RFID interrogation signals are received at the
RFID device 110 in a first frequency band, and the notification signals 122 are
transmitted from the RFID device 110 in a second frequency band that is different from
the first frequency band. For example, the first frequency band may be used for RFID
communications that support an RFID protocol using frequencies in a ultra-high
frequency (UHF) frequency range, such as a range of approximately from 860 MHz to
960 MHz. The second frequency band may be used for data communications that support
frequencies in a range that is approximately from 300 MHz to 3000 MHz. The second
frequency band may support communications using a communication protocol that
includes a personal area network communication protocol, a wireless local area network
protocol, a cellular communication protocol, or a combination thereof. The personal area
network protocol may include protocols such as a Bluetooth® communication protocol
(Bluetooth® is a registered trademark of Bluetooth SIG, Inc.) or an infrared data
communication protocol. The wireless local area network protocol may include a
wireless communication protocol supported by one of the Institute of Electrical and
Electronics Engineers (IEEE) 802.11 wireless communication standards. The cellular
communication protocol may include code division multiple access (CDMA), time
division multiple access (TDMA), frequency division multiple access (FDMA),

orthogonal frequency division multiple access (OFDMA), single-carrier frequency

_5 -
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division multiple access (SC-FDMA), a global system for mobile communications
(GSM), enhanced data rates for GSM evolution (EDGE), evolved EDGE, Universal
Mobile Telecommunications System (UMTS), general packet radio service (GPRS), 3rd
generation partnership project (3GPP), 3GPP2, 4th generation (4G), long term evolution
(LTE), 4G-LTE, or a combination thereof. .

[0017] The notification signal 122 may be received by a computing device 130 (e.g., a
mobile phone) that is located in close proximity to the RFID device 110 such that a user
of the computing device 130 may receive a notification indicating an attempt to access the
RFID device 110. For example, the computing device 130 may be portable such that the
computing device 130 is carried by the user who is also carrying the REFID device 110.
As such, the user may carry both the RFID device 110 and the computing device 130

when walking through the public area.

[0018] The computing device 130 may determine information (e.g., second information
138) related to an occurrence of activity at the RFID device 110, such as an attempt by
the RFID reader device 120 to obtain the information 114 from the RFID device 110.
The second information 138 determined by the computing device 130 may indicate a
time, a physical location of the computing device 130 (e.g., a geographic location), or
both, when the notification signal 122 was received at the computing device 130. The
computing device 130 may provide a notification of the attempt to access the RFID
device 110 by generating a display that includes the second information 138 (e.g., a
message indicating the time and the physical location), by providing an audio alert, or by

causing vibration of the computing device 130.

[0019] Additionally, or in the alternative, the computing device 130 may send
communications to a security monitoring system (e.g., the monitoring system 160) to

notify the monitoring system of the attempt to access the RFID device 110 and to provide
information (e.g., third information 150) related to the attempt. The third information 150
may include the second information 138 determined by the computing device 130,

instructions for controlling operating of the monitoring system 160, other information, or

a combination thereof.
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[0020] The monitoring system 160 may control a surveillance system that includes

cameras, such as a camera 170 and a camera 180, to gather additional information related
to the attempt to access the RFID device 110. For example, the monitoring system 160
may operate the cameras 170, 180 to gather data (e.g., video data) in area within a vicinity
of the geographic location where the attempt to access the RFID device 110 occurred.
The data may be useable to apprehend a person operating the RFID reader device 120.
In particular embodiments, the camera 180 may be mobile. For example, the camera 180
may be mounted on a mobile platform, such as an aerial mobile platform (e.g., a
quadcopter). When mobile, the camera 180 may be movable to a position that is closer to
an area where the RFID device 110 may have been accessed such that data may be

gathered about individuals in the area.

[0021] In a particular embodiment, the RFID device 110 may include the RFID
transponder 124 and a memory device 112. The RFID transponder 124 may include a
circuit 102 and communication circuitry, including an antenna 104, a receiver 106 and a
transmitter 108. The antenna 104 may include or be coupled to the receiver 106 and the
transmitter 108. The memory device 112 may include non-volatile memory. The
memory device 112 may be configured to store information (e.g., the first information
114). The first information 114 may include identification information (e.g., a tag, a
label, or an identifier) to identify the RFID device 110 or an object associated with,
attached to, or including the RFID device 110. The first information 114 may include

personal identification information, bank account information, travel identification,
covernment identification, information that is associated with an object attached to,

associated with, or including the RFID device 110, information that is associated with a

user of the RFID device 110, or a combination thereof.

[0022] The circuit 102 may be coupled to the memory device 112. The circuit 102 may
include or be included within an integrated circuit. The antenna 104 may be coupled to
the circuit 102. The circuit 102 may be configured to store, process, or both, the first
information 114 stored in the memory device 112. Further, the circuit 102 may be
configured to control operation of the antenna 104, the receiver 106, and the transmitter

108. For example, the circuit 102 may perform modulation and demodulation of radio
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frequency signals at the antenna 104. In a particular embodiment, the RFID device 110
may include a chip (e.g., a microchip) in which the circuit 102 and the memory device
112 may be integrated. In other particular embodiments, the RFID device 110 may
include an inlay with a substrate film onto which the antenna 104 and the chip including

the memory device 112 and the circuit 102 are mounted or attached.

[0023] The RFID device 110 may be configured to communicate with an RFID
interrogation device (e.g., the RFID reader device 120), the computing device 130, or
both, via the antenna 104. For example, the receiver 106 may receive the first radio
signals 116, such as an RFID interrogation signal transmitted from the RFID reader
device 120 to obtain the first information 114 stored at the RFID device 110. The
transmitter 108 may transmit the second radio signals 122, such as a notification signal, to
the computing device 130. The notification signal 122 may include data indicating an
occurrence of activity at the RFID device 110 based on receipt of the first radio signal
116 at the RFID device 110. The data included in the notification signal 122 may include
at least a portion of the first information 114 (e.g., an identifier of the RFID device 110).

[0024] In a particular embodiment, the RFID reader device 120 sends the interrogation
signal 116 the RFID device 110 in the first frequency band using an RFID
communication protocol. In response to receiving the interrogation signal 116, the RFID
device 110 sends the notification signal 122 in the second frequency band using a
communication protocol (e.g., a cellular communication protocol) that is distinct from the
RFID communication protocol. The second frequency band is distinct from the first
frequency band. In this embodiment, the RFID reader device 120 may not be configured
to receive communications, such as the notification signal 122, transmitted in the second
frequency band using the communication protocol that is distinct from the RFID
communication protocol. Thus, transmitting the notification signal 122 in the second
frequency band using a distinct communication protocol may prevent the user (e.g., a

thief) of the RFID reader device 120 from receiving the notification indicating that the

RFID device 110 was accessed.
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[0025] In a particular embodiment, the transmitter 108 may also transmit the third radio

signals 118, such as an RFID interrogation response signal, to the RFID reader device
120. The interrogation response signal 122 may be transmitted in response to receipt of
the first radio signal 116 at the RFID device 110. The third radio signals 118 may be
transmitted to provide all or a portion of the first information 114 stored at the RFID
device 110. Thus, the RFID device 110 may function as a smart card to transmit the
information 114 in response to receiving the interrogation signal 116 and to alert a user
that the interrogation signal 116 was received. In an alternate embodiment, the RFID
device 110 does not respond to RFID reader device 120 by transmitting the interrogation

response signal 118.

[0026] The RFID device 110 may be configured to operate as a passive RFID device or
active RFID device. When the RFID device 110 operates as a passive RFID device, the
RFID device 110 may obtain power for operation from energy provided by an
electromagnetic energy field transmitted via the first radio signals 116. In a particular
embodiment, when the RFID device 110 operates as a passive RFID device, the
transmitter 108 may transmit the second radio signal 122, the third radio signal 118, or
both, in response to receiving the first radio signal 116 using energy derived from the first
radio signal 116. When the RFID device 110 operates as an active RFID device, the
RFID device 110 may obtain power for operation from energy supplied by power sources,

such as a battery integral with or coupled to the RFID device 110.

[0027] The RFID reader device 120 may be configured to communicate with devices that

use RFID communications, such as an RFID tag, an RFID transponder, a smart card, or
the RFID device 110. The RFID reader device 120 may include a transmitter 126 and a
receiver 128. The transmitter 126 may be configured to transmit the first radio signals
116 to the RFID device 110 to obtain the first information 114. The receiver 128 may be
configured to receive the third radio signals 118 from the RFID device 110. The third

radio signal 118 may contain information (e.g., the first information 114) stored at the
RFID device 110. The RFID reader device 120 may display or store the first information
114 to perform an activity based on the first information. For example, the first

information 114 may be used to perform an unauthorized financial transaction.

.0 .-



10

15

20

235

30

CA 02846026 2014-03-13

[0028] The computing device 130 may include a communications unit 136 that is
configured to receive communications from RFID devices, such as the RFID device 110.
For example, the communications unit 136 may be configured to receive the second radio
signals 122 from the RFID device 110. The communications unit 136 may be configured
to send communications to monitoring systems, such as the monitoring system 160, via a
data communication connection 140. The data communication connection 140 may be

implemented as a wired data communication or a wireless data communication.

[0029] In a particular embodiment, the computing device 130 includes or is included
within a mobile communication device (e.g., a mobile phone or a smart phone), a mobile
computing device (e.g., a tablet computing device or a personal digital assistant device),
or a personal computer. The computing device 130 may include a processor 134 and a
memory 132 that is accessible to the processor 134. The memory 132 may store
instructions 144 that are executable by the processor 134 to perform one or more
operations described herein. The instructions 144 may be included in one or more
computer program products, one or more computer software applications (e.g., mobile
phone applications), program code, or a combination thereof, stored in the memory 132.
The memory 132 may store information (e.g., the second information 138), a notification
(e.g., the notification 146), or both, determined by the computing device 130. The second
information 138, the notification 146, or both, may provide an indication of activity that
occurred at the RFID device 110. Additionally, or in the alternative, the computing
device 130 may store the second information 138, the notification 146, or both, in a
storage device (e.g., a database, a network memory device, or a server) associated with or

accessible to the computing device 130.

[0030] The computing device 130 may determine the second information 138 based on
the notification signal 122 received from the RFID device 110. The second information
138 may indicate a time, a date, or both, when the second radio signal 122 was received at
the computing device 130. The second information 138 may indicate a physical location
of the computing device 130 at which the notification signal 122 was received at the
computing device 130. The physical location may be a geographic location that

corresponds to an area where activity at the RFID device 110 occurred. In a particular

- 10 -
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embodiment, the physical location may be determined based on information provided by

a global positioning system (GPS) 142 integral with or coupled to the computing device
130.

[0031] The computing device 130 may generate a display that provides the second
information 138 related to the occurrence of the activity at the RFID device 110. The
computing device 130 may also generate a display that includes an analysis (e.g., trends,
patterns, comparisons, or a combination thereof) of a plurality of occurrences of activity
at the RFID device 110 based on the second information 138 determined for a plurality of
second radio signals 122. The computing device 130 may present the display at a display
device associated with the computing device 130. The computing device 130 may
provide a notification, such as the notification 146 (e.g., a message or an audio output),
identifying the occurrence of the activity at an RFID device 110. The notification 146
may be determined based on the notification signal 122, the second information 138, or

both. The notification 146 may be displayed as a message at the display device.

[0032] In a particular embodiment, the computing device 130 may be configured to send,
to the monitoring system 160 via the data communication connection 140, a
communication including information (e.g., third information 150) related to the
occurrence of the activity at the RFID device 110. The third information 150 may include
the notification 146, the second information 138, or both. The third information 150 may
also include instructions to control operation of the monitoring system 160. For example,

the instruction may indicate how the monitoring system 160 is to control operation of a
camera (e.g., the camera 170 or the camera 180) at a geographic location identified based
on the second information 138. Data (e.g., video data, audio data, or both) obtained via
the cameras 170, 180 may enable the user to monitor activity in an area associated with

the geographic location where an activity at the RFID device 110 may have occurred.

[0033] The monitoring system 160 may include a processor 164 and a memory 162 that is
accessible to the processor 164. The memory 162 may include instructions that are
executable by the processor 164 to perform operations described herein. The monitoring

system 160 may be configured to receive communications from computing devices, such
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as the computing device 130. For example, the monitoring system 160 may receive a
communication including the third information 150 from the computing device 130 via
the data communication connection 140. The memory 162 may store information, such

as the third information 130.

[0034] The monitoring system 160 may be configured to control operation of a camera,
such as the camera 170 or the camera 180. Either or both of the cameras 170, 180 may be
operated in response to the communication received from the computing device 130. The
monitoring system 160 may operate the camera 170 and the camera 180 by sending a
communication including instructions to the camera 170 and the camera 180 via the data
communication connection 172 and the data communication connection 182,
respectively. Either or both of the cameras 170,180 may include a mobile camera, a
video camera, a security camera, or a combination thereof. In a particular embodiment,
the camera 180 may be mounted on a mobile platform, such as an aerial mobile platform
184. For example, the camera 180 may be mounted on a quadcopter, or any other
unmanned or manned aerial vehicle. The monitoring system 160 may also include
steering platform 166 to steer the aerial mobile platform 184 in a particular area
associated with a geographic location. The monitoring system 160 may communicate

with the aerial mobile platform 184 via the data communication connection 182.

[0035] In a particular embodiment, the monitoring system 160 may be associated with or
implemented in a security system. A user associated with the monitoring system 160 may
be distinct from a user associated with the computing device 130. The monitoring system
160 may be located at a geographic location that is distinct from a geographic location of
the computing device 130. In particular embodiments, the monitoring system 160 may be
associated with the computing device 130. For example, the monitoring system 160 may
be portable such that the monitoring system 160 may be carried by a user of the
computing device 130. The monitoring system 160 may provide a notification (e.g., a
message, a video output, an audio output, or a combination thereof) based on the third

information 150 received from the computing device 130. The monitoring system may

also provide a display of all or a portion of the third information 130.
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[0036] During operation, a first user of the RFID reader device 120 may operate the
RFID reader device 120 to interrogate the RFID device 110 to obtain at least a portion of

the first information 114 stored on the RFID device 110. To obtain the portion of the first
information 114, the RFID reader device 120 may transmit the first radio signal 116 (¢.g.,
an interrogation signal) to the RFID device 110. The RFID device 110 may be associated
with or operated by a second user. For example, the first user may be a thief who does
not have authorization to access the first information 114 and attempts to gather the first
information 114 (e.g., personal identification information and bank account information
associated with the second user) from the RFID device (e.g., a credit card). The thief may
operate the RFID reader device 120 in a public area by causing the RFID reader device
120 to periodically transmit the interrogation signal 116 to the RFID device 110 to obtain
the first information 114. In another example, the first user may be a sales agent, or an
automated check-out, or purchase, system, of a business who has authorization from the
second user to access the first information 114 (e.g., bank account information) from the
RFID device 110 to perform a transaction at the business. The sales agent may operate
the RFID reader device 120 at an establishment of the business by causing the RFID
reader device 120 to transmit the interrogation signal 116 to obtain the first information

114.

[0037] In a particular embodiment, the interrogation signal 116 may be transmitted over a

first frequency band from the RFID reader device 120 to the RFID device 110. The first
frequency band may support communication using one or more RFID protocols using
frequencies in a range that is approximately from 300 MHz to 3000 MHz. In a particular
embodiment, the first frequency band may support UHF communications in a range that
is approximately from 860 MHz to 960 MHz. In other particular embodiments, the first
frequency band may include frequencies in lower frequency ranges, such as very low
frequency (VLF) having a frequency range of 3kHz to 30kHz, low frequency (LF) having
a frequency range of 30 kHz to 300 kHz, high frequency (HF) having a frequency range
of 3 MHz to 30 MHZ, or a combination thereof. Different portions of the radio frequency
spectrum may be selected based on radio transmission technologies, protocols,

applications, and range of communication. Some frequencies in the first frequency band

_13 -



10

15

20

23

CA 02846026 2014-03-13

may be regulated by a government entity or regulated by licensing restrictions of private

communication operators.

[0038] In response to receiving the interrogation signal 116, the RFID device 110 may
transmit the second radio signal 122 (e.g., a notification signal) over the second frequency
band to the computing device 130. The notification signal 122 transmitted to the
computing device 130 may include data indicating an occurrence of activity at the RFID
device 110, such as when that the interrogation signal 116 was received at the RFID
device 110. In a particular embodiment, the RFID device 110 may receive power to

transmit the notification signal 122 based on energy derived from the interrogation signal

116.

[0039] The second frequency band may support communication using one or more RFID
protocols that use frequencies in a range that is approximately from 300 MHz to 3000
MHz. In other particular embodiments, the second frequency band may support
communication using one or more other communication protocols including a personal
area network communication protocol, a wireless local area network protocol, a cellular
communication protocol, or a combination thereof. The personal area network protocol
may include protocols such as the Bluetooth® communication protocol or an infrared
data communication protocol. The wireless local area network protocol may include a
wireless communication protocol supported by one of the IEEE 802.11 wireless

communication standards. The cellular communication protocol may include CDMA,

TDMA, FDMA, OFDMA, SC-FDMA, GSM, EDGE, evolved EDGE, UMTS, GPRS,
3GPP, 3GPP2, 4G, LTE, 4G-LTE, or a combination thereof. The second frequency band

may be selected based on radio transmission technologies, protocols, applications, and

range of communication. Some frequencies in the second frequency band may be
regulated by a government entity or regulated by licensing restrictions of private

communication operators.

[0040] In a particular embodiment, the second frequency band may be distinct from the
first frequency band. For example, the first frequency band may support an RFID

communication protocol, and the second frequency band may support a distinct

_ 14 -



10

135

20

25

CA 02846026 2014-03-13

communication protocol, such as a cellular communication protocol. In this example, the
first frequency band may have a range that is approximately from 860 MHz to 960 MHz
used for the RFID communication protocol, and the second frequency band may include
frequencies used for a cellular communication protocol supported by a particular
communications carrier. Transmission of the notification signal 122 over the second
frequency band may enable the computing device 130 to receive the information related
to the occurrence of an activity at the RFID device 110 when the computing device 130 is
not accessible to the user of the RFID device 110. For example, the computing device

130 may be at a remote location where the computing device 130 receives the notification

signal 122.

[0041] In a particular embodiment, the RFID reader device 120 may be configured to
receive the interrogation signal 116 in the first frequency band and may not be configured
to receive the notification signal 122 in the second frequency band, which is distinct from
the first frequency band. In this embodiment, the RFID reader device 120 may be
configured to communicate using an RFID communication protocol, which may not
support other communication protocols that use radio frequencies outside of a range of

the first frequency band. Thus, the RFID reader device 120 may not receive or detect the

notification signal 122.

[0042] In response to receiving the interrogation signal 116, the RFID device 110 may
transmit the third radio signal 118 (e.g., an interrogation response signal) over a third

frequency band to the RFID reader device 120. The RFID device 110 may receive power

to transmit the interrogation response signal 118 using energy derived from the
interrogation signal 116. The third frequency band may support communications using
one or more RFID protocols that use frequencies in a range that is approximately from

300 MHz to 3000 MHz. In a particular embodiment, the third frequency band may

support one or more of frequencies included in the first frequency band.

[0043] The interrogation response signal 113 transmitted to the RFID reader device 120
may include at least a portion of the first information 114 stored at the RFID device 110.

For example, the interrogation response signal 118 may include an identifier of the RFID
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device and may not include other information stored at the RFID device 110, such as
personal identification information, bank account information, government identification
information, account information, or a combination thereof. In particular embodiments,
the RFID device 110 may prohibit transmitting the interrogation response signal 118 1n
response to receiving the interrogation signal 116. Prohibiting transmission of the

interrogation response signal 118 may prevent an unauthorized third party from obtaining

the first information 114 by the RFID reader device 120.

[0044] The computing device 130 may determine second information 138 based on when
the notification signal 122 is received by the computing device 130. For example, the
second information 138 may indicate a time, a date, or both, when the notification signal
122 was received at the computing device 130. An indication that the notification signal
122 was received may indicate that the RFID device 110 received the interrogation signal
116, the receipt of which caused the RFID device 110 to transmit the notification signal
122. In another example, the second information 138 may indicate a physical location at
which the notification signal 122 was received by the computing device 130. The
physical location may be proximate to a geographic location where activity at the REFID
device 110 may have occurred, causing the RFID device 110 to transmit the notification
signal 122. Additionally, or in the alternative, the physical location may be associated
with or correspond to a landmark, a business address, a residential address, a name ot a
business, a geographic location (e.g., global position coordinates), or a combination
thereof. In a particular embodiment, the physical location may be a geographic location
based on information (e.g., global position coordinates) provided by the global

positioning system (GPS) 142 associated with the computing device 130.

[0045)] The computing device 130 may generate a display including at least a portion of
the second information 138, which is presented at a display device associated with the

computing device 130. The portion of the second information 138 presented in the
display may indicate an occurrence of activity at the RFID device 110. To illustrate, the
computing device 130 may present information indicating a time and a date
corresponding to when the notification signal 122 was received. In another example, the

computing device 130 may present a geographical map that indicates the physical
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location at which the notification signal 122 was received. The computing device 130
may also determine an analysis (e.g., trends, patterns, comparisons, or a combination
thereof) of activity at the RFID device 110 based on the second information 138. In a
particular embodiment, the display generated by the computing device may include the
analysis (trends, patterns, comparisons, or a combination thereof) of a plurality of
activities that occurred at the RFID device 110. The analysis may be determined based
on the second information 138. For example, the display may include a chart illustrating
a pattern of a time period when multiple notification signals 122 were received within a
vicinity of a particular physical location. The chart may be useful in determining whether
unauthorized access of the first information 114 may have been obtained at the particular

physical location during a particular time.

[0046] In response to receiving the notification signal 146, the computing device 139
may provide the notification 146 to a user of the computing device 130. For example, the
notification 146 may be a message presented at the display device with information (e.g.,
a time, a date, or an address of the computing device 130 when the notification signal 122
was received by the computing device 130). The computing device 130 may
communicate the third information 150 to the monitoring system 160 via the data
communication connection 140 in response to receiving the notification signal 122. The
third information 150 may indicate an occurrence of activity at the RFID device 110. The
third information 150 may include at least a portion of the second information 138, the

notification 146, the analysis of the plurality of activities that occurred at the RFID device
110, or a combination thereof. In a particular embodiment, the third information 150 may
include instructions to control operation of the monitoring system 160. For example, the
third information 150 may include an instruction to direct each or both of the cameras

170, 180 within a vicinity of the physical location identified based on the notification

signal 122.

[0047] The monitoring system 160 may operate either or both of the cameras 170, 180 in
response to receiving the third information 150. For example, the camera 170 and the

camera 180 may be operated at an area within proximity of the physical location (e.g., a

geographic location) of the computing device 130 indicated in the third information 150.
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In a particular embodiment, the steering platform 166 may communicate an instruction to
the aerial mobile platform 184 via the data communication connection 182 to steer the
aerial mobile platform 184 within proximity of the physical location of the computing
device 130. The monitoring system 160 may control operation of the camera 180 to
obtain data when the aerial mobile platform 184 is within a vicinity of the physical

location.

[0048] The monitoring system 160 may provide the notification 146 included in the third
information 150 to a user of the monitoring system 160. For example, the notification
146 may be displayed at the monitoring system 160 to indicate an occurrence of activity
at the RFID device 110 based on the notification signal 122. In another example, the
notification 146 may be presented an audio alert at the monitoring system 160. The
monitoring system may provide a display that includes all or a portion of the third
information 150. For example, the display may indicate when the second radio signal 122
was received at the computing device 130. In another example, the display may present a
geographical map that identifies the physical location corresponding to the second radio
signal 122 received at the computing device 130. The information provided in the display
may assist a user of the monitoring system 160 to determine where activity at the RFID
device 110 may have occurred. Such information may enable the user to determine when
and where to control operation of either or both of the cameras 170, 180 to obtain data

(e.g., video data, audio data, or both). The data may be useful in identifying unauthorized

activity in an area surrounding the RFID device 110.

[0049] The RFID notification system may enable a user of an RFID device (e.g., a
smartcard) to use a computing device, such as a mobile phone, to monitor or track any
communications received at the RFID device based on a notification signal that is
received by a computing device. The notification signal may further enable the
computing device to provide information, a notification, or both, which may indicate
where (e.g., a geographic location) and when (e.g., a time and a date) activity may have

occurred at the RFID device. Based on such information and a notification, the user of

the RFID device may be able to identify an attempt by a third party (e.g., a thief) to gain

unauthorized access to private information stored on the RFID device. The REFID
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notification system further enables a monitoring system to obtain data (e.g., audio or

video data) within an area of the geographic location where activity occurred at the RFID
device. The audio and video data may aid in apprehension of a third party who may have

accessed information from the RFID device without authorization.

[0050] In FIG. 2, a flow diagram of a particular embodiment of a method 200 performed
by an RFID notification system is shown. The method 200 may be performed by the
RFID device 110 of the RFID notification system 100 of FIG. 1.

[0051] At 210, the method 200 includes receiving, at a receiver of an RFID device, an
interrogation signal transmitted over a first frequency band from an RFID reader device.
For example, the receiver 106 of the RFID device 110 of FIG. 1 may receive an

interrogation signal 116 transmitted over a first frequency band from the RFID reader

device 120.

[0052] At 220, the method 200 includes, in response to receiving the interrogation signal,
transmitting, from the RFID device, a notification signal over a second frequency band to
a computing device. The computing device is distinct from the RFID reader device, and
the second frequency band is distinct from the first frequency band. The notification
signal includes data indicating that the interrogation signal was received at the RFID
device. For example, in response to receiving an interrogation signal 116 of FIG. 1, the
transmitter 108 of the RFID device 110 may transmit a notification signal 122 over a
second frequency band to the computing device 130. The computing device 130 is
distinct from the RFID reader device 120, and the second frequency band is distinct from

the first frequency band. The notification signal 122 includes data indicating that the

interrogation signal 116 was received at the RFID device 110.

[0053] FIG. 3 is a block diagram of a computing environment 300 including a general
purpose computing device 310 operable to support communications. For example, the
computing device 310, or portions thereof, may correspond to the RFID device 110 of
FIG. 1, RFID reader device 120 of FIG. 1, the computing device 130 of FIG. 1, or the

monitoring system 160 of FIG. 1.
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[0054] The computing device 310 may include at least one processor 320. Within the
computing device 310, the at least one processor 320 may communicate with a system
memory 330, one or more storage devices 340, one or more input/output interfaces 350,

one or more communications interfaces 360, or a combination thereof.

[0055] The system memory 330 may include volatile memory devices (e.g., random
access memory (RAM) devices), nonvolatile memory devices (e.g., read-only memory
(ROM) devices, programmable read-only memory, and flash memory), or both. The
system memory 330 may include an operating system 332, which may include a basic
input/output system for booting the computing device 310 as well as a full operating
system to enable the computing device 310 to interact with users, other programs, and
other devices. The system memory 330 may also include one or more applications 334,
program data 336, radio frequency identification (RFID) notification operations 337, and
algorithm(s) 338. For example, the RFID notification operations 337 may include one or
more operations described herein as being performed by the RFID device 110 of FIG. 1,
the RFID reader device 120 of FIG. 1, the computing device 130 of FIG. 1, the
monitoring system 160 of FIG. 1, or a combination thereof. The RFID notification
operations 337 may include one or more operations performed by the RFID device 110 of
FIG. 1, the computing device 130 of FIG. 1, or the monitoring system 160 of FIG. 1. The
algorithms 338 may include instructions that are executable to perform the methods

described herein, such as the method 200. The program data 336 may include data used

by the applications 334 to perform respective functions of the applications 334.

[0056] The at least one processor 320 may also communicate with one or more storage
devices 340. For example, the one or more storage devices 340 may include nonvolatile
storage devices, such as magnetic disks, optical disks, or flash memory devices. The
storage devices 340 may include both removable and non-removable memory devices.
The storage devices 340 may be configured to store an operating system, applications and
program data. In a particular embodiment, the system memory 330, the storage devices

340, or both, include tangible, non-transitory computer-readable media. The storage

devices 340 may store data used by one or more of the applications 334.
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[0057] The at least one processor 320 may also communicate with one or more
input/output interfaces 350. The input/output interface 350 may include the input
interface 352. The one or more input/output interfaces 350 may enable the computing
device 310 to communicate with one or more input/output devices 370 to facilitate user
interaction. For example, the one or more input/output interfaces 350 may be adapted to
receive input from the user, to receive input from another computing device, or a
combination thereof. The input/output interfaces 350 may conform to one or more
standard interface protocols, including serial interfaces (e.g., universal serial bus (USB)
interfaces or Institute of Electrical and Electronics Engineers (IEEE) interface standards),
parallel interfaces, display adapters, audio adapters, or custom interfaces. The
input/output devices 370 may include user interface devices and displays, including some
combination of buttons, keyboards, pointing devices, displays, speakers, microphones,

touch screens, and other devices.

[0058] The at least one processor 320 may communicate with other computer systems
380 and/or other devices via the one or more communications interfaces 360. The one or
more communications interfaces 360 may include wired Ethernet interfaces, IEEE 802
wireless interfaces, Bluetooth communication interfaces, electrical, optical or radio
frequency interfaces, infrared interfaces, or other wired or wireless interfaces. The one or
more communication interfaces 360 may include a transmitter 362. The transmitter 362
may correspond to the transmitter 108 of FIG. 1, the transmitter 126 of FIG. 1, or a
transmitter included in the communications unit 136 of FIG. 1. The one or more
communication interfaces 360 may include a receiver 364. The receiver 364 may
correspond to the receiver 106 of FIG. 1, the receiver 128 of FIG. 1, or a receiver
included in the communications unit 136 of FIG. 1. The other computer systems 380 may
include host computers, servers, workstations, portable computers, telephones, tablet

computers, or any other communication device or component.

[0059] The illustrations of the embodiments described herein are intended to provide a
general understanding of the structure of the various embodiments. The illustrations are
not intended to serve as a complete description of all of the elements and features of

apparatus and systems that utilize the structures or methods described herein. Many other
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embodiments may be apparent to those of skill in the art upon reviewing the disclosure.

Other embodiments may be utilized and derived from the disclosure, such that structural
and logical substitutions and changes may be made without departing from the scope of
the disclosure. For example, method steps may be performed in a different order than is
shown in the illustrations or one or more method steps may be omitted. Accordingly, the

disclosure and the figures are to be regarded as illustrative rather than restrictive.

[0060] Moreover, although specific embodiments have been illustrated and described
herein, it should be appreciated that any subsequent arrangement designed to achieve the
same or similar results may be substituted for the specific embodiments shown. This
disclosure is intended to cover any and all subsequent adaptations or variations of various
embodiments. Combinations of the above embodiments and other embodiments not

specifically described herein will be apparent to those of skill in the art upon reviewing

the description.

[0061] In the foregoing Detailed Description, various features may have been grouped
together or described in a single embodiment for the purpose of streamlining the
disclosure. This disclosure is not to be interpreted as reflecting an intention that the
claimed embodiments require more features than are expressly recited in each claim.
Rather, as the following claims reflect, the claimed subject matter may be directed to less

than all of the features of any of the disclosed embodiments.
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THE EMBODIMENTS IN WHICH AN EXCLUSIVE PROPERTY OR PRIVILEGE
IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A computing device comprising:

a receiver to receive a notification signal over a second frequency band from a
radio frequency identification (RFID) device, wherein the notification signal
1s transmitted from the RFID device in response to receipt by the RFID device
of a particular interrogation signal from a RFID reader device over a first
frequency band, the computing device distinct from the RFID reader device,
wherein the second frequency band 1s distinct from the first frequency band,
and wherein the notification signal includes data indicating that the particular

interrogation signal was received at the RFID device; and

a processor coupled to the receiver, wherein the processor is configured to
determine information indicating a geographic location of the computing
device, and wherein the processor 1s configured to send a message to a
monitoring system to activate a camera of the monitoring system in an area
proximate to the geographic location of the computing device in response to

receipt of the notification by the receiver.

2. The computing device of claim 1, wherein receipt of the notification signal by the

receiver causes the processor to determine information indicating a time, a date, or

both, when the notification signal was received by the receiver.

3. The computing device of any one of claims 1 — 2, wherein the monitoring system 1is

distinct from the computing device.
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The computing device of any one of claims 1 — 3, wherein the computing device 1s a

mobile communication device.

The computing device of any one of claims 1 — 4, wherein the RFID device includes

an RFID transponder.

The computing device of any one of claims 1 — 5, wherein the RFID reader device is
configured to receive an interrogation response signal in the first frequency band and

1s not configured to receive the notification signal in the second frequency band.

The computing device of any one of claims 1 — 6, wherein the first frequency band 1s

approximately from 860 MHz to 960 MHz.

The computing device of any one of claims 1 — 7, wherein the second frequency band
supports communication using a personal area network communication protocol, a
wireless local area network protocol, a cellular communication protocol, or a

combination thereof.

The computing device of any one of claims 1 — 8, wherein the RFID device transmits
an interrogation response signal over the first frequency band to the RFID reader

device in response to the particular interrogation signal.

The computing device of any one of claims 1 — 9, wherein receipt of the notification
signal by the receiver causes the processor to communicate information to the
monitoring system, and wherein the information indicates a time when the

notification signal was recetved at the recerver.
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The computing device of any one of claims 1 — 10, wherein the RFID device

transmits the notification signal using energy derived from the particular interrogation

A method of operating a radio frequency identification notification system, the

method comprising:

receiving from a radio frequency identification (RFID) device at a computing
device, a notification signal over a second frequency band, wherein the
notification signal 1s transmitted from the RFID device in response to receipt
of an interrogation signal by the RFID device from a RFID reader device over
a first frequency band, the computing device distinct from the RFID reader
device, wherein the second frequency band 1s distinct from the first frequency
band, and wherein the notification signal includes data indicating that the

interrogation signal was received at the RFID device;

in response to receiving the notification signal, determining, via the
computing device, information indicating a geographic location of the

computing device; and

sending a message from the computing device to a monitoring system,
wherein the monitoring system operates a camera in an area proximate to the
geographic location of the computing device in response to receipt of the

message.

The method of claim 12, wherein the second frequency band supports communication
using a personal area network communication protocol, a wireless local area network

protocol, a cellular communication protocol, or a combination thereof.
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The method of any one of claims 12 — 13, wherein the RFID reader device 1s operated
by a first user that 1s distinct from a second user of the RFID device and wherein the

first user 1s not authorized to access information stored at the RFID device.

The method of any one of claims 12 — 14, wherein the monitoring system is

configured to aid 1n apprehension of an unauthorized RFID reader device user.

The method of any one of claims 12 — 15, wherein the camera is a security camera
that 1s mounted in a location proximate to the geographic location of the computing

device.

The method of any one of claims 12 — 16, wherein the message further causes the
monitoring system to steer an aerial mobile platform including a second camera to the
areca proximate to the geographic location of the computing device and causes the
monitoring system to operate the second camera at the area, and wherein the aerial

mobile platform is a quadcopter.

The method of any one of claims 12 — 17, wherein the information indicates a time, a
date, or both, when the notification signal was received at the computing device, and
wherein the operation further includes displaying a notification based on the

information.

The method of any one of claims 12 — 18, wherein the second frequency band
supports communication using a personal area network communication protocol, a
wireless local area network protocol, a cellular communication protocol, or a

combination thereof.
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20. A non-transitory computer readable medium storing instructions that, when executed
by a processor of a computing device of a radio frequency identification notification

system, cause the processor to perform the method of any one of claims 12 — 19.
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2/3

Receive, at a receiver of a radio frequency identification
(RFID) device, an interrogation signal transmitted over a
first frequency band from an RFID reader device

In response to receiving the interrogation signal,
transmit, from the RFID device, a notification signal over
a second frequency band to a computing device, the
computing device distinct from the RFID reader device,
where the second frequency band is distinct from the
first frequency band, and where the notification signal
includes data indicating that the interrogation signal was
received at the RFID device

FIG. 2



CA 02846026 2014-03-13

3/3

Computing Device
310

System Memory
330

Operating System
332

Applications 334

2"
—
O
—
Q)
3
O
QO
b
o)

33

Radio Frequency
|dentification (RFID)
Notification

Operations
337

Algorithm(s)

338

Storage

Device(s)

FIG. 3

Input/Output

Device(s)
70

Input/Output
Interface(s) 350

Processor

20

———

Communications
Interface(s) 360

Transmitter 362
Recelver 364

Device(s) or

Controller(s)
80




100 —_— _ . ._‘
\ , o Radio Frequency ldentification

' First Radio Signals (RFID) Reader Device 120
Eud' _F - I (Interrogation Signals)
adio Frequency Radio Frequency | 116 \ Transmitter 126
Identification (RFID) | |gentification (RFID) ' —

Device 110 Transponder 124

112 |

Receiver 1238 '

' \ Third Radio Signals
(Interrogation Response Signals)

118
First Information | Rocoivor

114 1086 Second Radio Signals
l (Notification Signals)
Transmitter 108 122

— . Computing Memory 132 [ Tnstructions I l
Device 144
‘ Camera 170 150 I ‘ |
Third Information 150 Notification 146 ]

Communication {! -
Aerial Mobile Unit Second Information J___S_ | I
lPlatform 184 172

136 | Processor 134 ’
I Camera 180 ||
— Monitoring System 160 Steermg Platfor 166
'j\ Global Positioning
182 Memory 162 | Third Information 150 | Processor 164 i System (GPS)

142




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - abstract drawing

