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(57) Abstract: A supply chain is a sequence of processes associated with production and distribution of goods. Security and privacy
of these processes in a supply chain is of utmost importance besides the delivery of goods to its destination. Disclosed herein is a
system (100) and method for managing the security and privacy of the tracking of goods in a supply chain achieved through the steps
of setting up supply chain tracking system, registering the goods, storing goods information and then retrieving goods information.
Such security and privacy operations are carried out through verification and authentication of the users and client devices (103).
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SYSTEM AND METHOD FOR SECURE TRACKING OF INTERNET OF
THINGS BASED GOODS IN SUPPLY CHAIN SYSTEM

TECHNICAL FIELD OF THE INVENTION

The invention relates to supply chain system and in particular secure tracking

of goods in a supply chain system.

BACKGROUND OF THE INVENTION

A supply chain is a sequence of processes associated with production and
distribution of goods. With advancement of technology, supply chain systems
are driven in the direction of integrating Internet of Things (loT) into supply
chain system components. The loT enables real time automatic data transfer
of physical items over an internet network without the need for human-to-
human or human-to-computer interaction. The benefits of loT in a supply
chain system allow monitoring of goods information such as availability,
capacity, inventory and more importantly tracking the location of goods. The
real time availability of these data allows improved decision planning, service
optimization and resource allocation. In a supply chain system, getting goods
delivered safely and securely to the intended destination is as crucial as in

getting goods to the right place at the right time.

However, supply chain systems are highly vulnerable as they comprise many
different system components, large quantities of goods and huge amount of
information. Therefore, focus is placed on assessing and mitigating risks
associated with physical vulnerabilities such as piracy, counterfeiting, theft,
terrorism and weather-related disruptions. Another issue faced in supply chain
system is credentials of participants in the supply chain. Failure to properly
securing information transfer from participant to participant in the supply chain

network can result in abuse of information obtained.

In view of the abovementioned security threats, several methods have been
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developed to provide a secure tracking of goods in a supply chain system.

International patent publication number WO 2004090778 A1 discloses a
method of secured supply chain management and control comprising
provision and verification of security of shipment of goods. The method
disclosed is performed by tracking goods by means of interfacing with multiple
information system, standard security devices such as physical fencing and
visual monitoring such as CCTV systems. This method identifies the security
aspects of examination of goods, recording of inspection, a secured storage

system and audit reporting, without disclosure on information privacy.

US patent number 8,332,656 B2 discloses a system and method for decoding
and reading Radio-Frequency (RF) tags of collection of goods. The system
and method disclosed encompasses enhancements to the security of the
supply chain by using RF tags as a means of tracking goods in a supply
chain. There were no mention however on security or privacy when registering
goods in a supply chain, when storing information of goods in the database or

retrieving information of goods upon user queries.

A research paper entitled “End-to-End Transport Security in the IP-Based
Internet of Things” (Brachmann et al, 2012) addresses security protection for
loT based goods with end-to-end protection by using either Hypertext Transfer
Protocol (HTTP) and Transport Layer Security (TLS) or Constrained
Application Protocol (CoAP) and Datagram Transport Layer Security (DTLS)
by proposing mapping between TLS and DTLS. The article further discloses
security attacks that lead to resource exhaustion and optimized end-to-end
security at the application process. However, the research paper only
discusses online or over the internet security protection for internet of things
based goods. There were no mention of physical security of the goods in a

supply chain system.

In terms of security protection to loT based goods in a supply chain, the

existing systems and methods have their limitations. Therefore, it is an aim of
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this present invention to provide a system and method that is capable of

secure tracking of goods in a supply chain system.

SUMMARY OF THE PRESENT INVENTION

The present invention aims to provide a secure system and method for
tracking of internet of things based goods in a supply chain by at least a client

device.

It is an object of the present invention to provide a system and method for
prioritizing information, wherein the information gathered from sensors
bounded to internet of things based goods are first divided into categories,
classified based on risks and then tracked or monitored via Global Positioning
System (GPS).

It is a further object of the present invention to provide partner trust
management, wherein goods are managed between partners at different

stages in a supply chain using platform integrity verification mechanism.

It is a further object of the present invention to prevent duplication of goods by
means of attaching a physical unclonable function embedded sensor to the

internet of things based goods.

It is a further object of the present invention to share information securely over
the supply chain, wherein completeness of goods delivery is based on goods
arrival to the destination with no security breach. A privacy policy is
implemented between partners on accessibility of information such as real

time tracking of goods.

It is a further object of the present invention to provide a secured and trusted
infrastructure in the supply chain, wherein the security and privacy of
information related to internet of things based goods are guaranteed from

being cloned, replaced or hijacked.
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Ultimately, the present invention relates to a system for tracking internet of
things based goods in a supply chain by at least a client device. The system
comprises a plurality of sensors for detecting internet of things based goods in
said supply chain, a plurality of gateways for receiving and identifying values
of said plurality of sensors, at least a tracking server for tracking information
and location of said goods in said supply chain and at least a supply chain
database for storing said internet of things based goods information for
retrieval by at least a client device. The abovementioned plurality of sensors is
embedded with a physical unclonable function for preventing duplication.
Furthermore, the system comprises at least a privacy access server
connected to a privacy policy module for managing the access rights of said at

least a client device.

The present invention further relates to a method for tracking internet of things
based goods in a supply chain by at least a client device. The method
comprises the steps of setting up said supply chain, registering said internet of
things based goods in said supply chain, storing information of said internet of
things based goods in a supply chain database wherein said information is
obtained by initiating queries to said plurality of gateways and retrieving
information of said internet of things based goods upon user queries. The step
of setting up said supply chain further comprises the steps of registration of
said at least a client device and users of said at least a client device to at least
a privacy access server, and set up of access rights for said at least a client
device in said at least a privacy access server. Furthermore, the step of
registering said internet of things based goods in said supply chain comprises
attaching a sensor embedded with a physical unclonable function and storing
information of said internet of things based goods in said at least a privacy

access server.

BRIEF DESCRIPTION OF THE DRAWINGS
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Figure 1 illustrates a system for securely tracking internet of things based

goods in a supply chain according to the present invention.

Figure 2 illustrates a process workflow for setting up the supply chain

according to the present invention.

Figure 3 illustrates a process workflow for registering internet of things based

goods information according to the present invention.

Figure 4 illustrates a process workflow for storing internet of things based

goods information according to the present invention.

Figure 5 illustrates a process workflow for retrieving information of said
internet of things based goods upon user queries according to the present

invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

The above mentioned and other features and objects of this invention will
become more apparent and better understood by reference to the following
detailed description. It should be understood that the detailed description
made known below is not intended to be exhaustive or limit the invention to
the precise form disclosed as the invention may assume various alternative
forms. On the contrary, the detailed description covers all the relevant
modifications and alterations made to the present invention, unless the claims

expressly state otherwise.

Referring to Figure 1, illustrated is one embodiment of a system (100) for
securely tracking internet of things based goods (101) in a supply chain,
wherein the system (100) comprises at least a client device (103), a plurality
of sensors (104) for detecting internet of things based goods (101) in a supply
chain, a plurality of gateways (105) for receiving and identifying values of said

plurality of sensors (104), at least a tracking server (106) for tracking
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information and location of said goods in a supply chain and at least a supply
chain database (107) for storing said internet of things based goods (101)
information for retrieval by at least a client device (103). These system (100)
components are interlinked over a computing network such as the internet or

a computing cloud system.

Source of initialization of the entire system (100) depends on said a plurality of
sensors (104) for detecting internet of things based goods (101) in a supply
chain, wherein the sensors (104) emit information of the goods on a real time
basis to the supply chain system. The information emitted are received by
said a plurality of gateways (105) which in turn sends said information to the
computing network. A user using a client device (103) is able to track
information of goods (101) at any desired point in said supply chain through
the tracking server (106). As the tracking server (106) is connected to said at
least a supply chain database (107), a registered user is able to obtain real
time information of his or her goods via an online web application. A client
device (103) takes the form of a personal computer, a mobile device, a tablet

or a technical device accessible to a web browser over the internet.

The abovementioned plurality of sensors (104) is embedded with a physical
unclonable function (PUF) to prevent duplication. PUF is a complex physical
system with mapping of inputs and corresponding outputs that cannot be
predicted or reproduced even given the exact manufacturing process used to
produce it. Therefore, PUF demonstrates resiliency against side channel,
physical and software attacks. This technology that is primarily implemented
in smartcards due to its secure nature will give internet of things based goods

(101) the security needed to prevent duplication, piracy or counterfeiting.

A key feature in the system (100) for providing tracking security in a supply
chain is through at least a privacy access server (109) connected to a privacy
policy module (110). The herein mentioned privacy policy module (110)
comprises at least a list of registered client devices (103) and a list of said

plurality of gateways (105) labelled with access rights for said at least a client
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device (103). Hence, said privacy policy module (110) manages the access
rights and computes the abovementioned list based on selection of access

rights by said users.

During the initial setup stage, the users have to specify and agree with the
level of access rights to be stored in the privacy policy module (110).
Depending on the access rights which have been set into the privacy policy
module (110), a user using said at least a client device (103) has means to
access said plurality of gateways (105) through means of a user
authentication. Therefore, the users have much needed control over his or her
private information. Generally, the process of accessing information of internet
of things based goods (101) is performed in said privacy access server (109)

according to said privacy policy module (110).

The system (100) for tracking internet of things based goods (101) in a supply
chain is further secured by means of encrypted information transfer between
said plurality of sensors (104), said plurality of gateways (105), said at least a
privacy access server (109), said at least a tracking server (106) and said at
least a supply chain database (107). The end-to-end interlinking between
system (100) components by means of encrypted information ensures
secured communication. Due to the importance of information transfer in the
system (100), various types of encryption are implemented such as whole disk
encryption referring to the encryption of an entire physical disk, supply chain
database (107) integrated encryption wherein data is encrypted as it is written,
network transit encryption whereby encrypting information while in transit on a
network, wireless networks encryption that only encrypts information between

the client device (103) and wireless access point, et cetera.

In the same context, any of said a plurality of sensors (104), said a plurality of
gateways (105), said at least a privacy access server (109), said at least a
tracking server (106) and said at least a supply chain database (107) in a
supply chain system are evaluated for trustworthiness through a platform

validation module, also known as trusted platform module. This platform



10

15

20

25

30

WO 2016/013925 PCT/MY2015/050069

8

validation module is effectively a crypto processor designed to provide
hardware with security by integrating cryptographic keys into devices. Further
compounding to the benefits mentioned above, the platform validation module
includes capabilities such as remote attestation, binding, data sealing using

secret endorsement key.

In particular, a method for tracking internet of things based goods (101) in a
supply chain by at least a client device (103) according to the present
invention involves four main sub divisional methods, that is one for setting up
said supply chain, registering said internet of things based goods (101) in said
supply chain, storing information of said internet of things based goods (101)
in a supply chain database (107) wherein said information is obtained by
initiating queries to said plurality of gateways (105) and another for retrieving
information of said internet of things based goods (101) upon user queries.
The entire process flow for traffic violation detection will be further elaborated

in the following descriptions.

The method of setting up said supply chain further comprises the steps of
registration of said at least a client device (103) and users of said at least a
client device (103) to at least a privacy access server (109), and set up of
access rights for said at least a client device (103) in said at least a privacy

access server (109).

Referring now to Figure 2, illustrated is a process workflow of a method for
setting up said supply chain in accordance with the present invention, wherein
the method of setting up said supply chain is initialized by setting up user
authentication system for user access to supply chain tracking system (SCTS)
(201), followed by setting up mutual platform integrity verification between all
machines in the SCTS via trusted platform module within said supply chain
including loT gateways (105), servers, and at least a client device (103) (202).
After of which at least a client device (103) is registered to the privacy access
server (109) connected to said privacy policy module (110) also known as

information privacy control module (IPCM) (203). Once client devices (103)



10

15

20

25

30

WO 2016/013925 PCT/MY2015/050069

9

are registered, all users are registered to the supply chain database (107),
including user identification, user passwords and information of user’s goods
(204). Ensuing that, user selections for access rights are set up in the privacy
access server (109) and saved into the privacy policy module (110) (205). The
privacy policy module (110) sets up access rights for client device (103) to
access mobile loT gateway (105) based on user privacy access rights (206).
These information of user selected access rights sets up a secure connection
for client access to a selected loT gateway (105)(207). To ensure proper set
up of said supply chain, the SCTS is set up to execute challenge respond with
a test unit loT gateway (105) to review capability of to make on-line loT
reading (208).

A process workflow of a method for registering loT based goods (101)
information is shown in Figure 3. Registering said loT based goods (101) in
said supply chain comprises attaching a sensor (104) embedded with a
physical unclonable function and storing information of said IoT based goods
(101) in said at least a privacy access server (109) (301). The information
mentioned herewith comprises user identification (userid), user selected
privacy access, goods information and loT identification (iotid), which will be

further stored in privacy policy module (302).

Figure 4 of the drawings shows schematically a flowchart of a method for
storing 10T based goods (101) information. Storing information of said IoT
based goods (101) in a supply chain database (107) wherein said information
is obtained by initiating queries to said plurality of gateways (105). These
queries contain information registered with the supply chain tracking system
such as gateway (105) identification (gwid), iotid, sensor (104) identification
(sid) (401). When the gateway (105) receives these information, the privacy
access server (109) will acknowledge that the gwid and iotid are valid before
sending the goods information including gwid, iotid, sid and goods location
(gloc) to the supply chain tracking system (402). The goods information is
identified and stored in the supply chain database (107), wherein said goods

information are classified according to said privacy policy module (110) (403).
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Referring to Figure 5, illustrated is a process workflow of a method for
retrieving information of said internet of things based goods (101) upon user
queries. To retrieve information goods, a registered user has to log on to the
web application of the supply chain tracking system for validation of the user
authentication (501). After which said web application will initiate mutual
platform integrity verification in order to verify that the user is trusted (502). In
addition to that, said supply chain database (107) certifies both user and client
device (103) are registered (503). These are the security features
implemented by the present invention before a user is able to query the
supply chain tracking system about the location of his or her goods (504). The
supply chain tracking system confirms the user access based on the status
keyed in the privacy policy module (110) and sends the respective accessible
information about the user’s goods location to the user (505). Therefore, in
essence retrieval of information of said internet of things based goods (101) is
performed via a web application which requires authentication of said users

and validation of said client device (103)

The invention described herein is susceptible to variations, modifications
and/or additions other than those specifically described and it is to be
understood that the invention includes all such variations, modifications and/or

additions which fall within the scope of the following claims.
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CLAIMS

1. A system (100) for tracking internet of things based goods (101) in a
supply chain by at least a client device (103), comprising:

a plurality of sensors (104) for detecting said internet of things
based goods (101) in said supply chain;

a plurality of gateways (105) for receiving and identifying values
of said plurality of sensors (104);

at least a tracking server (106) for tracking information and
location of said goods in said supply chain; and

at least a supply chain database (107) for storing said internet of
things based goods (101) information for retrieval by at least a client
device (103);

characterized in that said a plurality of sensors (104) are
embedded with a physical unclonable function for preventing
duplication; and

said system (100) further comprises at least a privacy access
server (109) connected to a privacy policy module (110) for

managing access rights for said at least a client device (103).

2. A system (100) of claim 1, wherein said privacy policy module (110)
comprises at least a list of registered client devices (103) and a list of
said plurality of gateways (105) which is labelled with access rights for

said at least a client device (103).

3. A system (100) of claim 1, wherein said at least a client device (103) is
provided access to said plurality of gateways (105) as controlled by
said privacy access server (109) according to said privacy policy
module (110).

4. A system (100) of claim 1, wherein said plurality of sensors (104), said

plurality of gateways (105), said at least a privacy access server (109),
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said at least a tracking server (106) and said at least a supply chain
database (107) are interlinked with encrypted information to ensure

secured communication.

5. A system (100) of claim 1, wherein any one or any combination of said
a plurality of sensors (104), said a plurality of gateways (105), said at
least a privacy access server (109), said at least a tracking server (106)
and said at least a supply chain database (107) are evaluated for

trustworthiness through a platform validation module.

6. A method for tracking internet of things based goods (101) in a supply
chain by at least a client device (103) comprising the steps of:

setting up said supply chain (201);

registering said internet of things based goods (101) in said
supply chain;

storing information of said internet of things based goods (101)
in a supply chain database (107) wherein said information is
obtained by initiating queries to said plurality of gateways (105)
(401); and

retrieving information of said internet of things based goods
(101) upon user queries;

characterized in that the step of setting up said supply chain
comprising the steps of registering said at least a client device (103)
and users of said at least a client device (103) to at least a privacy
access server (109) (204), and setting up of access rights for said at
least a client device (103) in said at least a privacy access server
(109) (205); and

registering said internet of things based goods (101) in said
supply chain comprises attaching a sensor (104) embedded with a
physical unclonable function and storing information of said internet
of things based goods (101) in said at least a privacy access server
(109) (301).
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. The method of claims 6, wherein setting up said supply chain further

comprises setting up mutual platform integrity verification via trusted

platform module within said supply chain.

. The method of claim 6, wherein information of said goods stored in said

supply chain database (107) are classified according to said privacy
policy module (110) (402).

The method of claim 6, wherein said queries are verified in terms of
user and client device (103) registration status and information of
goods retrieved in response to said queries is provided according to
said access rights as set up in said at least a privacy access server
(109) (505).

The method of claim 6, wherein retrieving of information of said internet
of things based goods (101) upon user queries is performed via a web
application which requires authentication of said users and validation of

said client device (103).

PCT/MY2015/050069
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