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(57) Abstract: Disclosed are a DNS security query method
and device. The method comprises: capturing a DNS request
data packet to be sent by a client, and converting the DNS re-
quest data packet into a corresponding DNSSEC request data
packet; sending the DNSSEC request data packet to a DNS
server, so as to receive a DNSSEC response data packet re-
turned by the DNS server; capturing the DNSSEC response
data packet received by the client, and using a public key
provided by the DNS server to verify a digital signature in the
DNSSEC response data packet; and it the verification of the
digital signature is passed, converting the DNSSEC response
data packet into a corresponding DNS response data packet,
and performing DNS query processing according to the DNS
response data packet. According to the above-mentioned
solution, a veritication process in DNSSEC is applied to a cli-
ent, and a trust relationship is configured between the client
and the nearest DNS server, so that a complete trust chain is
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