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(57) Abstract: A computer-implemented method, computer program product and computing system for importing threat data from a
plurality of threat data sources, thus generating a plurality of raw threat data definitions. The plurality of raw threat data definitions
are processed, thus generating a plurality of processed threat data definitions. The plurality of processed threat data definitions are

O processed to form a master threat data definition. The master threat data definition is provided to one or more client electronic
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Threat Intelligence System and Method

[oo1]

Technical Field
[002] This disclosure relates to threat defection systems and, more particularly, to

automated threat detection systems.

Background

[003] Cyber security is a multi-billion dollar industry, wherein an entire industry is
dedicated to stopping the relentless attack of computer infrastructures around the world.
Often in this industry, various groups share information concerning various cyber treats.
Unfortunately, the information conceming these cyber threats is often scattered amongst
different locations, is often formatted in incompatible formats, and is often full of

inaccuracies / redundancies.

Summary of Disclosure

[004] In one implementation, a computer-implemented method is executed on a
computing device and includes importing threat data from a plurality of threat data sources,
thus generating a plurality of raw threat data definitions. The plurality of raw threat data
definitions are processed, thus generating a plurality of processed threat data definitions. The
plurality of processed threat data definitions are processed to form a master threat data
definition. The master threat data definition is provided to one or more client electronic
devices.

[005] One or more of the following features may be included. Importing threat data

from a plurality of threat data sources may include one or more of: receiving the plurality of
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raw threat data definitions; and storing the plurality of raw threat data definitions into one or
more database tables. Processing the plurality of raw threat data definitions may include one
or more of: deduplicating the plurality of raw threat data definitions; cleaning the plurality of
raw threat data definitions to remove false positives; converting the plurality of raw threat
data definitions into a common format; determining a category for each of the plurality of
raw threat data definitions; determining a source for each of the plurality of raw threat data
definitions; determining a trust level for each of the plurality of raw threat data definitions;
and determining an age level for each of the plurality of raw threat data definitions.
Processing the plurality of processed threat data definitions to form a master threat data
definition may include one or more of: combining the plurality of processed threat data
definitions to form the master threat data definition; and formatting the master threat data
definition into a format that is compatible with the one or more client electronic devices.
Providing the master threat data definition to one or more client electronic devices may
include one or more of: providing at least a portion of the master threat data definition to the
one or more client electronic devices via an ETL script; and providing at least a portion of the
master threat data definition to the one or more client electronic devices via one or more of an
HTML report and a pre-formatted data export. The plurality of threat data sources may
include one or more of: social network trader sources; public honeypot servers; private
honeypot servers; and open source threat feeds. Importing threat data from a plurality of
threat data sources may include one or more of defining a list of specific keywords; and
searching the social network trader sources for the specific keywords.

[006] In another implementation, a computer program product resides on a computer
readable medium and has a plurality of instructions stored on it. When executed by a
processor, the instructions cause the processor to perform operations including importing
threat data from a plurality of threat data sources, thus generating a plurality of raw threat
data definitions. The plurality of raw threat data definitions are processed, thus generating a

plurality of processed threat data definitions. The plurality of processed threat data
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definitions are processed to form a master threat data definition. The master threat data
definition is provided to one or more client electronic devices.

[007] One or more of the following features may be included. Importing threat data
from a plurality of threat data sources may include one or more of: receiving the plurality of
raw threat data definitions; and storing the plurality of raw threat data definitions into one or
more database tables. Processing the plurality of raw threat data definitions may include one
or more of: deduplicating the plurality of raw threat data definitions; cleaning the plurality of
raw threat data definitions to remove false positives; converting the plurality of raw threat
data definitions into a common format; determining a category for each of the plurality of
raw threat data definitions; determining a source for each of the plurality of raw threat data
definitions; determining a trust level for each of the plurality of raw threat data definitions;
and determining an age level for each of the plurality of raw threat data definitions.
Processing the plurality of processed threat data definitions to form a master threat data
definition may include one or more of: combining the plurality of processed threat data
definitions to form the master threat data definition; and formatting the master threat data
definition into a format that is compatible with the one or more client electronic devices.
Providing the master threat data definition to one or more client electronic devices may
include one or more of: providing at least a portion of the master threat data definition to the
one or more client electronic devices via an ETL script; and providing at least a portion of the
master threat data definition to the one or more client electronic devices via one or more of an
HTML report and a pre-formatted data export. The plurality of threat data sources may
include one or more of: social network trader sources; public honeypot servers; private
honeypot servers; and open source threat feeds. Importing threat data from a plurality of
threat data sources may include one or more of: defining a list of specific keywords; and
searching the social network trader sources for the specific keywords.

[008] In another implementation, a computing system including a processor and
memory is configured to perform operations including importing threat data from a plurality

of threat data sources, thus generating a plurality of raw threat data definitions. The plurality
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of raw threat data definitions are processed, thus generating a plurality of processed threat
data definitions. The plurality of processed threat data definitions are processed to form a
master threat data definition. The master threat data definition is provided to one or more
client electronic devices.

[009] One or more of the following features may be included. Importing threat data
from a plurality of threat data sources may include one or more of: receiving the plurality of
raw threat data definitions; and storing the plurality of raw threat data definitions into one or
more database tables. Processing the plurality of raw threat data definitions may include one
or more of: deduplicating the plurality of raw threat data definitions; cleaning the plurality of
raw threat data definitions to remove false positives; converting the plurality of raw threat
data definitions into a common format; determining a category for each of the plurality of
raw threat data definitions; determining a source for each of the plurality of raw threat data
definitions; determining a trust level for each of the plurality of raw threat data definitions;
and determining an age level for each of the plurality of raw threat data definitions.
Processing the plurality of processed threat data definitions to form a master threat data
definition may include one or more of: combining the plurality of processed threat data
definitions to form the master threat data definition; and formatting the master threat data
definition into a format that is compatible with the one or more client electronic devices.
Providing the master threat data definition to one or more client electronic devices may
include one or more of: providing at least a portion of the master threat data definition to the
one or more client electronic devices via an ETL script; and providing at least a portion of the
master threat data definition to the one or more client electronic devices via one or more of an
HTML report and a pre-formatted data export. The plurality of threat data sources may
include one or more of: social network trader sources; public honeypot servers; private
honeypot servers; and open source threat feeds. Importing threat data from a plurality of
threat data sources may include one or more of: defining a list of specific keywords; and

searching the social network trader sources for the specific keywords.



According to an aspect of the present invention, there is provided a computer-
implemented method, executed on a computing device, comprising:

importing threat data from a plurality of threat data sources, thus generating a
plurality of raw threat data definitions, wherein the plurality of threat data sources includes
social network trader sources, wherein importing threat data from a plurality of threat data
sources includes defining a list of specific keywords and searching the social network trader
sources for the specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat
data definition; and

providing the master threat data definition to one or more client electronic devices.

According to another aspect of the present invention, there is provided a computer
program product residing on a non-transitory computer readable medium having a plurality
of instructions stored thereon which, when executed by a processor, cause the processor to
perform operations comprising:

importing threat data from a plurality of threat data sources, thus generating a
plurality of raw threat data definitions, wherein the plurality of threat data sources includes
social network trader sources, wherein importing threat data from a plurality of threat data
sources includes defining a list of specific keywords and searching the social network trader
sources for the specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat
data definition; and

providing the master threat data definition to one or more client electronic devices.

According to another aspect of the present invention, there is provided a computing
system including a processor and memory configured to perform operations comprising:

importing threat data from a plurality of threat data sources, thus generating a
plurality of raw threat data definitions, wherein the plurality of threat data sources includes

social network trader sources, wherein importing threat data from a plurality of threat data

4a
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sources includes defining a list of specific keywords and searching the social network trader
sources for the specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat
data definition; and

providing the master threat data definition to one or more client electronic devices.

4b
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[0010] The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features and advantages will become apparent

from the description, and the drawings.

Brief Description of the Drawings

[0011] FIG 1 is a diagrammatic view of a distributed computing network including a
private honeypot and a computing device that executes a threat intelligence process according
to an embodiment of the present disclosure;

[0012] FIG 2 is a flowchart of the threat intelligence process of FIG 1 according to an
embodiment of the present disclosure; and

[0013] FIG 3 is another flowchart of the threat intelligence process of FIG 1 according to

an embodiment of the present disclosure.

[0014] Like reference symbols in the various drawings indicate like elements.
Detailed Description of the Preferred Embodiments

System Overview

[0015] In FIG 1, there is shown threat intelligence process 10. Threat intelligence
process 10 may be implemented as a server-side process, a client-side process, or a hybrid
server-side / client-side process. For example, threat intelligence process 10 may be
implemented as a purely server-side process via threat mtelligence process 10s.
Alternatively, threat intelligence process 10 may be implemented as a purely client-side
process via one or more of client-side application 10c1 and client-side application 10c2.
Alternatively still, threat intelligence process 10 may be impiemented as a hybrid server-side
/ client-side process via threat intelligence process 10s in combination with one or more of
client-side application 10¢] and client-side application 10c2. Accordingly, threat intelligence
process 10 as used in this disclosure may include any combination of threat intelligence

process 10s, client-side application 10c1 and client-side application 10c2.
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[0016] Threat intelligence process 10s may be a server application and may reside on and
may be executed by computing device 12, which may be connected to network 14 (e.g., the
Internet or a local area network). Examples of computing device 12 may include, but are not
limited to: a personal computer, a server computer, a series of server computers, a mini
computer, a mainframe computer, or a cloud-based computing network.

[0017] The instruction sets and subroutines of threat intelligence process 10s, which may
be stored on storage device 16 coupled to computing device 12, may be executed by one or
more processors (not shown) and one or more memory architectures (not shown) included
within computing device 12. Examples of storage device 16 may include but are not limited
to: a hard disk drive; a RAID device; a random access memory (RAM); a read-only memory
(ROM); and all forms of flash memory storage devices.

[0018] Examples of client-side applications 10c1, 10c2 may include but are not limited to
a web browser or a specialized application (e.g., an application running on e.g., the Windows
t platform, Android " platform or the i0S "™ platform). The instruction sets and subroutines
of client-side applications 10cl, 10¢2 which may be stored on storage devices 18, 20
(respectively) coupled to client electronic devices 22, 24 (respectively), may be executed by
one or more processors (not shown) and one or more memory architectures (not shown)
incorporated into client electronic devices 22, 24 (respectively).

[0019] Examples of storage devices 18, 20 may include but are not limited to: hard disk
drives; RAID devices; random access memories (RAM); read-only memories (ROM), and all
forms of flash memory storage devices. Examples of client electronic devices 22, 24 may
include, but are not limited to, personal computer 22, personal computer 24, a smartphone
(not shown), a personal digital assistant (not shown), a laptop computer (not shown), a tablet
computer (not shown), a server computer (not shown), a series of server computers (not
shown), a mainframe computer (not shown) and a dedicated network device (not shown).
Client electronic devices 22, 24 may each execute an operating system, examples of which
may include but are not limited to Microsoft Windows "™ Android "™, i0S ™ Linux ™ or a

custom operating system.
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Threat Intelligence Process

[0020] As will be explained below in greater detail, threat intelligence process 10 may be
configured to obtain threat data from a variety of different sources and process the same to
generate a master threat definition, which may be provided to customers so that it may be
utilized by their network security systems.

[0021] Referring also to FIG 2, threat intelligence process 10 may import 100 threat data
from a plurality of threat data sources, thus generating a plurality of raw threat data
definitions. Examples of these threat data sources may include but are not limited to one or
more of: social network trader source 26; public honeypot server 28; private honeypot server
30; and open source threat feed 32.

[0022] For this example, social network trader source 26 may be defined as any type of
social network or public space (e.g., a blog) in which hackers / bad actors exchange
information conceming their hacking experiences, expertise and insights. For example and
on social network trader source 26, visitors may e.g., explain the manner in which they
accessed a certain system, define certain vulnerabilities for a system, identify the IP addresses
of devices that are vulnerable, identify and share preferred hacking tools & techniques, etc.

[0023] Public honeypot server 28 may be defined as a “bait” computing system that is
exposed to the public and is configured to detect, analyze and record any attempts to
compromise public honeypot server 28. For example, the IP address of the attacking
computers may be recorded and any phishing mechanisms employed may be recorded.
Basically, public honevpot server 28 may be configured to look like a potential victim.
However, public honeypot server 28 may look for bad actors that are attacking, wherein
public honeypot server 28 may be configured to play along and expose some non-sensitive
data (that is configured to look like sensitive data) to trick the attacker into thinking that they
are making progress with their attack; during which time public honeypot server 28 is
actually gathering information on the type of attack utilized, the address of the attacker, and

the methodologies employed during the attack.
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[0024] Private honeypot server 30 is similar in functionality to public honeypot server 28,
but is deployed differently. For example, while public honeypot server 28 may be out on the
internet as an unassociated server, private honeypot server 30 may be associated with a
company / specific target. For example, if company XYZ wanted to determine if / how
hackers would try to attack their system, private honeypot server 30 may be assigned a
specific “bait” IP address (or a specific “bait” DNS address, such as a URL) that is associated
with company XYZ. A router may be configured to capture all network traffic directed to this
“bait” IP address (or a specific “bait” DNS address, such as a URL) and reroute this traffic to
private honeypot server 30 (which is typically located offsite and/or outside of the network of
company XYZ. Private honeypot server 30 may then look for bad actors that are attacking
honeypot server 30, play along with the attacker and expose some non-sensitive data (that is
configured to look like sensitive data concerning company XYZ) to trick the attacker into
thinking that they are making progress with their attack, all while private honeypot server 30
is actually gathering information on the type of attack being utilized, the address of the
attacker, and the methodologies employed during the attack.

[0025] Open source threat feed 32 may be defined as one or more data feeds that identify
known threats and methodologies of attack. These feeds (and this data) may be produced by
individuals, groups, or corporations and may be used to identify threats in the form of
malicious IP addresses, malicious domains, malicious binary programs or scripts and various
hacking methodologies.

[0026] Accordingly and continuing with the above-stated example, threat intelligence
process 10 may import 100 raw threat data definitions 34 from network trader source 26; may
import 100 raw threat data definitions 36 from public honeypot server 28; may import 100
raw threat data definitions 38 from private honeypot server 30; and may import 100 raw
threat data definitions 40 from open source threat feed 32.

[0027] When importing 100 threat data from a plurality of threat data sources (e.g., social
network trader source 26, public honeypot server 28, private honeypot server 30, and open

source threat feed 32), threat intelligence process 10 may receive 102 the plurality of raw
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threat data definitions (e.g., raw threat data definitions 34, 36, 38, 40) and may store 104 the
plurality of raw threat data definitions (e.g., raw threat data definitions 34, 36, 38, 40) into
one or more database tables (not shown) for subsequent processing.

[0028] In the event that the threat data source is a social network trader source 26, when
importing 100 threat data from a plurality of threat data sources, threat intelligence process
10 may define 106 a list of specific keywords 42 and may search 108 social network trader
source 26 for specific keywords 42. For example, specific keywords 42 that were defined
106 may concemn a specific type of attack that has been / will be carried out, a specific
company / organization that has been / will be targeted for attack, and a specific / known
hacker. And once defined 106, threat intelligence process 10 may search 108 for specific
keywords 42 within social network trader source 26.

[0029] Once imported 100, threat intelligence process 10 may process 110 the plurality of
raw threat data definitions (e.g., raw threat data definitions 34, 36, 38, 40), thus generating a
plurality of processed threat data definitions (e.g., processed threat data definitions 44, 46, 48,
50).

[0030] When processing 110 the plurality of raw threat data definitions (e.g., raw threat
data definitions 34, 36, 38, 40), threat intelligence process 10 may perform various
operations, examples of which may include but are not limited to:

[0031] Deduplicating 112 the plurality of raw threat data definitions: For example, threat
intelligence process 10 may process 110 the plurality of raw threat data definitions (e.g., raw
threat data definitions 34, 36, 38, 40) to deduplicate 112 any redundant pieces of data
included within raw threat data definitions 34, 36, 38, 40. For example, if two or more of raw
threat data definitions 34, 36, 38, 40 identify the same IP address as being a threat, threat
intelligence process 10 may deduplicate 112 raw threat data definitions 34, 36, 38, 40 to
remove the duplicate IP address.

[0032] Cleaning 114 the plurality of raw threat data definitions to remove false positives:
For example, threat intelligence process 10 may process 110 the plurality of raw threat data

definitions (e.g., raw threat data definitions 34, 36, 38, 40) to clean 114 raw threat data



CA 02994535 2018-02-01

WO 2017/004620 PCT/US2016/040994

definitions 34, 36, 38, 40 to remove any incorrect information. Accordingly, IP addresses
included within raw threat data definitions 34, 36, 38, 40 may be compared to a known list of
non-threat “white hat™ IP addresses to see if any of these non-threat “white hat” IP addresses
were incorrectly identified within raw threat data definitions 34, 36, 38, 40. If so, threat
intelligence process 10 may clean 114 raw threat data definitions 34, 36, 38, 40 to remove the
non-threat “white hat™ IP address.

[0033] Converting 116 the plurality of raw threat data definitions into a common format:
For example, threat intelligence process 10 may process 110 the plurality of raw threat data
definitions (e.g., raw threat data definitions 34, 36, 38, 40) to convert 116 raw threat data
definitions 34, 36, 38, 40 into a common format. Specifically, raw threat data definition 34
may be in a database format, raw threat data definition 36 may be in a spreadsheet format;
raw threat data definition 38 may be in a comma-delimited format; and raw threat data
definition 40 may be in an ASCII text format. Accordingly, threat intelligence process 10
may convert 116 raw threat data definitions 34, 36, 38, 40 into a common format.

[0034] Determining 118 a category for each of the plurality of raw threat data definitions:
For example, threat intelligence process 10 may process 110 the plurality of raw threat data
definitions (e.g., raw threat data definitions 34, 36, 38, 40) to determine 118 a category for
each of the pieces of data included within raw threat data definitions 34, 36, 38, 40. As
discussed above, the data included within the raw threat data definitions may define the IP
address of attacking computers, the phishing mechanisms employed by hackers, the manner
in a hacker accessed a certain system, the vulnerabilities of a system, the IP addresses of
devices that are vulnerable, preferred hacking tools, and preferred hacking techniques.
Accordingly, threat intelligence process 10 may determine 118 a corresponding category for
each piece of data included within each of raw threat data definitions 34, 36, 38, 40.

[0035] Determining 120 a source for each of the plurality of raw threat data definitions:
For example, threat intelligence process 10 may process 110 the plurality of raw threat data

definitions (e.g., raw threat data definitions 34, 36, 38, 40) to determine 120 a source for each

10



CA 02994535 2018-02-01

WO 2017/004620 PCT/US2016/040994

of the pieces of data included within raw threat data definitions 34, 36, 38, 40, wherein the
value of the data pieces may vary depending upon the reliability of the source.

[0036] Determinng 122 a trust level for each of the plurality of raw threat data
definitions: For example, threat intelligence process 10 may process 110 the plurality of raw
threat data definitions (e.g., raw threat data definitions 34, 36, 38, 40) to determine 122 a trust
level for each of the pieces of data included within raw threat data definitions 34, 36, 38, 40,
wherein the trust level of the data pieces may vary depending upon the reliability of the
source.

[0037] Determining 124 an age level for each of the plurality of raw threat data
definitions. For example, threat intelligence process 10 may process 110 the plurality of raw
threat data definitions (e.g., raw threat data definitions 34, 36, 38, 40) to determine 124 an
age level for each of the pieces of data included within raw threat data definitions 34, 36, 38,
40, wherein the value of the data pieces may vary depending upon its age.

[0038] Threat intelligence process 10 may process 126 the plurality of processed threat
data definitions (e.g., processed threat data definitions 44, 46, 48, 50) to form master threat
data definition 52. When processing 126 the plurality of processed threat data definitions
(e.g., processed threat data definitions 44, 46, 48, 50) to form master threat data definition 52,
threat intelligence process 10 may combine 128 the plurality of processed threat data
definitions (e.g., processed threat data definitions 44, 46, 48, 50) to form master threat data
definition 52 and may format 130 master threat data definition 52 into a format that is
compatible with the one or more client electronic devices. For example, threat intelligence
process 10 may combine 128 processed threat data definitions 44, 46, 48, 50 to form a single
comprehensive master list (i.e., threat data definition 52) and may format 130 master threat
data definition 52 into a format that is compatible with the one or more client electronic
devices (e.g., client electronic devices 22, 24). Specifically, threat intelligence process 10
may be configured to work with a SIEM (Security Information and Event Management)
platform, an example of which includes but is not limited to Hewlett Packard’s ArcSight ™).

Accordingly threat intelligence process 10 may format 130 master threat data definition 52

11
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into a format that is compatible with an SIEM (Security Information and Event Management)
platform (SIEM 54, 56) that is running on e.g., client electronic devices 22, 24, respectively).

[0039] Once properly formatted, threat intelligence process 10 may provide 132 master
threat data definition 52 to one or more client electronic devices (e.g., client electronic
devices 22, 24). When providing 132 master threat data definition 52 to e.g., client electronic
devices 22, 24, threat intelligence process 10 may provide 134 at least a portion of master
threat data definition 52 to e.g., client electronic devices 22, 24 via an ETL script (i.e., an
Extract, Transform, Load script), examples of which may include but are not limited to an
SSIS (i.e., SQL Server Integration Services) script.  Additionally / alternatively, threat
intelligence process 10 may provide 136 at least a portion of master threat data definition 52
to e.g., client electronic devices 22, 24 via an HTML (i.e., Hypertext Markup Language)

report (or some other type of pre-formatted data export).

Private Honeypot

[0040] As discussed above, the threat data sources from which threat intelligence process
10 obtains raw threat data definitions 34, 36, 38, 40 may include private honeypot server 30,
wherein private honeypot server 30 may be associated with a company / specific target and
configured to allow the company / specific target to determine if / how hackers would try to
attack their system.

[0041] Referring also to FIG 3, threat intelligence process 10 may associate 150 a unique
identifier (e.g., unique identifier 60) with an entity (e.g., entity 62). Examples of entity 60
may include but are not limited to one or more of the following: a company; an organization;
a corporation; and an individual. Examples of unique identifier 60 may include but are not
limited to a DNS address (e.g., a URL) and/or an IP address. As discussed above, threat
intelligence process 10 may associate 150 unique identifier 60 with entity 62. Accordingly, if
entity 62 is the ABC Company and unique identifier 60 is a DNS address (e.g., a URL), an
example of unique identifier 60 may include www.abccompany.biz. Alternatively, if entity

62 is the ABC Company and unique identifier 60 is an IP address, an example of unique
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identifier 60 may include 192.168.1.1 (wherein IP address 192.168.1.1 is associated with /
registered to ABC Company).

[0042] Threat intelligence process 10 may intercept 152 network traffic 62 (e.g., data
packets) directed toward unique identifier 60 and may rout 154 network traffic 62 to a
computing device (e.g., private honeypot server 30). For example and when intercepting 154
network traffic 62 directed toward unique identifier 60, a router (e.g.. router 64) may be
positioned within a network / subnetwork (operated by entity 62) prior to the computing
device (e.g., private honeypot server 30) so that network traffic directed toward unique
identifier 60 may be intercepted on router 64 and routed 154 to private honeypot server 30.
For security reasons, private honeypot server 30 may be physically located outside of the
network / subnetwork operated by entity 62. Accordingly, a dedicated network connection
(e.g., network connection 66) may be employed so that network traffic 62 may be routed
through network connection 66 to honeypot server 30 (which may be located at a facility
associated with / maintained by threat intelligence process 10).

[0043] Accordingly, private honeypot server 30 may be configured as “bait” for hackers
concerning (in this example) the ABC Company, as all traffic directed toward unique
identifier 60 may be intercepted 152 and routed 154 to private honeypot server 30. As
discussed above, private honeypot server 30 may allow bad actors to attack private honey pot
server 30, wherein private honeypot server 30 may also “play along” with the attacker and
may expose some non-sensitive data (disguised to look like sensitive data concerning ABC
Company) to trick the attacker into thinking that they are making progress with their attack.
During the attack, private honeypot server 30 may gather information on the type of attack
being employed, the IP / MAC address of the attacker, the methodologies of the attack, and

the success / failure of the attack.

General

[0044] As will be appreciated by one skilled in the art, the present disclosure may be

embodied as a method, a system, or a computer program product. Accordingly, the present
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disclosure may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may all generally be referred to herein as a
“circuit,” “module” or “system.” Furthermore, the present disclosure may take the form of a
computer program product on a computer-usable storage medium having computer-usable
program code embodied in the medium.

[0045] Any suitable computer usable or computer readable medium may be utilized. The
computer-usable or computer-readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a non-exhaustive list) of the
computer-readable medium may include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only memory (CD-ROM), an optical
storage device, a transmission media such as those supporting the Intemet or an intranet, or a
magnetic storage device. The computer-usable or computer-readable medium may also be
paper or another suitable medium upon which the program is printed, as the program can be
electronically captured, via, for instance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable manner, if necessary, and then
stored in a computer memory. In the context of this document, a computer-usable or
computer-readable medium may be any medium that can contain, store, communicate,
propagate, or transport the program for use by or in connection with the instruction execution
system, apparatus, or device. The computer-usable medium may include a propagated data
signal with the computer-usable program code embodied therewith, either in baseband or as
part of a carrier wave. The computer usable program code may be transmitted using any
appropriate medium, including but not limited to the Internet, wireline, optical fiber cable,

RF, etc.
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[0046] Computer program code for carrying out operations of the present disclosure may
be written in an object oriented programming language such as Java, Smalltalk, C++ or the
like. However, the computer program code for carrying out operations of the present
disclosure may also be written in conventional procedural programming languages, such as
the "C" programming language or similar programming languages. The program code may
execute entirely on the user's computer, partly on the user's computer, as a stand-alone
software package, partly on the user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the remote computer may be
connected to the user’s computer through a local area network / a wide area network / the
Internet (e.g., network 14).

[0047] The present disclosure is described with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems) and computer program products according to
embodiments of the disclosure. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of blocks in the flowchart illustrations
and/or block diagrams, may be implemented by computer program instructions. These
computer program instructions may be provided to a processor of a general purpose computer
/ special purpose computer / other programmable data processing apparatus, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create means for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0048] These computer program instructions may also be stored in a computer-readable
memory that may direct a computer or other programmable data processing apparatus to
function in a particular manner, such that the instructions stored in the computer-readable
memory produce an article of manufacture including instruction means which implement the
function/act specified in the flowchart and/or block diagram block or blocks.

[0049] The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational steps to be

performed on the computer or other programmable apparatus to produce a computer
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implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0050] The flowcharts and block diagrams in the figures may illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present disclosure. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions for implementing the specified
logical function(s). It should also be noted that, in some altemative implementations, the
functions noted in the block may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block diagrams and/or flowchart
illustrations, and combinations of blocks in the block diagrams and/or flowchart illustrations,
may be implemented by special purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hardware and computer instructions.

[0051] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the disclosure. As used herein, the
singular forms "a", "an" and "the" are intended to include the plural forms as well, unless the
context clearly indicates otherwise. It will be further understood that the terms "comprises"
and/or "comprising," when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps, operations, elements, components,
and/or groups thereof.

[0052] The corresponding structures, materials, acts, and equivalents of all means or step
plus function elements in the claims below are intended to include any structure, material, or
act for performing the function in combination with other claimed elements as specifically

claimed. The description of the present disclosure has been presented for purposes of
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illustration and description, but is not intended to be exhaustive or limited to the disclosure in
the form disclosed. Many modifications and variations will be apparent to those of ordinary
skill in the art without departing from the scope and spirit of the disclosure. The embodiment
was chosen and described in order to best explain the principles of the disclosure and the
practical application, and to enable others of ordinary skill in the art to understand the
disclosure for various embodiments with various modifications as are suited to the particular
use contemplated.

[0053] A number of implementations have been described. Having thus described the
disclosure of the present application in detail and by reference to embodiments thereof, it will
be apparent that modifications and variations are possible without departing from the scope

of the disclosure defined in the appended claims.
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The embodiments of the invention in which an exclusive property or privilege is claimed

are defined as follows:

1. A computer-implemented method, executed on a computing device, comprising:

importing threat data from a plurality of threat data sources, thus generating a plurality of
raw threat data definitions, wherein the plurality of threat data sources includes social network
trader sources, wherein importing threat data from a plurality of threat data sources includes
defining a list of specific keywords and searching the social network trader sources for the
specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat data
definition; and

providing the master threat data definition to one or more client electronic devices.

2. The computer-implemented method of claim 1, wherein importing threat data from a
plurality of threat data sources includes one or more of:
receiving the plurality of raw threat data definitions; and

storing the plurality of raw threat data definitions into one or more database tables.

3. The computer-implemented method of claim 1, wherein processing the plurality of raw
threat data definitions includes one or more of:
deduplicating the plurality of raw threat data definitions;
cleaning the plurality of raw threat data definitions to remove false positives;
converting the plurality of raw threat data definitions into a common format;
determining a category for each of the plurality of raw threat data definitions;
determining a source for each of the plurality of raw threat data definitions;
determining a trust level for each of the plurality of raw threat data definitions; and

determining an age level for each of the plurality of raw threat data definitions.

4, The computer-implemented method of claim 1, wherein processing the plurality of

processed threat data definitions to form a master threat data definition includes one or more of:
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combining the plurality of processed threat data definitions to form the master threat data
definition; and
formatting the master threat data definition into a format that is compatible with the one

or more client electronic devices.

5. The computer-implemented method of claim 1, wherein providing the master threat data
definition to one or more client electronic devices includes one or more of:

providing at least a portion of the master threat data definition to the one or more client
electronic devices via an Extract, Transform, Load (ETL) script; and

providing at least a portion of the master threat data definition to the one or more client

electronic devices using one or more of a HTML report and a pre-formatted data export.

6. The computer-implemented method of claim 1, wherein the plurality of threat data
sources includes one or more of®

public honeypot servers;

private honeypot servers; and

open source threat feeds.

7. A computer program product residing on a non-transitory computer readable medium
having a plurality of instructions stored thereon which, when executed by a processor, cause the
processor to perform operations comprising:

importing threat data from a plurality of threat data sources, thus generating a plurality of
raw threat data definitions, wherein the plurality of threat data sources includes social network
trader sources, wherein importing threat data from a plurality of threat data sources includes
defining a list of specific keywords and searching the social network trader sources for the
specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat data
definition; and

providing the master threat data definition to one or more client electronic devices.
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8. The computer program product of claim 7, wherein importing threat data from a plurality
of threat data sources includes one or more of:
receiving the plurality of raw threat data definitions; and

storing the plurality of raw threat data definitions into one or more database tables.

9. The computer program product of claim 7, wherein processing the plurality of raw threat
data definitions includes one or more of:
deduplicating the plurality of raw threat data definitions;
cleaning the plurality of raw threat data definitions to remove false positives;
converting the plurality of raw threat data definitions into a common format;
determining a category for each of the plurality of raw threat data definitions;
determining a source for each of the plurality of raw threat data definitions;
determining a trust level for each of the plurality of raw threat data definitions; and

determining an age level for each of the plurality of raw threat data definitions.

10. The computer program product of claim 7, wherein processing the plurality of processed
threat data definitions to form a master threat data definition includes one or more of:

combining the plurality of processed threat data definitions to form the master threat data
definition; and

formatting the master threat data definition into a format that is compatible with the one

or more client electronic devices.

11. The computer program product of claim 7, wherein providing the master threat data
definition to one or more client electronic devices includes one or more of:

providing at least a portion of the master threat data definition to the one or more client
electronic devices via an Extract, Transform, Load (ETL) script; and

providing at least a portion of the master threat data definition to the one or more client

electronic devices using one or more of a HTML report and a pre-formatted data export.

12. The computer program product of claim 7, wherein the plurality of threat data sources
includes one or more of:

public honeypot servers;
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private honeypot servers; and

open source threat feeds.

13. A computing system including a processor and memory configured to perform operations
comprising:

importing threat data from a plurality of threat data sources, thus generating a plurality of
raw threat data definitions, wherein the plurality of threat data sources includes social network
trader sources, wherein importing threat data from a plurality of threat data sources includes
defining a list of specific keywords and searching the social network trader sources for the
specific keywords;

processing the plurality of raw threat data definitions, thus generating a plurality of
processed threat data definitions;

processing the plurality of processed threat data definitions to form a master threat data
definition; and

providing the master threat data definition to one or more client electronic devices.

14, The computing system of claim 13, wherein importing threat data from a plurality of
threat data sources includes one or more of:
receiving the plurality of raw threat data definitions; and

storing the plurality of raw threat data definitions into one or more database tables.

15. The computing system of claim 13, wherein processing the plurality of raw threat data
definitions includes one or more of:
deduplicating the plurality of raw threat data definitions;
cleaning the plurality of raw threat data definitions to remove false positives;
converting the plurality of raw threat data definitions into a common format;
determining a category for each of the plurality of raw threat data definitions;
determining a source for each of the plurality of raw threat data definitions;
determining a trust level for each of the plurality of raw threat data definitions; and

determining an age level for each of the plurality of raw threat data definitions.

16. The computing system of claim 13, wherein processing the plurality of processed threat
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data definitions to form a master threat data definition includes one or more of:

combining the plurality of processed threat data definitions to form the master threat data
definition; and

formatting the master threat data definition into a format that is compatible with the one

or more client electronic devices.

17. The computing system of claim 13, wherein providing the master threat data definition to
one or more client electronic devices includes one or more of:

providing at least a portion of the master threat data definition to the one or more client
electronic devices via an Extract, Transform, Load (ETL) script; and

providing at least a portion of the master threat data definition to the one or more client

electronic devices using one or more of a HTML report and a pre-formatted data export.

18. The computing system of claim 13, wherein the plurality of threat data sources includes
one or more of:

public honeypot servers;

private honeypot servers; and

open source threat feeds.
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receiving the plurality of raw threat data definitions (102)

storing the plurality of raw threat data definitions (104)

defining a list of specific keywords (106)

searching the social network trader sources for the specific
keywords (108)

deduplicating the plurality of raw threat data definitions
(112)

cleaning the plurality of raw threat data definitions (114)

converting the plurality of raw threat data definitions (116)

determining a category for each of the plurality of raw
threat data definitions (118)

determining a source for each of the plurality of raw threat
data definitions (120)

determining a trust level for each of the plurality of raw
threat data definitions (122)

determining an age level for each of the plurality of raw
threat data definitions (124)

combining the plurality of processed threat data definitions
(128)

formatting the master threat data definition (130)

providing at least a portion of the master threat data
definition to the one or more client devices via an ETL
script (134)

providing at least a portion of the master threat data
definition to the one or more client devices via one or more
of an HTML report and a pre-formatted data export (136)

FIG. 2
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