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(57) Abstract: In part, the invention relates to a security fea-
ture for authenticating an object having an outer surface and
an inner surface. The security feature includes a substrate
having a length and a width, and a two-dimensional code
comprising a plurality of two dimensional regions, the plural-
ity of two dimensional regions disposed in the substrate, the
two-dimensional code 1s substantially mvisible when inspec-
ted during exposure to visible light and readable during ex-
posure to ultraviolet light.
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FIELD OF INVENTION
[0001] 1o pari, the present wvention relates to sceurity markings and more specifically, to
setectively detectable codes for tracking and/or authenticating objects.
BACKGROUND

[0002] 1o a world where premuwn brands and pharmaceuticals, such as vaceines and biologics,
command pricing premiums, there 18 an incentive o engage 1 various types counterfeiting,
Counterfertimg and forgery have become significant concerns m the modemn econemy and
marketplace both for reasons of economic loss as well as heatth and safety of consumers and the
populations served by supplicrs. Advances m digital technology, three dimensional printing, and
access o vartous types of micro fabnication facilities have increased the incidence of
counterfested objects and gray market activities, primarily through imitation of securify products

used on sccondary packagmg such as boxes.

(O3] Retariers, consumers, and manutacturers all rely on the ability to detect countertert

activitios include countertoiting goods or reselling diverted merchandise through large scale well
organmzed operations gs well as on the Internet.

[0004] Sunilarly, the ability to track an object throughout the world becomes mcercasmngly
transportation steps, and distribution schemaes.

[0005]  Accordingly, what 15 needed are methods which produce codes and markings which are

embodied on the primary container or the object itself. These codes and markings are useful for
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determining whether an object 18 authentic, for tracking the object through a transportation and
distribution chain, tor determining whether it was sold by the suthorized retader or their channet
partner, and for trackimg where the object 1s within various environments, and domg so from any
point 1y the world.

SUMMARY

[0006]  In part, the nvention relates o svstems, devices, securnty and tracking features and

L

o

clements, and methods of providing a covert security and tracking marking objects (e.g.. bottles,
ampules or syringes) to curb the nise m forgery, counterfoiting, and other frauduient activifies
relating to various consumer and medical products and consumables. One embodiment of the
invention allows for a secunty foature or code, such as a one or two dimensional bar code, to be
cucoded or written in or on a substrate without altering the visual appearance of the substrate.
The substrate can be composed of, for example, glass, plastic, polymer, crystalhine, and the
substrate can be part of an object of interest.  In some cmbodiments, the codo 1s writlen on 4

partion of the substrate or abjoct which extends mto g wall or structural feature of the obisct. In

example, in one embodiment the code 1s only visible if a specific wavelength of UV Light 18 used.
Another embodiment provides for the alteration of the Raman scattering signature of the
substrate.  In addition, as an advantage over other covert authentication scheomes, no coatings,

hquds, or ks are needed and high speed encoding using highi

y sutomated approaches 18
possible.
10007 One embodiment of the mnvention includes an ¢lectromagnetic radiation or particie {¢.g.

cleetrons) irradiation based system suitgble for writing codes, such as bar codes and quick

response codes {QR), within a substrate or on the surface of the substrate as the basis of a covert
) 3 2
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securtty and tracking feature for stems of value. These codes are typically not visible when m

normal use, but the codes are readable, viewable, andfor scannable when @ spectfic source of
itununating eloctromagnetic radiation 18 used along with detection devices.  Thus, the codes
allow the object to be authenticated and tracked il the code appears and s valid. In addibion, the
code iselt contains intormation that aliows the object 1o be tracked and additional miormation of
wterest to be extracted directly from the code or retrieved from a database or web server with the
code as the key tor guerying the remotely stored infornmation about the object.
[0008] In one embodiment, the mvention relates to a method of wriling a selectively defectable
code having a detectable state and an invistble state m a matenal such that the code 1s detectable
when exposed to bands of electromagnetic radiation and wherein the code 1s substantially
mvisible when exposed to ambient levels of visible hght, The method includes the step of
applying encrgy o a region of the matenial where chemical bonds 1n the region or structural
chianges have oecurred which are substantially wvisible when exposed to ambient vistbic hight
but that fluoresce or othorwise cmitted detectable shified clectromagnetic radiation when
properly exposed.
10009  In one embodiment, the wmvention relates to a secarity feature for authenticating an
ohject that mcludes a substrate that imcludes g first material and having a length (L) and a width
{Wal, and an authenticatable two-dimensional code that includes at least one regton, the at koast
one region disposed m the hirst material, wherem the at least one region that includes a second
material dertved from the first material,
{0018 in onc embodiment, the two-dimensional code or pattern 18 conhigured to be
substantially mnvisibie to a person when exposed to visibie Light and readable during when

exposed o clectromagnetic radiation that substantially excludes wvisitbie hight at ambient
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condifions. In onc embodiment, the birst material and the sccond material are non~-cmissive when
exposed to visible hight, wheren the second material enuts visible light to a greater degree then
the first material whon exposed to clectromagnetic radwation that substantially excludes visible
light. In one embodiment, the two-dimensional code 15 selected trom the group consisting of a
quick response code, a ong-dimensional bar code, a e, a ghyph, a loge, a plurality of lincs, or &
two-dimenstonal bar code.  In one embodiment, the substrate that meludes glass selected trom
the group consisting of silicate glass, nanocrystal doped glass, phosphate glass, silicate
phosphate, and borophospate and soda hime glass.

[0811]  in one embodiment, the sccond material that mcludes an electromagnetic radiation
responsive element selected from the group consisting of a dopat, a detect, a broken bond or
structural change, a compound having 8 Raman scattermg signature that difters trom that of the
first material.  In one embodiment, the substrate further that meludes a dopant, the dopant
sehected from the group consisting of an alkali mictal, a panocrystal, and a semuconductor dopant.
in onc cmbodiment, the two-dimensional code has a boundary dehned by Lg and Wy and
wherein the first material has a hirst Raman scattenng signature and the second material has a

second Raman scattering signature that s detectably different from the first Raman scatfering

seiected from the group consisting of a bottie, a syringe, a tost tube, an ampoule, a container, and
a scuipture. In one embodiment, the two-dimensional code that mcludes identifier mformation
such that the substrate 18 trackable by scanning the two-dinensional code.

100121  In one embodiment, the myention relates to method of fabricating an authenticable

ohiject that includes determining a position within an object that mceludes a first matenal for a

target area {0 bound a two-dimensional code; exposing a plurality of locations 1n the object,
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within the {arget arca, to a particle or electromagnetic radiation beam, such that a second material
is formed from the first material, the two-dimensional code mcludes g pattern of regions
corresponding to the plurahity of locations; and associating the two-dimensional code with the
authenticable object w a database.  In one cmbodiment, second material emits light to a
detectably greater degree than the first matenial when exposed to clectromagnetic radiation that
substantially exchudes vistble hght. In one embodiment, the beam originates from a laser and
wheremn the second matenial fluoresces when exposed to Ay and does not fluoresce when exposed
to Az. In one embodiment, the target region bounds the two-dimensional code. In one
embodiment, method further imcludes the step of exposing the object to Ay and scanning the two-
dimensional code using a mobile device. In one enmibodiment, the method further includes the
step of storing data associated with the object m a database, the mformation accessible atter the
cade has been scanned by a8 mobtle device.

10013  In onc embodiment, the invention refates to object encoding system that ncludes 4
computer that includes a processor, & memory devics, wharain the memory device mchydes
mstructions that when executed by the processor cause the processor 1o: select the time, duration,
and pattern of a particle or clectromagnetic radiation beam before scanning an object, scan an

object with the beam such that the beam 15 on and off for penods of time; and gncode a two-

dimensional pattern in the obyect that 1s sclectively readable when exposed to a wavelength of

400 nm.  In one embodiment, the two-dimensional pattern (s selected from the group consisting
of 4 quick response code, a one-dimensional bar code, a ine, a glvph, a logo, a plurality of lines,
or a two-dimensional bar code. In one embodiment, the object includes an clement selected from

the group consisting of a dopant, a defect, a broken bond, an ¢lectron frap and a hole trap. In one



CA 02848199 2014-03-07
WO 2013/048714 PCT/US2012/054560

embodiment, the method further includes the step of exposing the object to g wavelength of Light
Ay and scanning the two-dimensional code ysing @ mobile device.

[{(MH14]  The higures are not necessarily o scale, emphasis instead generally being placed upon
ithustrative prineiples. The figures are to be considered ilustrative m all aspects and are not
iwtended to it the mvention, the scaope of which is defined only by the claums.

[0015] Figure 1A is a schematic diagram showing a system suitable for forming a code on or
within an object accordmg to an lustrative embodiment of the 1nvention.

[0016]  Figurc 1B iy a schematic diagram showing an object being scanned and having a code

hat 18 substantially invisible when cxposed to wvisible light according to an tliustrative

.

t
cmbodimont of the invention,

[0817] Figure 10 18 a schematic diagram showimg a scan pattern of a beam or the movement
pattern of an object relative to a beam suttable writing & code on or within an object according to
an iHustrative embodiment of the invention.

[0018] Figore 1D s a schematic diagram showing an exemplary quick response ("QR™) code
suitable for writing In a substrate according o an stfustrative embodiment of the invention.

[0019] Figures 2A-2D are varnous schematic diagram showing a different views of an object
nmade from a material i which a code has been written ot or i the material according to an
itustrative embodiment of the mvention.

[0028] Figures 3A, 3B, and 3C are schematic diagrams showing a substrate before a code has
been formed, after a code bas been formed and 1 the presence of a code itHuminating source, and
after @ code has been formed without a code iHluminating source bemmg active, rospectively,

accordmg to an dlustrative embodiment of the invention,
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{0021]  Ppure 4 18 g schematic diagram showing a network-based system suitable for tracking
one or more objects having a code written therein or thercon according to an tliustrative
cmbodiment of the invention,

[0022]  Figures SA and 3B are process Hows showing representative pon-himifing code wnting
and code scanning steps.

[0023] Fiurores 6A and 6B are schiematic diagrams of a syringe having a 2D code formed in the
chamber stdewall m which a source of hght used to make the code visible 18 not active and then
active, respectively, accordimg to an ustrative embodiment of the mvention.

[0024]  Figure 7 1% a graph of an cxemplary Raman response revealing two encoded fines in an
object, according to an dlustrative embodiment of the mvention.

[025]  tThe mvention will be more completely understood through the tollowmyg detailed
description, which should be read in conjunction with the attached drawings. Deotatled
embodiments of the mvention are disclosed herein: however, it 8 to be understood that the
vartous forms. Therefore, specific functional detaids disclosed herein are pot to be interpreted as
limiting, but merely as a basis for the claims and as a representative basts for teaching one skilled
in the art to vartousiy employ the invention m virtually any appropriately detatied embodiment.
[0026]  In part, embodiments of the invention relate to systems, devices and methods for
apthenticating and tracking objects having a one or two-dimensional code writien m or on the
object and which forms part of the object. The code 15 not vistbie when viowed by a person
under typical lighting conditions. However, 1o the presence of an ultraviolet hight, such as black

light, the code or pattern becomes readable.  In the case of & Raman signature, the object 18
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scaned and the Raman intensity at a given Raman wavelength s vecorded.  The mitensity
moduiation can produce a bar code tor example as the bean i scanned across the object surtace.
[6027] For the avoidance of doubt, in this context readable means that it can either be seen by a
porson or, whether or not a person can see il, the code can be readable by a scanner and/or
computer.  In one cmbodiment, a scanner or computer or camerd, such as a mobue device

camerd, can read the code and determune whether or not the objoct s authentic. The feature of
sutfable as a trackmg device and as a anti-counterfetting device or mechanism.

{(128] In one embodiment, the imvention relates to g laser or opticallyv-based method o track
products by creating bar codes (1D or 2D) and guick response {("QR™) codes or other selectively
detoctable pattorns or codes in or on the products or their packaging, A volurae of an object of
mderest acts as a writing or encoding medium m which a code or spatial pattern can be written or
tormed i the outer surface of the object, the mner surface of the object, or some distance
between these bwo surfaces using appropriate focusing ophics, A plurality of two dimensional
regions can be changed in a given object of interest wherein the regions constitute the code or
pattern. Thus, a [irst material which makes up a sebstrate 1s changed to a second matenal having
detectable optical propertics or hight emutting propertics that differ from the tirst matenal,

[0029] For a given embodimnent, a patiern or code can be written or formed in the substrate
using varous devices to modify regions or volumes of the object betng modit
exampie, without himitation, a laser, a heating clement, an clectron beam pencrator, a lamp,
sources patred with patterned masks, and other devices suitable for causing a bond to break or

another structural change m the substrate. In one ecmbodiment, the changes affected i regions of

an object are such that g code or pattern formed from one or more such regions cannot be seen



CA 02848199 2014-03-07
WO 2013/048714 PCT/US2012/054560

when exposed to visibie hight {or another wavelength or band of wavelengths), but that s
scannable, readable, detectable or otherwise identifisble when exposed to electromagnetic
radiation outside of the visible range of wavelengths (or the visible range of wavelengths). Thus,
the pattern or code can be read, defected, scanncd ov otherwise detected using hght having

waveiengths i the ultraviolet range {and shorter wavelength bands) and m the infrared ran

2o
{and longer wavelength bands) i various respective embodiments.

[0038]  Preferably, the process of forming, wnting, or othorwise marking the object 18 non-
destruchive m nature and peces of the object are not removed, worn away, or etched.  Instead,
the matenial of the object 18 changed to another material derived from the first 1 specific
locations. In one embodiment, cither the tong or short ultravieiet (TUVT) response of the object
15 sclectively changed at different location, such as rendenng it ess responsive to UV or
enhancing its responsiveness to UV, according to a pattern. In one embodiment, the pattern can
be formed by changing the UV response for different regions relative to other regions m which
the UV response s unchanged. In such a method, some regions are targeted and other reglons
are skipped over by the laser or particle beam used fo form the code and remain unchanged. A
mask based system can also be used where uniform iHommation 13 ased with a series of slots or
patterns to allow the encoding bean to pass onto the object, In contrast, in other covbodiments,
all of the regions can be changed 1n torms of thew UV response, but changed relative 0 cach
other 8 way such that g readable pattern 18 present when exposed to UV light.  In one
embodiment, the object or substrate has detects, dopants, or other stroctural features that are
modifiable by the application of radiation or particles such ax electrons. For example, i one

cmbodiment a laser beam 1s used o structurally modify the objoet such that it traps clectrons in a

-0 .



CA 02848199 2014-03-07
WO 2013/048714 PCT/US2012/054560

tong-hived state rather than letting them recombine through fluorescence or phosphorescence
which is obscrvable by the cyc or an imaging detector such as a CCD wrray,

(0031]  In another approach, the objoct or substrate can be modificd to create Hluorescing or
phosphorescing defects whieh in furn absorb UV or other hght and ent at a longer wavelength.
in the former case, the mtrinsic fluorescence or phosphorescence are quenched locally while
the fatter they are enhanced.

[0032] In the case of Raman modification, the electromagnetic or particle wradiation breaks

the Raman intensity as shown by two fines encoded i an object with particutar Raman
responses.  This spatial modulation can be received as an authentication code, pattem ov

stgnature for verthying or tracking the object of mterest. In another embodiment, umtorm beam

example, Figure 7 18 @ graph of Raman scattering in response to UV excitation that reveals two

encoded lines in a plastic object. These encoded hines can etther be read or scanned or other wise
received as a bar code, avthentication code, or authentication signal,

[033]  Figure 1A shows a system 10 suitable for modifving an object 15 and in particular
altering a portion thercot which may be considered as a substrate by forming a 2D code 17 such
that the code s part of the object 15, An encrgy or projectiic source 18 can be used to dirvect a
electromagnetic radiation towards the object 13, In one embodiment, the source 1R 18 a laser,
clectron beam, particle emitter, lamp, hight source and a pattemed mask, a heat source, or other

-
W

controliable source of electromagnetic radiation or projectiles. In one embodiment, a beam 20 of

=
{

particies or radiation is directed to a particular volume of the object 15 such that a 2D code |

10 -
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can be written or formed. The beam 20 can be moved using a movable controller or head.
Alternatively, the abject 13 ¢an be transiated i space while the beam remains stationary, In ong
cmbodiment, a puised laser can be used as the faser source 18, In some embodiments, the aser
is a pulsed NdYAG laser. In some embodiments, the laser modifies a dopant contained 1w the
material that forms the object, thereby changing the optical propertics of the matenal where the
code 15 written or formed.  Sutiable dopants wclude, by way of non-himuing cxanple, alkaly

metal, nanocrystals, and semiconductor dopants.

[0034] In another embodiment, the beam wmpinges or other chemical bond breaking
phenomena or structural defect changing device 18 applied to g predetermined arca of the object
such that & code can be written.,  Speciiic coordinates for determinig the spatial movement of
the object or the program for scanmng the beam can be cntered using a compuier 22 or
controller. The computer 22 can also mclude a display 24 that can depiet a three-dimensional
model of the objeet 13 such that the position of the 2D code within or on the object 13 can be
visughzed and selected with an toput device 26 such as a mouse, Koevboard, tablet, or other
[00358]  In tom, and still with respect to Figare 1A, a beam director 28 such as a lens can be
used to focus the lasor beam 20 at vanous positions within the selocted regton of the object 15 to
receive the 2D code. Since the beam director allows the code writing to ocour 1 mm, 2 nmim or
any other distance m which the beam contacts the sobstrate which constitutes the object, it 18
clear that the object {¢.g., a bottle or syringe) would need to be destroyed or damaged to try and

remove of extract the code by a counterfeiter.

[0036] Once a 2D code 17 has been formed 1n or on the objoct 13, to suthenticate the object or

-1 -
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1B, In Figure 1B, a hand held scanner 27 18 shown reading the code 17 which has been formed
in the object 15 1n the preseace of a code tiuminating hight source 30 such as UV, IR, or other
source. In the absence of the source 30 bemng present, code 17 1s invisible or transparent such
that fooking at the object 15 would reveal s surface unmarred by a 2D code such as a QR code.
However, once the source 30 1% twrned on, the code 17 appears and be scanned, read,
photographed, or otherwise captured tor decoding.

[0037] At a production facihity where the objects are first scanned, g hand held scanner 27 may

>

be practicable. However, b a consumer, selier, distributor, law enforcement agency or other
mterested party wants to authenticate the object, using a mobiie device 29, such as g smart phone
with a camera, can take the place of a hand held scanner. QR codes are used for various
purposes and are amensble to encoded data of interest relative to the object. This data can
mehude source mtormation, expiration dates, an updated log of transport and storage localions,
and other mformation of mterest. Thus, a mobule device 29 can capture codes i the ficld and
atllow tor authentication and tracking of objects around the world.

[0838] As mentioned above, the beam 20 can be divected to scan a particular pattern over and
through an object at a focal depth set by the beam dwector 28, Figure 1€ shows an exemplary
beam tracing pattern.  Thix pattern can resalt from selectively rotating or otherwise transisting
the object or the beam. For example, the laser can be programmed to be on for certdamn portions
of the pattern and off for others {or always on but with a varyving or spectfic intensity gradiont for
different parts of the pattern) such that a code or pattern 1s formed in the object at the
predetermined depth and that remains mvisible when not exposed to UV light. An exemplary
code that can result from such a pattern and computer controlled laser operation 18 shown n

Figure 1D, 1 which a beam 18 serpentine-scanned from Ty to Ty as shown in Figure 1€, When
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the beam or light impinges on or within the substrate, chemical bonds or other structural defects
occur 1 @ controlled manner such that a pattern or code 1s formed therem.

[0039] Figure 1D shows an exemplary 2D code, such as a QR code, that can be wriiten as code
17 as previousty described, The rest of the pattern 15 to hink this 2D bar code or QR code to s
data base and a cell phone application to frack and suthenticate the product anywhere around the
wortd and, i particalar, pharmaccuticals and vacemnes, For a given, two-diraensional code, such
as a QR code, vartous types of informaton can be encoded. The mformation encoded can
mciude text, such as the source of the object, the item number of the object, a URL, the contents
of the object {c.g., X units of medicine Y) and other data.

[0048] Figure 2A shows an exemplary object 13 having 4 2D code formed i a portion of the
substrate that makes up part of the object, The embodiments ot the invention can be used with
any suttable object capable of recerving a 2D code or a QR code in response to a targeted iaser
beamn. For cxampie, objects can include, without imdation, botties, vases, ampoules, syringes,
perfume botties, cologne bottles, smgle malt scotch and othor botties for wine and spirits,
of doped or un-~doped materials can be used to fabricate the objects 17 before a code iy formed in
or on such an object. In one embodiment, the material 18 sclected from various types of glass,
which can mclude without hmitation, sithicate glass, semuconductor nanocrystal {CdS, CdSe,
Zade, ZnS, PbT) doped glass, phosphate glass, stheate phosphate, and borosilicate glass,

[(041]  Figure 2B shows a two dimensional region posttioned within a substrate 43, This
substrate 43 can be part of an object 13 such ag that shown iy the preceding figures, Within the
two dimensional region shown in dotted lines & 2D code 17 can be written such as a QR code, a

bar code, or other 2D codes. As shown mn Figures 20 and 2D, the code 17 that is formed within
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the substrate 43 can have a length and width which frame the code hike a boundary, outside of
which no part of the code appears. The code also can have a thickness which can be relatively
thin or thick dopending on the tocusing capabihitics of the laser and the dimensions of the object.
in some embodiments, the faser focuses on one or more planes within the thickness ot the object
and can produce more than one spatial plane contaming imformation.

[0042] Figure 3A shows an ebject 45 that has been selected or fabricated to faciitate tormation
of a 2D code within the substrate that constitutes the object. As shown, region 54 on the current
viewable surface of the object 45 18 not bemg writlen upon or modihied. In confrast, region 35
has a length (L) and a width (W) that defines a substantially rectangular region or volume
which the 2D code shown m Figore 3B will be wiitten. Agam, m Figure 3A no code has been
wriiten yet, but the computer controlling the beam depicted m Figare 1A has been programumed

with respect to the region 35 where the beam will be directed and where the code will be written

L4

by modifving a pharality of regions with the larger rogion 33,

[0043] In Figure 3B, a 2D code 17, such as a QR code has been written n region 35, The 2D

code 17 that has been written in or on the substrate and within the boundary of region 33 15 only

visible because of the presence of light of wavelength about 4y or wavelength range from about
Ay to about Ao, Further, as shown, the visible code 17, 15 made up of a plurality of regions
{(shown as regions 60u ~ 60¢} which are g subset of the larger region 55, Each of these regions
G0a — 60¢ has a UV response that 18 substantially the same with respect to each other, in one
embodiment.

10044] In one embodiment, the object in which the code is formed 1s 1dentified or pre-sorcened

such that the object imncludes & feature such as significant band to band absorption, structural

1<
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defects, hole {raps, clectron traps, or other features that cause the object fo fluoresce when
exposed to a first wavelength A4 at a second wavelength A;.

[0043]  In a preferred ombodiment, Ay 18 non-visible electromagoctic radiation and 18 Ay visible
clectromagnetic radiatton. In one embodiment, Ay and A; are both m the ultraviole! range. In one

yIE>
i

cmbodiment, one of Ay and A» corresponds to the short wavelength sub-range of the UV ran
and ounc of 4; and A; corresponds to the long sub-range of the UV range. In another erabodiment,
Light.

[0846] In one embodiment, the regions 60a-00¢ are formed by applymg a beam to change the
UV response of those regions such that the code 17 of Figure 3B 15 visible when exposed to at

fcast one of Ay and A; but not when exposed to visible light. For example, m Figure 3C, only

vistbie fight i applied to the region 35 and no code 18 visible.

10047 Another embadiment of the invention relates {o patring the authentication features with
mventory tracking and reportimge with respect to the objects, An cxemplary system 62 18 shown
in Figure 4 that inclodes a code writing facility 73, At this facibity the code forming or wnting
steps described in Figure 5A {ov others) can be performed using a system like that shown in
Figure 1A to encode objects that are cither presclectad or otherwise made for the purpose of

encoding them with a 2D code. The factlity 73 18 bi-directionaily or uni-directionally connected

as the Internet 75, A server 77 and a database 78 may be

~
4

located at the factlity 73 and directly connccted thereto or remote from the tfacility 73, but
connected via a network 75,
(048] Each time a code 1 written with respect 1o a object of interest that particular object can

recerve an identifier that is part of or locatable by using the code. That wdentilier, the contents of
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the code, or any other data encoded by or accessible by the code can be stored and managed by
the database 78 runnmg on server 77,
[0049]  In tumn, as shown on the night side of Figure 4, when a mobile device 29 reads 8 two

-~y
f

dimensional code 17, such as a QR code, from a object 13, in the presence of a sowrce of

clectromagnctic radiation of a wavelength or a wavelength range 82 that renders the code 17

=3
4
P

readable by the mobile device 29 the mobiie device can decode the code 17 o, it the code 17
mciudes g URL or other commands, 11 can be directed the mobile device 1o an mventor tracker
for the object.

[0658] In onc cmbodiment, the code 17 18 a QR code which can be used for ncarly
instantancous data base checking and veritfication from anywhere around the world using a cell
phone camerda application.  The combination of authontication technology and QR codes can
track and authenticate pharmaceuticals and other packaged products anywhere 1 the world.
Figurcs 6A and 6B show a syringe that is preloaded with g vaccmne. In Figure 6A the syringe has
been coded by expostng 1t to the code torming process, but there 15 not suitable code tluminating

b4

light to see the code. In Figure, 6B the appropriate wavelength of code illummating hght 1s

to actually remove several mitllimeters of the ampoule or the synnge, which is stimply not
possible.  As a result, the use of the embodiments descnibed herein to sateguard medicines and
track them has many advantages.

H0031]  In Figwre 5A, a process flow showing an exemplary sequence of steps for forming a
code in an object as part of asserably line type process 18 shown., Initially, the system positions
90 the object. The system collects code data 93, such a format, and othor parameters. In

addition, the system also collects positional and coordinate data, such as where m the object the

16 -
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code should be wrnitten. Once this information has been transterred, the code writing process
comumences 95, After the code has been written, it can optionally be tested. Any relevant code
data, sach as manutacturer data, or object data is stored in the database 101, Next, the covertly
encoded object 15 advanced and a new objeel s aligned with the laser source. This process
continues uniil all of the objects m the batch are processed.

(0052]  Sinularly, i Flgore 3B, a parallcl process flow relating to an exemplary sequence of

steps for the scanning part of the process 1s shown, Initially, the object 15 tHuminated 110 with

the code tHuminating wavelength needed to read the code. Next, the code s scanned 113, 1n
one embodiment, a mobiue device or a hand scanner performs the code reading 115, Ongce
scanned, the code may be sent directly or transmitted as proxy data corrclated with the code. A
database containing information is quenied 117 regarding past scans of the code, where it was
scanned, 1t 1t has been retired or destroyed, ete. Hf the scan of the object runs atoul of a threshold
or tule relative to the cvents stored m the database, an alert questioning the authenticity of the
object can be gencrated 119,

[0053] The aspects, embodiments, features, and examples of the invention are to be consudered
ithastrative 1o all respects and are not intended to imit the invention, the scope of which i
defined only by the claims. Other embodiments, modifications, and usages will be apparent to
those skilied in the art without departing from the spirtt and scope of the claimed mvention.
[0034] The use of headings and sections 1 the apphiecation is not meant to limit the invention;
cach section can apply to any aspect, embodiment, or feature of the mvention.

10058 Throughout the application, where compositions are desenibed as having, meluding, or

compristing specific components, or where processes are described gs having, including or



CA 02848199 2014-03-07
WO 2013/048714 PCT/US2012/054560

also consist essentially of, or consist of, the recited components, and that the processes of the
present teachings also consist cssentiatly of, or consist of, the recited process steps.

[0036]  In the apphication, where an cloment or componcent 1s said to be included n andior
selected from a bist of recited elements or components, 1 should be understood that the element
or component can be any onc of the recited clements or components and can be selected from a
group consisting of two or more of the recited clements or components.  Further, it should be
understood that clements andf/or features of a composition, an apparatus, or a method described

herein can be combmed m a vanety of ways without departing from the spirit and scope of the

present teachings, whether exphicit or implicit berem.

SR Y ¥y 4

0087  The use of the terms “mcelude,” “mcludes,” “including,” “have,” “has,” or “having”
should be generally understood as open-ended and son-hmuting uniess specihically  stated
otherwise.

10058]  The use of the singudar herein includes the plural (and vice versa) unless specifically
stated otherwise, Morcover, the singular forms 8,7 “an,” and “the” mchude plural forms unless
the context clearly dictates otherwise, In addition, where the use of the term “about™ 15 before a
quantitative value, the present teachings also include the specific quantitative value itself, unless
specificatly stated otherwise.

[0059] it should be understood that the order of steps or order for performung cortam actions 18
immatenial so long as the present teachings remain operabie. Morcover, two or more steps or
actions may be conducted simultancousiy.

[0068] It 1s to be understood that the figures and descriptions of the nvention bave been
stimplified to itlustrate clements that are relevant for a clear understanding of the mvention, while

chiminating, for puwrposces of clarity, other elements. Those of ordinary skill in the art will

<18 -
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recogmize, however, that these and other clements may be desirable. However, because such

clements are well known m the art, and becanse they do not facilitate a better understanding of
the invention, a discussion of such clemoents s not provided herein, 1t should be appreciated that
the higures are presented for iilustrative purposes and not as construction drawings. Omutted
detailx and modifications or alternative embodiments are within the pwrview of persons of
ordinary skill 1n the art,

[0061] It can be appreciated that, n certamn aspects of the mvention, a single component may
be replaced by multiple components, and multiple components may be replaced by a single
component, o provide an clement or structure or to perform a given function or functions.
Except where such substitution would not be operative to practice ¢oriam embodiments of the
iwvention, such substifution 18 considered withun the scope of the mvention.

[{(162] While the invention has been desceribed with reference to tustrative embodiments, 1t
witl be understood by those skilled i the art that various other changes, omissions and/or
addrtions may be made and snbstantial cquivalents may be substituted for c¢lements thercof
may be made to adapt a particular sttuation or material to the teachings of the invention without
departing trom the scope thereof, Therefore, it is intended that the invention not be limited o the
particular embodiment disclosed for carrving out this invention, but that the mvention will
mclade all embodiments talhing within the scope of the appended claims,  Moreover, unless
specificatly stated any use of the terms first, second, ¢tc. do not denote any order or importance,

but rather the terms first, second, etc. are used to distinguish one clemont from another.

(0063] Whatis claimed is:

219 -



CLAIMS

1. A security feature for authenticating an object comprising:
a substrate comprising a first material and having a length (Lg) and a width
(Wg); and

an authenticable two-dimensional code that is not visible until exposed to an
excitation source, said code comprising at least one region, the at least one region
disposed in the first material, wherein the at least one region comprises a physically
changed portion of the first material that creates a second material derived from the
first material,

wherein the first material and the second material are nonemissive when
exposed to visible light, wherein the second material emits visible light to a greater
degree than the first material when exposed to electromagnetic radiation that

substantially excludes visible light.

2. The security feature of claim 1 wherein the two-dimensional code or pattern is
configured to be substantially invisible to a person when exposed to visible light and
readable during when exposed to electromagnetic radiation that substantially
excludes visible light at ambient conditions.

3. The security feature of claim 1 wherein the two-dimensional code is selected
from the group consisting of a quick response code, a one-dimensional bar code, a
line, a glyph, a logo, a plurality of lines, or a two-dimensional bar code.

4, The security feature of claim 1 wherein the substrate comprises glass selected

from the group consisting of silicate glass, nanocrystal doped glass, phosphate glass,
silicate phosphate, and borophospate and soda lime glass.

20
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5. The security feature of claim 1 wherein the second material comprises an
electromagnetic radiation responsive element selected from the group consisting of
a dopant, a defect, a broken bond or structural change, a compound having a Raman
scattering signature that differs from that of the first material.

6.  The security feature of claim 1 wherein the substrate further comprises a
dopant, the dopant selected from the group consisting of an alkali metal, a
nanocrystal, and a semiconductor dopant.

7. The security feature of claim 1 wherein the two-dimensional code has a
boundary defined by Lg and Wg and wherein the first material has a first Raman
scattering signature and the second material has a second Raman scattering
signature that is detectably different from the first Raman scattering signature.

8.  The security feature of claim 1 wherein the substrate is part of the object and
wherein the object is selected from the group consisting of a bottle, a syringe, a
test tube, an ampoule, a container, and a sculpture.

9.  The security feature of claim 1 wherein the two-dimensional code comprises
identifier information such that the substrate is trackable by scanning the two-
dimensional code.

10. A method of fabricating an authenticable object comprising:
determining a position within an object comprising a first material for a target

area to bound a two-dimensional code:

exposing a plurality of locations in the object, within the target area, to a
particle or electromagnetic radiation beam, such that a second material is formed
from the first material, the two-dimensional code comprising a pattern of regions
corresponding to the plurality of locations: and

21
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assoclating the two-dimensional code with the authenticable object in a
database.

11. The method of claim 10 wherein second material emits light to a detectably

greater degree than the first material when exposed to electromagnetic radiation
that substantially excludes visible light.

12. The method of claim 10 wherein the beam originates from a laser and

wherein the second material fluoresces when exposed to A and does not fluoresce
when exposed to A;.

13.The method of claim 10 wherein the target region bounds the two-dimensional
code.

14.The method of claim 12 further comprising the step of exposing the object to A
and scanning the two-dimensional code using a mobile device.

15.The method of claim 14 further comprising the step of storing data associated

with the object in a database, the information accessible after the code has
been scanned by a mobile device.

16.An object encoding system comprising:

a computer comprising a prOcessor and a memory device, wherein the
memory device comprises instructions that when executed by the processor cause
the processor to:

select the time, duration, and pattern of a particle or electromagnetic
radiation beam before scanning an object:

scan an object with the beam such that the beam is on and off for periods of
time; and

CA 2848199 2018-10-26



encode a two-dimensional pattern in the object that is selectively readable
when exposed to a wavelength of eiectromagnetic radiation having a wavelength
greater than about 700 nm and less than about 400 nm.

17. The object encoding system of claim 16 wherein the two-dimensional
pattern Is selected from the group consisting of a quick response code, a one-
dimensional bar code, a line, a glyph, a logo, a plurality of lines, or a two-
dimensional bar code.

18. The object encoding system of claim 16 wherein the object comprises an
element selected from the group consisting of a dopant, a defect, a broken bond,
an electron trap and a hole trap.

23
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