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AGGREGATING ONLINE ACTIVITIES

CROSS REFERENCE

[0001] The present application claims priority from: U.S. Provisional Patent
Application Serial No. 61/663,485, entitled, “Aggregating Online Activities,” filed on June
22,2012; U.S. Patent Application Serial No. 13/664,331, entitled, “Aggregating Online
Activities,” filed on October 30, 2012; and U.S. Patent Application Serial No. 13/776,693,
entitled, “Aggregating Online Activities,” filed on February 25, 2013; the entireties of which

are incorporated herein by reference.

BACKGROUND
[0002] The specification relates to automatically authorizing data transfer from a
second server to a user device.
[0003] Over the last decade, social networking has become increasingly popular. A

user may share online activities with other users including friends, family members, etc., via
a social feed posted on a social network. A user may also interact with a variety of different
third party websites. For example, the user may read an article on a third party website and
post a comment about the article on the third party website. It may be highly desirable to
incorporate the user interactions with different third party websites into the user’s social feed
on the social network so that a richer and more complete social feed including activities
performed on the social network and/or third party websites may be presented to the user or

the user’s friends, family members or other acquaintances.
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SUMMARY
[0004] According to one innovative aspect of the subject matter described in this
disclosure, a system for automatically authorizing data transfer from a third party server to a
user device includes: a processor and a memory storing instructions that, when executed,
cause the system to: receive a request for data from a user of a user device; receive
information associated with the user and information associated with the user device;
determine whether the user has previously provided authorization for a particular application
available on the third party site; determine whether the user has previously provided
authorization for the user device; and if the user has previously provided authorization for a
particular application available on the third party site or has previously provided
authorization for the user device, send data to the user device.
[0005] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving a request for data from a user
of a user device; receiving information associated with the user and information associated
with the user device; determining whether the user has previously provided authorization for
a particular application available on the third party site; determining whether the user has
previously provided authorization for the user device; and if the user has previously provided
authorization for a particular application available on the third party site or has previously
provided authorization for the user device, sending data to the user device.
[0006] According to one innovative aspect of the subject matter described in this
disclosure, a system for automatically authorizing data transfer from a third party server to a
user device includes: a processor and a memory storing instructions that, when executed,
cause the system to: receive, at a first service from a second service, a request for approval of
data transmission; receive, at the first service, user information and information associated

with a first device; determine whether a user has previously granted access to the second
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service to the first service using the first device; determine whether a second device was
previously granted access to the first service; and if the user has previously granted access to
the second service to the first service using the first device and the second device was
previously granted access to the first service, send approval to transmit data by the second
service to the second device.

[0007] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving, at a first service from a
second service, a request for approval of data transmission; receiving, at the first service, user
information and information associated with a first device; determining whether a user has
previously granted access to the second service to the first service using the first device;
determining whether a second device was previously granted access to the first service; and if
the user has previously granted access to the second service to the first service using the first
device and the second device was previously granted access to the first service, sending
approval to transmit data by the second service to the second device.

[0008] According to another innovative aspect of the subject matter described in this
disclosure, a system generating interactive posts includes: a processor and a memory storing
instructions that, when executed, cause the system to: receive content for publishing,
including a plurality of data items from a user device; receive data associated with the
plurality of data items from a second server; generate a post including a representation of
each of the plurality of data items; receive a selection of at least one of the plurality of data
items; and generate an action corresponding to the selection.

[0009] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving content for publishing,
including a plurality of data items from a user device; receiving data associated with the

plurality of data items from a second server; generating a post including a representation of
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each of the plurality of data items; receiving a selection of at least one of the plurality of data
items; and generating an action corresponding to the selection.

[0010] According to one innovative aspect of the subject matter described in this
disclosure, a system for generating interactive posts includes: a processor and a memory
storing instructions that, when executed, cause the system to: receive, at a first service,
content for publishing from a user device, the content including a plurality of data items;
receive, at the first service, data associated with the plurality of data items from a second
service, the second service having received user authorization to interact with the first
service; generate, by the first service, a post including a representation of the plurality of data
items; receive, at the first service, a selection of at least one of the plurality of data items; and
gencrate an action directed to the second service corresponding to the selection.

[0011] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving, at a first service, content for
publishing from a user device, the content including a plurality of data items; receiving, at the
first service, data associated with the plurality of data items from a second service, the second
service having received user authorization to interact with the first service; generating, by the
first service, a post including a representation of the plurality of data items; receiving, at the
first service, a selection of at least one of the plurality of data items; and generating an action
directed to the second service corresponding to the selection.

[0012] According to another innovative aspect of the subject matter described in this
disclosure, a system for generating interactive posts includes: a processor and a memory
storing instructions that, when executed, cause the system to: receive content for publishing
including at least one data item from a user device; receive data associated with the data item

from a second server; generate a post including a dynamic representation of the one data
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item; receive a update associated with the one data item; and generate an updated post
including an update to the dynamic representation of the one data item.

[0013] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving content for publishing
including at least one data item from a user device; receiving data associated with the data
item from a second server; generating a post including a dynamic representation of the one
data item; receive a update associated with the one data item; and generating an updated post
including an update to the dynamic representation of the one data item.

[0014] According to one innovative aspect of the subject matter described in this
disclosure, a system for generating interactive posts includes: a processor and a memory
storing instructions that, when executed, cause the system to: receive, at a first service,
content for publishing including at least one data item; receive, at the first service, data
associated with the data item from a second service, the second service having authorization
to interact with the first service; generate, by the first service, a post including a dynamic
representation of the data item; receive, at the first service, an update associated with the data
item from the second service; and generate, by the first service, an updated post including an
update to the dynamic representation of the data item based on the update associated with the
at least one data item from the second service.

[0015] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving, at a first service, content for
publishing including at least one data item; receiving, at the first service, data associated with
the data item from a second service, the second service having authorization to interact with
the first service; generating, by the first service, a post including a dynamic representation of
the data item; receiving, at the first service, an update associated with the data item from the

second service; and generating, by the first service, an updated post including an update to
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the dynamic representation of the data item based on the update associated with the data item
from the second service.

[0016] According to another innovative aspect of the subject matter described in this
disclosure, a system for providing fine grain control of sharing of user information includes: a
processor and a memory storing instructions that, when executed, cause the system to:
receive indication that a user interacted with second server; receive input identifying the
second server; determine whether second server is enrolled; determine an identity of the user;
determine what information the user has permitted sharing with the second server; retrieve
the permitted user information; and provide permitted information to the second server.
[0017] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving indication that a user
interacted with second server; receiving input identifying the second server; determining
whether second server is enrolled; determining an identity of the user; determining what
information the user has permitted sharing with the second server; retrieving the permitted
user information; and providing permitted information to the second server.

[0018] According to another innovative aspect of the subject matter described in this
disclosure, a system for providing fine grain control of sharing of user information includes: a
processor and a memory storing instructions that, when executed, cause the system to:
receive, at a first service, an indication that a user interacted with a second service; receive, at
the first service, an input identifying the second service; determine, at the first service,
whether second service is enrolled with the first service; determine, at the first service, an
identity of the user; determine that the user authorized a particular scope of sharing of data
from the first service to the second service; determine, at the first service, what information

the user has permitted sharing with the second service based on the particular scope of
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sharing; retrieve the permitted user information from the first service; and providing
permitted information to the second service

[0019] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving, at a first service, an
indication that a user interacted with a second service; receiving, at the first service, an input
identifying the second service; determining, at the first service, whether second service is
enrolled with the first service; determining, at the first service, an identity of the user;
determining that the user authorized a particular scope of sharing of data from the first
service to the second service; determining, at the first service, what information the user has
permitted sharing with the second service based on the particular scope of sharing; retrieving
the permitted user information from the first service; and providing permitted information to
the second service.

[0020] According to another innovative aspect of the subject matter described in this
disclosure, a system annotating user activity information includes: a processor and a memory
storing instructions that, when executed, cause the system to: receive activity information
associated with a user; receive data associated with the activity information from a second
server; aggregate activity information; determine associated information related to aggregated
activity information; and send associated information for display.

[0021] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving activity information
associated with a user; receiving data associated with the activity information from a second
server; aggregating activity information; determining associated information related to

aggregated activity information; and sending associated information for display.
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[0022] These and other implementations may each optionally include one or more of
the following features of: encrypting the user information and providing encrypted permitted
information to the second service.

[0023] According to another innovative aspect of the subject matter described in this
disclosure, a system annotating user activity information includes: a processor and a memory
storing instructions that, when executed, cause the system to: receive activity information
associated with a user from a first service, the activity information including information
related to the user activity associated with a second service on the first service; receive data
associated with the activity information from a second service; aggregate the activity
information from the first service and the data from the second service at the first service;
determine, at the first service, associated information related to aggregated activity
information; and send the associated information and at least a portion of the aggregated
activity information and data from second service to the second service for display.

[0024] In general, another innovative aspect of the subject matter described in this
disclosure may be embodied in methods that include: receiving activity information
associated with a user from a first service, the activity information including information
related to the user activity associated with a second service on the first service; receiving data
associated with the activity information from a second service; aggregating the activity
information from the first service and the data from the second service at the first service;
determining, at the first service, associated information related to aggregated activity
information; and sending the associated information and at least a portion of the aggregated
activity information and data from second service to the second service for display.

[0025] These and other implementations may each optionally include one or more of

the following features of: sending the associated information for display including sending
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the information to the third party service and sending the associated information for display
including sending the information to a first service.

[0026] Other aspects include corresponding methods, systems, apparatus, and
computer program products for these and other innovative aspects.

[0027] The present disclosure may be particularly advantageous in a number of
respects. The system may allows a second server to automatically transfer data to a user
device without needing the user to enter user credentials more than one time for an associated

application or an associated device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] The disclosure is illustrated by way of example, and not by way of limitation
in the figures of the accompanying drawings in which like reference numerals are used to
refer to similar elements.

[0029] Figure 1 is a block diagram illustrating an example system for providing third

party modifications to a user history.

[0030] Figure 2 is a block diagram illustrating an example of a connection
application.

[0031] Figure 3 is a block diagram illustrating an example of an enrollment
application.

[0032] Figure 4 is a block diagram illustrating an example of a sharing application.
[0033] Figure 5 is a flowchart of an example method for providing third party

modifications to a user history.
[0034] Figures 6A-6C are flowcharts of another example method for providing third

party modifications to a user history.
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[0035] Figures 7A-7B are flowcharts of an example method for sharing user
information with a second server.

[0036] Figure 8A is a flowchart of an example method for automatically authorizing
data transfer from a second server to a user device.

[0037] Figure 8B is a flowchart of another example method for automatically

authorizing data transfer from a second server to a user device.

[0038] Figure 9A is a flowchart of an example method for generating interactive user
posts.

[0039] Figure 9B is a flowchart of another example method for generating interactive
user posts.

[0040] Figure 10 is a flowchart of an example method for generating user activity
information.

[0041] Figure 11 is a graphic representation of an example user interface of a social

network portal displaying activity summaries for a user.

[0042] Figure 12 is a graphic representation of another example user interface of a
social network portal displaying activity summaries for a user.

[0043] Figure 13 is a graphic representation of an example user interface of a social

network portal displaying an interactive post of a user.

DETAILED DESCRIPTION

[0044] Figure 1 illustrates a block diagram of some implementations of a system 100
for providing third party modifications to a user history. The illustrated system 100 includes
user devices 115a...115n (also referred to herein individually and collectively as 115) that are

accessed by users 125a...125n (also referred to herein individually and collectively as 125), a

10
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first server 101, a data server 109 and a second server 107. In the illustrated implementation,
these entities of the system 100 are communicatively coupled via a network 105.

[0045] The user devices 115a, 115n in Figure 1 are used by way of example. While
Figure 1 illustrates two user devices 115a and 115n, the present disclosure applies to a system
architecture having one or more user devices 115. Furthermore, although Figure 1 illustrates
one network 105 coupled to the user devices 115, the first server 101, the second server 107
and the data server 109, in practice one or more networks 105 can be connected to these
entities. For example, in one implementation, the system 100 may include a first service, for
example, a social network service, hosted on the first server 101. The system 100 may also
include a second service, for example another service hosted on the second server (for
example, the second server may be a third party server). Furthermore, while Figure 1
includes one first server 101, one second server 107 and one data server 109, the architecture
100 could include one or more first servers 101, one or more second servers 107 and one or
more data servers 109.

[0046] The network 105 can be a conventional type, wired or wireless, and may have
numerous different configurations including a star configuration, token ring configuration or
other configurations. Furthermore, the network 105 may include a local area network (LAN),
a wide area network (WAN) (e.g., the Internet), and/or other interconnected data paths across
which multiple devices may communicate. In some implementations, the network 105 may
be a peer-to-peer network. The network 105 may also be coupled to or includes portions of a
telecommunications network for sending data in a variety of different communication
protocols. In some implementations, the network 105 includes Bluetooth communication
networks or a cellular communications network for sending and receiving data including via
short messaging service (SMS), multimedia messaging service (MMS), hypertext transfer

protocol (HTTP), direct data connection, WAP, email, etc.

11
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[0047] The first server 101 can be a hardware server that includes a processor, a
memory and network communication capabilities. In the illustrated implementation, the first
server 101 is coupled to the network 105 via signal line 104. The first server 101 sends and
receives data to and from one or more of the user devices 115a, 115n, the second server 107
and the data server 109 via the network 105. The first server 101 includes a social network
application 103. A social network can be a type of social structure where the users may be
connected by a common feature. The common feature includes relationships/connections,
¢.g., friendship, family, work, an interest, etc. The common features may be provided by one
or more social networking systems including explicitly defined relationships and
relationships implied by social connections with other online users, where the relationships
form a social graph. In some examples, the social graph can reflect a mapping of these users
and how they are related. Furthermore, it should be understood that the first server 101 and
the social network application 103 are representative of one social network and that there
may be multiple social networks coupled to the network 105, each having its own server,
application and social graph. For example, a first social network may be more directed to
business networking, a second may be more directed to or centered on academics, a third may
be more directed to local business, a fourth may be directed to dating and others may be of
general interest or a specific focus. In some implementations, the social network includes a
service that provides a social feed describing one or more activities of a user 125. For
example, the social feed includes one or more status updates for the user 125 describing the
user’s actions, thoughts, opinions, etc. In some implementations the social network
application 103 is stored and executed on one of the second server 107 and the data server.
In some implementations, the service provided by the social network application 103 is
referred to as a “social network service.” Other implementations are possible. In some

implementations, the services and components of the second server 107, first server 101, and

12



10

15

20

25

WO 2013/192564 PCT/US2013/047133

data server 109 can be provided by the same one or more servers. Moreover, the separation
of various components and servers in the implementations described herein should not be
understood as requiring such separation in all implementations, and it should be understood
that the described components and servers can generally be integrated together in a single
component or server.

[0048] In some implementations, the social network application 103 determines social
content to be provided to a user 125 based at least in part on a user history. For example, the
social network application 103 cooperates with the data server 109 to aggregate user activity
into a user history. In some implementations, the user activity may include user interactions
with a third party site. In some implementations, the user activity may occur in a social
network. The social network application 103 may cooperate with the data server 109 to
publish the user activity in a first user’s 125 social feed to a social network service.
Alternatively, the social network application 103 may cooperate with the data server 109 to
provide the user activity into a private history for a first user 125. The social network
application 103 then can determine which user activity in the history should be posted in a
social feed for a second user 125 based at least in part upon an explicit request from the
second user 125 or a determination that the second user 125 implicitly requests the content.
In some implementations, all or part of these functionalities of social network application 103
may be alternatively implemented by the data server 109 which will be described below.
[0049] In some implementations, the first server 101 sends and receives data to and
from one or more of the user devices 115a, 115n and generates social content associated with
the user 125 of the user device 115a. In some implementations, the , the first server 101
sends and receives data to and from one or more of the user devices 115a, 115n and generates
social content received from the user devices 115a, 115n. For example, the first server 101

cooperates with the user devices 115a, 115n to receive data from the user device and generate
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posts by the user 125 to be displayed on a social network portal. In some implementations,
the posts include data associated with a second server 107 and also cooperates with the
second server 107 to update the content of the post accordingly.

[0050] Many examples for determining social content to be provided to a user 125
based at least in part on a user history may be possible. For example, a first user 125 posted a
review for a camera on a third party site or a social network. The social network application
103 cooperated with the data server 109 to aggregate the post into a history for the first user
125. For example, the social network application 103 published the post in a social feed. A
second user 125 ignored the post since the second user 125 felt it was not relevant. However,
after a few months, the second user 125 decided to buy a camera. For example, the second
user 125 had a conversation with a friend in the social network mentioning this intent. Upon
the second user’s intent, the social network application 103 retrieves the post about the
camera and publishes the post in the second user’s 125 social feed.

[0051] In some implementations, the first server 101 includes an optional application
programming interface (“API”) 199. The API 199 can include code and routines for handling
data communication among different entities. For example, the optional API 199 can be
stored in the first server 101 includes code and routines for handling data communication
between the first server 101 and the data server 109. As another example, the optional API
199 can be stored in the first server 101 includes code and routines for handling data
communication between the first server 101 and the second server 107. As another example,
the optional API 199 can be stored in the first server 101 includes code and routines for
handling data communication between the first server 101 and the user devices 115a, 115n.
In the illustrated implementation, the API 199 is depicted using a dashed line to indicate that

the API 199 may be an optional feature for the first server 101.

14



10

15

20

25

WO 2013/192564 PCT/US2013/047133

[0052] The second server 107 can be a hardware server that includes a processor, a
memory and network communication capabilities. In the illustrated implementation, the
second server 107 is coupled to the network 105 via signal line 106. The second server 107
sends and receives data to and from other entities of the system 100 via the network 105. The
second server 107 includes a service module 193, a connection application 190 and an
optional API 199. The components of the second server 107 are communicatively coupled to
each other.

[0053] The API 199 is described above and the descriptions for the API 199 will not
be repeated here. In some implementations, the optional API 199 can be stored in the second
server 107 includes code and routines for handling data communication between the second
server 107 and the data server 109. For example, the API 199 can include an interface
allowing the second server 107 to transmit data to the data server 109. As another example,
the API 199 can include an interface allowing the second server 107 to transmit data to the
first server 101. As another example, the API 199 can include an interface allowing the
second server 107 to transmit data to the user devices 115a, 115n.

[0054] The service module 193 can be code and routines for providing a service to a
user. For example, the service module 193 includes code and routines for providing a web
page with an embedded video to a user 125 and allowing the user 125 to interact with the web
page and/or the video. Other examples of services provided by the service module 193
include, but not limited to, providing a news feed, publishing an article, generating a playlist,
publishing a video, posting a picture or other online services. In some implementations, a
user 125 interacts with a service provided by the service module 193. The service module
193 generates user activity data describing the user interaction with the service. For example,
a user 125 comments on a news article presented on a web page provided by the service

module 193, causing the service module 193 to generate user activity data describing that the
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user 125 has commented on the news article. The service module 193 sends the user activity
data to the connection application 190. In some implementations, the service module 193
stores the user activity data in a second storage device 297 described below with respect to
Figure 2. In some implementations, the service module 193 can be stored and executed on
one of the first server 101 and the data server 109. The service provided by the service
module 193 can be referred to as a “first service.”

[0055] The connection application 190 can be code and routines for connecting the
second server 107 to the data server 109. In some implementations, the connection
application 190 can be implemented using hardware including a field-programmable gate
array (“FPGA™) or an application-specific integrated circuit (“ASIC”). In some other
instances, the connection application 190 can be implemented using a combination of
hardware and software. In some implementations, the connection application 190 may be
stored in a combination of the devices and servers, or in one of the devices or servers.

[0056] In some implementations, the connection application 190 aggregates user
activity data associated with a user 125 and shares the user activity data with the data server
109 upon the consent of the user 125 and the service providing the user activity data (e.g.,
through the second server 107). The user activity data can be data describing one or more
user interactions with a service, ¢.g., provided by the second server 107. For example, the
user activity data includes data describing that a user 125 has viewed a video hosted by the
second server 107. In some implementations, a single interaction can also involve multiple
actions. For example, a user could purchase a movie and watch it. In some implementations,
the connection application 190 controls the data shared with the data server 109 by specifying
one or more types of user interactions to be shared with the data server 109. For example, the
connection application 190 specifies to share a view type of user interactions with the data

server 109 and transmits user activity data associated with the view type to the data server
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109. In one embodiment, an entity of the data server 109 (e.g., the enrollment application
195, the sharing application 188, the authorization application 196, or a combination of the
enrollment application 195, the authorization application 196, and the sharing application
188) provide an input to the second server 107 specifying one or more types of user
interactions to be shared with the data server 109. The interactions could be annotated using
time, location, weather, and people (eg. other people who were present with the user). The
connection application 190 will be described below in more detail with reference to Figure 2.
[0057] In some implementations, a type of user interactions may be categorized by an
action associated with the user interactions. For example, a type of user interactions may be
categorized by a verb describing an action in a user interaction. Examples of an action
associated with a user interaction can include, but not limited to, “view” (e.g., viewing a
video on a site, viewing an online movie, etc.), “comment” (€.g., commenting on a post,
commenting on a picture, etc.), “listen” (e.g., listening to a piece of music, listening to a radio
station, etc.), “search” (e.g., searching for a product, searching for a news article, etc.), “read”
(e.g., reading an article, reading a blog, etc.), “check in” (e.g., checking in a restaurant,
checking in a coffee shop, etc.) and “post” (e.g., posting a picture on a site), etc. Examples of
a type of user interactions may include, but not limited to, a view type, a comment type, a
listen type, a search type, a read type, a check-in type and a post type, etc. Other types of
user interactions may be possible. In some implementations, the connection application 190
can be stored and executed on one of the first server 101 and the data server 109. The service
provided by the connection application 190 can be referred to herein as the “connection
service.”

[0058] In some implementations, the connection application 190 provides metadata in
addition to the user activity data to the data server 109. In some implementations, the

metadata can include data describing additional information in association with the verbs
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describing actions in user interactions. For example, the metadata can include data
describing an identity of a user 125 who performs the action, a date and a time of the action
and a subject to which the user 125 performs the action. The connection application 190
provides the metadata to the data server 109 upon the consent of the user 125 and the service
providing the metadata. In some implementations, the connection application 190 provides
metadata in association with certain types of verbs to the data server 109. For example, the
connection application 190 specifies to share metadata for a view type of user interactions
with the data server 109 and transmits the metadata in association with the view type actions
to the data server 109.

[0059] In some implementations, the connection application 190 generates and sends
an indication to the data server 109 describing a user 125 interacts with a widget on a third
party site, allowing the data server 109 to provide the user 125 an option to connect the user’s
125 first account (for example, an account for a first service) with a second account (for
example, an account for a second service). In some implementations, a widget may be an
embedded application providing a service. The service may be a social network service. For
example, a user 125 visits a third party site and clicks a widget, ¢.g., a “share” button, an
acknowledgement indication button, etc. The connection application 190 generates an
indication describing the user 125 clicks the widget and sends the indication to the data server
109. Upon receiving the indication, the data server 109 controls the connection application
190 to generate interface data for providing a user interface that allows the user 125 to
connect a foreign account to the local account of the user 125. For example, a foreign
account may be a social account of the user 125 registered with the social network
application 103. A local account may be an account of the user 125 registered with the
second server 107. In some implementations, the data server 109 generates the interface data

and transmits the data to the connection application 190 for displaying the user interface on
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the user device 115 of the user 125. In some implementations, if the user 125 approves to
connect the foreign account with the local account, the connection application 190 connects
the foreign account with the local account of the user 125 and sends data describing the
accounts connection for the user 125 to the data server 109 based at least in part on
requirements of the second server 107 and the data server 109. If the user 125 does not
approve the connection, the connection application 190 does not connect the foreign account
with the local account of the user 125.

[0060] The data server 109 can be a hardware server that includes a processor, a
memory and network communication capabilities. In the illustrated implementation, the data
server 109 is coupled to the network 105 via signal line 112. The data server 109 sends and
receives data to and from other entities of the system 100 via the network 105. In some
implementations, the data server 109 includes an enrollment application 195, a sharing
application 188, an authorization application 196 and a first storage device 197. The
components of the data server 109 are communicatively coupled to each other.

[0061] The enrollment application 195 can be code and routines for enrolling a
second server 107, or a service provided by the second server 107 or another server (e.g.,
social network server) with the data server 109 and publishing user activity data for a user
125. The example implementation described discusses enrolling and sharing data between a
second server 107 with the first server 101 through a data server 109. Other implementations
are possible. In particular, in some implementations, the user activity data is shared from a
service with the social network application 103. The service may be provided by a third
party service, e.g., service 193 provided by the second server 107; by the social network
application 103; or another application or server, e.g., provided by another server (not
shown). For example, the enrollment application 195 cooperates with the connection

application 190 to register a second server 107 with the data server 109, which allows the
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second server 107 to share user activity data with the data server 109 and alternatively
receive user information from the data server 109. In some implementations, the enrollment
application 195 can be implemented using hardware including an FPGA or an ASIC. In
some other instances, the enrollment application 195 can be implemented using a
combination of hardware and software. In some implementations, the enrollment application
195 may be stored in a combination of the devices and servers, or in one of the devices or
servers. In some implementations, at least part of the functionality described herein for the
enrollment application 195 may be provided by the connection application 190. In some
implementations, the enrollment application 195 is an entity of the first server 101.

[0062] In some implementations, the enrollment application 195 receives user activity
data associated with a user 125 from a second server 107 enrolled with the data server 109.
The enrollment application 195 publishes the user activity data upon the authorization of the
user 125. For example, the enrollment application 195 receives an authorization signal to
publish the user activity data from the user 125 and publishes the user activity data in
response to receiving the authorization signal. In some implementations, the enrollment
application 195 may not publish the user activity data if the user 125 does not authorize the
publication of the user activity data.

[0063] In some implementations, the enrollment application 195 receives a user input
describing a selection of content to be published from the user 125. The enrollment
application 195 determines, based at least in part on the selection of content, a subset of user
activity data to be published from the user activity data and publishes the subset of user
activity data upon the authorization of the user 125. In some implementations, the subset of
user activity data may include at least part of the user activity data. For example, if the
selection of content indicates to publish user activity data associated with a “comment” type,

the enrollment application 195 determines a subset of user activity data associated with the
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“comment” type and publishes the subset of user activity data upon the authorization of the
user 125.

[0064] In some implementations, the enrollment application 195 receives a user input
describing one or more social connections (e.g., friends, family, a public group, etc.) to
publish the user activity data. The enrollment application 195 publishes the user activity data
(or, a subset of user activity data) to the one or more social connections responsive to
receiving the user input. In some implementations, the enrollment application 195 receives a
user input indicating to publish the user activity data (or, a subset of user activity data)
privately. The enrollment application 195 publishes the user activity data (or, the subset of
user activity data) to a private history of the user 125 responsive to receiving the user input.
A user history may include one or more user interactions performed by a user 125. A private
history of a user 125 may be a user history published privately. For example, a private
history of a user 125 includes a user history viewable to the user 125 but not accessible by
other users 125.

[0065] The enrollment application 195 is described below in more detail with
reference to Figures 3, 5, 6A, 6B and 6C. In some implementations the enrollment
application 195 can be stored and executed on one of the second server 107 and the first
server 101. In some implementations, the service provided by the enrollment application 195
is referred to as the “data management service.”

[0066] In the illustrated implementations, the data server 109 includes the sharing
application 188. In some implementations, the sharing application 188 can be stored in the
first server 101.

[0067] The sharing application 188 can include code and routines for sharing user
information between the first server 101 and the second server 107 via the data server 109. In

some implementations, the sharing application 188 transmits information about a user 125

21



10

15

20

WO 2013/192564 PCT/US2013/047133

who interacts with the service 193 to the second server 107 upon the consent of the user 125
and upon the connection of the second server 107 to the data server 109 or the first server
101. For example, a user 125 visits a third party site and clicks a widget, e.g., a “share”
button, an acknowledgement indication button, etc. The sharing application 188 receives
data describing the user activity from the second server 107. The sharing application 188
provides information about the user 125 stored in the social graph to the second server 107
based at least in part upon the user’s 125 authorization.

[0068] In some implementations, the sharing application 188 determines whether the
second server 107 has enrolled with the data server 109 or the first server 101. If the second
server 107 has enrolled with the data server 109 or the first server 101, the sharing
application 188 provides user information to the enrolled second server 107. Otherwise, the
sharing application 188 does not provide user information to the second server 107. In some
implementations, the sharing application 188 determines whether the second server 107 has
enrolled with the data server 109 or the first server 101. If the second server 107 has enrolled
with the data server 109 or the first server 101, the sharing application 188 provides selected
user information to the enrolled second server 107. For example, the sharing application 188
determines which specific information the user has authorized to be shared with the second
server 107. For example, in some implementations, sharing application 188 can determines
to share a certain email address of the user or a certain list of contacts of the user, rather than
the user’s entire contact list or all of the user’s email addresses.

[0069] In some implementations, the sharing application 188 can include code and
routines for facilitating communication and data exchange between the first server 101 and
the second server 107 via the data server 109. The sharing application 188 will be described

below in more detail with reference to Figures 4, 7A and 7B. In some implementations, the
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sharing application 188 can be stored and executed on one of the data server 109 and the first
server 101.

[0070] The authorization application 196 can include code and routines for relaying
user or user device authorization to the second server 107 via the data server 109 without
requiring the user to input authorization credentials. In some implementations, the
authorization application 196 can include code and routines for automatically authorizing
data transfer from a second server 107 to a user device 115. In some implementations, the
authorization application 196 can include code and routines for automatically authorizing
data transfer from a user device 115 to a second server 107.

[0071] In some implementations, the authorization application 196 determines
whether a user 125 or user device 115 has authorized the second server 107 or service 193 of
the second server 107 to allow transfer of data to the user 125 or user device 115. If the user
125 or user device 115 as authorized, the second server 107 or service 193 of the second
server 107 to allow transfer of data to the user 125 or user device 115 and send the data to the
user device 115. For example, the authorization application 196 can receive an indication
from a second server 107 describing that a user 125 logs in a third party site and selects an
application available on the third party site for installation on the user’s device 115. The
authorization application 196 determines whether a user 125 has previously authorized the
second server 107 or service 193 of the second server 107 to send data associated with that
application, and if the user 125 has previously authorized the second server 107 or service
193 of the second server 107 to send data associated with that application, the requested data
or installation can be sent without requiring the user 125 to provide authorization credentials.
Similarly, authorization application 196 determines whether a user 125 has previously
authorized the second server 107 or service 193 of the second server 107 to send data to the

user’s device 115, and if the user 125 has previously authorized the second server 107 or
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service 193 of the second server 107 to send data to the user’s device 115, the requested data
or installation can be sent without requiring the user 125 to provide authorization credentials.
In other words, the authorization application 196 allows for a one-time authorization for a
particular application (if the application has been previously authorized, then there is no need
to request additional authorization credentials) and a one-time authorization for a particular
user device 115 (if the device has been previously authorized, then there is no need to request
additional authorization credentials). The authorization application 196 is described below in
more detail with reference to Figure &.

[0072] In some implementations, the data server 109 also includes an engagement
application (not pictured). In some implementations, the engagement application can include
code and routines for determining social content to be provided to a user 125 based at least in
part on a user history. As described above, the enrollment application 195 may cooperate
with the social network application 103 to aggregate user activity into a user history. In some
implementations, the user activity may include user interactions with a third party site. In
some implementations, the user activity may occur in a social network. The enrollment
application 195 may cooperate with the social network application 103 to publish the user
activity in a first user’s 125 social feed to a social network service. Alternatively, the
enrollment application 195 may cooperate with the social network application 103 to provide
the user activity into a private history for a first user 125. In some implementations, based at
least in part on the user history, the engagement application can cooperate with the first
server 101 to determine which user activity in the history should be posted in a social feed for
a second user 125 upon an explicit request from the second user 125 or a determination that
the second user 125 implicitly requests the content.

[0073] Many examples for determining social content to be provided to a user 125

based at least in part on a user history may be possible may be possible. For example, a first
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user 125 posted a review for a camera on a third party site or a social network. The
enrollment application 195 aggregated the post into a history for the first user 125. For
example, the enrollment application 195 cooperated with the social network application 103
to publish the post in a social feed. A second user 125 ignored the post since the second user
125 felt it was not relevant. However, after a few months, the second user 125 decided to
buy a camera. For example, the second user 125 had a conversation with a friend in the
social network mentioning this intent. Upon the second user’s intent, the engagement
application retrieves the post about the camera and publishes the post in the second user’s
125 social feed.

[0074] The first storage device 197 can be a non-transitory memory that stores data
for providing the functionality described herein. The first storage 197 may be a dynamic
random access memory (DRAM) device, a static random access memory (SRAM) device,
flash memory or some other memory devices. In some implementations, the first storage 197
also includes a non-volatile memory or similar permanent storage device and media including
a hard disk drive, a floppy disk drive, a CD-ROM device, a DVD-ROM device, a DVD-RAM
device, a DVD-RW device, a flash memory device, or some other mass storage device for
storing information on a more permanent basis.

[0075] In some implementations, the first storage 197 stores user activity data
associated with one or more users 125. For example, the first storage 197 stores a user
history including user activity data associated with a user 125. In some implementations, the
user history includes description of one or more user interactions performed by the user 125
on the second server 107 or the first server 101. In some implementations, the user history
may be a user history viewable to other users 125. In some other instances, the user history

may be a private user history viewable to the user 125 privately and not accessible by other
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users 125. In some implementations, the enrollment application 195 may provide opt-in or
out options and privacy settings.

[0076] The user device 115a, 115n may be a computing device that includes a
memory and a processor, for example a laptop computer, a desktop computer, a tablet
computer, a mobile telephone, a personal digital assistant (“PDA”), a mobile email device, a
portable game player, a portable music player, a television with one or more processors
embedded therein or coupled thereto or other electronic device capable of accessing a
network 105. In some implementations, the user device 115 includes a browser 191 for
accessing online services. In the illustrated implementation, the user device 115a is
communicatively coupled to the network 105 via signal line 108. The user 125a interacts
with the user device 115a via signal line 110. The user device 115n is communicatively
coupled to the network 105. The user 125n also interacts with the user device 115n. In some
implementations, the connection application 190 acts in part as a thin-client application that
may be stored on the user device 115a, 115n and in part as components that may be stored on
one or more of the first server 101, the third-party server 107 and the data server 109.

[0077] In some implementations, a user 125 logs in one or more of the first server
101, the second server 107 and the data server 109 using a universal login account. In some
instances, a user 125 logs in each of the first server 101, the second server 107 and the data
server 109 using an individual login account.

[0078] Referring now to Figure 2, an example of the connection application 190 is
shown in more detail. Figure 2 is a block diagram of a computing device 200 that includes a
connection application 190, a first processor 235, a first memory 237, a second
communication unit 245 and a storage device 197 according to some examples. The

components of the computing device 200 are communicatively coupled by a bus 220. In
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some implementations, the computing device 200 can be one of a first server 101, a user
device 115, a second server 107 and a data server 109.

[0079] The first processor 235 includes an arithmetic logic unit, a microprocessor, a
gencral purpose controller or some other processor array to perform computations and
provide electronic display signals to a display device. The processor 235 is coupled to the
bus 220 for communication with the other components via signal line 236. Processor 235
processes data signals and may include various computing architectures including a complex
instruction set computer (CISC) architecture, a reduced instruction set computer (RISC)
architecture, or an architecture implementing a combination of instruction sets. Although
Figure 2 includes a single processor 235, multiple processors 235 may be included. Other
processors, operating systems, sensors, displays and physical configurations are possible.
[0080] The first memory 237 stores instructions and/or data that may be executed by
the processor 235. The memory 237 is coupled to the bus 220 for communication with the
other components via signal line 238. The instructions and/or data may include code for
performing the techniques described herein. The memory 237 may be a dynamic random
access memory (DRAM) device, a static random access memory (SRAM) device, flash
memory or some other memory device. In some implementations, the memory 237 also
includes a non-volatile memory or similar permanent storage device and media including a
hard disk drive, a floppy disk drive, a CD-ROM device, a DVD-ROM device, a DVD-RAM
device, a DVD-RW device, a flash memory device, or some other mass storage device for
storing information on a more permanent basis.

[0081] The first communication unit 245 transmits and receives data to and from at
least one of the user device 115, the third-party server 107, the data server 109 and the first
server 101 depending upon where the connection application 190 may be stored. The

communication unit 245 is coupled to the bus 220 via signal line 246. In some
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implementations, the communication unit 245 includes a port for direct physical connection
to the network 105 or to another communication channel. For example, the communication
unit 245 includes a USB, SD, CAT-5 or similar port for wired communication with the user
device 115. In some implementations, the communication unit 245 includes a wircless
transceiver for exchanging data with the user device 115 or other communication channels
using one or more wireless communication methods, including IEEE 802.11, IEEE 802.16,
BLUETOOTH® or another suitable wireless communication method.

[0082] In some implementations, the communication unit 245 includes a cellular
communications transceiver for sending and receiving data over a cellular communications
network including via short messaging service (SMS), multimedia messaging service (MMS),
hypertext transfer protocol (HTTP), direct data connection, WAP, e-mail or another suitable
type of electronic communication. In some implementations, the communication unit 245
includes a wired port and a wireless transceiver. The communication unit 245 also provides
other conventional connections to the network 105 for distribution of files and/or media
objects using standard network protocols including TCP/IP, HTTP, HTTPS and SMTP, etc.
[0083] The second storage device 297 can be a non-transitory memory that stores data
for providing the functionality described herein. The second storage device 297 may be a
dynamic random access memory (DRAM) device, a static random access memory (SRAM)
device, flash memory or some other memory devices. In some implementations, the second
storage device 297 also includes a non-volatile memory or similar permanent storage device
and media including a hard disk drive, a floppy disk drive, a CD-ROM device, a DVD-ROM
device, a DVD-RAM device, a DVD-RW device, a flash memory device, or some other mass
storage device for storing information on a more permanent basis. In the illustrated
implementation, the second storage device 297 is communicatively coupled to the bus 220

via signal line 241.
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[0084] In the illustrated implementation shown in Figure 2, the connection
application 190 includes a first controller 202, an enrollment module 204, a first user
interface module 206, a user registration module 208, a data transmission module 210 and a
filter module 212. These components of the connection application 190 are communicatively
coupled to each other via the bus 220.

[0085] The first controller 202 can be software including routines for handling
communications between the connection application 190 and other components of the
computing device 200. In some implementations, the controller 202 can be a set of
instructions executable by the processor 235 to provide the functionality described below for
handling communications between the connection application 190 and other components of
the computing device 200. In some instances, the controller 202 can be stored in the memory
237 of the computing device 200 and can be accessible and executable by the processor 235.
The controller 202 may be adapted for cooperation and communication with the processor
235 and other components of the computing device 200 via signal line 222.

[0086] The first controller 202 sends and receives data, via the communication unit
245, to and from one or more of a user device 115, a first server 101, a second server 107 and
a data server 109. In some instances, the first controller 202 receives, via the communication
unit 245, a registration request for registering a user 125 with a service provided by the
second server 107 from a user device 115 and sends the registration request to the user
registration module 208. In some instances, the first controller 202 receives user activity data
from the data transmission module 210 and sends, via the communication unit 245, the user
activity data to the data server 109. In some instances, the first controller 202 receives
graphical data for providing a user interface from the user interface module 206 and sends the
graphical data to a user device 115, causing the user device 115 to present the user interface

to a user 125.
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[0087] In some implementations, the first controller 202 receives data from
components of the connection application 190 and stores the data in the second storage
device 297. For example, the first controller 202 receives data describing one or more
privacy settings from the user registration module 208 and stores the data in the second
storage device 297. In some implementations, the first controller 202 retrieves data from the
second storage device 297 and sends the data to components of the connection application
190. For example, the first controller 202 retrieves data describing one or more types of user
interactions specified by the second server 107 from the second storage device 297 and sends
the data to the filter module 212.

[0088] The enrollment module 204 can be software including routines for enrolling a
second server 107 with a data server 109. In some implementations, the enrollment module
204 can be a set of instructions executable by the processor 235 to provide the functionality
described below for enrolling a second server 107 with a data server 109. In some instances,
the enrollment module 204 can be stored in the memory 237 of the computing device 200 and
can be accessible and executable by the processor 235. The enrollment module 204 may be
adapted for cooperation and communication with the processor 235 and other components of
the computing device 200 via signal line 224,

[0089] In some implementations, the enrollment module 204 cooperates with the
enrollment application 195 to enroll a second server 107 with a data server 109, which allows
the second server 107 to share user activity data with the data server 109. For example, the
enrollment module 204 of the connection application 190 sends an enrollment request to the
enrollment application 195, causing the enrollment application 195 to send data describing
one or more requirements specified by the data server 109 to the enrollment module 204.
The requirements can include, for example, data specifying one or more types of user

interactions to be shared with the data server 109. For example, the data requirements
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indicate that the data server 109 is only interested in receiving activity data describing certain
types of user interactions with the service 193 (e.g., whether the user 125 views videos,
whether the user 125 comments on an article, etc.). The enrollment module 204 presents the
one or more requirements to an administrator of the second server 107. If the administrator
of the second server 107 provides an input indicating that the administrator agrees with the
requirements, the enrollment module 204 sends a signal indicating an acceptance of the
requirements to the enrollment application 195, causing the enrollment application 195 to
enroll the second server 107 with the data server 109 for sharing user activity data with the
data server 109. If the administrator disagrees with the requirements, the enrollment module
204 sends a signal indicating a decline of the requirements to the enrollment application 195
and the second server 107 may not be enrolled with the data server 109.

[0090] In some implementations, the enrollment module 204 specifies one or more
types of user interactions to be shared with the data server 109 during the enrollment process.
For example, the enrollment module 204 specifies a view type and a comment type of user
interactions to be shared with the data server 109. As a result, user activity data associated
with the view type and the comment type may be transmitted to the data server 109 upon the
consent of a user 125 associated with the user activity data. The enrollment module 204
stores the one or more types of user interactions specified by the second server 107 in the
second storage device 297.

[0091] As described above with respect to requirements transmitted to the second
server 107, in some implementations the enrollment module 204 of the connection
application 190 receives an input indicating one or more types of user interactions with the
service 193 to be shared with the data server 109. The enrollment module 204 works with the
other entities of the connection application 190 to aggregate data that is of the specified type

for sharing with the data server 109.
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[0092] The user registration module 208 can be software including routines for
registering a user 125 with a second server 107. In some implementations, the user
registration module 208 can be a sct of instructions executable by the processor 235 to
provide the functionality described below for registering a user 125 with a second server 107.
In some instances, the user registration module 208 can be stored in the memory 237 of the
computing device 200 and can be accessible and executable by the processor 235. The user
registration module 208 may be adapted for cooperation and communication with the
processor 235 and other components of the computing device 200 via signal line 228.

[0093] In some implementations, the user registration module 208 receives a
registration request from a user 125 and instructs the user interface module 206 to generate
graphical data for providing a registration form to the user 125. The user interface module
206 sends the graphical data to a user device 115, causing the user device 115 to present the
registration form to the user 125. The user 125 fills out the registration form and sends the
registration form to the user registration module 208, causing the user registration module
208 to register the user 125 with a service provided by the second server 107.

[0094] In some implementations, the user registration module 208 receives an opt-in
input from a user 125 during the registration process. In some implementations, the user
registration module 208 receives an opt-out input from a user 125 indicating that the user 125
opts out the data sharing between the second server 107 and the data server 109.

[0095] In some implementations, the user registration module 208 receives data
describing one or more privacy settings from the user 125 during the registration process. In
some instances, the user registration module 208 receives data describing one or more types
of user interactions that the user 125 selects to share with the data server 109. In some
instances, the user registration module 208 receives data describing a privacy level with a

social network application 103 from the user 125. The privacy level indicates, for example,
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one or more social connections (e.g., friends, coworkers, etc.) to which the user 125 selects to
publish his or her activity data in the social network. In some implementations, the user 125
may also configure the privacy settings for the data sharing via the enrollment application
195. For example, the enrollment application 195 instructs the user interface module 206 to
provide a user interface to the user 125, allowing the user 125 to configure the privacy
settings via the user interface. The enrollment application 195 receives the privacy settings
from the user 125 via the user interface and stores the privacy settings in the first storage 197,
the second storage 297 or a combination of the first storage 197 and the second storage 297.
[0096] The filter module 212 can be software including routines for filtering user
activity data. In some implementations, the filter module 212 can be a set of instructions
executable by the processor 235 to provide the functionality described below for filtering user
activity data. In some instances, the filter module 212 can be stored in the memory 237 of the
computing device 200 and can be accessible and executable by the processor 235. The filter
module 212 may be adapted for cooperation and communication with the processor 235 and
other components of the computing device 200 via signal line 232.

[0097] In some implementations, the filter module 212 receives, via the first
controller 202, user activity data describing a user interaction with a service from the service
module 193. The filter module 212 determines whether the user activity data (or, the user
interaction) can be of a type of user interactions specified by the second server 107. For
example, if a type of user interactions specified by the enrollment module 204 described
above includes a view type, the filter module 212 determines whether the user activity data
can be categorized to the view type. For example, if the user activity data includes a “view”
action, the filter module 212 determines that the user activity data may be of the view type

specified by the second server 107.
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[0098] If the user activity data can be categorized to the type of user interactions
specified by the second server 107, the filter module 212 sends the user activity data to the
data transmission module 210, causing the data transmission module 210 to send the user
activity data to the data server 109. In some implementations, the filter module 212 further
determines whether the user 125 authorizes to share the user activity data with the data server
109. If the user 125 has authorized the data sharing, the filter module 212 sends the user
activity data to the data transmission module 210 for delivering the user activity data to the
data server 109. If the user 125 has not authorized the data sharing, the filter module 212
does not send the user activity data to the data transmission module 210 and the user activity
data may not be delivered to the data server 109.

[0099] However, if the user activity data cannot be categorized to the type of user
interactions specified by the second server 107, the filter module 212 does not send the user
activity data to the data transmission module 210 and the user activity data may not be
transmitted to the data server 109.

[0100] In some implementations, the filter module 212 determines metadata in
addition to the user activity data. In some implementations, the metadata can include data
describing additional information in association with the verbs describing actions in user
interactions with the service 193. Examples for the additional information in association with
the verbs includes, but not limited to, an identity of a user 125 who performs the action, a
date and a time of the action and a subject to which the user 125 performs the action. Other
cxamples are possible. In some implementations, the filter module 212 receives the metadata
from the service module 193. In some implementations, the filter module 212 generates the
metadata describing the additional information associated with the verbs and adds the
metadata to the user activity data. The filter module 212 transmits the metadata along with

the user activity data to the data transmission module 210 for the transmission of the data to
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the data server 109. In some implementations, the filter module 212 determines metadata in
association with certain types of verbs describing user interactions. For example, the filter
module 212 determines metadata for a view type of user interactions and transmits the
metadata in association with the view type actions to the data transmission module 210.
[0101] The first user interface module 206 can be software including routines for
generating graphical data for providing user interfaces. In some implementations, the user
interface module 206 can be a set of instructions executable by the processor 235 to provide
the functionality described below for generating graphical data for providing user interfaces.
In some instances, the user interface module 206 can be stored in the memory 237 of the
computing device 200 and can be accessible and executable by the processor 235. The user
interface module 206 may be adapted for cooperation and communication with the processor
235 and other components of the computing device 200 via signal line 226.

[0102] In some implementations, the first user interface module 206 generates
graphical data for providing a user interface that depicts a registration form. The user
interface module 206 sends the graphical data to a user device 115 operated by a user 125,
causing the user device 115 to present the registration form to the user 125 via the user
interface. In some implementations, the user interface module 206 generates graphical data
for providing a user interface that depicts one or more privacy settings. The user interface
module 206 sends the graphical data to a user device 115, causing the user device 115 to
present the user interface to the user 125. The user 125 may configure the privacy settings
via the user interface. For example, the user 125 specifies a privacy level with a social
network application 103 via the user interface.

[0103] In some implementations, the user interface module 206 generates graphical
data for providing a user interface that allows a user 125 to configure the publication of the

user activity data. For example, the user interface allows a user 125 to select a subset of user
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activity data to be published, one or more social connections to which the subset of user
activity data may be published or whether to publish the subset of user activity data privately
in the private history of the user 125 or in the social network to other users 125 that are
approved by the user 125, etc. In some implementations, the user interface module 206 may
generate graphical data for providing other user interfaces to users 125.

[0104] In some implementations, the user interface module 206 determines user
interface data for displaying a user interface that allows a user 125 who interacts with a
widget on a third party site to connect a foreign account to a local account of the user 125.
For example, the user interface module 206 receives a control signal from the data server 109
for providing a user interface to a user 125 who clicks a widget on a third party site. For
example, the user interface allows the user 125 to select if the user 125 likes to connect a
foreign account (e.g., a social account with the social network application 103) to a local
account (e.g., an account with the second server 107).

[0105] If the user 125 selects to connect the social account with the third party
account, the first controller 202 receives the user’s 125 sclection as well as social account
login information from the user 125 and sends the information to the user registration module
208 for connecting the user’s 125 third party account with the social account. In some
implementations, the first controller 202 also sends a signal indicating the account connection
for the user 125 to the data server 109. If the user 125 does not agree with accounts
connection, the first controller 202 does not control the user registration module 208 to
connect accounts for the user 125, nor does the first controller 202 sends the connection
signal to the data server 109.

[0106] The data transmission module 210 can be software including routines for
transmitting user activity data to the data server 109. In some implementations, the data

transmission module 210 can be a set of instructions executable by the processor 235 to
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provide the functionality described below for transmitting user activity data to the data server
109. In some instances, the data transmission module 210 can be stored in the memory 237
of the computing device 200 and can be accessible and executable by the processor 235. The
data transmission module 210 may be adapted for cooperation and communication with the
processor 235 and other components of the computing device 200 via signal line 230.

[0107] In some implementations, the data transmission module 210 receives user
activity data from the filter module 212. The data transmission module 210 transmits the user
activity data to the data server 109 via the first controller 202 and the first communication
unit 245,

[0108] Referring now to Figure 3, an example of the enrollment application 195 is
shown in more detail. Figure 3 is a block diagram of a computing device 300 that includes a
second communication unit 345, a second processor 335, a second memory 337 and a first
storage device 197 according to some examples. The components of the computing device
300 are communicatively coupled by a bus 320. In some implementations, the computing
device 300 can be one of a first server 101, a user device 115, a second server 107 and a data
server 109.

[0109] The second communication unit 345, second processor 335 and second
memory 337 provide similar functionality as described above for the first communication unit
245, the first processor 235 and the first memory 237, respectively. Accordingly, these
descriptions will not be repeated here. In the illustrated implementation, the second
communication unit 345 is communicatively coupled to the bus 320 via signal line 346, the
second processor 335 is communicatively coupled to the bus 320 via signal line 336 and the
second memory is communicatively coupled to the bus 320 via signal line 338. The first

storage 197 is described above with reference to Figure 1, and the description will not be
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repeated here. In the illustrated implementation, the first storage 197 is communicatively
coupled to the bus 320 via signal line 341.

[0110] In the illustrated implementation shown in Figure 3, the enrollment application
195 includes a second controller 302, a determination module 304, a second user interface
module 306, a restriction module 308 and an output module 310. These components of the
enrollment application 195 are communicatively coupled to each other via the bus 320.
[0111] The second controller 302 can be software including routines for handling
communications between the enrollment application 195 and other components of the
computing device 300. In some implementations, the second controller 302 can be a set of
instructions executable by the second processor 335 to provide the functionality described
below for handling communications between the enrollment application 195 and other
components of the computing device 300. In some instances, the second controller 302 can
be stored in the second memory 337 of the computing device 300 and can be accessible and
executable by the second processor 335. The second controller 302 may be adapted for
cooperation and communication with the second processor 335 and other components of the
computing device 300 via signal line 322.

[0112] The second controller 302 sends and receives data, via the communication unit
345, to and from one or more of a user device 115, a first server 101, a second server 107 and
a data server 109. In some instances, the second controller 302 receives, via the second
communication unit 345, an input specifying one or more types of user interactions to be
transmitted to the data server 109 from the second server 107. In some instances, the second
controller 302 receives, via the second communication unit 345, an indication that a user 125
has registered with a service provided by the second server 107. In some instances, the
second controller 302 receives, via the second communication unit 345, user activity data

describing user interactions with a service provided by the second server 107 that is of the
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specified type from the second server 107. In some instances, the second controller 302
receives, via the second communication unit 345, an input specifying content approved by a
user 125 to be provided to a user device 115 from the second server 107.

[0113] In some implementations, the second controller 302 receives data from other
components of the enrollment application 195 and stores the data in the first storage 197.
[0114] In some implementations, the second controller 302 transmits to the second
server 107 a requirements input that describes one or more types of user activity data to the
shared with the data server 109. In some implementations, the requirements input is
determined based on an input provided by an administrator of the data server 109, an input
provided by the user 125 or a combination of an input provided by the administrator of the
data server 109 and an input provided by the user 125. In some implementations, the second
controller 302 transmits the user activity data to the social network application 103.

[0115] The determination module 304 can be software including routines for
determining whether a user 125 has approved of content. In some implementations the
determination module 304 can be a set of instructions executable by the second processor 335
to provide the functionality described below for determining whether a user 125 has approved
of content. In some instances, the determination module 304 can be stored in the second
memory 337 of the computing device 300 and can be accessible and executable by the second
processor 335. The determination module 304 may be adapted for cooperation and
communication with the second processor 335 and other components of the computing device
300 via signal line 324.

[0116] In some implementations, the determination module 304 receives, via the
second controller 302, user activity data describing a user interaction with a service provided
by the second server 107 (e.g., service 193). The determination module 304 determines

whether the user activity data has been approved by a user 125 to be provided to a user device
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115. For example, if an input from a user 125 specifying content approved by the user 125
indicates that the user 125 has approved the user activity data, the determination module 304
determines that the user activity data has been approved by the user 125 and delivers the user
activity data to the restriction module 308 for further processing regarding the approved user
activity data. If the input indicates that the user 125 has not approved the user activity data,
the determination module 304 does not send the user activity data to the restriction module
308 and the user activity data may not be provided to the user device 115 operated by the user
125.

[0117] The second user interface module 306 can be software including routines for
generating graphical data for providing a graphical user interface to the user device 115. In
some implementations the second user interface module 306 can be a set of instructions
executable by the processor 335 to generate graphical data for providing the user interfaces
described below with reference to Figures 8 and 9. The user interface module 306 sends the
graphical data to a user device 115, causing the user device 115 to present the graphical user
interface to the user 125. The user 125 provides inputs to the graphical user interface using
the user device 115, thereby providing the inputs necessary for the determination module 304
to perform its function. In some implementations, the user interface module 306 can be a set
of instructions executable by the processor 335 to provide the functionality described above
for generating graphical data for providing user interfaces. In some instances, the user
interface module 306 can be stored in the memory 337 of the computing device 300 and can
be accessible and executable by the processor 335. The user interface module 306 may be
adapted for cooperation and communication with the processor 335 and other components of
the computing device 300 via signal line 326.

[0118] The restriction module 308 can be software including routines for determining

whether the user activity data is restricted. The functionality of the restriction module 308 is
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described in more detail with reference to Figure 6C. The restriction module 308 may be
adapted for cooperation and communication with the processor 335 and other components of
the computing device 300 via signal line 328.

[0119] In some implementations, the restriction module 308 determines a type of the
interaction described by the approved user activity data. For example, the restriction module
308 receives, via the second controller 302, an input specifying a type of a user interaction
associated with the user activity data. The restriction module 308 determines whether the
type of the user interaction is a user specified type, ¢.g., a “view” type. If the type of the user
interaction cannot be categorized to the “view” type, the restriction module 308 sends the
user activity data to the output module 310 for providing the approved user activity data to a
public social feed to the user device 115. Accordingly, in some embodiments the user
activity data is restricted if it relates to a view type since the user 125 may want to keep this
information private. For example, the user 125 may not want other users 125 to know what
videos they are watching. If the type of the user interaction can be categorized to the “view”
type, the restriction module 308 applies additional restrictions to the approved user activity
data. If the user activity data is not restricted then the restriction module 308 may send the
content describing the approved action to the output module 310 for providing the content to
a public user social feed on a social network service. If the user activity data is restricted
then the restriction module 308 instructs the output module 310 to provide the approved
action to a private history of the user 125 not accessible to other users 125.

[0120] The output module 310 can be software including routines for providing user
approved activity data to the user 125. In some implementations, the output module 310 can
be a set of instructions executable by the processor 335 to provide the functionality described
below for transmitting approved user activity data to the social network application 103. In

some instances, the output module 310 can be stored in the memory 337 of the computing
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device 300 and can be accessible and executable by the processor 335. The output module
310 may be adapted for cooperation and communication with the processor 335 and other
components of the computing device 300 via signal line 330.

[0121] In some implementations, the output module 310 sends approved user activity
data to a user social feed on a social network service provided by the social network
application 109. In some implementations, the output module 310 provides approved user
activity to a private history of the user 125 not accessible to other users 125.

[0122] Referring now to Figure 4, an example of the sharing application 188 is shown
in more detail. Figure 4 is a block diagram of a computing device 400 that includes a third
communication unit 345, a third processor 335, a third memory 337 and a first storage device
197 according to some examples. The components of the computing device 400 are
communicatively coupled by a bus 420. In some implementations, the computing device 400
can be one of a first server 101, a user device 115, a second server 107 and a data server 109.
[0123] The third communication unit 445, third processor 435 and third memory 437
provide similar functionality as described above for the first communication unit 245, the first
processor 235 and the first memory 237, respectively. Accordingly, these descriptions will
not be repeated here. In the illustrated implementation, the third communication unit 445 is
communicatively coupled to the bus 420 via signal line 446, the third processor 435 is
communicatively coupled to the bus 420 via signal line 436 and the third memory is
communicatively coupled to the bus 420 via signal line 438. The first storage 197 is
described above with reference to Figure 1, and the description will not be repeated here. In
the illustrated implementation, the first storage 197 is communicatively coupled to the bus
420 via signal line 441.

[0124] In the illustrated implementation shown in Figure 4, the sharing application

188 includes a third controller 402, an identification module 404, an authentication module
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406 and an encryption module 408. These components of the sharing application 188 are
communicatively coupled to each other via the bus 420.

[0125] The third controller 402 can be software including routines for handling
communications between the sharing application 188 and other components of the computing
device 400. In some implementations, the third controller 402 can be a set of instructions
executable by the third processor 435 to provide the functionality described below for
handling communications between the sharing application 188 and other components of the
computing device 400. In some instances, the third controller 402 can be stored in the third
memory 437 of the computing device 400 and can be accessible and executable by the third
processor 435. The third controller 402 may be adapted for cooperation and communication
with the third processor 435 and other components of the computing device 400 via signal
line 422.

[0126] The third controller 402 sends and receives data, via the communication unit
445, to and from one or more of a user device 115, a first server 101, a second server 107 and
a data server 109. In some instances, the third controller 402 receives, via the communication
unit 445, an indication that a user 125 interacted with a widget on a third part site from the
second server 107. In some instances, the third controller 402 receives, via the
communication unit 445, an input identifying the second server 107. In some instances, the
third controller 402 receives, via the communication unit 445, a user authorization signal
from the first server 101 and sends information about a user 125, via the communication unit
445, to the second server 107 upon receiving the user authorization signal.

[0127] In some implementations, the third controller 402 receives data from the
components of the sharing application 188 and stores the data in the first storage 197.

[0128] The identification module 404 can be software including routines for

identifying a second server 107 and determining whether the second server 107 has been
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enrolled with the data server 109. In some implementations, the identification module 404
can be a set of instructions executable by the third processor 435 to provide the functionality
described below for identifying a second server 107 and determining whether the second
server 107 has been enrolled with the data server 109. In some instances, the identification
module 404 can be stored in the third memory 437 of the computing device 400 and can be
accessible and executable by the third processor 435. The identification module 404 may be
adapted for cooperation and communication with the third processor 435 and other
components of the computing device 400 via signal line 424.

[0129] In some implementations, the identification module 404 receives, via the third
controller 402, an input that identifies a second server 107. The identification module 404
determines whether the second server 107 has been enrolled with the data server 109 based at
least in part on identity information of the second server 107 specified by the input (e.g., an
identity code, a unique registration number, etc.). An enrollment process for enrolling a
second server 107 with the data server 109 has been described above with reference to Figure
2. For example, as described above, the enrollment module 204 cooperates with the
enrollment application 195 to enroll a second server 107 with a data server 109 upon an
acceptance of requirements specified by an administrator of the second server 107. In some
implementations, the identification module 404 determines that the second server 107 has
been enrolled with the data server 109 and sends an enrollment signal indicating the
enrollment of the second server 107 to the authentication module 406 for further processing.
If the identification module 404 determines that the second server 107 has not been enrolled
with the data server 109, the identification module 404 does not provide user information to
the second server 107.

[0130] The authentication module 406 can be software including routines for

determining whether a user 125 permits to share user information. In some implementations,
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the authentication module 406 can be a set of instructions executable by the third processor
435 to provide the functionality described below for determining whether a user 125 permits
to share user information. In some instances, the authentication module 406 can be stored in
the third memory 437 of the computing device 400 and can be accessible and executable by
the third processor 435. The authentication module 406 may be adapted for cooperation and
communication with the third processor 435 and other components of the computing device
400 via signal line 426.

[0131] In some implementations, the authentication module 406 receives, via the third
controller 402, an indication that a user 125 interacted with a widget on a third party site from
the second server 107. For example, the user 125 logs in a third party site and clicks on a
“share” button for sharing an article provided by the third party site to the user’s 125 social
content in a social network service. The second server 107 specifies an identity of the user
125 based at least in part on login information of the user 125 and sends an indication
describing the user interaction as well as the identity of the user 125 to the data server 109.
The authentication module 406 determines the identity of the user 125 based at least in part
on the indication from the second server 107.

[0132] In some implementations, the authentication module 406 determines whether
the user 125 permits to share the user’s 125 information stored in the social graph to an
enrolled second server 107. 1If the user 125 permits the data server 109 to share user
information with the enrolled second server 107, the authentication module 406 sends an
authorization signal indicating the authorization of the user 125 to the encryption module 408
for providing user information to the enrolled second server 107. If the user 125 declines to
share information with the second server 107, the authentication module 406 does not provide

information of the user 125 to the second server 107.
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[0133] The encryption module 408 can be software including routines for encrypting
the user information. In some implementations, the encryption module 408 can be a set of
instructions executable by the third processor 435 to provide the functionality described
below for encrypting the user information. In some instances, the encryption module 408 can
be stored in the third memory 437 of the computing device 400 and can be accessible and
executable by the third processor 435. The encryption module 408 may be adapted for
cooperation and communication with the third processor 435 and other components of the
computing device 400 via signal line 428.

[0134] In some implementations, the encryption module 408 receives, via the third
controller 402, an enrollment signal and an authorization signal from the identification
module 404 and the authentication module 406 respectively. Responsive to receiving these
two signals the encryption module 408 retrieves information of the user 125 from the social
graph and encrypts the information. For example, the encryption module 408 applies
encryption techniques to encode the information and sends, via the third controller 402, the
encoded information and optionally a private key to the second server 107, allowing a
secured transmission and preventing the second server 107 to further spread the user
information to other unauthorized second servers 107.

[0135] Referring now to Figure 5, an example of a method 500 for providing third
party modifications to a user history is described. In the illustrated implementation, the
method 500 can include receiving 502 an input specifying one or more types of actions to be
transmitted to the enrollment application 195 included in the data server 109. For example,
the connection service provided by the connection application 190 communicates with the
enrollment application 195 to provide an input specifying one or more types of activities to
be reported to the data management service provided by the enrollment application 195. The

enrollment application 195 receives 502 the input. The method 500 can also include
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receiving 504 activity data describing user actions from the connection application 190. The
method 500 can include receiving 506 a selection from the user device 115 specifying actions
described by activity data that can be provided to the user 125. The method 500 may
continue by providing 508 the activity data describing the specified actions to the user 125.
[0136] Referring now to Figures 6A-6C, another example of a method 600 for
providing third party modifications to a user history is described. Turning to Figure 6A, the
method 600 can include receiving 602 an input generated by the second server 107. The
input specifies one or more types of actions to be transmitted to the enrollment application
195 included in the data server 109. For example, the input specifies that the “view” actions
associated with a user 125 viewing a video will be transmitted to the enrollment application
195. In some implementations, the input received by the enrollment application 195 at step
602 can be generated by the user device 115. For example, the user 125 uses the user device
115 to specify the types of actions that the enrollment application 195 will receive
information about. In some instances, the input received at step 602 can be generated by a
combination of one or more of the second server 107 (e.g., the connection application 190),
the first server 101, the enrollment application 195 and the user device 115.

[0137] The method 600 can also include receiving 604 an indication that the user 125
has registered with the connection application 190 provided by the second server 107. For
example, the second server 107 transmits registration data to the enrollment application 195
and the registration data includes an indication that the user 125 has registered with the
service provided by the second server 107. The method 600 can include receiving 606 an
activity data set describing user interactions with second server 107 performed by one or
more registered users 125 that is of the type specified at step 602. The activity data set may
include activity data describing the actions of one or more registered users 125 with the first

service 193. In some implementations, receiving 606 an activity data set describing user

47



10

15

20

25

WO 2013/192564 PCT/US2013/047133

interactions with second server 107 can be repeated two or more times so that the enrollment
application 195 receives multiple sets of activity data from the second server 107 describing
the actions of one or more registered users 125.

[0138] The method 600 can also include receiving 608 an input from the user device
115 specifying which content from the activity data set received at step 606 is approved by
the user 125 to be provided to the user device 115. For example, the approved actions can be
included in social feed associated with the user 125 on the social network application 103.
The user 125 may select content including a subset of activity data from the activity data
received from the second server 107 at step 606. The selected content may then be included
in the social feed for the user 125 as provided by the social network application 103.

[0139] Referring to Figure 6B, the method 600 can include determining 620 whether
the user 125 has approved actions described by the activity data. If the user 125 has not
approved an action, the method 600 may continue by not providing 621 this action to the
social network service or the user 125. If the user 125 has approved the action, the method
600 may continue by determining 622 a type of user interactions associated with the content
approved by the user 125. The method 600 can also include determining 624 whether the
type of user interactions is of a user specified type. For example, the user specified type may
be a view type. If the type of user interactions may not be categorized to the user specified
type (e.g., the view type), the method 600 may continue by providing 626 the approved
content publicly to the user device 115 or the social network service. Otherwise, the method
600 may move to step 623.

[0140] In some implementations, additional restrictions can be applied. Referring to
Figure 6C, the method 600 can include determining 630 whether a restriction applies to
making the content publicly available. If a restriction does not apply, the method 600 may

continue by providing 632 the content describing the approved action publicly to the user
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device 115 or the social network service. Otherwise, the method 600 may continue by
providing 634 the approved action to a private history of the user 125.

[0141] Referring now to Figures 7A-7B, an example of a method 700 for sharing user
information with a second server 107 is described. Turning to Figure 7A, the method 700 can
include receiving 702 an indication that a user 125 interacted with a second server 107. For
example, the sharing application 188 receives an indication from a second server 107
describing that a user 125 logs in a third party site and clicks a widget on the third party site.
The indication may also include login information for the user 125. The method 700 can also
include receiving 704 an input identifying the second server 107. For example, the sharing
application 188 receives an input from the second server 107 that includes identity
information (e.g., an identity code) about the second server 107. The method 700 can include
determining 706 whether the second server 107 has been enrolled with the data server 109 or
the first server 101. If the second server 107 has not been enrolled with the data server 109 or
the first server 101, the method 700 may continue by not providing 712 the user information
to the second server 107.

[0142] If the second server 107 has been enrolled with the data server 109 or the first
server 101, the method 700 may continue by applying additional restrictions before sharing
the user information. In the illustrated implementation, the method 700 may continue by
determining 708 an identity of the user 125. For example, the sharing application 188
determines an identity of the user 125 based at least in part on the input from the second
server 107 including, e.g., login information of the user 125. The method 700 can also
include determining 710 whether the user 125 has permitted sharing of information with the
second server 107. In some implementations, the determination includes determine which
specific information the user has permitted sharing with the second server. For example, the

user may only permit the second server to view a select list of user contacts, or specific email
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addresses associated with the user. In such implementation, the user has control of what
specific information is provided to the second server. This may be done when the user sets
up the user’s account or may also be edited by the user. If the user 125 has not permitted
sharing of user information, the method 700 may continue by not providing 712 the user
information to the second server 107.

[0143] Referring to Figure 7B, if the user 125 has permitted sharing of user
information, the method 700 may continue by retrieving 714 user information for the user
125 from the social graph provided by the social network application 103. The method 700
can also include encrypting 716 the user information and providing 718 the encrypted user
information to the second server 107.

[0144] Figure 8A is a flowchart of an example method 800 for automatically
authorizing data transfer from a second server 107 to a user device 115. As shown in Figure
8, the method 800 can include receiving 802 a request for data from a user 125 of a user
device 115. For example, the sharing application 188 and/or authorization application 196
receives an indication from a second server 107 describing that a user 125 logs in a third
party site and selects an application available on the third party site for installation on the
user’s device 115. In some implementations, the user device 115 may be a mobile phone. In
some implementations, the user device 115 tablet computer. The method 800 can include
receiving 804 information associated with the user 125 and information associated with the
user device 115 that originated the request for data. For example, the authorization
application 196 receives information associated with the user device 115 from the first
storage device 197. The information may be user identification information, previous
authorization information, user device 115 identification information, and other information
identifying the user 125 and user device 115. The method 800 can further include

determining 806 whether the user has previously provided authorization for a particular

50



10

15

20

25

WO 2013/192564 PCT/US2013/047133

application available on the third party site. If the user has not previously provided
authorization for the particular application (806-No), the method 800 can further include
determining 808 whether the user has previously provided authorization for the user device
115. If the user also has not previously provided authorization for the user device 115 (808-
No), then the method can further include requesting 812 authorization credentials from the
user. Once the authorization credentials are received 814, data is sent 810 to the user device.
For example, the second server 107 pushes the installation of the application on the user
device 115. In some implementations, the second server 107 may push installation of the
application to a second user device 115 where the user has logged onto.

[0145] If the user has previously provided authorization for the particular application
(806-Yes), then data is sent 810 to the user device. For example, the second server 107
pushes the installation of the application on the user device 115. Similarly, if the user has
previously provided authorization for the user device 115 (808-Yes), data is sent 810 to the
user device. For example, the second server 107 pushes the installation of the application on
the user device 115. In the foregoing examples, the installation of the application can happen
automatically and the second server 107 does not need to request authorization credentials
from the user 125.

[0146] Figure 8B is a flowchart of another example method 800B for automatically
authorizing data transfer from a second server 107 to a user device 115. In some
implementations, a second service is implemented on the second server 107 and data is
transferred from the second service to the user device 115. As shown in Figure 8B, the
method 800B can include receiving 820 a request approval of data transmission. For
example, the sharing application 188 and/or authorization application 196 receives an
indication from a second server 107 describing that a user 125 logs in a third party site and

selects an application available on the third party site for installation on the user’s device 115.
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In some implementations, the user device 115 may be a mobile phone. In some
implementations, the user device 115 tablet computer. The method 800B can include
receiving 822 information associated with the user 125 and information associated with the
user device 115 that originated the request for data. For example, the authorization
application 196 receives information associated with the user device 115 from the first
storage device 197. The information may be user identification information, previous
authorization information, user device 115 identification information, and other information
identifying the user 125 and user device 115. The method 800B can further include
determining 8824 whether the user has previously granted access to a second service to a first
service using the device. If the user has not previously granted access to the second service
to the first service using the device (824-No), the method 800B, then the method 800B may
further include requesting 830 authorization credentials from the user. If the user has
previously granted access to the second service to the first service using the device (824-
Yes), the method 800B may further include determining 826 whether a second user device
has been previously granted access to the first service. If the second user device has not been
previously granted access to the first service (826-No), then the method can further include
requesting 812 authorization credentials from the user. If the second user device has been
previously granted access to the first service (826-Yes), the method 800B may further include
sending 828 approval to transmit data. For example, the second service implemented on the
second server 107 pushes the installation of an application on the user device 115. In some
implementations, the second service implemented on the second server 107 may push
installation of the application to a second user device 115 where the user has logged onto.
[0147] Once the authorization credentials are received 832, approval to transmit data
is sent 828 to the user device. For example, the second server 107 pushes the installation of

the application on the user device 115. In some implementations, the second server 107 may
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push installation of the application to a second user device 115 where the user has logged
onto.

[0148] Figure 9A is a flowchart of an example method 900A for generating
interactive user posts. . As shown in Figure 9A, the method 900A can include receiving 902
content for publishing at a first server 101, for example, a social network server, including a
plurality of data items. In some implementations, the content for published including the
plurality of data items is received from a user device 115. As an example, a user 125 may
send data to the first server 101 that includes information (for example, a post) and a link to a
website. The method 900A can further include receiving 904, from a second server 107, data
associated with the plurality of data items. In some implementations, the data associated with
the plurality of data items is received from a second server 107, for example a third party
server. For example, the data associated with the plurality of data items can be a uniform
resource locator (URL) for each data item. The method 900A can further include generating
906, at the first server, a user post that includes a representation of each of the plurality of
data items. For example, the first server 107 can generate a user post that includes the
information from the user 125 and a link that directs to the webpage associated with the URL.
The method 900A can also include receiving 908 a selection, at the first server, of at least one
of the plurality of data items. In some implementations, the selection is received from a user
device 115. The method 900A can further include generating 910 an action directed to the
second server corresponding to the selection. For example, if another user selects the link in
the post, the first server 107 directs the user to the website, hosted by a second server,
associated with that link. In this example, the post may have multiple links that direct to
multiple websites or webpages. In some implementations, the plurality of data items includes

a plurality of links, each directed to an action on a second server.
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[0149] Figure 9B is a flowchart of another example method 900B for generating
interactive user posts. As shown in Figure 9B, the method 900B can include receiving 920,
at the first server 101, content for publishing including at least one data item. In some
implementations, the content for publishing including the data item is received from a user
device 115. In some implementations, the content for publishing including the data item is
received from a second server 107. The method 900B can further include receiving data 922
associated with the data item from the second server 107. In some implementations, the data
associated with the data item is received from a second server 107, for example, a third party
server. In some implementations, the data associated with the data item is received from a
user device 115. The method 900B can further include generating 924 a user post by the first
server that includes a dynamic representation of the plurality of data item. The method 900B
can also include receiving 926 an update associated with the data item from the second
server. In some implementations, the update is received from the user device 115. In some
implementations, the update is received from the second server 107, for example, a third
party server. The method 900B can further include generating 928, by the first server, an
updated post including an update to the dynamic representation of the data item. In this
example, the post may have a real time update

[0150] In some implementations, the interactive posts generated can include various
data items within the interactive post. For example, an interactive post can include links or
points to multiple targets. As another example, in some implementations, an interactive post
can include a dynamic counter in the post that updates when updated information is available.
For example, the dynamic counter can display a number of items available from a third party
supplier associated with the second server 107. In some implementations, the interactive post
may include multiple button, each button having different icon. As another example, the

interactive post may include a personalized URL. In some implementations, the interactive
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post may include button has keep a persistent state and upon a user selection. In some
implementations, the interactive post may include graphic representation of users who have
interacted with the post. In some implementations, the interactive posts may be coalesced
and bundled together based on various factors.

[0151] Figure 10 is a flowchart of an example method 100 for generating user activity
information. As shown in Figure 10, the method 1000 can include receiving 1002 activity
information associated with a user from a first server 101. For example, activity information
associated with the user activity may be received from a first server 101, for example, a social
network server and the user activity may be user activity information on the user’s social
network Additionally, activity information related to user activity on a second server 107 or
website may also be received. For example, if a user purchased an item, the activity (upon
user consent) is received. Other activity information related to user activity on the second
server 107 is also received. The method 1000 can further receiving 1002 data associated with
the activity information from a second server 107. For example, if the user purchase an item,
the data associated with the purchased, for example the item description or the price, may
also be received. The method 1000 can also include aggregating 1004 activity information at
the first server. For example, the received activity information may be collected and
aggregated on the first server. The activity information may include activity on the first
server. The first server may be a social network server and the activity information may be
activity on the social network. The activity information may include user activity
information on various other servers, for example, servers hosting various third party
websites. The method 1000 can further include determining, by the first server, 1008
associated information related to aggregated activity information. The associated information
may be information related to the aggregated activity information. For example, if the user

viewed a video hosted by a second server, the associated information may be how many
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times the user viewed the video or whether the user commented on the video. The method
1000 also includes sending 1010 associated information for display on a user device. The
method 1000 also includes sending 1010 associated information to the second server for
display on a user device. For example, the information related to the user activity (including
the activity information on a third party website, other website, or social network) may be
displayed on the third party website. For example, the information related to the user activity
(including the activity information on a third party website, other website, or social network)
may be displayed on the user’s social network, or presented to the user with the option to
display.

[0152] Figure 11 is a graphic representation of an example user interface 1100 of a
social network portal 1102 displaying activity summaries for a user 125. The social network
portal 1102 includes various sections accessible by icons 1104a, 1104b, 1104¢, 1104d. In
this graphic representation of an example user interface 1100, the section icons 1104a, 1104b,
1104c, 1104d are displayed on a display device associated with the user device 115. The user
interface 1100 includes activity summaries 1106a, 1106b, 1106¢. The activity summaries
may also be referred to as “share suggestions.” Each share suggestion 1106a, 1106b, 1106¢
may include one or more graphic representations 1108a, 1108b, 1108c, 1108d of user
activities described by the user activity data. Each share suggestion 1106a, 1106b, 1106¢
may also include an activity description 1110 that describes the user activity.

[0153] As illustrated in this representation, user activity is organized and grouped by
type of activity (e.g., verbs including “comment,” “listen,” upload,” “view,” etc.) and
displayed accordingly. In this example, the activity summaries 1106a, 1106b, 1106c also
include a checkbox 1112 that may be used to allow the user 125 to approve the information in

the share suggestion 1106a, 1106b, 1106¢ to other users 125 (e.g., the user 125 specifies the
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content to be provided as described above with reference to Figure 6A). In other examples,
another equivalent mechanism may provide this capability.

[0154] Figure 12 is a graphic representation of another example user interface 1200 of
a social network portal displaying activity summaries for a user 125. Similar to the example
social network portal 1202 depicted in Figure 11, the social network portal 1202 includes
various sections accessible by icons 1204a, 1204b, 1204c, 1204d. In this graphic
representation of an example user interface 1200, the section icons 1204a, 1204b, 1204c,
1204d are displayed on a display device associated with the user device 115. The user
interface 1200 includes activity summaries 1206a, 1206b, 1206¢. Each share suggestion
1206a, 1206b, 1206¢ may include one or more graphic representations 1208a, 1208b, 1208c,
1208d of user activity. Each share suggestion 1206a, 1206b, 1206¢ may also include activity
description 1210.

[0155] Similar to the user interface 1100, user activity illustrated in this
representation of user interface 1200 is also organized and grouped by type of activity (e.g.,
verbs including “comment,” “listen,” upload,” “view,” etc.) and displayed accordingly. In
this example, the activity summaries 1206a, 1206b, 1206¢ also include a checkbox 1212 that
may be used to allow the user 125 to approve the information in the share suggestion 1206a,
1206b, 1206¢ to other users 125 (e.g., the user 125 specifies the content to be provided as
described above with reference to Figure 6A). In other examples, another equivalent
mechanism may provide this capability.

[0156] Figure 13 is a graphic representation of an example user interface 1300 of a
social network portal 1302 displaying an interactive post of a user 125. In this example, the
interactive post of the user 125 can include multiple targets or links within the interactive
post, each target or link with its own action. In some implementations, the social network

portal 1302 can include a user post 1304, graphic representation of the user 1306, and
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comment area 1308. In the illustrated example, the user post 1304 includes three links 1310,
1312, 1314 with three different destinations 1320, 1322, 1324. In the illustrated example,
shown in Figure 13, when a user selects link 1310, the user is directed to the social network
portal 1320 of the shopping website. In the illustrated example, shown in Figure 13, when a
user selects link 1312, the user is directed to a video demonstration available on another
online portal 1322. In the illustrated example, shown in Figure 13, when a user selects link
1314, the user is directed to the portal 1324 that allows the user to purchase a product
associated with the user post 1304.

[0157] The aforementioned example user interface c00 illustrates one example of an
interactive post of a user. In other implementations, the interactive post may include a
dynamic counter that is associated with an inventory or item availability of a third party site.
For example, the third party site may be a site that allows users to purchase movie theater
tickets for various movies. In this example, the interactive post may include a counter that
displays the number of tickets available from the third party site. As tickets are bought by
other users, the counter may be updated to reflect the current number of tickets available.
[0158] In some implementations, the information and user activity described above
can be analysed and used for analytical purposes. For example, one implementation can track
activities sent and present the information on a graphical user interface showing, for example,
a graph or a chart of the tracked information. In another implementation, the actions on the
targets or links within a post can be tracked. In some implementations, this tracked
information can be used to further enhance the posts being displayed. In some
implementations, the enhancements can include changing the font of the links or targets in
the post (for example, increasing the size of frequently selected links or targets). In some
implementations, the enhancements can include changing the presentation order of the links

or targets. For example, if one link or target is more frequently selected, then that link or
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target may changed to be presented on the top of the post. In some implements, the number
of new users acquired from a post or the number of new applications installed because of a
post may also be tracked.

[0159] In the above description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the specification. It will
be apparent, however, to one skilled in the art that the disclosure can be practiced without
these specific details. In some instances, structures and devices are shown in block diagram
form in order to avoid obscuring the description. For example, the present implementations
can be described above primarily with reference to user interfaces and particular hardware.
However, the present implementations can apply to any type of computing device that can
receive data and commands, and any peripheral devices providing services.

[0160] Reference in the specification to “some implementations” or “some instances”
means that a particular feature, structure, or characteristic described in connection with the
implementations or instances can be included in at least one implementation of the
description. The appearances of the phrase “in some implementations” in various places in
the specification are not necessarily all referring to the same implementations.

[0161] Some portions of the detailed descriptions that follow are presented in terms of
algorithms and symbolic representations of operations on data bits within a computer
memory. These algorithmic descriptions and representations are the means used by those
skilled in the data processing arts to most effectively convey the substance of their work to
others skilled in the art. An algorithm is here, and generally, conceived to be a self consistent
sequence of steps leading to a desired result. The steps are those requiring physical
manipulations of physical quantities. Usually, though not necessarily, these quantities take
the form of electrical or magnetic signals capable of being stored, transferred, combined,

compared, and otherwise manipulated. It has proven convenient at times, principally for
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reasons of common usage, to refer to these signals as bits, values, elements, symbols,
characters, terms, numbers or the like.

[0162] It should be borne in mind, however, that all of these and similar terms are to
be associated with the appropriate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated otherwise as apparent from the
following discussion, it is appreciated that throughout the description, discussions utilizing
terms including “processing” or “computing” or “calculating” or “determining” or
“displaying” or the like, refer to the action and processes of a computer system, or similar
electronic computing device, that manipulates and transforms data represented as physical
(electronic) quantities within the computer system’s registers and memories into other data
similarly represented as physical quantities within the computer system memories or registers
or other such information storage, transmission or display devices.

[0163] The present implementations of the specification can also relate to an
apparatus for performing the operations herein. This apparatus may be specially constructed
for the required purposes, or it may include a general-purpose computer selectively activated
or reconfigured by a computer program stored in the computer. Such a computer program
may be stored in a computer readable storage medium, including, but is not limited to, any
type of disk including floppy disks, optical disks, CD-ROMs, and magnetic disks, read-only
memories (ROMs), random access memories (RAMs), EPROMs, EEPROMs, magnetic or
optical cards, flash memories including USB keys with non-volatile memory or any type of
media suitable for storing electronic instructions, each coupled to a computer system bus.
[0164] The specification can take the form of some entirely hardware
implementations, some entirely software implementations or some implementations

containing both hardware and software elements. In some preferred implementations, the

60



10

15

20

25

WO 2013/192564 PCT/US2013/047133

specification is implemented in software, which includes but is not limited to firmware,
resident software, microcode, etc.

[0165] Furthermore, the description can take the form of a computer program product
accessible from a computer-usable or computer-readable medium providing program code for
use by or in connection with a computer or any instruction execution system. For the
purposes of this description, a computer-usable or computer readable medium can be any
apparatus that can contain, store, communicate, propagate, or transport the program for use
by or in connection with the instruction execution system, apparatus, or device.

[0166] A data processing system suitable for storing and/or executing program code
will include at least one processor coupled directly or indirectly to memory elements through
a system bus. The memory elements can include local memory employed during actual
execution of the program code, bulk storage, and cache memories which provide temporary
storage of at least some program code in order to reduce the number of times code must be
retrieved from bulk storage during execution.

[0167] Input/output or I/O devices (including but not limited to keyboards, displays,
pointing devices, etc.) can be coupled to the system either directly or through intervening I/O
controllers.

[0168] Network adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote printers or
storage devices through intervening private or public networks. Modems, cable modem and
Ethernet cards are just a few of the currently available types of network adapters.

[0169] Finally, the algorithms and displays presented herein are not inherently related
to any particular computer or other apparatus. Various general-purpose systems may be used
with programs in accordance with the teachings herein, or it may prove convenient to

construct more specialized apparatus to perform the required method steps. The required
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structure for a variety of these systems will appear from the description below. In addition,
the specification is not described with reference to any particular programming language. It
will be appreciated that a variety of programming languages may be used to implement the
teachings of the specification as described herein.

[0170] The foregoing description of the implementations of the specification has been
presented for the purposes of illustration and description. It is not intended to be exhaustive
or to limit the specification to the precise form disclosed. Many modifications and variations
are possible in light of the above teaching. It is intended that the scope of the disclosure be
limited not by this detailed description, but rather by the claims of this application. As will
be understood by those familiar with the art, the specification may be embodied in other
specific forms without departing from the spirit or essential characteristics thercof. Likewise,
the particular naming and division of the modules, routines, features, attributes,
methodologies and other aspects are not mandatory or significant, and the mechanisms that
implement the specification or its features may have different names, divisions and/or
formats. Furthermore, as will be apparent to one of ordinary skill in the relevant art, the
modules, routines, features, attributes, methodologies and other aspects of the disclosure can
be implemented as software, hardware, firmware or any combination of the three. Also,
wherever a component, an example of which is a module, of the specification is implemented
as software, the component can be implemented as a standalone program, as part of a larger
program, as a plurality of separate programs, as a statically or dynamically linked library, as a
kernel loadable module, as a device driver, and/or in every and any other way known now or
in the future to those of ordinary skill in the art of computer programming. Additionally, the
disclosure is in no way limited to implementation in any specific programming language, or

for any specific operating system or environment. Accordingly, the disclosure is intended to
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be illustrative, but not limiting, of the scope of the specification, which is set forth in the

following claims.
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WHAT IS CLAIMED I8S:

1. A method comprising:

receiving a first input specifying a type of user interactions to be shared;

receiving user activity data describing user interactions with a first service that are of
the specified type;

receiving a second input indicating a user has approved of a set of user activity data
describing one or more of the user interactions with the first service that are of
the specified type;

determining that the user has approved the set of user activity data, and

providing the approved set of user activity data to the user.

2. The method of claim 1, further comprising:

determining whether the user activity data is associated with a view type;

responsive to the determination that the user activity is associated with the view type,
determining a jurisdiction associated with the user;

determining whether the jurisdiction includes a restricted geographic location; and

responsive to the determination that the jurisdiction includes the restricted geographic
location, providing the approved set of user activity data to a private history of

the user.

3. The method of claim 1, wherein the approved set of user activity data is

provided to a social network service accessible by the user.

4. The method of claim 1, wherein the first service is provided by a third party

SCrver.
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5. The method of claim 1, wherein the use activity data is received by a data

management service.

6. The method of claim 1, wherein the type of user interactions is categorized by

an action associated with the user activity data.

7. The method of claim 1, wherein the first input is provided by two or more of a

connection service, a social network service, a data management service and the user.

8. A computer program product comprising a non-transitory computer usable
medium including a computer readable program, wherein the computer readable program
when executed on a computer causes the computer to:

receive a first input specifying a type of user interactions to be shared;

receive user activity data describing user interactions with a first service that are of

the specified type;

receive a second input indicating a user has approved of a set of user activity data

describing one or more of the user interactions with the first service that are of
the specified type;

determine that the user has approved the set of user activity data; and

provide the approved set of user activity data to the user.

9. The computer program product of claim 8, wherein the computer readable
program when executed on the computer causes the computer to also:
determine whether the user activity data is associated with a view type;
responsive to the determination that the user activity is associated with the view type,
determine a jurisdiction associated with the user;

determine whether the jurisdiction includes a restricted geographic location; and
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responsive to the determination that the jurisdiction includes the restricted geographic
location, provide the approved set of user activity data to a private history of

the user.

10.  The computer program product of claim 8, wherein the approved set of user

activity data is provided to a social network service accessible by the user.

11.  The computer program product of claim 8, wherein the first service is

provided by a third party server.

12. The computer program product of claim 8, wherein the use activity data is

received by a data management service.

13. The computer program product of claim 8 wherein the use activity data is

received by a data management service.

14. The computer program product of claim &, wherein the first input is provided
by two or more of a connection service, a social network service, a data management service

and the user.

15. A system comprising;

a controller receiving a first input specifying a type of user interactions to be shared,
user activity data describing user interactions with a first service that are of the
specified type and a second input indicating a user has approved of a set of
user activity data describing one or more of the user interactions with the first

service that are of the specified type;

a determination module communicatively coupled to the controller for determining

that the user has approved the set of activity data; and
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an output module communicatively coupled to the controller and the determination

module for providing the approved set of user activity data to the user.

16. The system of claim 8, further comprising a restriction module
communicatively coupled to the controller, the determination module and the output module,
the restriction module for:

determining whether the user activity data is associated with a view type;

responsive to the determination that the user activity is associated with the view type,

determining a jurisdiction associated with the user; and

determining whether the jurisdiction includes a restricted geographic location; and

wherein responsive to the determination module determining that the jurisdiction

includes the restricted geographic location, the output module for providing

the approved set of user activity data to a private history of the user.

17. The system of claim 15, wherein the approved set of user activity data is

provided to a social network service accessible by the user.

18. The system of claim 15, wherein the first service is provided by a third party

SCrver.

19. The system of claim 15, wherein the type of user interactions is categorized by

an action associated with the user activity data.

20.  The system of claim 15, wherein the first input is provided by two or more of

a connection service, a social network service, a data management service and the user.

21. A method comprising:

transmitting a first input specifying a type of user interactions to be shared;
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receiving a set of second inputs associated with user interactions with a first service;

determining which of the set of second inputs with the first service is of the specified
type; and

transmitting a set of user activity data describing the user interactions with the first

service that are of the specified type.

22. The method of claim 21, wherein the user activity data is transmitted to a data

management service.

23. The method of claim 21, wherein the first service is provided by a third party

SCrver.

24, The method of claim 21, wherein the type of user interactions is categorized

by an action associated with the user activity data.

25. A computer program product comprising a non-transitory computer usable
medium including a computer readable program, wherein the computer readable program
when executed on a computer causes the computer to:

transmit a first input specifying a type of user interactions to be shared;

receive a set of second inputs associated with user interactions with a first service;

determine which of the set of second inputs with the first service is of the specified

type; and

transmit a set of user activity data describing the user interactions with the first

service that are of the specified type.

26. The computer program product of claim 25, wherein the user activity data is

transmitted to a data management service.
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27. The computer program product of claim 25, wherein the first service is

provided by a third party server.

28. The computer program product of claim 25, wherein the type of user

interactions is categorized by an action associated with the user activity data.

29. A system comprising:

a controller transmitting a first input specifying a type of user interactions to be shared
and receiving a set of second inputs associated with user interactions with a
first service;

a determination module communicatively coupled to the controller for determining
which of the set of second inputs with the first service is of the specified type;
and

an output module communicatively coupled to the controller and the determination
module for transmitting a set of user activity data describing the user

interactions with the first service that are of the specified type.

30.  The system of claim 29, wherein the user activity data is transmitted to a data

management service.

31. The system of claim 29, wherein the first service is provided by a third party

SCrver.

32. The system of claim 29, wherein the type of user interactions is categorized by

an action associated with the user activity data.
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