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COPYRIGHT
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subject to copyright protection. The copyright owner has no objection to the facsimile

reproduction by anyone of the patent document or the patent disclosure, as it appears in the

Patent and Trademark Office patent file or records, but otherwise reserves all copyright rights

whatsoever.

BACKGROUND

[Θ004] 1. Field of the Art

[Θ005] The technology described here generally relates to computer networking, and, more

specifically, to network infrastructure obiuscation using software defined host emulators,

virtual machines, and software defined networking (SDN).

[0006] 2. Description of the Related Art

[0007] Computer networks have become more difficult to protect as they grown in size and

complexity. Businesses, governments, and other organizations have seen their computer

networks expand to enable internal communication among employees' computers as well as



with customers/clients, vendors and suppliers, the general public, and others outside the

organizations through the Internet.

[Θ008] Protecting such networks from attack by hackers has become more difficult as

hackers' tools have become more sophisticated and their techniques more advanced. With

just one entry point, hacker can map out a network and determine its traffic in order to plot

out how to exploit it.

[0009] Many resources have gone toward protecting computer networks from external

attacks by hackers, such as utilizing better user authentication, improving the robustness of

firewalls, and encrypting external traffic. Protecting at the perimeter of a network makes

sense because sensitive geographic areas and buildings are protected at their perimeters.

Protecting a perimeter allows one to focus protection resources on a limited area, such as an

entry or egress point.

[OO O More efficient network protection from hackers is sought. There is a need to protect

the computer networks against advanced persistent threats and other attacks.

BRIEF SUMMARY

[ 0 1 Generally, the connection of many relatively small, resource-thrifty, low interaction,

software-based network host emulators to a computer network at similar, pseudo-random

times and with similar Internet Protocol (IP) addresses as real, physical computers is

described. These host emulators can outnumber the physical computers by factor of 2, 3, 4,

5, 0 , 25, 50, 100, 1000, or more. When a hacker infects a physical computer and begins

scanning the network, the real computers are obfuscated within the forest of host emulators.

When a hacker connects to one of the host emulators and begins poking around, a relatively

large, resource- intensive virtual machine is substituted for the host emulator, enabling

complex false data to be presented to the hacker and preserving the false front. The virtual

machine can be pre-provisioned to emulate an operating system and patch level that is the

same as other, real computers on the network, waiting on warm standby for a hacker to

connect to a host emulator before being swapped in.

[Θ012] An attempted connection by a hacker from one of the low interaction host emulators

to one of the physical computers can be thwarted by intercepting the connection request and

substituting another low interaction host emulator for the physical computer. This is

accomplished by copying the IP address of the physical computer to a host emulator and



using software defined networking to keep packets from the connection from spilling over to

the real network and colliding with packets to and from the physical computer. Against

common technical teachings in the art, two hosts (i.e., the physical computer and the host

emulator) share the same IP address. A virtual machine can be swapped in for the host

emulator if the hacker begins poking around.

[0013] Some aspects of the invention are related to setting up software-only, shadow

networks, which can be virtual reprod ctio of a rea , physical, base computer network. The

shadow networks duplicate the topology, services, host, and network traffic of the base

network. The shadow networks are connected to the base network through virtual switches,

etc. in order to form a large obfuscated network. When a hacker enters the network, the

hacker does not know what is real and what is fake. This can be referred to as a 'house of

mirrors " effect. As the hacker attempts to explore or otherwise map out the network, he or

she inevitably jumps between a base host and a shadow host. Because it is known that

essentially all traffic only flows between base hosts and base hosts, or shadow hosts and

shadow hosts, the hacker's jump f om a . base host to a shadow host (or vice versa) is relatively

easy to detect, even on an extremely busy network. The breach by the hacker can thus be

identified, and his or her mapping isolated, tracked, or manipulated.

[Θ0 4] Embodiments of the present invention are related to a method of obfuscating

physical computers on a computer network from hackers. The method includes capturing

packets on a computer network of physical computers, monitoring the captured packets to

ascertain a schedule of connection activations and deactivations of the physical computers on

the network, surveying a logical topology of the computer network, instantiating and

initializing a plurality of software-based host emulators, each host emulator configured to

respond to an Internet control message protocol (ICMP) echo request packet, obtaining an

Internet protocol (IP) address for each host emulator based on the surveyed topology, and

connecting the host emulators to the base computer network over time based on the

ascertained schedule and a random number generator, the connecting substantially

interleaving the connecting of the host emulators with connection activations of the physical

computers.

[ 0 5] The method can include identifying an operating system used by at least one of the

physical computers, initializing a virtual machine that emulates portions of the identified

operating system, receiving, by a first host emulator of the host emulators, a request to



establish a connection, and replacing the first host emulator with the virtual machine by

assigning the IP address of the firs t host emulator to the virtual machine a d establishing,

using the virtual machine, a connection in response to the request, or responding, using the

virtual machine, to traffic associated with an established connection. The initializing of the

virtual machine can occur before the receiving of the request to establish the connection, the

virtual machine being kept on warm standby until the replacing.

[00 6] The method can further include receiving, by a second host emulator, a second

request to establish a second connection and re-tasking the virtual machine by assigning the

IP address of the second host emulator to the virtual machine and establishing, using the

virtual machine, a connection in response to the second request, or responding, using the

virtual machine, to traffic associated with a connection established by the second request.

0 7 Some embodiments are related to a method of containing a hacker within a shadow

portion of a computer network. The method includes instantiating and initializing plurality

of software-based host emulators, each host emulator configured to respond to an Internet

control message protocol (ICMP) echo request packet, obtaining an Internet protocol (IP)

address for each host emulator, connecting the host emulators to a computer network having

physical computers, intercepting a request to establish a connection between a first host

emulator of the host emulators and a first physical computer of the physical computers,

determining an IP address of the first physical computer, assigning the IP address of the first

physical computer to the second host emulator, the first physical computer keeping its IP

address, routing, using software defined networking (SDN), the intercepted request to the

second host emulator, and establishing a connection between the first and second host

emulators using the routing.

[0018] The method can include identifying an operating system used by at least one of the

physical computers, initializing a virtual machine that emulates portions of the identified

operating system before the request is intercepted, wherein the virtual machine is on warm

standby until the request is intercepted, ascertaining that the identified operating system is the

same as an operating system of the first physical computer, and assigning the IP address of

the first physical computer to the virtual machine.

[0019] The method can include identifying a patch level of the operating system and

initializing the virtual machine to emulate portions of the identified operating system in

accordance with the identified patch level.



[0020] The method can include providing host emulators on a second computer network

having physical computers, intercepting a second request to establish a connection between

the second host emulator and a second physical computer on the second computer network;

determining an IP address of the second physical computer, assigning the IP address of the

second physical computer to a third host emulator of the second computer network, the

second physical computer keeping its IP address, routing, using SDN, the intercepted second

request to the third host emulator, and establishing a connection between the second and third

host emulators.

[0021] Some embodiments relate to a method of setting up a computer network to

obfuscate hackers. The method includes mapping physical hosts on a base computer

network, including identifying a type and Internet protocol (IP) address of each physical host

on the base network, determining a topology of the base network from the mapping,

determining one or more services available on the base network from the mapping, capturing

packets on the base network, identifying, from the captured packets, a network traffic pattern,

the network traffic pattern including a frequency of communication, communication protocol,

connection time, or source and destination IP address for a . communication on the network,

generating instructions for creating a shadow network from the topology, available services,

and network traffic pattern, the shadow network having substantially the same topology,

available sendees, and network traffic pattern as the base network, creating at least one

shadow network using the generated instructions, and connecting the at least one shadow

network to the base network.

[0022] The method can include storing a topology of the mapped network in an extensible

markup language (XML) format, and the capturing of packets can include port mirroring.

The method can include making a topological network change to the shadow network using

software defined networking (SDN). The instructions can be in a format selected from the

group consisting of extensible markup language (XML) and JavaScript® Object Notation

(JSON).

[0023] Some embodiments relate to a method of detecting anomalous behavior on a

computer network. The method includes mapping physical hosts on a base computer

network, including identifying a type and Internet protocol (IP) address of each physical host

on the base network, determining a topology of the base network f om the mapping,

determining one or more services available on the base network from the mapping,



identifying, from captured packets on the base network, a network traffic pattern, the network

traffic pattern including a frequency of communication, communication protocol, connection

time, or source and destination P address for a communication on the network, generating

instructions for creating a shadow network from the topology, available sendees, and network

traffic pattern, the shadow network having substantially the same topology, available

services, and network traffic pattern as the base network, creating at least one shadow

network using the generated instructions, the shadow network having shadow hosts,

connecting the at least one shadow network to the base network, and detecting a

communication between one of the physical hosts and one of the shadow hosts, thereby

detecting an anomalous communication.

[Θ024] The method of can include detecting a change to an application on the shadow

network that is not defined by the instructions or a new application running on a shadow host,

thereby detecting an anomalous communication.

[0025] Some emdodiments relate to a method of visualizing anomalous behavior on a

computer network. The method includes mapping physical hosts on a base computer

network, including identifying a type and Internet protocol (IP) address of each physical host

on the base network, determining a topology of the base network from the mapping,

determining one or more services available on the base network from the mapping,

identifying, f om captured packets on the base network, a network traffic pattern, the network

traffic pattern including a frequency of communication, communication protocol, connection

time, or source and destination IP address for a communication on the network, generating

instructions for creating a shadow network from the topology, available services, and network

traffic pattern, the shadow network having substantially the same topology, available

sendees, and network traffic pattern as the base network, creating at least one shadow

network using the generated instructions, the shadow network having shadow hosts,

connecting the at least one shadow network to the base network, generating an image

including symbols representing physical hosts and shadow hosts, and altering one of the

symbols in the image based on a detection of an anomalous communication

[0026] The method can include zooming out from the image, and replacing a set of the

symbols representing physical hosts and shadow hosts with a single symbol representing a

network of the physical hosts and shadow hosts. The zooming out can be triggered by

reverse pinching. Interaction can include zooming in, zooming out, rotating, scrolling,



panning, eliciting, double-clicking, swiping, grabbing, or pinching in order to manipulate a

view of the image of the physical hosts and shadow hosts.

[Θ027] Some embodiments relate to filling a predefined percentage (e.g., 90%, 95%, 100%)

of space in a subnet using host emulators (and/or virtual machines). That is, the number of

physical computers plus the number of host emulators divided by the total number of IP

addresses available in a subnet is the percentage. A network protection device can produce

host emul ators that request from a DHCP server all of the IP addresses in a subnet. To keep

the percentage constant, when a physical computer is connected a host emulator gives up its

IP address to the DHCP server for the physical computer. When a physical computer is

disconnected, a host emulator requests the IP address. This can be useful in filling up an

entire subnet of IP addresses so as to maximize the chance that a hacker will fall upon a host

emulator.

[0028 Yet other embodiments relate to systems and machine-readable tangible storage

media that employ or store instructions for the methods described above

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] FIG. 1 illustrates a timing diagram of real, physical computers and host emulators

being connected to a network in accordance with an embodiment.

[Θ030] FIG. 2 illustrates a network laptop computer being infected from a universal serial

bus (USB) key on the inside.

[0031] FIG. 3 illustrates a server computer being infected from the infected laptop

computer in FIG. 2.

[0032] FIG. 4 illustrates point devices creating shadow networks of host emulators and

connecting them to the networks of FIG. 3 in accordance with an embodiment

[0033] FIG. 5 illustrates a host emulator being infected from the infected server computer

of FIG. 3.

[0034] FIG. 6 illustrates containment of infections to other host emulators in accordance

with an embodiment.

[Θ035] FIG. 7 illustrates containment of infections within a related shadow network in

accordance with an embodiment.



[0036] FIG. 8 is a flowchart of a process in accordance with an embodiment.

[0037] FIG. 9 is a flowchart of a process in accordance with an embodiment.

[0038] FIG. 10 is a flowchart of a process in accordance with an embodiment

DETAILED DESCRIPTION

[0039] Some terms used herein are defined below. Unless otherwise specified, each term is

as defined as well as that recognized by one of ordinary skill in the art.

[Θ040] Definition of Terms

[Θ04 ] A "base network" includes a network of elements, including, but not limited to,

routers, switches, servers, devices, displays, computers, services, activities, and interconnects,

that is the subject of the methods described here, or as otherwise known in the art.

[0042] A "shado host" includes an execution container including, but not limited to, a

virtual machine, jail, app container miming an appropriate operating system (OS) and

application stack network node, that represents a low, medium, and/or full interaction host

and/or device (e.g., a router, switch, server, devices (e.g., mobile, serial), display, computer,

service, administrative activity, and interconnect), or as otherwise known in the art.

[Θ043] A "shadow network" includes a network, created using the methods described here,

that is a realistic replication of the base network The shadow network can be used for a

variety of purposes including, but not limited to, cyber-security host and network obfuscation

applications, testing of security systems, and training of network administrators, or as

otherwise known in the art.

[0044] An "obfuscated network" includes a base network being obfuscated by inserting one

or more shado hosts participating in one or more shadow networks, or as otherwise known

in the art.

[Θ045] An advanced persistent threat (APT) is a cyber-security threat for which an

organized entity such as a foreign government is typically responsible. An APT is usually

targeted at a specific network, and it can be designed for intelligence-gathering purposes or to

damage/disable the target network. The APT will persist in its attempts to access or attack its

intended target.



[0046] A "zero day threat" is a threat that exploits a hitherto unknown vulnerability in the

system. This implies that there is no time to develop a patch before an attack occurs.

[0047] Computer networks that use the Transmission Control Protocol (TCP) of the

Internet Protocol suite (IP) are commonly called TCP/IP networks. TCP is used to transfer

email, files, and for connecting to the World Wide Web by web browsers. The User

Datagram Protocol (UDP) can be used in conjunction with TCP on TCP/IP networks.

[0048] Like TCP, the Internet Control Message Protocol MP) is a core protocol of the

Internet Protocol Suite.

[0049] Ascertaining a "schedule of connection activations and deactivations" includes

determining times of day that a computer is connected and disconnected from a network by

using associated packet traffic, or as otherwise known in the art. A schedule does not require

precise times to be determined, as users typically turn on and off computers, or log in and off,

according to inexact times.

[0050] An Internet control message protocol (ICMP) "echo request packet" includes

packets issued from ping to a target computer and typically comprise 20 bytes of an IP

header, 8 bytes of an ICMP header, and optional bytes of payload data, or as otherwise

known in the art.

[0051] A "random number generator" includes a pseudo-random number generator,

typically seeded by access to a hardware function on a processor, accessed through an

operating system call to the hardware, or as otherwise known in the art. A random number

from a random number generator can be used to select a random time o time delay, within a

probability distribution, for a connection or disconnection from a network.

[0052] A "request to establish a connection" can include a SYN message from a TCP three-

way handshake, common to start in TCP/IP connections. It can also include a SYN, SYN-

ACK, ACK set of messages to establish a connection, or as otherwise known in the art.

[0053] "Substantial interleaving" in time with a schedule of events includes points in time

before, during, and/or after each event, but does not require that every two events have an

interleaved point in in time between the events be accounted for.

[Θ054] "virtual machine" is a software-emulated computer that emulates operating

system-specific functions of another computer, or as otherwise known in the art. For



example, a Unix workstation can emulate a personal computer (PC) running Microsoft

Window 8. One or more virtual machines can run on a single physical computer, and one or

more physical computers can run a single instance of a virtual machine.

[0055] End-Use Applications of the Technology

[0056] Potential end -use applications of the technology include cyber security, network

security testing, cyber threat detection, threat neutralization and localization, network

monitoring, and training for network administrators and network security teams.

[0057] The use of the technology is not limited to obfuscation. An embodiment might be

used, for example, for training network administrators. A network administrator may be

responsible for the installation and maintenance of hardware and software comprising a

computer network. It would be beneficial to train a network administrator using a "realistic

network". Activities such as deployment, re-configuration and corrective maintenance can

pose a risk for a network. Embodiments may provide a mechanism for training a network

administrator on these and other activities in an environment indistinguishable from a real

network.

[0058] Background and Differences over the Prior Art

[0059] The technology described here can be applied to provide security solutions for

computer networks. The technology generally uses a different approach to infrastructure

obfuscation than existing firewall or "honeypot" technologies and provides a higher level of

security.

060 Existing network security solutions may rely primarily on perimeter defense ("castle

walls"), with firewalls placed at key points around the assets and resources, protecting the

"inside" from the "outside". A typical firewall configuration provides North-South

protection. I.e., it is designed to protect the core of the network from attacks at the periphery.

[0061] Network infrastructure obfuscation embodiments described here can provide East-

West protection in addition to North-South protection. This is because such embodiments

can identify attacks that generate traffic across the network as well as attacks that generate

traffic between network elements at the edge of the network and servers at the network's

core. North-South network traffic is more common in centralized (hub and spoke) networks.

East-West traffic is more common in a de-centralized network. With the growth in server

virtuahzation, the network architecture is apparently becoming more de-centralized, and the



approach to protecting the network should adapt and become more flexible to recognize

threats in North-South and East-West network traffic.

[Θ062] Some etwor security solutions include scanning at devices on the perimeter of the

network and also devices embedded within infrastructure communication systems, such as

email and messaging applications. Other security systems may employ layered security,

defense-in-depth, end-point security, sandboxing, security appliances both physical

(hardware) and virtual (software), and security information and event management solutions

able to manage and do analytics on security events.

[0063] Yet many such existing systems remain vulnerable to new attack vectors, exploiting

zero day vulnerabilities on applications and operating systems, and coupled with the

proliferation of mobile devices and new modes of infection such as phishing. In particular,

systems may be vulnerable to advanced persistent threats. These tend to be highly customized

and coordinated, targeted and sustained attacks and are particularly hard to defend against

because they utilize a wide variety of attack vectors.

[0064] Network security teams face a number of chall enges including the large number of

channels into an organization (WiFi, USB flash drives, mobile devices, VoIP and the like),

the size and diversity of the infrastructure requiring protection, the number and diversity of

applications (including plug-ins), and the overwhelming amount of network traffic to monitor

and scan.

[0065] Existing approaches typically choose to shrink the footprint of the network. The

network infrastructure obfuscation technologies described here may take an opposite

approach and seek to make the footprint of the network as large as practical

[0066] Existing approaches typically operate by limiting, controlling or monitoring traffic

as it enters or leaves the network and limiting what can be ran inside the network, e.g., by

whiieiisting applications and using packet inspection to find network violations. The danger

inherent in existing approaches like these is that they may provide a template to the attacker

for where and how to attack.

[0067] Other vulnerabilities typically not covered by existing network security methods

include human error and reverse engineering of the firewall Also, connections between

different networks remain vulnerable to attack because this issue is not adequately addressed

by these existing methods.



[0068] In other examples of existing approaches to network security, a router or switch in

the network may keep a whi e st of IP addresses. If traffic originates from an IP not in the

whitelist, then the security system may raise an alert.

[Θ069] In existing approaches such as honeypots and honeynets, it is possible for threats

such as malware to detect that the network environment is emulated and simulated. The

behavior may not be realistic, for example applications running n the network may not be

typical of the more dynamic environments, and specific timings may not be accurate or

credible. In addition, the honeynet and honeypots are static, often deployed with physical

bridges, scripted responses, and static data- that can make the cost of deployment the same

as deploying a regular host

[Θ070] Present embodiments may take a different approach. An attack can happen from

many different vectors including outsider threat, insider threat and automated malware. The

technology assumes the network will come under attack and become infected at some point.

The approach is therefore to detect attacks, intrusions and infections, and limit their

propagation through the network. The present approach creates an environment for the

threats tha is real rather than deceptive to an attacker.

[007 ] Embodiments may use virtuaiization techniques to create an obfuscated network

infrastructure from a base network. They can work on the principle that unexpected behavior

in obfuscated network can be an indication the system has come under attack and may be

compromised. Furthermore, certain assets can be purposefully introduced into the obfuscated

infrastructure to allow a network security team to follow the digital trail outside the perimeter

of the base network, to trace the source of the attack and the path taken to exfiltrate the data.

[0072] Some elements of the present technology include:

A process of discovery on the base network

· The creation of instructions for reproducing the operational base network as one or

more shadow networks, and 'or reproducing operational nodes in the base network to include

insertion of realistic documents, configuration files, and processes over time.

• Virtuaiization of the shadow networks and hosts

• Interleaving of the shadow networks and hosts with the base network in order to

hide and protect real resources



* Monitoring the interleaved network dynamically to increase the likelihood of a

connection by ars unexpected behavior or threat

• Detection and containment of the threat with the ability to neutralize detected

threats in the shadow network and provide information that provides insight into how to

contain threats on the real network.

0073] Shadow execution containers acting as hosts (shadow hosts, sometimes referred to

as "host emulators") may be interleaved into the existing base network, as described above.

Each execution container host may have an Internet Protocol (IP) address and may be

represented as a virtual machine to behave just like normal computer. For example, if ten

shadow hosts are inserted into an existing corporate subnet 10.55.2.x, then subnet 10.55.2.x

becomes an obfuscated network. Rather than just adding shadow hosts as part of an

obfuscated shadow network, the base network may be replicated to replicate all of the real

network hosts with an IP on that subnet into an interleaved shadow network. In this case, if

the attacker lands on a shadow host in this first interleaved shadow network, these replicated

shadow hosts can be presented to the attacker once they have entered the first virtual host on

that same shadow network-—this giving the appearance that they are still in the real network

given the IP structure, but are in fact living in the shadow network. This acts as an advanced

containment mechanism against the attacker. Additional networks (i.e. shadow networks),

with IP addresses of, say, 10.55.3.x and 10.55.4.x can also be presented to the first shadow

network representing hosts that may or may not be on the original real network. If,

furthermore, the two shadow networks are added to the base network 10 55.x.x, then the

entire network 10.55 x.x is obfuscated.

[0074] Functional Elements of the Technology

[0075] The present technology consists of a number of functional elements as described in

the following sub-sections.

[Θ076] Base Network Discovery and Creation of Instructions

[Θ077] The process of discovery involves monitoring the base network for a period of time.

[Θ078] The steps in the process of discovery about the base network can include:

a) Identifying ail the network elements

b) Identifying ail the connections between network elements



c) Identify ing the topology of the network

d) Understanding the network behaviors

e) Understanding the timing of traffic between network elements.

[Θ079] The process of discovery can be different tha simply recording network traffic

flow. It combines defining the traffic flows corresponding to the network behaviors with

mapping of the network topology. The discovery technology creates metadata around the

traffic flows and topology to further understand the types of users and devices generating

activities on the network. The results are documented in sufficient detail to eventually

reproduce a complete copy of the operational base network. The copy is known as a . shadow

network.

[0080] Shadow networks may be implemented using Software Defined Networking(SDN).

SDN is a networking architecture in which a) the control plane is implemented in software

hosted on servers that are separate from the network equipment, and b) the data phase is

implemented in commodity network equipment. A shadow network can be interacted with

j st as if it is the real network. It operates and feels like the real network being targeted for

attack because it is real. The only difference in some embodiments is that the shadow

network does not contain the proprietary information, sensitive data, and live users contained

in the actual network it is cloaking. Fake data may be placed in the obfuscation layer of a

shadow network so that analytics could be performed to track and identify an attack that

targeted the fake data. It would then be possible to determine what assets were being targeted

and how. Also, as part of the obfuscation technology, there may be virtual actors interacting

with the network to generate behaviors consistent with behaviors that live users would be

generating on the actual (base) network

[0081] Base Network Discovery

[0082] Discovery of the base network involves two stages - networking mapping and

packet capturing.

[Θ083] Network Mapping

[Θ084] Network mapping may be accomplished by means of a mapping tool. The functions

of the mapping tool may include sending out packets to the hosts on the network, waiting for

responses and analyzing the responses to understand for example whether the host is on the



network, what type of host it is, and what its IP address is. The way the host responds can

indicate what type of host it is, for example it may be possible to classify it as a mail server

on the basis of the port it responds on. Other types of host may include hosts running

operating systems such as Windows or Linux, o may be a . printer, or a host providing a

service (such as mail).

[0085] An example tool suitable for mapping the network is Nmap (Network Mapper)

which is open source and is able to discover hosts and services on a base network. As

described above, Nmap sends communications to the target hosts in the base network and

then analyzes their responses. Other suitable open source or commercial tools may be used.

[Θ086] Nmap may be run on the Classless Inter-Domain Routing (CIDR) spacing used by

the base network. The CIDR spacing can be discovered by doing a blind scan or from

information provided by a network administrator for the base network. An Nmap command

to map network on 192.168.1.1/24, for example, and store a l the results in an XML

document, may be as follows:

Nmap -oX networkscan.xml 192.168.1.1/24

[0087] Once the scan is complete, all the discovered hosts and services may be found in an

(extensible markup language) XML-formatted document. The XML document may be

parsed and analyzed to provide input to the instructions for generating a shadow network.

[Θ088] From the results of network mapping, an embodiment may determine the topology

of the base network and the sendees operating on the network.

[0089] Packet Capture

[0090] A second stage of discovery can be packet capture. The purpose of packet capture

is to understand and define the behaviors of devices, processes and users on the network.

Example questions to be answered during this stage include a) how often do processes

communicate b) what protocols are used in communication c) what are the connection times,

d) what are the source and destination IP addresses for the packets, and e) at what rate to

machines spin up and connect to the network and/or be removed from the network?

[0091 ] Once captured, packets may be analyzed by a suitable tool, for example, Wireshark

- a network protocol analyzer. Packets arriving from the port span may be captured using an

API such as pcap. The pcap data may contain for example a) the connection time of a



process b) the source and destination of the connection, c) the protocol being used, d)

additional information such as response messages, e) the actual data flowing across the

connection, and f) the uptime of machines and lifecycle of machines that are connected and

disconnected from the network (e.g., laptops plugged in and disconnected each day).

Depending on the protocol (e.g. ht p vs. htips), the data flowing across the connection may be

encrypted data.

[0092] The combination of network mapping and packet capture to create instructions for

generating a . shadow network is believed to be novel.

[0093] Creation of Instructions

[0094] Creating the instructions for generating one or more shado networks can involve

two steps - base network analytics and the writing of instructions in a suitable network

description language.

[0095] Base Network Analytics

[0096] Network analytics may be used to create a complete description of the base network

that includes hosts, services, processes, connection times, source and destination addresses

for packets in inter-process communication, and behaviors of the network. Information

extracted from the XML document, for example, may include a) the types of host (e.g.

Windows, Linux and other operating systems) and their address spacing, and b) services

present on the network (e.g. web, ftp, ssh, mail, active director}', client-server, and the like).

Understanding the services present on the network allows the present technology to

determine which operating systems, protocols, and applications need to be placed on hosts in

a shadow network

[0097] The pcap data may be analyzed to unders tand the behavioral patterns of the base

network so that the behaviors include services, protocols, and host connection and

disconnection patterns over time in different subnets that can be reproduced in a shadow

network. For example, the pcap data may be parsed to determine how often each host is

connected and disconnected from the network and which protocol it is using. This

information may be used to create a . timeline for introducing the hosts with similar behaviors

in a shadow network and have substantially the same characteristics as the real surveyed

network. Timing information may be expressed statistically, for example as a mean and

standard deviation. Using the destination IP address information, an embodiment can ensure



that servies and uptime behaviors are blended in via the shadow hosts and networks, i.e. the

same destinations targeted in the base network.

[Θ098] Active Deception with Networks and Hosts

[Θ099] Using an SDN and a dispatcher to spin up shadow execution containers, hosts can

be presented at scale (e.g., many thousands) of apparent hosts that appear realistic in early

communications and across multiple subnets. When attacks on physical and virtual shadow

hosts are suspected to occur based on alearting or anomaly detection, or are actively

propagating on the shadow network, full interaction hosts can be moved (or herded) through

the reconfiguration of IP addresses and dynamically interleaved within subnets. This allows

an active response to an attacker's actions and provides a deceptive presentation of hosts to

the attacker in order to draw them out (i.e., bait) or determine the attacker's intention.

[Θ100] Network and Host Virtualization and Control

O OI Once the information about the base network is known, an embodiment can

reproduce the base network as one or more shadow networks. In some cases, the base

network is reproduced multiple times in the obfuscated network to create a large footprint for

the combined network (the obfuscated network) which has advantages for threat detection.

The obfuscated network may include network subnets and address naming scheme

conventions consistent with the base network.

[Θ102] The system may create obfuscated hosts of different types and at different patch

levels. These hosts may be created as virtual machines or less realistic analogs that are

referred to as "execution containers." Execution containers can emulate basic functions of

the endpoints of application connections. The hosts can participate in varying levels of

application and user-stimulated conversations across the network. The system can control

and manage the hosts to perform activities such as the bringing up and down of operating

system images and placement and attachment of these hosts to the appropriate locations in the

network. The system may also shut down and quarantine hosts that might be infected.

[Θ103] An embodiment may use Software Defined Networking (SDN) for network control.

This allows the system to make topological network changes and traffic flow redirections in

reaction or preparation to events that occur within the network. SDN may be used to connect

provisioned hosts to the network fabric. The network can be provisioned in software and

then connected to the network equipment.



[0104] A shadow network may be generated from the network description language using a

parser program to read it in and execute the instructions, and a hypervisor or Virtual Machine

Manager (VMM). Any suitable tools may be used for this puipose. Some specific example

tools for generating a shadow network on a single server include the following:

a) Bridge devices - to emulate Ethernet switches, for example. VMs can attach to the

bridge devices and communicate with each other.

b) Kernel VM (VMWare, K M) - to provide high-performance, full interaction VMs

and appear as real host machines on the network

c) Kernel Samepage Merging (KSM) - to reduce memory usage by sharing memory

across VMs, and

[0105] A shadow network (as described in the network description language) is a collection

of networks (i.e. switches/bridge devices) and machines that connect to the networks, or as

otherwise known in the art. The generation of a shadow network starts with the creation of

the bridge devices, followed by the creation of the KVM virtual machines, and the attachment

of the Ms to the appropriate networks.

[0106] While networks inside the environment are generally isolated from one another

(with two machines communicating only if they are on the same network), an administrator

may place routers and gateways inside a shadow network to route packets as desired.

[0107] Memory exhaustion may be mitigated using KSM, and also by spreading VMs

across multiple servers. The discovery of secondary servers, and load balancing between

servers, can be done automatically, and the generation of shadow networks can be made

scalable.

[0108] The operational base network and the virtualized shadow networks can be

interleaved to create a seamless obfuscated network. Interleaving the networks allows the

technology to detect East-West attacks. This can happen either from a new exploitation of a

vulnerability or from an insider threat. Once a machine in the network is compromised, it is

often used as a beachhead to further attack and exfiltrate information out of the target

network. With shadow networks grafted in to the obfuscated network, further propagation

and detection of these attacks can be caught and mitigated. In some implementations, the

combined network is configured to be several times larger (e.g. lOx) than the base network

by reproducing and interleaving multiple copies of the base network. Actual network traffic



is allowed to communicate oblivious to the presence of the shado hosts and networks.

However, to an attack vector, the logical view of the network is many times the size of the

actual network. This makes it very difficult for the attack vector to determine which network

or device/host should be targeted. For instance if there we e 1,000 hosts and 9,000 shadow

hosts then by the law of numbers an attack generally has a 90% chance of hitting the shadow

hosts of the obfuscated network and only a 10% chance of hitting the actual (base) network.

[0 09] Once a VM is presented through SDN to a real physical network, the hosts appear

identical to physical machines attached to the network. A VM can be statically specified or

can request an IP address from the Dynamic Host Configuration Protocol (DHCP) server on

the network, and once connected a VM can connect to a physical machine (and vice versa).

[ 110] Any traffic generated on the shadow network can spread to the physical network

according to the level of containment that is defined for the shadow network hosts. VMs can

be indistinguishable from physical machines on the same network.

[0111] Behavior Generation

[0 2] An embodiment can generating the general behavior of the base network in the

obfuscated network(s). The purpose of generating similar and logically extended behavior is

to create the appearance of similar blended entities (e.g. people, servers and the like) on the

network.

[0113] Behavior generating includes but is not limited to:

· Generation of the operating system (including different operating system types and

versions, configurations, patches and updates)

• Generation of applications consistent with the base network (including where

appropriate application servers, database servers, enterprise applications, processes and log

files)

· Generation of network messages, including broadcast and multi-cast messages and

responding to network probes and other messages

Generation of devices and server/hosts to mimic endpoint platforms accurately to

the extent that information gathering tools used during an exploitation phase can function as

if they were on a real-world device in the base network. The security platform can observe

and record such an exploitation without being detected.



* Generating host spin up and/or spin down into the network over time, similar to the

distribution of OS configurations, update behaviors, services, a d protocols used in the real

network. This may include, for example, file shares, mounted devices, web-browsing, e-mail

and use of enterprise applications such as customer relationship management to determine the

generation of blended shadow hosts to obfuscate these host functions.

[0 4] System process configurations and other aspects of sys tem behavior may be

consistent with a particular physical location of deployment. This increases the level of

obfuscation and protects against threats that infect obfuscated hosts and perform their own

surveillance of the environment.

[0115] One approach to behavior virtualizaiion is to use virtual machines and to create a

new virtual machine (VM) for each entity (e.g. person, server and the like). Such an

approach may not be scalable since each VM adds overhead. It is therefore preferable to use

one VM for many entities.

[0116] An embodiment can use a special VM, k own as a "conductor", able to generate

many entities or interfaces (each with its own MAC and P addresses) on a single VM.

[0 7] The VMs create the behaviors on the shadow network. The command and control

of the VMs is invisible to an attacker.

[0 1 18 ] The behaviors across all subnets and hosts may be stored in a centralized database

and service that is accessible via an integrated administrative system so that behavior

generation across all hosts can be coordinated.

[0119] More than one conductor VM may be created and placed on the obfuscated

network. Behavior virtualizaiion is scalable by increasing the number of conductor VMs and

also by spreading a shadow network across multiple servers.

[0120] Anomalous behavior detection - host and network

[0121] An embodiment can detect anomalous behavior in the entire obfuscated network.

Anomalous behavior may be, for example, unexpected network connections to hosts in the

obfuscated network, unexpected activity on the obfuscated network or unexpected changes to

applications or configurations on hosts in the obfuscated network.

[0122] When the networks are interleaved in the manner described here, the behavior of the

network is predictable. Behavior that is not predicted may be an indication of an infection or



attack. For example, in some networks, it may be that no connections are expected to be

made (during normal operation of the base network) by the base network to any of the

shadow networks. If a connection is made to a shadow element in the obfuscated network, it

can be assumed to be malicious if it is not on a white list. The connection may be assumed to

be malicious if it does not match normal operating heuristics of the network. As specific

example, consider a shadow network using the CIDR 10 0.1.1/ 16. If the shadow network

receives a connection from 172.3.2.1 then the system generates an alert because the IP

address is not in the CIDR spacing of the shadow network.

[0123] A malicious connection may be contained by re-directed host communications to

the real network with a shadow host that has the same IP configuration as the original real

host, i.e., to a different host on the shadow network where the connection can be kept alive

and monitored, with little to no risk to the obfuscated network's integrity.

24] Since the system is in complete control of all the endpoints in the conversations of

shadow networks, it can recognize new connections that are unexpected or unexpected

network activity, such as broadcast or multicast traffic not initiated by the system itself. It

can also detect when new files and binaries are loaded onto hosts in the shadow network, for

example.

[Θ 5] Furthermore, each host in the shadow network has a defined set of processes and

behaviors operating on the shadow hosts. The system may generate an alert whenever there

is a deviation from the defined processes or behaviors. As a specific example, consider the

case where a new process n exe is started on a shadow host. In this case, the process is

recognized as a hacking tool, and the system generates an alert.

[0 26] When a threat is detected in the obfuscated network, the system may generate an

alert. The network security team may configure the system to monitor the threat and to slow

down the propagation of the threat. The system may disconnect the infected host(s) and

disinfect them. The system can allow continued interaction with the base network or can

actively direct the threat away from the base network and preferentially back into a shadow

network. New shadow networks may be created in real-time in response to a threat, to

provide a contained environment in which to analyze and monitor the threat. The system

may a so reconfigure the networking topology on the fly into a new configuration. For

example, the system may use SDN to control the network fabric and may use an open



standard such as OpenFlow" or any other suitable approach to control traffic flows. SDN

may be used to redirect the threat seamlessly to a contained environment.

[0127] False positives may be detected through exception handling. An embodiment can

allow the addition of new exceptions to be configured within the technology as needed.

[0128] On legacy networks that do not support a technology such as SDN or OpenFlow*',

an alert on the base network can point a network administrator to the infected host. On a

shadow network, a technology such as SDN or OpenFlow* can be used to contain the attack

vector and the propagation of the attack.

[0 29] f a host on the base network becomes compromised (i.e. is attacked or infected)

and it attempts to connect to the shadow network, an embodiment can raise an alert, and can

provide the base network administrator with the IP address of the compromised host so that

the threat can be mitigated by any suitable means.

[0130] If a host on the shadow network becomes compromised, an embodiment can re

direct traffic fl o to a containment area without alerting the threat and allow it to continue

communicating. Further analysis can then be done on the attack while it is still in progress

[0 31] Visualization and Analytics

[0132] An embodiment may log and monitor attacks in progress, and it may generate alerts

into existing organizational systems to inform the users of such attacks. The security

platform may provide a monitoring console tha allows the user to see network and health

information, usage statistics for system resources and any anomalous behavior on hosts and

networks.

[0133] The system may gather data from all the shadow network hosts, as well as from the

base network, thereby providing a view into other connection patterns within the system. The

data may be stored within a data warehouse or similar structure that allows for post-infection

and attack analytics. It may also gather data from agents working on base network hosts to

direct traffic to the shadow network (e.g., lionevtokens). This information can be used to

trigger alerts and dynamically deploy additional shadow hosts and networks in order to create

more density and increase the likelihood of intercepting attack vectors.



[0134] Detailed Description of Figures

[0135] FIG. 1 illustrates a timing diagram of real, physical computers and host emulators

being connected to and disconnected from a network in accordance with an embodiment. In

schedule 100, the connection of real and virtual computers to a network are interleaved

together, and the IP addresses that are obtained from Dynamic Host Configuration Protocol

(DHCP) server 3 reflect the sequence of connections. Time increases to the right.

[0136] A "real" computer in this context is synonymous with a physical computer A

"virtual" computer in this context is synonymous with a host emulator, virtual computer,

application container, shadow host, or other virtual computer that exists entirely in software.

[0137] At a first point in time, physical computer 10 is turned on and connected to the

network, followed by printer 102 and computers 03 and 104 Server 105 and other devices

are subsequently activated and connected to the network.

[0 38 Interleaved with the connection times of the real devices are the connection times of

host emulators. After computer 101 is activated but before computer 103 is activated, three

host emulators 106 are connected to the network. Each of these host emulators may request

an IP address from DHCP server 3 at its time to connect to the network. Virtual printer

107 is connected soon after real printer 102. Host emulators 108 are connected soon after

physical computer 103 is connected, and host emulators 109 are connected randomly around

the timeframe that physical server 105 is connected. Another virtual printer 0 is connected

as well, prior to another physical printer being connected.

[0139] These connection times are randomly interleaved so as to confuse hackers A

hacker may monitor activity on a network over the course of a day to determine when certain

computers are on or off and when the busiest times in an office are. By randomly

interleaving virtual and real laptops, servers, printers, mobile devices, and other computers

with each other, it become difficult, if not impossible, for a hacker to immediately determine

which devices are fake and which are real.

[0140] Disconnections from the network are also interleaved so as to create a realistic

environment. For example, as real people turn off their real computers at the end of a

workday, virtual host emulators are disconnected from the network around the same time,

interleaved with the disconnections of physical computers



[0141] FIG. 2 illustrates a network laptop computer being infected from a universal serial

bus (USB) key on the inside. In the system shown, a company's computer network 200 is

connected with Internet 201 and protected by firewall 202 Externally facing resources, such

as the company's public web server and customer portals, are hosted on servers 203 Internal

company bandwidth is further protected behind a second firewall 204

[0142] Firewall 205 protects an internal company network used by employees while

firewall 206 protects the company's sensitive data center servers 2 . In the employee

computer network behind firewall 205, physical computers 207, 208, and 209 are located.

These computers may include laptop computers, server computers, printers, smart cellular

telephones, Internet devices, switches, routers, and other general purpose and application-

specific computers.

[0143] At some point, an employee brings in to work an infected USB key and plugs it into

his or her work laptop computer. A virus or other malicious code from a hacker uses the

connection to infect the employee's physical computer 208, the physical computer having the

IP address 192.168 1.21. Note that no firewall was directly penetrated by the virus.

Unfortunately, this is a common occurrence in company networks.

[0144] FIG. 3 illustrates a server computer being infected from the infected laptop

computer in FIG. 2. The malicious code from infected computer 208 establishes a connection

with physical server 209 and moves or replicates itself on physical server 209. That is, host

192.168.1.21 connects to real server 192 168.1.22 as the next target of propagation. Now that

the malicious code can execute on a server, a hacker from outside the firewall can use it to

explore the rest of the network for vulnerabilities.

[0145] Network protection devices 313, 314, and 3 5 may be connected to the company's

network behind the various firewalls. Network protection device 3 3 is connected to the

externally facing resources network behind firewall 202. Network protection device 314 is

connected to the internal-employee computer network behind firewall 205, and network

protection device 3 5 is connected at the data center behind firewall 206. These 'single-box'

devices can form a shadow network alone or in conjunction with one another, protecting the

network as will be described.

[0146] FIG. 4 illustrates point devices creating shadow networks of host emulators and

connecting them to the networks of FIG. 3 in accordance with an embodiment.



[0147] Network protection device 3 4 captures packets on the employee network and

monitors them to ascertain a schedule of activations and deactivations of computer equipment

at various times of the day. Over the course of a day, couple of days, week, month, and/or

continuously, network protection device 314 refines a schedule of typical startup times and

departures. Network protection device 3 4 also surveys the logical topology of the computer

network, determining bus, star, ring, mesh, tree, hybrid, and daisy chain topologies of

networks and subnetworks. t may also be programmed to determine where particular

bottlenecks are in the system, what switches and routers create the bottlenecks, and other

factors that affect how the topology may be seen from a hacker's point of view.

[0148] Network protection device 314 creates instances of (i.e., instantiates) and initializes

hundreds of lightweight software-based host emulators 419. These low interaction host

emulators take up little memory and bandwidth compared to other resources on the system.

Using a common TCP/IP stack, each host emulator is programmed to respond at very simple

levels to probing. Perhaps one of the simplest responses is to respond to an ICMP echo

request packet. This response to a core protocol is recognized to exist across virtually ail

TC /TP-enabled devices, from simple emulators to complex servers.

[0149] An IP address can be obtained for each host emulator from a DHCP server, from a

table in the network protection device, or otherwise as known in the art. Based on the

topology, network protection device 3 4 obtains IP addresses in the same subnet, e.g.,

192.168.1.31 through 192.168.1.100.

0] Using the schedule determined from its monitoring, network protection device 3 4

connects host emulators 419 to the network in an interleaved fashion with the physical

computers throughout the day. This creates a relatively difficult environment for a . hacker

because hacker may not easily distinguish which computers are real and which are merely

emulators.

[Θ151] A hacker may use a mapping program that sends swaths of these echo request

packets across a network. If the number of host emulators exceed the number of physical

computers by a significant factor, such as a factor of 5, then the hacker may believe that he

hit the jackpot in discovering a huge computer network. In actuality, the network is 6 the

size.



[0152] Similarly to network protection device 3 4 , network protection devices 3 3 and 3 15

monitor their networks and interleave host emulators 4 8 and 420, respectively, with their

networks.

[Θ153] FIG. 5 illustrates a host emulator being infected from the infected server computer

of FIG. 3. The larger the number of host emulators, the greater the chance tha a hacker will

select a host emulator to probe or further infect. Given instructions from the hacker's

command and control application 4 7, the hacker attempts to infect another computer on the

network. Unfortunately for the hacker, and fortunately for the company, the hacker chooses

host emulator 522 to attack. Network protection device 314, at 192.168.3.33, accepts the

attack and allows the hacker to continue. In order to host the malicious code and accurately

respond (as a real computer would) to the hacker's infection, host emulator 522 swaps itself

out for a virtual machine tha is on warm standby. That is, a virtual machine with the same

operating system and patch level as a real, physical computer has on the network, gets host

emulator 522' s IP address at connection time by the hacker. This can occur immediately

after a . SYN-SYN-ACK handshake to begin a connection or later on upon mo e advanced

communications with host emulator 522.

[0154] FIG. 6 illustrates containment of infections to other host emulators in accordance

with an embodiment. A hacker attempts to further infections by attempting to connect with

physical computer 207, which has the IP address 192.168.1.23. However, request 623 for

connection is intercepted by network protection device 314. Network protection device 3 4

quickly spins up an alternative 92 .168.1.23 IP address inside the shadow network and

assigns i to a second host emulator 624. Using software defined networking, an IP conflict

between physical computer 207 and host emulator 624 by routing ail messages for

192. 68.1.23 from the shado network to host emulator 624. In this way, the real computer

is protected from the hacker.

[Θ155] FIG. 7 illustrates containment of infections within a related shadow network in

accordance with an embodiment. In this case, the hacker attempts to infect data center server

2 from 'computer' 524. Data protection device 314 communicates this intention to data

protection device 3 5 , and data protection device 3 5 copies the IP address of data center

server computer 2 to host emulator 723. Request for connection 722 from infected virtual

machine 524 is then routed to host emulator 723, which may be replaced by a virtual

machine. Software defined networking between network protection devices 314 and 3 5



keeps the IP addresses of the virtual, infected 'computers' from infecting the real, physical

computers.

[0156] FIG. 8 is a flowchart of a process in accordance with an embodiment. Process 800

can be implemented wholly or partly in one or more computing devices. In operation 801,

packets are captured on a computer network of physical computers. In operation 802, the

captured packetes are monitored to ascertain a schedule of connection activations and

deactivations of the physical computers on the network. In operation 803, a logical topoloty

of the computer network is surveyed. In operation 804, a . plurality of software-based host

emulators is instantiated and initialized, each host emulator configured to respond to an

Internet control message protocol (ICMP) echo request packet. In operation 805, an internet

protocol (IP) address for each host emulator is obtained based on the surveyed topology. In

operation 806, the host emulators are connected to the base computer network over time

based on the ascertained schedule and a random number generator, the connecting

substantially interleaving the connecting of the host emulators with connection activations of

the physical computers.

[ 57 In operation 807, an operating system used by at least one of the physical computers

is identified. In operation 808, a virtual machine that emulates portions of the identified

operating system is initialized. In operation 809, a first host emulator of the host emulators

receives a . reqeust to establish a connection. In operation 810, the first host emulator is

replaced with the virtual machine by assigning the IP address of the first host emulator to the

virtual machine and establishing, using the virtual machine, a connection in response to the

request. Alternatively, the replacement can use the virtual machine to respond to traffic

associated with an already-established connection between the first host emulator and the

requestor.

[0158] FIG. 9 is a flowchart of a process in accordance with an embodiment. Process 900

can be implemented wholly or partly in one or more computing devices. In operation 901, a

plurality of software-based host emulators is instantiated and initialized, each host emulator

configured to respond to an Internet control message protocol (ICMP) echo request packet.

In operation 902, an Internet protocol (IP) address is obtained for each host emulator. n

operation 903, the host emulators are connected to a computer network having physical

computers. In operation 904, a request to establish a connection between a first host emulator

of the host emulators and a first physical computer of the physical computers is intercepted.



In operation 905, an IP address of the first physical computer is determined. In operation

906, the IP address of the firs t physical computer is assigned to the second host emulator, the

first physical computer keeping its IP address. In operation 907, the intercepted request is

routed, using software defined networking (SDN), to the second host emulator. In operation

908, a connection is established between the first and second host emulators using the

routing.

[0 59] FIG. 10 is a flowchart of a process in accordance with an embodiment. Process

000 can be implemented wholly or partly in one or mo e computing devices. In operation

1001, physical hosts on a base computer network are mapped, including identifying a type

and Internet protocol (IP) address of each physical host on the base network. n operation

002, a topology of the base network is determined from the mapping. In operation 1003,

one or more services are determined to be available on the base network from the mapping.

In operation 1004, packets are captured on the base network. In operation 1005, a network

traffic pattern is identified from the captured packets, the network traffic pattern including a

frequency of communication, communication protocol, connection time, or source and

destination IP address for a communication on the network. In operation 1006, instructions

are generated for creating a shadow network from the topology, available sendees, and

network traffic pattern, the shadown network having substantially the same topofoty,

available services, and network traffic pattern as the base network. In operation 1007, at least

one shadow network is created using the generated instructions. In operation 1008, at least

one shadow network is connected to the base network.

[0 60] Alternate Embodiments

[0161] Some alternate methods include steps such as:

1) Discovery of the base network

2) Creation of the instructions for reproducing the network

3) Reproducing the base network as one or more shadow networks

4) Interleaving the shadow network(s) with the base network, such that the entire

interleaved network becomes an obfuscated network



5) Safeguarding the base network by detecting threats propagating from the base

network and monitoring their behavior and limiting their propagation back to the base

network a the Internet.

6) Identifying outgoing communications to the attacker's command and control and

exfiltration servers and communicating the network egress details so that these

communications can be blocked on the base network.

Steps 4, 5, and/or 6 may be executed by a network administrator.

[0 62] In the foregoing specification, the invention is described with reference to specific

embodiments thereof, but those skilled in the art will recognize that the invention is not

limited thereto. Various features and aspects of the abo ve-described invention may be used

individually or jointly. Further, the invention can be utilized in any number of environments

and applications beyond those described herein without departing from the broader spirit and

scope of the specification. The specification and drawings are, accordingly, to be regarded as

illustrative rather than restrictive

[0163] It should be noted that the methods, systems, and devices discussed above are

intended merely to be examples. It must be stressed that various embodiments may omit,

substitute, or add various procedures or components as appropriate. For instance, it should be

appreciated that, in alternative embodiments, the methods may be performed in an order

different from that described, and that various steps may be added, omitted, or combined.

Also, features described with respect to certain embodiments may be combined in various

other embodiments. Different aspects and elements of the embodiments may be combined in

a similar manner. Also, it should be emphasized that technology evolves and, thus, many of

the elements are examples and should not be interpreted to limit the scope of the invention.

[ 64] Specific details a e given in the description to provide a thorough understanding of

the embodiments. However, it will be understood by one of ordinary skill in the art that the

embodiments may be practiced without these specific details. For example, well-known

circuits, processes, algorithms, structures, and techniques have been shown without

unnecessary detail in order to avoid obscuring the embodiments.

[0165] Also, it is noted that the embodiments may be described as a process which is

depicted as a flow diagram or block diagram. Although each may describe the operations as

a sequential process, many of the operations can be performed in parallel or concurrently. In



addition, the order of the operations may be rearranged. A process may have additional steps

not included in the figure.

[Θ166] Moreover, as disclosed herein, the term "memory" or "memory unit" may represent

one or more devices for storing data, including read-only memory (RDM), random access

memory (RAM), magnetic RAM, core memory, magnetic disk storage mediums, optical

storage mediums, flash memory devices, or other computer-readable mediums for storing

information. The term "computer-readable medium" includes, but is not limited to, portable

or fixed storage devices, optical storage devices, wireless channels, a sim card, other smart

cards, and various other mediums capable of storing, containing, or carrying instructions or

data.

[Θ 67] Furthermore, embodiments may be implemented by hardware, software, firmware,

middleware, microcode, hardware description languages, or any combination thereof. When

implemented in software, firmware, middleware, or microcode, the program code or code

segments to perform the necessary tasks may be stored in a computer-readable medium such

as a storage medium. Processors may perform the necessary tasks.

[0 68] Having described several embodiments, it will be recognized by those of skill in the

art that various modifications, alternative constructions, and equivalents may be used without

departing from the spirit of the invention. For example, the above elements may merely be a

component of a larger system, wherein other rules may take precedence over or otherwise

modify the application of the invention. Also, a number of steps may be undertaken before,

during, or after the above elements are considered. Accordingly, the above description

should not be taken as limiting the scope of the invention.



WHAT IS CLAIMED IS:

L A method of obfuscating physical computers on a computer network

from hackers, the method comprising:

capturing packets on a computer network of physical computers;

monitoring the captured packets to ascertain a schedule of connection

activations and deactivations of the physical computers on the network;

surveying a logical topology of the computer network;

instantiating and initializing a plurality of software-based host emulators, each

host emulator configured to respond to an Internet control message protocol (ICMP) echo

request packet;

obtaining an Internet protocol (IP) address for each host emulator based on the

surveyed topology; and

connecting the host emulators to the base computer network over time based

on the ascertained schedule and a random number generator, the connecting substantially

interleaving the connecting of the host emulators with connection activations of the physical

computers.

2. The method of claim 1 further comprising:

identifying an operating system used by at least one of the physical computers;

initializing a virtual machine that emulates portions of the identified operating

system;

receiving, by a first host emulator of the host emulators, a request to establish

a connection;

replacing the first host emulator with the virtual machine by:

assigning the IP address of the first host emulator to the virtual

machine; and

establishing, using the virtual machine, a connection in response to the

request, or responding, using the virtual machine, to traffic associated with an established

connection.

3. The method of claim 2 wherein the initializing of the virtual machine

occurs before the receiving of the request to establish the connection, the virtual machine

kept on warm standby until the replacing.



4. The method of claim 2 further comprising:

receiving, by a second host emulator, a second request to establish a second

connection;

re-tasking the virtual machine by:

assigning the IP address of the second host emulator to the virtual

machine; and

establishing, using the virtual machine, a connection in response to the

second request, or responding, using the virtual machine, to traffic associated with a .

connection established by the second request.

5. The method of claim 2 wherein the initializing of the virtual machine

occurs based on an alert received from a security product, a network communication

anomaly, or an event triggered by a user-defined rule.

6. The method of claim 2 further comprising:

identifying patch level of the operating system; and

initializing the virtual machine to emulate portions of the identified operating

system in accordance with the identified patch level .

7. The method of claim 2 wherein the virtual machine is configured to

emulate an operating system selected from the group consisting of a Microsoft Windows®

operating system, Mac OS®, Linux®) operating system, Unix operating system, iOS

operating system, and Android® operating system

8. The method of claim 2 wherein the virtual machine is configured to

emulate an application executing on the operating system, the application being selected from

the group consisting of database server, a file server, and a web server.

9. The method of claim 1 wherein the IP address is obtained from a

dynamic host configuration protocol (DHCP) server.

0 . The method of claim 1 wherein each host emulator is configured to

establish a connection using a SYN, SYN-ACK, and ACK handshake.

11. The method of claim 1 further comprising:



assigning a media access control (MAC) address to each host emulator,

wherein each host emulator is configured to respond to an ICMP echo request packet with the

assigned MAC address.

12. The method of claim 1 wherein a number of the host emulators

exceeds a number of the physical computers by a factor of 5.

13. A method of containing a hacker within a shadow portion of a

computer network, the method comprising:

instantiating and initializing a plurality of software-based host emulators, each

host emulator configured to respond to an Internet control message protocol (ICMP) echo

request packet;

obtaining an Internet protocol (IP) address for each host emulator;

connecting the host emulators to a computer network having physical

computers;

intercepting a request to establish a connection between a first host emulator

of the host emulators and a first physical computer of the physical computers;

determining an IP address of the first physical computer;

assigning the IP address of the first physical computer to the second host

emulator, the first physical computer keeping its IP address;

routing, using software defined networking (SDN), the intercepted request to

the second host emulator; and

establishing a connection between the first and second host emulators using

the routing.

14. The method of claim 13 further comprising;

identifying an operating system used by at least one of the physical computers;

initializing a virtual machine that emulates portions of the identified operating

system before the request is intercepted, wherein the virtual machine is on warm standby

until the request is intercepted;

ascertaining that the identified operating system is the same as an operating

system of the first physical computer; and

assigning the IP address of the first physical computer to the virtual machine.

15. The method of claim 14 further comprising;



identifying a patch level of the operating system; and

initializing the virtual machine to emulate portions of the identified operating

system in accordance with the identified patch level.

16. The method of claim 13 further comprising:

providing host emulators on a second computer network having physical

computers;

intercepting a second request to establish a connection between the second

host emulator and a second physical computer on the second computer network;

determining an IP address of the second physical computer;

assigning the IP address of the second physical computer to a third host

emulator of the second computer network, the second physical computer keeping its IP

address;

routing, using SDN, the intercepted second request to the third host emulator;

and

establishing a connection between the second and third host emulators.

17. The method of claim 13 further comprising:

capturing packets on the computer network of the physical computers;

monitoring the captured packets to ascertain a schedule of connection

activations and deactivations of the physical computers; and

connecting the host emulators to the computer network over time based on the

ascertained schedule and a random number generator, the connecting substantially

interleaving the connecting of the host emulators with connection activations of the physical

computers.

18. The method of claim 13 further comprising:

determining a media access control (MAC) address, host name, or workgroup

name of the first physical computer; and

associating the second host emulator with the determined MAC address, host

name, or workgroup name.

19. The method of claim 3 wherein the IP address is obtained from a

dynamic host configuration protocol (DHCP) server.



1 20. A method of setting up a computer network to obfuscate hackers, the

method comprising:

3 mapping physical hosts on a base computer network, including identifying a

type and Internet protocol (IP) address of each physical host on the base network;

5 determining a topology of the base network from the mapping;

6 determining one or more services available on the base network from the

7 mapping;

8 capturing packets on the base network;

9 identifying, from the captured packets, a network traffic pattern, the network

traffic pattern including a frequency of communication , communication protocol, connection

time, or source and destination IP address for a communication on the network;

generating instructions for creating a shadow network from the topology,

3 available services, and network traffic pattern, the shadow network having substantially the

same topology, available services, and network traffic pattern as the base network;

5 creating at least one shadow network using the generated instructions; and

6 connecting the at least one shadow network to the base network.
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