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(57) Abstract: Anencryption method is disclosed. The encryption method includes
calculating a secret key from a ring as a set closed for addition and multiplication
defined between elements, generating a plurality of partial secret keys using the
calculated secret key and a random matrix, and distributing the plurality of generated
partial secret keys.
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Description
Title of Invention: APPARATUS FOR PERFORMING
THRESHOLD DESIGN ON SECRET KEY AND METHOD

THEREOF
Technical Field

Apparatuses and methods consistent with the disclosure relate to an apparatus for
performing threshold design on a secret key and a method thereof, and more par-
ticularly, to an apparatus for performing a threshold design on a secret key for an ap-
proximate cipher text and distributing the secret key, and a method thereof.
Background Art

As communication technologies have been developed and electronic devices have
become actively prevalent, efforts have continuously been made to maintain commu-
nication security between electronic devices. Therefore, encryption/decryption tech-
nologies have been used in most communication environments.

Meanwhile, cipher text may be decrypted using secret keys, and recently, a threshold
design (or a quorum design) is performed on the secret keys. Here, the threshold design
is designed to distribute secret keys to everyone and to decrypt the cipher text only
when a certain number of people gather.

In the related art, a Shamir secret key distribution scheme or {0, 1}-linear secret
sharing scheme (L.SSS) has been used for the threshold design, but the related art
scheme has a very large linear combination coefficient for recovering the secret keys,
causing problems that a prime number q for decryption must satisfy certain conditions,
and thus there are restrictions on q or the number of secret keys to be distributed to
each person is very large.

In other words, a magnitude of prime numbers or the number of secret keys is re-

stricted depending on a total number of people.
Disclosure of Invention

Technical Problem

Embodiments of the disclosure overcome the above disadvantages and other disad-
vantages not described above. Also, the disclosure is not required to overcome the dis-
advantages described above, and an embodiment of the disclosure may not overcome

any of the problems described above.
Solution to Problem

The disclosure provides an apparatus for performing threshold design on secret keys

for an approximate cipher text and distributing the secret keys, and a method thereof.
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According to an embodiment of the disclosure, an encryption method includes: cal-
culating a secret key from a ring as a set closed for addition and multiplication defined
between elements; generating a plurality of partial secret keys using the calculated
secret key and a random matrix; and distributing the plurality of generated partial
secret keys.

The random matrix may have a number of rows corresponding to a number of users
and a number of columns corresponding to a threshold.

The random matrix may have a number of rows corresponding to a number of users
and a number of secret keys to be distributed to each user and a number of columns
corresponding to a threshold.

In the distributing, the plurality of distribution secret keys may be distributed to each
user.

In the generating, a plurality of random values may be generated and the plurality of
partial secret keys may be generated by applying a vector matrix including the plurality
of random values and the secret key to the random matrix.

The encryption method may further include: generating a public key using the secret
key; and generating a cipher text using the generated public key.

The encryption method may further include: collecting partial decipher texts each
generated by applying the cipher text to a partial secret key equal to or greater than a
threshold; and decrypting a plaintext for the cipher text using the partial decipher texts
equal to or greater than the threshold.

The encryption method may further include: collecting partial secret keys equal to or
greater than a threshold, among the plurality of partial secret keys; and recovering the
secret key using the collected partial secret keys.

According to another embodiment of the disclosure, an arithmetic operation device
includes: a memory configured to store at least one instruction; and a processor
configured to execute the at least one instruction, wherein the processor is configure to,
by executing the at least one instruction, calculate a secret key from a ring as a set
closed for addition and multiplication defined between elements, generate a plurality of
partial secret keys using the calculated secret key and a random matrix, and distribute
the plurality of generated partial secret keys.

The processor may be configured to generate a plurality of random values and
generate the plurality of partial secret keys by applying a vector matrix including the
plurality of random values and the secret key to the random matrix.

The random matrix may have a number of rows corresponding to a number of users
and a number of secret keys to be distributed for each user and a number of columns
corresponding to a threshold, and the processor may be configured to distribute the

plurality of partial secret keys to each user.
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[19] The processor may be configured to generate a public key using the secret key and
generate a cipher text using the generated public key.

[20] The processor may be configured to collect partial decipher texts each generated by
applying the cipher text to a partial secret key equal to or greater than a threshold and
decrypt a plain text for the cipher text using the partial decipher texts equal to or
greater than the threshold.

[21] According to diverse embodiments of the disclosure as described above, when the
threshold is satisfied using a random matrix, a secret key is distributed to enable de-
cryption, thereby further reducing a magnitude of the linear combination coefficient.

[22] Additional and/or other aspects and advantages of the invention will be set forth in
part in the description which follows and, in part, will be obvious from the description,
or may be learned by practice of the invention.

[23]

Advantageous Effects of Invention

[24] -

Brief Description of Drawings

[25] The above and/or other aspects of the disclosure will be more apparent by describing
certain embodiments of the disclosure with reference to the accompanying drawings, in
which:

[26] FIG. 1 is a view illustrating a structure of a network system according to an em-
bodiment of the disclosure;

[27] FIG. 2 is a block diagram illustrating a configuration of an arithmetic operation
device according to an embodiment of the disclosure;

[28] FIG. 3 is a flowchart illustrating an example of a method of generating a cipher text
of the disclosure;

[29] FIG. 4 is a flowchart illustrating an example of a method of generating a partial
secret key of the disclosure; and

[30] FIG. 5 is a flowchart illustrating a method of decrypting a cipher text using a
plurality of partial secret keys.

Best Mode for Carrying out the Invention
[31] -
Mode for the Invention
[32] Hereinafter, the disclosure will be described in detail with reference to the ac-

companying drawings. Encryption/decryption may be applied to an information (data)
transmission process performed in the disclosure, and expressions for describing the
information (data) transmission process in the disclosure and claims should all be

construed to include the case of encrypting/decrypting although not mentioned
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separately. Expression in the form of "transmission (transfer) from A to B" or
"reception by A from B" includes transmission (transfer) or reception by an in-
termediate medium and does not necessarily limited to only directly transmission
(transfer) or reception from A to B.

In the description of the disclosure, the order of each step should be understood non-
restrictively unless a preceding step must be performed before a subsequent step
logically and temporally. That is, except for the exceptional case above, although a
process described as a subsequent step is performed before a process described as a
preceding step, it does not affect the essence of the disclosure and the scope of the
disclosure should be defined regardless of order of steps. Also, description of "A or B"
is defined to mean that both A and B are included, as well as selectively indicating any
one of A and B. Also, the term "including" in this specification has a comprehensive
meaning to further include another component in addition to elements enumerated to
be included.

In this specification, only essential components necessary for the description of the
disclosure are described and components not related to the essence of the disclosure
are not mentioned. Also, only the mentioned components should not be construed to be
included in an exclusive sense but should be construed in a non-exclusive sense to
include any other component.

In this specification, the term "value" is defined as a concept including not only a
scalar value but also a vector.

The mathematical operation and calculation of each step of the disclosure described
hereinafter may be realized by a computer operation by a coding method known for
corresponding operation or calculation and/or coding devised suitably for the
disclosure.

Specific formulas described hereinafter are exemplarily described among various
possible alternatives, and the scope of the disclosure should not be construed as being
limited to the formulas mentioned in the disclosure.

For convenience of description, the following is assumed.

a < D : Element a is selected according to distribution D.

s 1,52 € R:Eachof S1 and S2 is an element belonging to group R.

mod(q) : A modular operation is performed with element q.

-] : The internal value is rounded off.

Hereinafter, various embodiments of the disclosure will be described in detail with
reference to the accompanying drawings.

FIG. 1 is a view illustrating a configuration of a network system according to an em-
bodiment of the disclosure.

Referring to FIG. 1, a network system may include a plurality of electronic devices
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100-1 to 100-n, a first server device 200, and a second server device 300, and these
components may be connected to each other via a network 10.

The network 10 may be implemented in various types of wired/wireless commu-
nication networks, broadcast communication networks, optical communication
networks, cloud networks, and the like, and each device may also be connected by a
method such as Wi-Fi, Bluetooth, and near field communication (NFC), and the like,
without a separate medium.

In FIG. 1, a plurality of electronic devices 100-1 to 100-n are illustrated but the
plurality of electronic devices may not necessarily be used and one device may be
used. For example, the electronic devices 100-1 to 100-n may be implemented in
various types of devices such as smartphones, tablets, game players, PCs, laptop PCs,
home servers, secret kiosks, and the like, and may also be implemented in the form of
a home appliance to which an IoT function is applied.

A user may input various information through the electronic devices 100-1 to 100-n
used by the user. The input information may be stored in the electronic devices 100-1
to 100-n but may be transmitted to and stored in an external device for the reason of
storage capacity and security. In FIG. 1, the first server device 200 may serve to store
such information, and the second server device 300 may serve to use some or all of the
information stored in the first server device 200.

Each of the electronic devices 100-1 to 100-n may homomorphically encrypt the
input information and transmit the homomorphic cipher text to the first server device
200. For example, each of the electronic devices 100-1 to 100-n may homomorphically
encrypt the input information using a public key and transmit a homomorphic cipher
text to the first server device 200.

In this case, each of the electronic devices 100-1 to 100-n may include encryption
noise, 1.e., an error, calculated in the process of performing the homomorphic en-
cryption, in the cipher text. Accordingly, the homomorphic cipher text generated by
each of the electronic devices 100-1 to 100-n may be generated in a form in which a
resultant value including a message and an error value is restored when decrypted later
using a secret key.

For example, the homomorphic cipher text generated by the electronic devices 100-1
to 100-n may be generated in a form satisfying the following properties when
decrypted using a secret key.

[Equation 1]

Dec(ct, sk) = <ct, sk>= M+e(mod q)

Here, <, > are usual inner products, ct is cipher text, sk is secret key, M is plaintext
message, € is an encryption error value, and mod q is Modulus of cipher text. q should

be chosen to be greater than a resultant value M obtained by multiplying the message
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by a scaling factor A. If an absolute value of the error value e is smaller enough than
M, then a decrypted value M+e of the cipher text is a value that may replace an
original message with the same precision in significant digit arithmetic operation.
Among the decrypted data, an error may be disposed on the least significant bit s
(LSB) side and M may be disposed on a second LSB side.

[55] If a size of the message is too small or too large, the size of the message may be
adjusted using a scaling factor. When the scaling factor is used, even a message in the
form of a real number, as well as the form of an integer, may be encrypted, utilization
may be significantly increased. In addition, by adjusting the size of the message using
the scaling factor, a size of an area in which the messages exist, that is, an effective
area, in the cipher text after the arithmetic operation is performed may also be adjusted.

[56] According to an embodiment, the cipher text modulus q may be set and used in
various forms. For example, the modulus of the cipher text may be set in the form of
an exponential power q=A "of the scaling factor A. If A is 2, q may be set to a value
such as q=2 10,

[57] The first server device 200 may store the received homomorphic cipher text in the
cipher text form, without decrypting the received homomorphic cipher text.

[58] The first server device 200 may generate a secret key and a public key for encryption
and provide the generated public key to the plurality of electronic devices 100-1 to
100-n. Here, the first server device 200 may generate a plurality of partial secret keys
for the secret key and provide the plurality of generated partial secret keys to the
plurality of devices for stability.

[59] For example, the first server device 200 may generate a plurality of partial secret
keys having a threshold for the secret key described above. The first server device 200
may distribute the generated partial secret keys to the plurality of electronic devices
100-1 to 100-n. When the partial secret keys are used as described above, each of the
plurality of electronic devices 100-1 to 100-n cannot perform decryption on the cipher
text using only the partial secret keys of its own, and may perform decryption only
when partial secret keys equal to or greater than a designed threshold gather (or only
when the partial decipher texts equal to or greater than the threshold gather).

[60] The second server device 300 may request a specific processing result for the ho-
momorphic cipher text from the first server device 200. The first server device 200
may perform a specific arithmetic operation according to a request from the second
server device 300, and then transmit a result to the second server device 300. As
described above, the first server device 200 may be referred to as an arithmetic
operation device in that it may perform an arithmetic operation.

[61] For example, when the cipher texts ctl and ct2 transmitted from the two electronic

devices 100-1 and 100-2 are stored in the first server device 200, the second server
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device 300 may request the sum of the information provided from the electronic
devices 100-1 and 100-2, from the first server device 200. The first server device 200
may perform an arithmetic operation of summing the two cipher texts according to the
request, and then transmit a resultant value ctl+ct2 to the second server device 300.

In terms of the nature of the homomorphic cipher text, the first server device 200
may perform an arithmetic operation without decryption, and the resultant value is also
in the cipher text form. In the disclosure, the resultant value obtained by the arithmetic
operation is referred to as an arithmetic operation result cipher text.

The second server device 300 may decrypt the received arithmetic operation result
cipher text to obtain an arithmetic operation resultant value of data included in each
homomorphic cipher text. Here, if the second server device 300 has a secret key, the
second server 300 may immediately decrypt the received arithmetic operation result
cipher text. However, if the second server device 300 has a partial secret key, the
second server device 300 may perform decryption after restoring the secret key by
collecting other partial secret keys equal to or greater than the threshold from other
devices. Alternatively, the second server device 300 may collect partial decipher texts
which is a decryption result using the partial secret key for the arithmetic operation
result and may perform decryption using the partial decipher texts when the collected
partial decipher texts are equal to or greater than the threshold. As described above, the
second server device 300 may also be referred to as an arithmetic operation device in
that it performs an arithmetic operation such as decryption on the cipher text.

Meanwhile, although FIG. 1 illustrates a case that the first electronic device and the
second electronic device perform encryption and the second server device performs de-
cryption, the disclosure is not limited thereto.

FIG. 2 is a block diagram illustrating a configuration of an arithmetic operation
device according to an embodiment of the disclosure.

In detail, in the system of FIG. 1, the devices that perform homomorphic encryption,
such as the first electronic device and the second electronic device, the device that
arithmetically operates the homomorphic cipher text, such as the first server device or
the like, the device that decrypts the homomorphic cipher text, such as the second
server device, and the like may be referred to as arithmetic operation devices. The
arithmetic operation devices may include various devices such as a personal computer,
a notebook computer, a smartphone, a tablet, a server, and the like.

Referring to FIG. 2, the arithmetic operation device 400 may include a commu-
nication device 410, a memory 420, a display 430, an operation input device 440, and a
processor 450.

The communication device 410 is provided to connect the arithmetic operation

device 400 to an external device (not shown), and here, the communication device 410
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may be connected to an external device via a local area network (LAN) and the
internet or may be connected to the external device through a universal serial bus
(USB) port or a wireless communication (e.g., Wi-Fi 802.11a/b/g/n, NFC, Bluetooth)
port. The communication device 410 may also be referred to as a transceiver.

The communication device 410 may receive a public key from an external device
and transmit a public key generated by the arithmetic operation device 400 itself to the
external device.

In addition, the communication device 410 may transmit a secret key or a partial
secret key generated by the arithmetic operation device 400 itself to an external device.
Alternatively, the communication device 410 may receive a partial secret key from an
external device.

The communication device 410 may receive a message from an external device and
transmit a generated homomorphic cipher text to the external device. The commu-
nication device 410 may receive a partial decipher text decrypted with a partial secret
key from the external device or transmit a partial decipher text decrypted with the
partial secret key stored by the arithmetic operation device 400 to the external device.

In addition, the communication device 410 may receive various parameters necessary
for generating a cipher text from an external device. Meanwhile, in the imple-
mentation, various parameters may be directly input from the user through the
operation input device 440 to be described later.

In addition, the communication device 410 may receive a request for an arithmetic
operation on the homomorphic cipher text from the external device and transmit a
calculated result to the external device.

At least one instruction regarding the arithmetic operation device 400 may be stored
in the memory 420. In detail, various programs (or software) for the arithmetic
operation device 400 to operate may be stored in the memory 420 according to various
embodiments of the disclosure.

The memory 420 may be implemented in various forms such as a random access
memory (RAM), a read-only memory (ROM), a flash memory, a hard disk drive
(HDD), an external memory, a memory card, and the like, but is not limited thereto.

The memory 420 may store a message to be encrypted. Here, the message may be
various credit information, personal information, and the like quoted by the user or
may be information related to a usage history such as location information and Internet
usage time information used in the arithmetic operation device 400.

The memory 420 may store a public key. If the arithmetic operation device 400 is a
device that directly generates a public key, the memory 420 may store various pa-
rameters necessary for generating a public key and a secret key, as well as the secret

key.
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In addition, if the arithmetic operation device 400 directly performs a threshold
design, the memory 420 may store a plurality of partial secret keys for a secret key and
store a partial secret key received from an external device. Meanwhile, according to an
embodiment, one arithmetic operation device 400 may store a predetermined number
of partial secret keys.

In addition, the memory 420 may store a homomorphic cipher text generated in a
process to be described later. The memory 420 may store a homomorphic cipher text
transmitted from an external device. In addition, the memory 420 may store an
arithmetic operation result cipher text which is a result of the arithmetic operation as
described later.

The memory 420 may store a partial decipher text decrypted using the partial secret
key or store a partial decipher text received from an external device.

The display 430 displays a user interface window for selecting a function supported
by the arithmetic operation device 400. Specifically, the display 430 may display a
user interface window for selecting various functions provided by the arithmetic
operation device 400. The display 430 may be a monitor such as a liquid crystal
display (LCD), an organic light emitting diode (OLED), or the like or may be im-
plemented as a touch screen capable of simultaneously performing a function of the
operation input device 440 to be described later.

The display 430 may display a message requesting input of a parameter required for
generating a secret key and a public key. In addition, the display 430 may display a
message requesting input of a parameter required for threshold design. Here, the
parameter required for the threshold design may be the number of users who are to be
provided with the partial secret key, the number of partial secret keys to be provided to
each user, and the threshold (i.e., a predetermined number of decryptable partial secret
keys).

In addition, the display 430 may display a message in which an encryption target
selects a message. Meanwhile, when implemented, the encryption target may be
directly selected by the user or may be automatically selected. That is, personal in-
formation requiring encryption may be automatically set even if the user does not
directly select a message.

The operation input device 440 may receive selection of a function of the arithmetic
operation device 400 and a control command for the corresponding function from the
user. Specifically, the operation input device 440 may receive a parameter required for
generating a secret key and a public key from the user. In addition, the operation input
device 440 may receive a parameter for threshold design from the user. In addition, the
operation input device 440 may receive a message to be encrypted from the user.

The processor 450 controls an overall operation of the arithmetic operation device
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400. Specifically, the processor 450 may control the overall operation of the arithmetic
operation device 400 by executing at least one instruction stored in the memory 420.
The processor 450 may be configured as a single device such as a central processing
unit (CPU) or an application-specific integrated circuit (ASIC) or may include a
plurality of devices such as the CPU and a graphics processing unit (GPU).

When a message to be transmitted is input, the processor 450 may store the message
in the memory 420. The processor 450 may homomorphically encrypt the message
using various set values and programs stored in the memory 420. In this case, the
public key may be used.

The processor 450 may generate a public key required for performing encryption by
itself and use the public key or may receive the public key from an external device and
use the same. For example, the second server device 300 that performs decryption may
distribute the public key to other devices.

When generating a secret key by itself, the processor 450 may generate the public
key using a Ring-LWE technique. Specifically, the processor 450 may first set various
parameters and rings and store the set parameters and rings in the memory 420.
Examples of parameters may include a length of bits of a plain text, sizes of the public
key and the secret key, and the like.

The ring may be expressed by the following equation.

[Equation 2]

R = Zq[x]/(f(x))

Here R denotes a ring, Zq denotes a coefficient, and f(x) is an nth order polynomial.

The ring, as a set of polynomials with predetermined coefficients, refers to set in
which addition and multiplication are defined between elements and which is closed
for addition and multiplication. Such a ring may be referred to as a ring.

As an example, the ring refers to a set of n-th polynomials whose coefficient is Zq.
Specifically, the ring refers to N-th cyclotomic polynomial when n is @(N). (f(x))
denotes an ideal of Zq[x] produced by (x). The Euler's totient function ®(N) refers to
the number of natural numbers which are relatively prime with N and smaller than N.
If @ n(x) is defined as the N-th cyclotomic polynomial, the ring may also be expressed
as Equation 3 below.

[Equation 3]

R = Zq[x]/(®n(x))

Meanwhile, the ring of Equation 3 described above has a complex number in a plain
text space. Meanwhile, in order to improve an arithmetic operation speed for the ho-
momorphic cipher text, only a set in which the plain text space is a real number, in the

set of the ring described above, may also be used.
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When such aring is established, the processor 450 may calculate a secret key sk from
the ring.
[Equation 4]
sk (1, s(x)), s(x) € R
Here, s(x) denotes a polynomial generated randomly with a small coefficient.
The processor 450 calculates a first random polynomial a(x) from the ring. The first
random polynomial may be expressed as follows.
[Equation 5]
a(x) < R
In addition, the processor 450 may calculate an error. Specifically, the processor 450
may extract an error from a discrete Gaussian distribution or a distribution having a
statistical distance close thereto. This error may be expressed as follows.
[Equation 6]
e(x) < D'aq
When the error is calculated, the processor 450 may calculate a second random
polynomial by performing a modular operation on the first random polynomial and the
secret key error. The second random polynomial may be expressed as follows.
[Equation 7]
b{x) =—a(x)s(x)+e(x) (mod q)

Finally, the public key pk is set in a form including the first random polynomial and
the second random polynomial as follows.

[Equation 8]
pk = (b(x), a(x))

The method of generating the secret key described above is merely an example, and
thus the disclosure is not limited there and the public key and the secret key may be
generated in other ways.

Meanwhile, in case of only one secret key, leakage of the secret key may cause a big
security problem. Therefore, there is a need to improve security by allowing a plurality
of users or a plurality of devices, instead of one user (or one device), to store the secret
key separately.

In case of using the public key encryption (PKE)-based learning with error (LWE) as

described above, the cipher text (c) is a vector in Zmﬂ and the secret key (sk) is also a
q

vector in Zzhavmg a decoding structure ( G sk>=m- L ﬂ b )

If <c, sk> is small enough, a decryption output value may be 0, otherwise it may

have a value of 1.
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Meanwhile, if a set of participants is assumed to be P=(P1, ..., P ) and a linear secret
key sharing scheme is applied to the secret key (sk), then secret keys sk i, ..., sk y may
be distributed to N people. For convenience of description, hereinafter, the secret keys
sk i, ..., sk x generated according to the application of the linear secret key sharing
scheme will be referred to as partial secret keys.

In this case, when a combiner calculates recovery coefficients A=(} ;) i, a subset I C

| N | greater than t is expressed by Equation 9 below. Here, t is a threshold.
[Equation 9]

{c, sk) = <C,Z Nisk; > = Z Ni - <c,skiy
=] i€l
Accordingly, each user may perform partial decryption (p =<c, sk ;>+e ;) with an
EITor.
Therefore, the sum of the decryption result using the partial secret key may be
expressed as in Equation 10 below.
[Equation 10]

Z )\,iPi = <C,Sk> + Z}\'iei
i€l =
=n- H I e‘+zl>uei

Therefore, referring to Equation 10, if the error [e "+X oA i€ ;] , is designed to be
small enough, it is possible to distribute and use the secret key to have a threshold.

Meanwhile, in the related art, the Shamir secret key distribution scheme and the
{0,1} -LSSS scheme are used for the threshold design described above. However, the
Shamir secret key distribution scheme has a problem that the linear combination co-
efficient A for recovering the secret key s is very large due to LaGrange Interpolation,
so that the prime q must be greater than (N!)*3, which is, thus, severely restricted. In
addition, the {0,1}-LSSS scheme has a disadvantage in that the number of secret keys
to be distributed is O(N #?)which is very large.

Accordingly, the disclosure uses a new secret key sharing method that may reduce
both the magnitude of the prime and the number of secret keys. Specifically, two costs
must be low enough to design a threshold for LWE. The proposed method is to grow a
gray area such that the number of partial secret keys collected from t participants is
greater than or equal to a predetermined value (i.e., the threshold) required for re-
covering the secret key.

Accordingly, the disclosure proposes a so-called "subset secret key method" that

provides a basic configuration of the LSSS having a small recovery coefficient using
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an inhomogeneous small integer solution (ISIS) issue and generalizes the basic con-
figuration.

If it 1s assumed that a set of secret keys Si is distributed to each user Pi to satisfy t out
of N, n; is the number of secret sharers collected from a certain i subset of {S |, ..., S y
} and An;isn;-n;, fori=1,..., N.

Also, when t = Ng—1 + 1 is set, t out of N LSSS is configured in a shared matrix

= Zanf ;and | <= {1,...,N} with 1] = t is considered, a main purpose is to
a

find nt such as , AU, =1(1,0,..., 0).
A E Zg Ml < B !

Here, U | is a matrix in ,,ntxi obtained from a shared matrix having columns related

Zy

to a member {p;}c -

When a partial solution A o of L={xe Z"|n-U=0/( p and AUy = (1.0...., 0)

mod q)
is fixed, the above-described equation is also satisfied for ' € |, Ag— A -
Therefore, if g = ny L=gt > A' is expressed by Equation 11 below.

[Equation 11]

A _ Ang—
\/nz_t -W-qt/nt= nTt.q1 —2t

Here, it is assumed that the shared matrix U is selected from a uniform distribution to

IN=No- Al

use Gaussian heuristics. For example, an LLL algorithm may be used to find A. For a
sufficiently small t, Minkowshki's bound may be used to estimate a bound. Meanwhile,
if t is large, an LLL bound should be used. Hereinafter, how to make (An -1)/n  large
using some methods will be described.

Basically, considering a simple case of |S,| =w= O(1) when n =wt and An =w,
n,and An are O(t) and O(1), respectively.

Meanwhile, because [[e "+ /A i€ ;] o is small in Equation 10 and l[e "+Z iqA €]
I<lle “lI+IAll lell, the condition of Equation 12 below should be satisfied for accuracy of
cryptography when the contents of the disclosure is applied to a {-B, B}-LSSS scheme.

[Equation 12]

Bet BB < q/d

Here, B . and B ,, are upper error limits for valid cipher text and partial decipher text,
respectively.

If two upper limits are assumed to be fixed, this condition provides a bound of a
modulus magnitude q for a given t.

Because B . is much smaller than q and the inequality ( Nt _ ANgq ), an
>

1 M

2 5 *q
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anymptotic bound of t may be analyzed as follows.
[Equation 13]

Nt pﬂt;l_ ANg-1

7 g Nt 'Bsm<Q/4<:>2nt'BSf"<q Nt
Nt

R (2nt' Bsm ) Ant-1 < q

In the disclosure, (20 - Bsm)AE—I_I is O(t 1+ with small &. Similarly, the LLL bound is

02"y

In consideration of the foregoing, in the disclosure, a plurality of partial secret keys
may be distributed to each device.

When a secret key is generated, the processor 450 may generate a plurality of partial

secret keys using the generated secret key s and a random matrix. For example, the

processor 450 may generate a plurality of random values (S ,, S ;, ..., Snit ), define

vector g _ (S, Sp.---, Sny4)T USING the secret key s and the random values s », s

3o Sp and generate a plurality of partial secret keys ¢ by reflecting the defined

vector on a following random matrix.
[Equation 14]

ari ae afn-1 ai,ng-1H

dg,1 dz;2 do,ng-1 dp,ng-1+1
A= : ‘ :

any 1 anyo ... aAnyng-1 dny -1t

Here, A is a random matrix and n ; is the number of secret keys gathered when 1
people gather.

Meanwhile, such a random matrix may have the number of rows corresponding to
the number of users and the number of columns corresponding to the threshold, and in
particular, the rows may have a value of a product of the number of users and the
number of secret keys to be distributed to each user.

Meanwhile, in the disclosure, it is possible to decrypt a secret key in the case of
having a threshold, and here, the secret key cannot be recovered when t-1 people
gather and can be recovered only when t or more people gather. If a matrix when t
people gather to obtain the linear combination coefficient is A |, the matrix A  may be
expressed by Equation 15 below.

[Equation 15]
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a1 a2 adqney dqng-qH
d2,1 dg;2 dpg,nt-1 dz,nt-1+
At = : ’ :
ang,q dng2 ... angng-1 dng -1t
[157] As described above, because the disclosure uses the random matrix, Gaussian

[158]

[159]

[160]

[161]

[162]

[163]

[164]

heuristics A | * L, ® % A, in which sizes of the successive minima of the lattice are

all similar may be established in an orthogonal matrix A for A described above.

Therefore, an upper bound of the magnitude of {A ;} may be given through the
Lattice reduction algorithm or Minkowski's Bound, and the upper bound of the
magnitude of the linear combination coefficient {vi} may be calculated by applying
the upper bound to Babai's algorithm.

Meanwhile, in case of making a difference by distributing w secret keys per person
when implemented, the random matrix may have Nw rows and (t-1)w+1 columns. Al-
ternatively, in case of making a difference by distributing a secret key to each set
including k people among N people, the random matrix may have ( N ) rows and

K

( t? ) +1 columns,

In case of distributing the partial secret keys in this manner, because the values of n
and n (,+1 are different, the linear combination coefficient { v ; } is not uniquely de-
termined. Therefore, Babai's nearest plane algorithm may be used to find the upper
bound of the magnitude of the linear combination coefficient { v ; }.

Meanwhile, the existing threshold design is defined such that a secret key cannot be
recovered when t-1 or less gather and recovered when t or more gather. According to
the disclosure, a weaker definition may also be applied for efficiency. That is, in case
that a secret key is distributed such that the secret key cannot be recovered if t-c or
less, other than t, gather for a certain constant ¢ and can be recovered if t or more
gather, then the matrix A { becomes a n x{n . +1} matrix and a difference between
rows and columns is larger, making the linear combination coefficient { v; } smaller.

In addition, the processor 450 may control the communication device 410 to transmit
the generated partial secret key to other devices. Here, the processor 450 may control
the communication device 410 to transmit a plurality of partial secret keys to each
device.

When the public key is generated, the processor 450 may control the communication
device 410 to transmit the public key to other devices.

The processor 450 may generate a homomorphic cipher text for a message. For

example, the processor 450 may generate the homomorphic cipher text by applying the
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previously generated public key to the message. Here, the processor 450 may generate
the cipher text to have a length corresponding to a size of a scaling factor.

When the homomorphic cipher text is generated, the processor 450 may control the
communication device 410 to store the generated cipher text in the memory 420 or
transmit the cipher text to another device according to a user request or a prede-
termined default command.

Meanwhile, according to an embodiment of the disclosure, packing may be
performed. The use of packing in homomorphic encryption makes it possible to
encrypt multiple messages in a single cipher text. In this case, when an arithmetic
operation is performed between the cipher texts in the arithmetic operation device 400,
an arithmetic operation burden is significantly reduced because the arithmetic
operation is performed on a plurality of messages in parallel.

Specifically, when a message includes a plurality of message vectors, the processor
450 may convert the plurality of message vectors into a polynomial that may be
encrypted in parallel, and then multiply the polynomial by a scaling factor, and
perform homomorphic encryption thereon using a public key. Accordingly, a cipher
text packing a plurality of message vectors may be generated.

When the homomorphic cipher text is required to be decrypted, the processor 450
may generate a polynomial decipher text by applying a secret key to the homomorphic
cipher text and generate a message by decoding the polynomial decipher text. Here, the
generated message may include an error as mentioned in Equation 1 described above.

Meanwhile, in case of having the partial secret key, the processor 450 may control
the communication device 410 to generate a partial decipher text using the partial
secret key for the homomorphic cipher text and transmit the generated partial decipher
text to another device, or may decrypt the message for the cipher text by collecting a
predetermined number (i.e., threshold) of partial decipher texts or more provided from
other devices.

In addition, when the processor 450 has the partial secret key, the processor 450 may
collect the partial secret keys equal to or greater than the threshold from other devices
and generate a secret key using the collected partial secret keys. In addition, the
processor 450 may decrypt the message using the generated secret key.

The processor 450 may perform an arithmetic operation on the cipher text.
Specifically, the processor 450 may perform an arithmetic operation such as addition,
subtraction, or multiplication, while maintaining the encrypted state regarding the ho-
momorphic cipher text.

When the arithmetic operation is completed, the arithmetic operation device 400 may
detect data of a valid area from arithmetic operation result data. Specifically, the

arithmetic operation device 400 may perform a rounding process on the arithmetic
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operation result data to detect data of a valid area. The rounding process refers to
round-off of a message in an encrypted state. Alternatively, the rounding process may
also be referred to as rescaling.

In addition, when a portion of an approximation message in the arithmetic operation
result cipher text exceeds a threshold, the arithmetic operation device 400 may perform
a rebooting operation on the cipher text.

As described above, the arithmetic operation device 400 according to the present em-
bodiment generates the partial secret keys that satisfy the threshold using the random
matrix, thereby further reducing the size of the linear combination coefficient required
for recovering the secret key. Further, because the arithmetic operation device 400 dis-
tributes a plurality of partial secret keys to each user, which is advantageous when N is
very large compared to t.

Hereinafter, a trade-off method according to threshold design will be described.

First, it is assumed that there is a (t, N)-threshold design that distributes ¢ partial
secret keys to each person. According to this, 2N people may be divided into two
groups P o and Q o to create a (2t, 2N)-threshold design.

Also, P x=Q ¢, Q x =P ¢ may be easily checked when

Pi = {by, b, @i, a}, Qi = {a, &by, by} is defined.

Here, the secret key s may be divided by s = x ; -y ; and (t, N) - threshold design
having secret keys as x ;,y ; to {P ;,Q ;}.

If 2t-1 people or less gather, any {P ;,Q ;} pair cannot recover all the secret keys x ;,y ;
, so the secret key s cannot be recovered. If 2t people or more gather, at least one of N
people N {P ;,Q ;} may recover the secret key x ;,y ;, so the secret key s may be
recovered.

Thus, if a (t,N) - threshold design for distributing ¢ secret keys to each person exists,
a (2t,2N) threshold design for distributing cN secret keys to each person may also be
created.

FIG. 3 is a flowchart illustrating an example of a method of generating a cipher text
of the disclosure.

Referring to FIG. 3, a secret key and a public key may be generated (S310).
Specifically, a ring may be set, a secret key may be generated through the set ring, and
a public key may be generated using the generated secret key. Here, for threshold
design, a plurality of partial secret keys may be generated using the secret key. A
specific operation of generating the partial secret keys will be described later with
reference to FIG. 4.

Thereafter, the cipher text may be generated using the generated public key (S320).
For example, a homomorphic cipher text may be generated by applying a public key to
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a message.

The generated cipher text may be transmitted (S330). The generated homomorphic
cipher text may be stored or transmitted to another device.

FIG. 4 is a flowchart illustrating an example of a method of generating a partial
secret key of the disclosure.

Referring to FIG. 4, a secret key may be calculated (S410). Specifically, addition and
multiplication are defined between elements, and a secret key may be calculated from a
ring which is a set closed for addition and multiplication.

A plurality of partial secret keys may be generated using the calculated secret key
and a random matrix (S420). Specifically, a plurality of random values may be
generated and a plurality of partial secret keys may be generated by applying vector
matrix including the plurality of random values and the secret key to a random matrix.
Here, the random matrix may have the number of rows corresponding to the number of
users and the number of columns corresponding to the threshold. The random matrix
may have the number of users and the number of rows corresponding to the number of
secret keys to be distributed to each user so that a plurality of secret keys may be dis-
tributed to each user.

The plurality of generated partial secret keys may be distributed (S430). Specifically,
in case of distributing the plurality of secret keys to each user, the plurality of
generated partial secret keys may be distributed to each user.

FIG. 5 is a flowchart illustrating a method of decrypting a cipher text using a
plurality of partial secret keys.

Referring to FIG. 5, first, partial decipher texts equal to or greater than a threshold
for the cipher text using a partial secret key is collected (S510). Specifically, as
described above, message may be decrypted when the secret keys equal to or greater
than the threshold are collected, and thus, an arithmetic operation device may collect
the partial secret keys equal to or greater than the threshold or the partial decipher texts
equal to or greater than the threshold.

If the partial decipher texts equal to or greater than the threshold are not collected
(S520-N), the collecting operation described above may be repeated, and if the partial
decipher texts equal to or greater than the threshold are not collected within a prede-
termined time, the decrypting operation may be terminated or an error may be notified.

If the partial decipher texts equal to or greater than the threshold are collected
(5520-Y), the collected partial decipher texts may be linearly combined to decrypt the
message (S530).

Meanwhile, although decrypting the message using the partial decipher texts equal to
or greater than the threshold is described, in case of implementation, after the partial

secret keys equal to or greater than the threshold are collected, a secret key may be
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generated using the collected partial secret keys, and a homomorphic cipher text may
be decrypted using the generated secret key.

Meanwhile, the method of processing a cipher text according to various em-
bodiments described above may be implemented in the form of a program code for
performing each step and may be stored in a recording medium and distributed. In this
case, a device in which the recording medium is mounted may perform the operations
such as encryption, cipher text processing, or the like described above.

The recording medium may be various types of computer-readable mediums such as
ROM, RAM, memory chip, memory card, external hard disk, hard disk, CD, DVD,
magnetic disk, or magnetic tape.

While the disclosure has been described with reference to the accompanying
drawings, it is to be understood that the scope of the disclosure is defined by the claims
described hereinafter and should not be construed as being limited to the above-
described embodiments and/or drawings. It is to be clearly understood that im-
provements, changes, and modifications that are obvious to those skilled in the art are

also within the scope of the disclosure as defined in the claims.
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Claims

An encryption method comprising:

calculating a secret key from a ring as a set closed for addition and
multiplication defined between elements;

generating a plurality of partial secret keys using the calculated secret
key and a random matrix; and

distributing the plurality of generated partial secret keys.

The encryption method as claimed in claim 1, wherein

the random matrix has a number of rows corresponding to a number of
users and a number of columns corresponding to a threshold.

The encryption method as claimed in claim 1, wherein

the random matrix has a number of rows corresponding to a number of
users and a number of secret keys to be distributed to each user and a
number of columns corresponding to a threshold.

The encryption method as claimed in claim 3, wherein

in the distributing, the plurality of distribution secret keys is distributed
to each user.

The encryption method as claimed in claim 1, wherein

in the generating, a plurality of random values is generated and the
plurality of partial secret keys are generated by applying a vector
matrix including the plurality of random values and the secret key to
the random matrix.

The encryption method as claimed in claim 1, further comprising:
generating a public key using the secret key; and

generating a cipher text using the generated public key.

The encryption method as claimed in claim 6, further comprising:
collecting partial decipher texts each generated by applying the cipher
text to a partial secret key equal to or greater than a threshold; and
decrypting a plain text for the cipher text using the partial decipher
texts equal to or greater than the threshold.

The encryption method as claimed in claim 1, further comprising:
collecting partial secret keys equal to or greater than a threshold,
among the plurality of partial secret keys; and

recovering the secret key using the collected partial secret keys.

An arithmetic operation device comprising:

a memory configured to store at least one instruction; and

a processor configured to execute the at least one instruction,
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wherein the processor, by executing the at least one instruction,
calculates a secret key from a ring as a set closed for addition and mul-
tiplication defined between elements, generates a plurality of partial
secret keys using the calculated secret key and a random matrix, and
distributes the plurality of generated partial secret keys.

The arithmetic operation device as claimed in claim 9, wherein

the processor generates a plurality of random values and generate the
plurality of partial secret keys by applying a vector matrix including the
plurality of random values and the secret key *?7*to the random matrix.
The arithmetic operation device as claimed in claim 9, wherein

the random matrix has a number of rows corresponding to a number of
users and a number of secret keys to be distributed for each user and a
number of columns corresponding to a threshold, and the processor is
configured to distribute the plurality of partial secret keys to each user.
The arithmetic operation device as claimed in claim 9, wherein

the processor generates a public key using the secret key and generate a
cipher text using the generated public key.

The arithmetic operation device as claimed in claim 12, wherein

the processor collects partial decipher texts each generated by applying
the cipher text to a partial secret key equal to or greater than a threshold
and decrypts a plain text for the cipher text using the partial decipher

text equal to or greater than the threshold.
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