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DESCRIPTION

TECHNICAL FIELD

[0001] This description relates generally to systems and methods for steering packet traffic
through a service chain using Software Defined Networking.

BACKGROUND

[0002] The use of packet-based networking has been growing over time and the growth in
traffic demands is increasingly being met by introducing ever larger monolithic routers.
However, this model is approaching its technologic and economic limits. It is more and more
difficult to fulfill the increasing demand for bandwidth with traditional router designs, and with
the emergence of low cost Commercial Off-The-Shelf hardware, router vendors also have
difficulty justifying higher costs for the same performance. At the same time, the demands on
the routing and switching control plane in the access and aggregation networks are becoming
more complex. Operators want the ability to customize packet delivery to handle specific kinds
of traffic flows without the detailed low-level configuration typical of today's networks.

[0003] These trends suggest a different approach to the network architecture, in which the
control plane logic is handled by a centralized server and the forwarding plane consists of
simplified switching elements "programmed" by the centralized controller. Software Defined
Networking (SDN) is a new network architecture that introduces programmability, centralized
intelligence and abstractions from the underlying network infrastructure.

[0004] OpenFlow is an open standard protocol between the control and forwarding planes
used in SDN applications. As shown in Figure 1, in this model a control platform 100, running
on one or more servers 102, 104 in the network, manages a set of switches 108a-108e having
only basic forwarding capabilities through a network operating system (OS) 106. The control
platform 100 collects information from the switches 108a-108e and operator configuration and
then computes and distributes the forwarding rules to them. A logically centralized controller
can more easily coordinate the state among the various switching platforms and provides a
flexible programmatic interface to build various new protocols and management applications.
This separation significantly simplifies modifications to the network control logic (as it is
centralized), enables the data and control planes to evolve and scale independently, and
potentially decreases the cost of the forwarding plane elements.

[0005] OpenFlow was initially designed for Ethernet-based forwarding engines, with internal
flow-tables and a standardized interface to add and/or remove flow entries. An example
OpenFlow switch 110 is illustrated in Figure 2 as consisting of three major components: the
flow tables 112a-112x, a secure channel to the control process 114, and the OpenFlow
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protocol 116.

[0006] The flow tables 112a-112x specify how the switch 110 should process packets, with an
entry of actions associated with each flow. Packets can be pipelined through the flow tables
112a-112x in a specified order. The Secure Channel 114 connects the switch to a remote
control process, e.g. a controller 118, for communications and packet forwarding between the
controller 118 and the switch 110. The OpenFlow protocol 116 provides an open and standard
method for an OpenFlow switch 110 to communicate to a controller 118. A Group Table 120 is
illustrated as a special type of table to be used for more complex types of forwarding
(broadcast, multicast, failover, hashing, etc.). Packets can first pass through the flow tables
112a-112x and an entry may specify an action to direct the packet to a specific entry in the
group table 120.

[0007] The controller 118 can communicate with the switching elements, including switch 110,
using the OpenFlow protocol 116. The controller 118 hosts simplified network applications
which can compute the rules and push the corresponding forwarding instructions to the
switching elements. This architecture allows the controller 118 to run on a separate server and
control multiple switches, rather than having a distributed control plane with components that
run on each switch (e.g. Spanning Tree Protocol (STP), Open Shortest Path First (OSPF),
etc.).

[0008] Operators use different middlebox services, called inline services, such as deep packet
inspection (DPI), logging/metering/charging/advanced charging, Firewall, Intrusion Detection
and Prevention (IDP), Network Address Translation (NAT), and others to manage subscriber
traffic. An inline service that identifies a packet to potentially alter it by encapsulating it, marking
it, or blocking it, is also called a "high-touch" service or function (e.g. DPI). These services have
high requirements on throughput and packet inspection capabilities. Inline services can be
transparent or non-transparent (e.g. content filtering) to the end users. Inline services can be
hosted on dedicated physical hardware, or in virtual machines (VMs). Lightweight services
such as NAT can potentially be incorporated into the switching domain in order to minimize the
number of hops the traffic is subjected to.

[0009] Service chaining is required if the traffic needs to go through more than one inline
services. If more than one chain of services is possible, then the operator needs to configure
the networking infrastructure to direct the right traffic through the right inline service path. In
this description, "traffic steering" refers to leading the traffic through the right inline service
path. We say that an inline service is transparent when a service is not explicitly addressed by
the user. Therefore the end user might not be aware that its traffic may traverse a series of
network services. It is assumed that the service will not modify the L2/L3 packet headers.

[0010] Conventional solutions provide service chaining of a single instance of a physical
hardware box for a given inline service. Current solutions use private mechanisms or error-
prone manual configuration of the network (for example virtual local area network (VLAN),
policy-based routing (PBR), etc.), hence forcing vendor lock-in to the operator. The use of
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vendor-specific mechanisms also means that the inline services need to be supplied by the
vendor of the chaining infrastructure. The feature velocity that operators often desire can be
greatly reduced. Operators are looking for an infrastructure where they can mix and match
different components (both software and hardware) from numerous vendors in their network.
Using open interfaces also has the benefit of lowering operating expenses by easing the
configuration of the network and its nodes.

[0011] Therefore, it would be desirable to provide a system and method that obviate or
mitigate the above described problems.

[0012] Document US 2013/272305 A1 may be construed to disclose a system and method for
steering traffic through a set of services. A service path or chain is assigned to a received
packet based on a classification of the packet. A position and/or a direction of the traffic in the
service path can be determined based on the previous service performed on the traffic. A next
destination for the traffic can be assigned in accordance with the assigned service chain and
determined position and direction information.

[0013] Document US 2010/080226 A1 may be construed to disclose a service chain system.
The system includes a packet of data that is operable to pass through a network of service
nodes as defined by a service chain; and a service classification device that is operable to
change the service chain based on a system performance.

SUMMARY

[0014] It is an object of the present invention to obviate or mitigate at least one disadvantage
of the prior art.

[0015] According to the present disclosure, there are provided methods and apparatuses
according to the independent claims. Developments are set forth in the dependent claims.

[0016] In a first aspect of the present invention, there is provided a method for steering packet
traffic. The method includes receiving a packet on an ingress port. Responsive to determining
there is an entry corresponding to the packet stored in a microflow table, the packet is
correlated with a service chain identifier. A next service type is determined for the packet in
accordance with the service chain identifier and the ingress port. An instance of the next
service is selected in accordance with the determined next service type. The packet is
forwarded to the selected instance of the next service.

[0017] In an embodiment of the first aspect, responsive to determining that the received
packet has an associated service chain tag, the service chain tag is removed from the packet.

[0018] In another embodiment, the service chain identifier is stored in metadata associated
with the packet.
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[0019] In some embodiments, the instance of the next service is selected in accordance with a
load balancing algorithm, at least one parameter associated with the packet, and/or a non-
packet parameter.

[0020] In another embodiment, a destination address of the packet is set in accordance with
the selected instance of the next service. An egress port can be selected in accordance with
the selected instance of the next service. In response to determining that the egress port is a
transit port, a service chain tag can be attached to the packet.

[0021] In another embodiment, responsive to determining there is no entry corresponding to
the packet stored in the microflow table, a new entry is created in the microflow table. A new
service chain identifier can be assigned to a traffic flow associated with the packet.

[0022] In a second aspect of the present invention, there is provided a switch comprising a
communication interface, a processor, and a memory, the memory containing instructions
executable by the processor. The switch is operative to receive a packet on an ingress port of
the communication interface. Responsive to determining there is an entry corresponding to the
packet stored in a microflow table, the packet is correlated with a service chain identifier. A
next service type is determined for the packet in accordance with the service chain identifier
and the ingress port. An instance of the next service is selected in accordance with the next
service type. The packet is forwarded to the selected instance of the next service by the
communication interface.

[0023] In another aspect of the present invention, there is provided a forwarding element
comprising at least one ingress port, a microflow table module, a next service table module, a
load balancing table module, and at least one egress port. The ingress port is configured for
receiving a packet. The microflow table module is configured for correlating the packet with a
service chain. The next service table module is configured for determining a next service type
for the packet in accordance with the service chain and the ingress port. The load balancing
table module is configured for selecting an instance of the next service in accordance with the
determined next service type. The egress port is configured for forwarding the packet towards
a destination address associated with the selected instance of the next service.

[0024] Other aspects and features of the present invention will become apparent to those
ordinarily skilled in the art upon review of the following description of specific embodiments of
the invention in conjunction with the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] Embodiments of the present invention will now be described, by way of example only,
with reference to the attached Figures, wherein:
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Figure 1 is a software defined networking architecture diagram;

Figure 2 is an OpenFlow architecture diagram;

Figure 3 is a network overview diagram;

Figure 4a is a flow chart according to a first embodiment of the present invention;
Figure 4b is a flow chart according to a second embodiment of the present invention;
Figure 5a illustrates a method for processing a first packet in a traffic flow;

Figure 5b illustrates a method for steering packet traffic; and

Figure 6 illustrates an example switch.

DETAILED DESCRIPTION

[0026] The present disclosure is directed to a system and method for steering traffic through a
set of services.

[0027] Reference may be made below to specific elements, numbered in accordance with the
attached figures. The discussion below should be taken to be exemplary in nature, and not as
limiting of the scope of the present invention. The scope of the present invention is defined in
the claims, and should not be considered as limited by the implementation details described
below.

[0028] In a service network, an operator is able to define service policies that specify traffic
classes and the chain of services that each class must traverse. These policies are translated
by the controller into rules that are programmed on the switches in the service network. These
rules steer the network traffic through the chain of services specified by the policies.

[0029] Embodiments of the present disclosure provide a programmable infrastructure with the
necessary mechanisms to chain inline services within a cloud computing environment. A
packet is first encapsulated in a tunnel to be transported to a data center. The infrastructure
can include load balancing over multiple instances of an inline service type. It can also address
classifying the packets based on the service chaining policies.

[0030] Embodiments of the present disclosure are directed towards providing service chaining
of subscriber traffic in a cloud environment where there are multiple virtual instances of a given
inline service. Conventionally, inline services are typically provided using dedicated hardware,
which is both expensive and not scalable. Breaking apart such services into multiple
components and running them in a data center environment inherently provides many benefits
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including elasticity, higher flexibility and reduction in capital expenditure to more uniform
hardware platforms.

[0031] Embodiments of the present disclosure involve tunneling traffic from the access network
up to a data center and accurately steering the traffic between the multiple virtualized inline
services that constitute the service path. Since multiple instances of a given service are
deployed in the date center, load balancing functionality is provided within the infrastructure to
split the traffic and maintain flow affinity (i.e. packets from the same flow will always pass
through the same instance of a service).

[0032] Some embodiments will be described as using the OpenFlow protocol, but can also be
implemented with other types of Software Defined Networking (SDN) protocols. OpenFlow is a
communications protocol that gives access to the forwarding plane of a network switch or
router over the network.

[0033] Figure 3 illustrates a network overview of an exemplary embodiment of the present
disclosure and its different components. The overall system supports the inclusion of dedicated
(i.e. legacy) hardware boxes running inline services, but this description will focus on the data
plane aspect between the operator's access networks up to the data center running the
different virtual inline services. An Edge Site 200 and an Operator Data Center 202 are shown,
with management functions including Operations Support System/Business Support System
(OSS/BSS) 204, Cloud Manager 206, Data Center Orchestration manager 208 and SDN
Controller 210. The OSS/BSS 204 provides operation and business logic. The Cloud Manager
206 issues virtualization and other commands. DC Orchestration 208 provides virtual resource
spin-up, compute, storage, etc. instructions based on the Cloud Manager 206 commends. The
SDN Controller 210 distributes packet forwarding rules to the various switches as has been
previously discussed herein. The SDN Controller 210 can host one or more applications
including service chaining, virtualization, policy control, monitoring, and path computation.

[0034] In the Operator Data Center 202, a virtual inline service can be hosted in a VM, or
multiple VMs, hosted on a server or blade 212a. Server 212a can also include a virtual switch
and a hypervisor. Multiple virtual inline services can share the resources of the same physical
server. A rack typically consists of a number of servers 212a-212b and a top of rack (TOR)
switch 214. Multiple racks can be connected together using a mix of switches and routers, for
example L2 Switches 216 and Data Center Gateway switch 218.

[0035] It is assumed that an instance of a virtual software switch is included in the server 212a
for handling the communication between multiple VMs running on the same server, as well as
VMs running on external servers. Other methods can be similarly used for this purpose, for
example, remote port is a method to offload the switching to a hardware switch. A particular
virtual inline service can be running on a dedicated server, either bare metal or using an
operating system.

[0036] The user traffic (fixed or mobile) is ultimately terminated by a gateway node 220 (e.g. a
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Border Network Gateway (BNG), or Packet Data Network Gateway (PGW)). If the gateway
node 220 itself does not support SDN, one or more Flow Switches (FS) 222 can be directly
attached to the gateway 220. Flow Switch 222 can be an OpenFlow Switch capable of steering
packet traffic flows. Edge Site 200 can further include a policy controller 224, various network
functions (NF) 226 (e.g. Network Address Translation (NAT), firewall, etc.) and router 228.

[0037] Flow Switch 222 is programmed by the SDN Controller 210 to implement service
chaining logic. Multiple tables and actions are used to classify the packets according to the
policies specified by the operator, which will identify which service chain/path a particular flow is
supposed to take. Policies can include per subscriber traffic or per application traffic (YouTube,
etc.) for example. A flow represents a subset of user traffic that follows the same conditions
according to the packet headers over a given period of time. A certain number of tuples is used
to identify a flow (for example IP source, IP destination, TCP source, TCP destination, etc.). A
particular header field can also be "wild-carded" to identify an aggregation of traffic.

[0038] Once a service chain has been identified for a particular packet or flow, a tag
representing that path can be inserted in the packets that need to traverse the identified chain.
This solution is suitable in the presence of a plain L2 solution, as well as an L2 over L3 solution
(like Virtual Extensible LAN (VXLAN), Network Virtualization using Generic Routing
Encapsulation (NVGRE), Stateless Transport Tunneling (STT), etc.) but other methods are not
excluded. The packets are then sent over the network and will ultimately reach an edge router
connected to an L3 domain (public or private).

[0039] Some embodiments of the present disclosure are based on a hop-by-hop decision.
That is, each hop is responsible for identifying the next service instance in the chain. Other
alternative embodiments can employ an approach where all the service instances that the
traffic will follow are decided at the first hop. In some instances the hop-by-hop approach may
be more scalable and more responsive to events that can occur in the network (e.g.
reconfiguration, link failure, etc.). The SDN Controller 210 is responsible for creating/deleting
instances of a particular virtual inline service and each hop (chain forwarder) then has the
information on how to load balance among the subset of the next service type.

[0040] Embodiments of the present disclosure can support multiple instances of a given inline
service. This can be supported by either having each of the multiple service instances
represented as a different service type or, alternatively, by using a load balancing scheme that
will enable smooth handover of traffic from an old to a new version. The latter may be more
complicated, but may also be necessary when it is necessary to switch traffic to a state-full
service without losing traffic or in-service up time.

[0041] The L20L3 (Layer 2 over Layer 3) tunnel is terminated in the Operator Data Center
202, and the L2/Ethernet destination is used to forward the packets to the particular server/VM
that is running the first inline service in the service chain. The virtual switch running on the
hypervisor receives the packet and sends it to the corresponding VM. The virtual switch will
then receive the packet from the VM and must determine where the packet should go next.
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[0042] It will be appreciated by those skilled in the art that an exemplary embodiment for the
upstream traffic will be explained but the same logic can apply for the downstream traffic as
well.

[0043] Embodiments of the present invention provide an infrastructure where a given service
does not have to be modified in order to be deployed. That is, it can be unaware of the service
chaining mechanism. This aspect is an enabler to easily deploy a maximum number of
applications. Other solutions could use a proprietary header, for example, to store the context
of the packet. But a given service would then need to be modified in order to be able to parse
the packet and preserve the proprietary header.

[0044] Another aspect considered by the present invention is that a switch has to correlate
packets that are sent to a VM with the packets that come back from that same VM. This
correlation of packets can be required in order to know at which point in the service chain the
packet is currently located, and to subsequently identify where the packet should go next. The
next destination can be another VM on the same server, a VM on another server or the packet
may have reached the end of the service chain and should exit the data center and continue to
its final destination.

[0045] A simple solution would be to reclassify the packet based on its headers and the
policies, but this could have a severe impact on performance (throughput and latency)
because of the limited capacity of a general purpose server to do such lookups as compared to
network equipment that has specialized hardware to process packets (such as Ternary
content-addressable memory (TCAM)). Difficulties reside in classifying a packet using wild card
rules in software using DRAM memory at wire speed. The MAC address could potentially be
encoded for storing the service path ID, but this method may be too restrictive if some of the
inline service implementations actually modify the Ethernet header.

[0046] In an embodiment of the present invention, a certain number of fields from the packet
are stored or cached in a table that will be referred to as the Microflow table. In one example,
five fields are stored: IP source address, IP destination address, source port, destination port,
and protocol. This specific set of fields is commonly referred to as a 5-tuple. An entry
corresponding to the first packet of a flow is inserted in the table by either the controller (on a
miss table lookup) or, in a more optimized way, by using a learning extension (protocol
extension) by the switch. Therefore the slow packet punting to the controller can be avoided
and is executed in the data path. All of the subsequent packets for that flow will then result in a
successful match in the Microflow table. Each Microflow table entry can optionally also be
associated with a timeout value in order to delete any stale entries (i.e. flows that are no longer
active). One possible optimization would be to recognize TCP FIN packets to tear down the
flows. Deleting stale entries is beneficiary to avoid using all available memory.

[0047] Load balancing is advantageous for the purpose of assigning a new flow to a specific
instance of an inline service (e.g. a specific VM). It is important to maintain flow affinity because
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a given service is more than likely to maintain state for flow. Therefore it is desirable that all the
packets of a flow go to the same service instance (in both the upstream and downstream
directions). In theory, a flow can be first assigned to a service instance and this information can
be stored in the data path for subsequent packets. In practice, this step can be avoided by
partitioning the traffic over the services by using a hash function based on the subscriber
identity (source IP address in the upstream, destination IP address in the downstream). A hash
function can be selected that will provide an even distribution in order to reach balanced usage
of resources (VMs). A simple CRC32 can be used for example, and a person skilled in the art
will appreciate that a configurable method for defining and programming the hashing function
can be employed.

[0048] In one embodiment, the OpenFlow group table with entries of type "select" is used to
load balance the traffic. Each entry (group ID) represents a service type. A "select” group entry
contains a certain number of buckets where each bucket is assigned one or more actions and
a given bucket is selected using our hash function. A bucket represents the next hop instance
of a service. The action of a bucket can be configured in such a way to correctly transport the
packet to a VM. The possibility of providing redundancy for one or more service instances
where traffic is redirected to the backup VM is also included, in case of failure of the active VM.
The synchronization of these VMs will not be discussed, but will be readily understood by those
skilled in the art.

[0049] There are multiple cases of "next destination" for a packet, including: Local VM (on the
same server), Remote VM (on another server in the same data center) and VM in a remote
data center. For Local VM, the action is then to "output” the packet to the port corresponding to
the VM. For Remote VM, the action is set in the destination MAC address in the Ethernet
header. For VM in a remote data center, the action is to encapsulate the packet with an L20L3
header or send it to a node that will do the same.

[0050] The group table can be programmed by the SDN Controller based on knowledge of the
location of the VMs.

[0051] The present disclosure has not explicitly discussed that a VM can be down, migrated to
another server, or that an instance of a service can be added or removed (scale-in/scale-out).
These mechanisms are well understood in the art. Supporting these mechanisms can involve
more intelligence in the SDN Controller and additional tables in the switches.

[0052] Figure 4a illustrates an example method for processing packets by a forwarding
element. Five separate tables are used in this exemplary embodiment.

[0053] Port table: There is one entry per port. A port can either be connected to another
switch, either physical or virtual or be connected to a service (e.g. via a service port).

[0054] Microflow table: Contains entries for active flows. Learned entries for the correlation are
inserted in this table. This table logically maps a flow to a service chaining tag.
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[0055] Next Service table: This table maps service tag to next service type based on the
received port.

[0056] Load Balancing table: This table is a group table. Each entry represents a service type.
Each bucket represents an instance of a service.

[0057] MAC table: This table is used to determine if the packet has to be sent to a VM on the
same server or be sent out to another server.

[0058] The processing of a packet with respect to these tables can be referred to as a "hit" or
a "miss". In other words, there can be a successful match (a hit) when looking up the packet in
a table, or no match exists in the table (a miss). Parameters extracted from the packet can be
compared with entries stored in the table(s).

[0059] Referring again to Figure 4a, the process begins when a packet is received by a port on
the forwarding element (step 300) and its protocol headers are parsed and this information is
stored in the packet context. As defined in the OpenFlow specification, pipeline processing
starts at the first OpenFlow table.

[0060] The first table to be considered is the Port table (step 302). The Controller installs an
entry in this table for each configured ingress port. A packet can either be received by a transit
port (from another switch) or by a service port (from a service running in a VM). All hits in the
Port table will result in an action (step 304) that will set a direction bit in the metadata
(upstream/downstream) and instruct the packet to be sent to the second table
(OFPIT_GOTO_TABLE). Packets coming from another switch, over a transit port, will already
contain a service chain tag and, in this case, the Port table entries corresponding to a transit
port will contain an additional action to "pop" the tag (i.e. strip and remove the tag from the
packet) and store it in the metadata. In an optional embodiment, if the tag is unique, the
direction could be implied by the tag itself. In the case where a pop action is applied on a
packet that does not contain a tag, this may result in an undetermined behavior. For this
reason, it is suggested to add a match on the Ethertype for all the entries in this table that
correspond to the tunnel type (for example, 0x8847 for MPLS). Any packet which is received
from a non-configured port will result in a miss and be dropped (step 306).

[0061] The second table to be looked-up is the Microflow table where the 5-tuple derived from
the packet (source IP address, destination IP address, source port, destination port and
protocol) is compared to the table entries (step 308). On startup, the forwarding element
initially will not have any entries in this table. New flows can be learned and added to the table.

[0062] In the case where the flow has not been previously learned (e.g. a table lookup miss), a
new entry must be stored in the Microflow table for correlation purposes (step 310). In
OpenFlow this can be achieved by using an action of type OFPAT_OUTPUT to the logical port
OFPP_CONTROLLER which will send the packet to the Controller for further processing (step
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312). The Controller will then receive the packet, analyze it and then send an
OFPT_FLOW_MOD to the forwarding element in order to program the learned flow (the tag is
stored in the metadata of this entry). It is possible for the Controller to send back the packet to
the forwarding element for continuing its processing in the data path (an OFPT_PACKET_OUT
with an action of type OFPAT_QUTPUT with argument OFPP_TABLE is then used to re-inject
the packet in the forwarding pipeline). Note that the idle_timeout value of a flow entry will be
reset by the forwarding element whenever a flow matches an entry. If ever the idle_timeout
gets to zero because the flow is inactive then the flow will be removed and an event will be sent
to the Controller.

[0063] This method can introduce delays in the processing of the packets of a flow until the
flow is properly programmed (the system might have one or more packets queued up in the
Controller that are part of the same flow) and may also bring packet re-ordering issues. For
this reason, an alternative method can be employed that uses an OpenFlow extension for
executing a learn action in the data path (see NXAST _LEARN). This allows the switch to learn
a new tag on-the-fly, without having to contact the controller, and to insert a new entry
associated with the tag into the Microflow table (step 314). Once the flow is learned, the packet
is directly re-injected into the forwarding pipeline and moves to the MAC table.

[0064] A packet that is received from a VM or a service will most likely result in a successful
lookup in the Microflow Table (step 308). When an entry is matched, the action specified
(OFPIT_WRITE_METADATA) will set the metadata to store the service chain tag that was
previously learned with the first packet of this flow as was discussed above (step 316).

[0065] Processing of the packet will continue to the next table which is the Next Service table
(step 318). It is still possible that a packet from a VM generates a "miss" lookup (for example,
the packet could take too long to be processed by the service) and the packet will then be
dropped by the Controller (step 320) since there is no tag included in the packet. A service that
injects a new packet in the forwarding element is assumed to do so in coordination with the
Controller in order to install the proper rules.

[0066] The Next Service Table contains one entry per tag per service port, and based on the
port will determine which service type is next in the service chain. When an entry is matched,
the action is to set the service type (step 322). The final action of this entry/table will then
forward the packet (OFPAT _GROUP) to the Load Balancing table based on the service type.

[0067] The Load Balancing group table is used to determine which particular instance of the
given service type that the packet should be forwarded to (step 324). As previously discussed,
each service type corresponds to a table group ID of type OFPGT_SELECT where each
bucket corresponds to a service instance. The action associated with the bucket will set the
destination MAC address corresponding to the next service instance (step 326). It should be
noted that there is one group entry per direction (upstream and downstream). A miss on the
load balancing table is still possible, and the packet will be dropped (step 328).
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[0068] Using an OFPIT_GOTO_TABLE, the packet will be analyzed by the MAC table to
determine if the next hop for the packet is local or remote (step 330). There is one entry in this
table per possible local destination. A successful lookup will simply send the packet to a local
VM, action of type OFPAT_QOUTPUT where port is the port attached to the VM (step 332).

[0069] A failed lookup (miss) will send the packet to the Egress Port table (step 334) to set the
output port based on the direction bit and to "push" the service chain tag (as is stored in the
metadata) in the packet (step 336). The packet is then sent out to the transit port
(OFPAT_OQUTPUT) (step 338). A miss in the Egress Port table will result in the packet being
dropped (step 340).

[0070] Those skilled in the art will appreciate that the order of the table lookups can be
modified without affecting the scope of the invention. In some embodiments, some of the table
lookups shown in Figure 4a can be omitted from the process without affecting the scope of the
invention.

[0071] Figure 4b illustrates another example method for packet steering by a forwarding
element. The process begins by receiving a packet on an ingress port (step 400). If the
received packet has an associated tag, the tag is removed from the packet (step 402).

[0072] The first table to be considered is the Microflow table. The 5-tuple of the packet is
extracted and looked-up in the Microflow table (step 404). If there is an entry corresponding to
the packet 5-tuple stored in the Microflow table, the packet is correlated with the identified flow
and associated service chain (step 406). The corresponding service chain identifier is added to
the metadata tag associated with the packet.

[0073] In the case where there is no entry corresponding to the packet 5-tuple stored in the
Microflow table, a new entry is learned and stored in the Microflow table (step 408). As
discussed with respect to Figure 4a, the packet can optionally be sent out to the controller
(step 410) for the flow and tag learning. Alternatively, the forwarding element can learn the flow
independently without involving the control and can create a new entry in the Microflow table
(step 412). An extension can be provided to the forwarding element that allows an action of
inserting new entries in a table stored in the forwarding element. The learning action is
essentially filling a template, by the switch, using some header fields from the packets (both for
the new entry match fields and the actions value) along with some fixed/static values to create
a new entry in a specific table. In other words, the switch can extract bits from the packet and
store them as a new table entry.

[0074] Following a successful hit in the Microflow table lookup (step 404) and setting the tag
with the appropriate service chain identifier (step 406), the packet proceeds to the Next Service
table for processing. A next service type for the packet is determined by using the packet tag
and the ingress port the packet was received on (step 414). The tag indicates the service chain
that the packet has been assigned to, and the ingress port indicates the last service that has
been applied to the packet. A successful lookup in the Next Service table results in setting the
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service type for the packet that can be stored in the metadata associated with the packet (step
416). A miss in the Next Service table results in the packet being dropped (step 418).

[0075] The Load Balancing table selects an instance of the next service based on the service
type (step 420). The instance can be selected from a plurality of instances of the next service
available for packet processing. The selection of the particular instance of the next service can
be made considering a variety of other conditions in addition to the service type. For example,
a packet parameter such as the source or destination IP address can be used to select the
instance of the next service. All packets in a given flow can be directed to the same instance of
the next service type to preserve flow affinity. Non-packet parameters can also be considered
in determining the instance of the next service (e.g. I/O interface, time of day). A load
balancing algorithm can optionally be used to distribute packet traffic amongst a number of
instances of the same service.

[0076] A successful lookup in the Load Balancing table resulting in setting the destination MAC
address of the packet to the address of the selected instance of the next service (step 422). A
miss in the Load Balancing table results in the packet being dropped (step 424).

[0077] The packet subsequently proceeds to the MAC table to lookup the destination MAC
address (step 426). A hit in the MAC table indicates that the destination address is local and
results in selecting the egress port (service port) associated with the address of the instance of
the next service (step 428) and forwarding the packet on that egress port (step 430). A miss on
the MAC table indicates that the destination address is non-local. In this case, the service chain
tag is appended to the packet and the egress port (transit port) is selected in accordance with
the address of the instance of the next service (step 432). The packet is then forwarded on the
egress port (step 430).

[0078] Embodiments of the present disclosure utilize open interface which allows the system to
be independent of the Controller software and switch hardware. The system provides support
for a large number of services and service instances. Improved flexibility for how the operator
can configure his network is supported, based on multiple policies, subscribers, applications,
service ordering, etc. The system can support detection of content and bypass of inline
services for trusted and recognized flows. The system can also support service chaining
across multiple domains (access, core, cloud, etc.).

[0079] Figure 5a is a flow chart illustrating a method for processing a first packet received in a
traffic flow. The method begins by receiving a packet by a switch (block 510). The received
packet may include a tag indicating a service chain it is associated with. If the packet has an
associated service chain identifier (ID), it can be removed from the packet. It is determined that
there is no entry in the microflow table corresponding to the received packet (block 520). A
new entry is created and added to the microflow table (block 530). The new entry associates a
new service chain ID with a traffic flow that is associated with the received packet. Subsequent
packets in this traffic flow can be correlated with the traffic flow and the service chain ID via this
update to the microflow table. The received packet is forwarded to its destination (block 540).
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Optionally, the service chain ID can be added to the packet prior to it being forwarded to its
destination. If the output port for the destination is a transit port, the service chain ID can be
added to the packet. If the output port for the destination is a service port, the service chain ID
is not added to the packet.

[0080] In an optional embodiment, after creating the new entry in the microflow table, the
switch can notify the controller (or other network elements) of the new entry and a microflow
table update can be pushed to other switches in the service chain. Optionally, the microflow
table update can be propagated only to switches that are upstream or downstream in the
service chain as applicable.

[0081] Figure 5b is a flow chart illustrating a method for steering packet traffic. The method
begins by a forwarding element receiving a packet (block 550). The forwarding element can be
a switch, a virtual switch or any other routing entity. The received packet may include a service
chain tag indicating a service chain associated with the packet. If the packet has an associated
service chain tag, it can be removed from the packet. It is determined that there is an entry in
the microflow table corresponding to the packet (block 560). The received packet is correlated
and associated with the corresponding service chain ID as indicated by the entry in the
microflow table. The service chain ID can be stored in metadata associated with the packet.

[0082] A next service type for the packet is determined in accordance with the service chain ID
(block 570). The next service type can also be determined in accordance with the ingress port
that the packet was received on. An instance of the next service that the packet should be
steered towards is determined in accordance with the next service type (block 580). The
instance can be selected form a plurality of instances of the next service. The determination of
the particular instance of the next service can also be determined in accordance with the traffic
flow the packet belongs to, a packet parameter (e.g. one or more of the 5-tuple parameters), a
non-packet parameter (e.g. time of day), a load balancing algorithm, or any other appropriate
parameter that guarantees flow affinity. This insures that all packets in a given flow traverse the
same service instance path for the lifetime of the traffic flow. A load balancing algorithm can be
used to distribute the packet traffic amongst a plurality of instances of the next service.

[0083] The packet is then forwarded to the selected instance of the next service (block 590). A
destination address (e.g. MAC address) for the packet can be determined and set in
accordance with the selected instance of the next service. An egress port can be selected in
accordance with the selected instance of the next service. Optionally, the service chain ID can
be attached, or added, as a service chain tag to the packet prior to it being forwarded to its
destination. The service chain tag can be added in response to determining that the egress
port is a transit port, for forwarding the packet to another switch.

[0084] Figure 6 is a block diagram illustrating an example switch or forwarding element 600
according to embodiments of the present invention. The switch 600 includes a processor 602,
a memory or instruction repository 604 and a communication interface 606. The
communication interface 606 can include at least one input (ingress) port and at least one
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output (egress) port. The memory 604 contains instructions executable by the processor 602
whereby the switch 600 is operable to perform the various embodiments as described herein.
The memory 604 can store a microflow table and other flow tables as have been described
herein. The switch 600 can be a virtual switch implemented on a hypervisor and/or underlying
physical hardware.

[0085] Switch 600 is configured to receive a packet on an ingress port of the communication
interface 606. Responsive to the processor 602 determining that there is an entry
corresponding to the received packet stored in a flow table, the packet is correlated with a
service chain identifier. The processor 602 determines a next service type for the packet in
accordance with the service chain identifier and the ingress port on which the packet was
received. The processor 602 selects an instance of the next service in accordance with the
next service type. The instance of the next service can be selected in accordance with other
additional factors, including: a load balancing algorithm for distributing packet traffic between a
plurality of instances of the next service, a parameter associated with the packet, and/or a non-
packet parameter. The switch 600 forwards the packet to the selected instance of the next
service over the communication interface 606. The switch 600 can select an egress port of the
communication interface 606 in accordance with the selected instance of the next service. In
response to determining there is no entry corresponding to the packet stored in a flow table,
the processor 602 can create a new entry in a microflow table stored in the memory 604. The
processor 602 can assign a new service chain identifier to a traffic flow associated with the
packet.

[0086] In another embodiment, switch 600 can include a microflow table module for correlating
the packet with a service chain, a next service table module for determining a next service type
for the packet in accordance with the service chain and the ingress port, and a load balancing
table module for selecting an instance of the next service in accordance with the determined
next service type.

[0087] Embodiments of the invention may be represented as a software product stored in a
machine-readable medium (also referred to as a computer-readable medium, a processor-
readable medium, or a computer usable medium having a computer readable program code
embodied therein). The machine-readable medium may be any suitable tangible medium
including a magnetic, optical, or electrical storage medium including a diskette, compact disk
read only memory (CD-ROM), digital versatile disc read only memory (DVD-ROM) memory
device (volatile or non-volatile), or similar storage mechanism. The machine-readable medium
may contain various sets of instructions, code sequences, configuration information, or other
data, which, when executed, cause a processor to perform steps in a method according to an
embodiment of the invention. Those of ordinary skill in the art will appreciate that other
instructions and operations necessary to implement the described invention may also be
stored on the machine-readable medium. Software running from the machine-readable
medium may interface with circuitry to perform the described tasks.

[0088] The above-described embodiments of the present invention are intended to be
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examples only. Alterations, modifications and variations may be effected to the particular
embodiments by those of skill in the art without departing from the scope of the claims
appended hereto.
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Patentkrav

1. Fremgangsmade til styring af pakketrafik med en omskifter (600), hvor frem-
gangsmaden omfatter:

modtagelse (550) af en pakke pa en indgangskanal;

som reaktion pa bestemmelse (560) om, at en indlaesning svarer til den pakke,
der er lagret i en microflow-tabel, korrelering (560) af pakken med en identifi-
kator af service-kaede;

bestemmelse (570) af en felgende service-type for pakken i overensstem-
melse med service-keedeidentifikatoren og indgangskanalen;

udveelgelse (580) af en instans af den fglgende service fra en flerhed af in-
stanser af den fglgende service i overensstemmelse med den bestemte ser-
vice-type og mindst én af en pakkeparameter eller en ikke-pakkeparameter;
0g

videresendelse (590) af pakken til den udvalgte instans af den naeste service.

2. Fremgangsmade ifglge krav 1, hvor:

fremgangsmaden, som reaktion pa bestemmelse om, at den modtagne pakker
har en associeret service-kaedemarkgr, desuden omfatter fijernelse af service-
keedemarkgren fra pakken; eller

- fremgangsmaden yderligere omfatter lagring af sevice-keedeidentifikatoren i
metadata associeret med pakken; eller

- fremgangsmade yderligere omfatter indstilling af en destinationsadresse af
pakken i overensstemmelse med den udvalgte instans af den felgende ser-
vice; eller

- instansen af den felgende service er udvalgt i overensstemmelse med en
belastningsudligningsalgoritme, hvor belastningsudligningsalgoritmen fordeler
pakketrafik mellem flerheden af instanser af den falgende service; eller

- fremgangsmaden yderligere omfatter udveelgelse af en udgangsabning i

overensstemmelse med den udvalgte instans af den felgende service.
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3. Fremgangsmade til styring af pakketrafik med en omskifter, hvor frem-
gangsmaden omfatter:

modtagelse (510) af en pakke pa en indgangskanal;

som reaktion pa bestemmelse (520) om, at ingen indlaesning svarer til den
pakke, der er lagret i en microflow-tabel, dannelsen (530) af en ny indlaesning
i microflow-tabellen;

korrelering (530) af pakken med den nye indlaesning i microflow-tabellen og en
service-kaedeidentifikator;

bestemmelse af en fglgende service-type for pakken i overensstemmelse med
service-kaedeidentifikatoren og indgangskanalen;

udveelgelse af en instans af den falgende service fra en flerhed af instanser af
den fglgende service i overensstemmelse med den bestemte service-type og
mindst én af en pakkeparameter eller en ikke-pakkeparameter; og
videresendelse (540) af pakken til den udvalgte instans af den naeste service.

4. Fremgangsmade ifglge krav 3, hvor:
fremgangsmaden yderligere omfatter tildeling af service-kaedeidentifikatoren
til en trafikstrem associeret med den nye indlaesning i microflow-tabellen.

5. Fremgangsmade til styring af pakketrafik med en omskifter (600), hvor frem-
gangsmaden omfatter:

modtagelse af en pakke pa en indgangskanal;

som reaktion pa bestemmelse om, at en indlaesning svarer til den pakke, der
er lagret i en microflow-tabel, korrelering af pakken med en identifikator af ser-
vice-kaede;

identificering af en service-kaede associeret med trafikstrgemmen;
bestemmelse af en fglgende service-type for pakken i overensstemmelse med
den identificerede service-kaede og indgangskanalen;

udveelgelse af en instans af den falgende service fra en flerhed af instanser af

den fglgende service i overensstemmelse med den fglgende service-type,
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mindst én af en pakkeparameter eller en ikke-pakkeparameter og trafikstrem-
men, hvor alle pakkerne associeret med trafikstremmen ledes til den samme
instans af den fglgende service; og

videresendelse af pakken til den udvalgte instans af den naeste service.

6. Fremgangsmade ifglge krav 5, hvor:

- instansen af den fglgende service er yderligere udvalgt i overensstemmelse
med en belastningsudligningsalgoritme, hvor belastningsudligningsalgoritmen
fordeler pakketrafik mellem flerheden af instanser af den felgende service; el-
ler

- som reaktion pa bestemmelse om, at udgangskanalen er en transitkanal,
fastgerelse af en service-kaedemarkgr til pakken;

fremgangsmaden, som reaktion pa bestemmelse om, at den modtagne pakker
har en associeret service-kaedemarkgr, desuden omfatter fijernelse af service-
keedemarkgren fra pakken; eller

- fremgangsmaden yderligere omfatter lagring af sevice-keedeidentifikatoren i
metadata associeret med pakken; eller

- fremgangsmade yderligere omfatter indstilling af en destinationsadresse af
pakken i overensstemmelse med den udvalgte instans af den felgende ser-
vice; eller

- fremgangsmaden yderligere omfatter udveelgelse af en udgangsabning i

overensstemmelse med den udvalgte instans af den felgende service.

7. Computerlaesbart medium omfattende kodedele, som, nar de udfgres pa en
processor, konfigurerer processoren til at udfgre alle trin i en fremgangsmade
ifglge et hvilket som helst af de foregaende fremgangsmadekrav.

8. Omskifter (600), omfattende en kommunikationsinterface (606), en proces-
sor (602) og en hukommelse (604), hvor hukommelsen indeholder instruktio-
ner, der kan eksekveres af processoren, hvor omskifteren kan anvendes til:

- modtagelse af en pakke pa en indgangskanalen af kommunikationsinterfa-

cen;
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- som reaktion pa bestemmelse om, at en indlzesning svarer til den pakke, der
er lagret i en microflow-tabel, korrelering af pakken med en identifikator af ser-
vice-kaede;

- bestemmelse af en falgende service-type for pakken i overensstemmelse
med service-kaedeidentifikatoren og indgangskanalen;

- udveelgelse af en instans af den fglgende service fra en flerhed af instanser
af den felgende service i overensstemmelse med den fglgende service-type
0g mindst én af en pakkeparameter eller en ikke-pakkeparameter; og

- fremsendelse af pakken til den udvalgte instans af den fglgende service ved
hjeelp af kommunikationsinterfacen.

9. Omskifter ifglge krav 8, hvor:

- omskifteren, som reaktion pa bestemmelse om, at den modtagne pakke har
en associeret service-kaedemarker, desuden kan anvendes til fierne service-
keedemarkgren fra pakken; eller

- instansen af den felgende service er udvalgt i overensstemmelse med en
belastningsudligningsalgoritme til fordeling af pakketrafik mellem flerheden af
instanser af den fglgende service.

10. Omskifter ifglge krav 8, som yderligere kan anvendes til udvaelge en ud-
gangskanal af kommunikationsinterfacen i overensstemmelse med den ud-

valgte instans af den fglgende service.

11. Omskifter ifglge krav 10, som yderligere kan anvendes til at fastggre en
service-kaedemarker til pakken som reaktion pa bestemmelse om, at udgangs-

kanalen er en transitkanal.

12. Omskifter (600), omfattende en kommunikationsinterface (606), en proces-
sor (602) og en hukommelse (604), hvor hukommelsen indeholder instruktio-
ner, der kan eksekveres af processoren, hvor omskifteren kan anvendes til:

- modtagelse af en pakke pa en indgangskanalen af kommunikationsinterfa-

cen;
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- som reaktion pa bestemmelse om, at ingen indleesning svarer til den pakke,
der er lagret i en microflow-tabel, dannelsen af en ny indlaesning i microflow-
tabellen;

- korrelering af pakken med den nye indlaesning i microflow-tabellen og en ser-
vice-kaedeidentifikator;

- bestemmelse af en falgende service-type for pakken i overensstemmelse
med service-keedeidentifikatoren og indgangskanalen;

- udveelgelse af en instans af den fglgende service fra en flerhed af instanser
af den fglgende service i overensstemmelse med den bestemte service-type
0g mindst én af en pakkeparameter eller en ikke-pakkeparameter; og

- videresendelse af pakken til den udvalgte instans af den naeste service.

13. Omskifter ifalge krav 12, hvor:
dannelsen af en ny indlaesning i microflow-tabellen omfatter tildeling af en ny
service-kaedeidentifikator til en trafikstrem associeret med pakken.

14. Omskifter (600), omfattende en kommunikationsinterface (606), en proces-
sor (602) og en hukommelse (604), hvor hukommelsen indeholder instruktio-
ner, der kan eksekveres af processoren, hvor omskifteren kan anvendes til:

- modtagelse af en pakke pa en indgangskanalen af kommunikationsinterfa-
cen;

- som reaktion pa bestemmelse om, at en indlzesning svarer til den pakke, der
er lagret i en microflow-tabel, korrelering af pakken med en trafikstrgm;

- identificering af en service-kaede associeret med trafikstrgmmen;

- bestemmelse af en falgende service-type for pakken i overensstemmelse
med den identificerede service-kaede og indgangskanalen;

- udveelgelse af en instans af den fglgende service fra en flerhed af instanser
af den fglgende service i overensstemmelse med den falgende service-type,
mindst én af en pakkeparameter eller en ikke-pakkeparameter og trafikstrem-
men, hvor alle pakkerne associeret med trafikstrgmmen ledes til den samme
instans af den fglgende service; og

- videresendelse af pakken til den udvalgte instans af den naeste service.
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15. Videresendelseselement (600), omfattende:

en indgangskanal, som er konfigureret til at modtage en pakke;

et microflow-tabelmodul, der er konfigureret til at korrelere pakken en service-
kaede;

et fglgende service-tabelmodul, der er konfigureret til at bestemme en fel-
gende service-type for pakken i overensstemmelse med den identificerede
service-kaede og indgangskanalen;

et belastningsudligningstabelmodul, der er konfigureret til at udveelge en in-
stans af den fglgende service fra en flerhed af instanser af den fglgende ser-
vice i overensstemmelse med den bestemte service-type, mindst én af en pak-
keparameter eller en ikke-pakkeparameter og en belastningsudligningsalgo-
ritme, hvor belastningsudligningsalgoritmen fordeler pakketrafik mellem fler-
heden af instanser af den falgende service; og

en udgangskanal, der er konfigureret til at videresende pakken til en destinati-

onsadresse associeret med den udvalgte instans af den fglgende service.
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