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REQUEST PROCESSING

Background

[0001] Datacenter systems support the management of devices interconnected
via a computer network. The managed devices include management interfaces
that allow the managed devices to be configured by a management platform.
To allow a management interface and the management platform to properly
exchange data, each implements a common Application Programming Interface
(API).

Brief Description of the Drawings

[0002] Figure 1 is a block diagram illustrating one example of a system.

[0003] Figure 2 illustrates one example of request processing of the system of
Figure 1.

[0004] Figure 3 is a block diagram illustrating one example of a processing
system for implementing a management platform.

[0005] Figure 4 is a flow diagram illustrating one example of a method for
request processing.

Detailed Description

[0006] In the following detailed description, reference is made to the

accompanying drawings which form a part hereof, and in which is shown by way
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of illustration specific examples in which the disclosure may be practiced. ltis to
be understood that other examples may be utilized and structural or logical
changes may be made without departing from the scope of the present
disclosure. The following detailed description, therefore, is not to be taken in a
limiting sense, and the scope of the present disclosure is defined by the
appended claims. It is to be understood that features of the various examples
described herein may be combined, in part or whole, with each other, unless
specifically noted otherwise.
[0007] To allow a management interface of a managed device and a software
application of a management platform to properly exchange data, each
implements a common Application Programming Interface (API). Over time, the
API may evolve to new versions as new data and formats are developed and/or
old data is deprecated. Management interfaces may or may not be updated to
support new API versions and if they are updated, there may be variable time
lags across vendors, model numbers, or particular instances of a device.
Therefore, the software application determines which version of the APl a
particular management interface is using and adapts to communicate using the
same API version. For the software application to be able to use the same API
version of a particular management interface, the management platform
contains or has access to an implementation of each version of the API to be
supported.
[0008] Where the software application supports large numbers of discrete
management interfaces, the application may use multiple parallel threads of
execution to concurrently support multiple different APl versions. The
application may also support a very high throughput in terms of transactions per
second, which requires very quick access to the code that implements the
various APl versions.
[0009] Examples of this software application contain all or part of the
implementation of a particular version of an APl in a dynamically loadable library
and may also contain a set of associated schemas. The software application
determines the version of the API being used by a management interface with
which the application is to communicate, identifies the corresponding dynamic
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library and schema to load, loads the dynamic library and schema, and then
executes some or all of the contained code. The disclosed technique utilizes a
tiered architecture of processes and threads leveraging the specific attributes of
each to optimize the access time to the dynamic library code and schema and to
optimize the resources consumed by the software application, the dynamic
library code, and the schemas.
[0010] Figure 1 is a block diagram illustrating one example of a system 100.
System 100 includes a management platform 102, a network 114, and a
plurality of managed devices 1181-118x, where “X” is any suitable number of
managed devices. Management platform 102 is communicatively coupled to
each managed device 1184-118x through a communication path 112, network
114, and a communication path 116. Network 114 may be an Ethernet network,
a fibre channel network, the Internet, another suitable network, or combination
thereof.
[0011] Each managed device 1184-118x includes a management interface 120;-
120x, respectively. Each management interface 1204-120x implements an API
version 1221-122v, respectively, where “Y” is any suitable number of API
versions. More than one managed device may implement the same version of
the APl. Managed devices 1184-118x may include any system or device that is
individually configurable, such as computer systems, storage systems, network
devices (e.g., network switches), and/or individual boards or components within
a system or device (e.g., a network adapter).
[0012] Management platform 102 includes at least one management software
106 and request processing 104. Request processing 104 is communicatively
coupled to management software 106 through a communication path 108.
Management software 106 includes a software application for communicating
with and configuring each managed device 1181-118x via a respective
management interface 1204-120x. Management software 106 sends processing
requests for a managed device to request processing 104 including an
indication of the API version of the managed device. Request processing 104
executes the requests by using a sub-process and threads of the sub-process
corresponding to the API version of the managed device as will be described
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below with reference to Figure 2. Once processing of a request is complete,
request processing 104 returns a response to the request to management
software 106.

[0013] Management platform 102 supports the multiple AP versions 1224-122y
of management interfaces 1201-120x while providing high throughput. Request
processing 104 uses separate resources such as code libraries and data files
for each API version which are loaded once upon a first request for a particular
APl version. Keeping the libraries and data files separate from the common
core of request processing significantly reduces the size of the request
processing executable file and eliminates the need for updates to request
processing to support new APl versions. Updates are still used, however, to
provide new libraries and schemas for new API versions.

[0014] In one specific example for an Adapter Management Interface Library (A-
MIL), a management interface is on an interface card such as a network
adapter. A-MIL implements a continuously running service that translates
human readable Extensible Markup Language (XML) data into binary data
formatted in ASN.1 and vice versa. In A-MIL, there are two sets of resources
that are specific to the API version associated with an incoming request
including the dynamic library containing the code and the schema files that
define the XML interface. Obtaining access to the dynamic library and schema
files causes a delay. The impact of the delay, however, is mitigated by
leveraging the characteristics of processes and threads as described herein.
[0015] Figure 2 illustrates one example of request processing 104 of system 100
of Figure 1. An executing application runs in a context that contains a set of
resources including virtual memory, file descriptors, and Input/Output (I/O)
connections. The specific set of resources varies based on the operating
system. This context is typically referred to as a “process” or “thread.”
Generally, a process is an independent context while a thread shares many of
the resources of a parent process with other threads under the same parent but
executes independently of other threads. The specifics of process versus
thread are operating system dependent. For example, Linux considers each to
be a task with a particular set of attributes. These attributes may be selected in
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many different combinations to produce a task that is neither process nor thread
as those terms are commonly used.
[0016] For purposes of this disclosure, a process is considered to be completely
independent of other processes and a thread is considered to share, at a
minimum, virtual memory, I/O connections, and files with other threads in the
same process. Any Linux or other operating system task with these attributes is
considered to be equivalent to the processes and threads disclosed herein.
[0017] Request processing 104 uses a tiered architecture including a top level
process as indicated at 204, a variable sized set of sub-processes 2061-206v,
and a variable number of threads within each sub-process such as 2124-212y.
The top level process at 204 is a dispatcher which receives incoming requests
202, maintains the set of sub-processes 2064-206y, and directs requests 202 to
the appropriate sub-process 2061-206y. In this example, the set of sub-
processes includes sub-processes 2064-206y, where “Y” is equal to the number
of different API versions to be supported. Each sub-process 206,-206y is used
to execute requests for a particular API version. For example, sub-process 206+
executes requests for API version 1 and sub-process 206y executes requests
for API version Y. Each sub-process 2061-206y preloads a schema 2084-208y
and a library 2104-210y, respectively, for the API version supported by the sub-
process. Each sub-process 20641-206v creates threads to execute requests for
the API version supported by the sub-process. For example, sub-process 206+
creates threads 2124-212y, where “N” is any suitable number of threads for
concurrently executing requests for sub-process 2061. Sub-process 206y
creates threads 2144-214y,, where “M” is any suitable number of threads for
concurrently executing requests for sub-process 206y.
[0018] In operation, upon receipt of an incoming request 202, dispatcher 204
examines the request to determine the API version with which the request
complies and, if the API version is supported, selects the sub-process that
implements that version, and forwards the request to that sub-process. If the
APl version has not yet been encountered, dispatcher 204 creates a new sub-
process, adds the new sub-process to the set of available sub-processes, and
forwards the request to the new sub-process. Each incoming request is
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associated with an 1/O connection (e.g., a socket file descriptor in Linux), that is
used to send the response back to the source of the request. This I/O
connection is forwarded to the sub-process along with the request.
[0019] When a sub-process is created by dispatcher 204, the sub-process is
informed which API version to support. As part of the initialization process of
the sub-process, the sub-process loads the correct library and schemas,
configures memory, and may perform other steps to enable processing of
requests for that APl version. These other steps may include for example
creating a global set of function pointers that address the functions supplied by
the dynamic library. At this point, the cost (i.e. time delay) of the initialization of
the sub-process has been incurred and requests can be processed without
again incurring this cost. Once initialized, a sub-process waits for requests to
be forwarded by dispatcher 204 and processes the requests as they arrive. For
each request, the sub-process creates a new thread and provides the thread
with the request and the associated 1/O connection. Once the thread has been
created, the sub-process is free to accept and process another request and may
create a parallel thread for each subsequent request.
[0020] Each thread, when created, has available to it all of the resources that
were initialized by its parent sub-process. This includes the library, function
pointers, and schema files as well as the 1/O connection to the requestor. The
thread makes use of these resources to process the received request and send
the response back to the requestor via the associated I/O connection. After
processing of a request is complete, the thread exits (i.e. terminates). In this
example, no idle threads are maintained at any time, thereby avoiding the
overhead of a thread pool. In another example, a fixed or dynamic thread pool
may be maintained by a sub-process rather than the sub-process creating
threads for each request. There may be as many, or as few, concurrent threads
as needed to handle the processing load at any point in time.
[0021] By using request processing 104, management platform 102 provides
low and predictable response times, uses minimal resources, and is less
complex than some alternative solutions. Specifically, in request processing
104, the library and schema files associated with a particular API version are
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loaded once when a request associated with that API version is first received.
All subsequent requests for the same API version re-use the preloaded
resources. Since no new resources are loaded if the API| version has already
been encountered, there is little variability between requests other than that
associated with the complexity of the request. Management platform 102 is
compatible with a variable number of API versions to be supported, while the
number of supported API versions operational at one time can vary from one or
two versions to ten or more versions.
[0022] Figure 3 is a block diagram illustrating one example of a system 300.
System 300 may include at least one computing device and may provide
management platform 102 previously described and illustrated with reference to
Figures 1 and 2. System 300 includes a processor 302 and a machine-
readable storage medium 306. Processor 302 is communicatively coupled to
machine-readable storage medium 306 through a communication path 304.
Although the following description refers to a single processor and a single
machine-readable storage medium, the description may also apply to a system
with multiple processors and multiple machine-readable storage mediums. In
such examples, the instructions may be distributed (e.g., stored) across multiple
machine-readable storage mediums and the instructions may be distributed
(e.g., executed by) across multiple processors.
[0023] Processor 302 includes one or more Central Processing Units (CPUSs),
microprocessors, and/or other suitable hardware devices for retrieval and
execution of instructions stored in machine-readable storage medium 306.
Processor 302 may fetch, decode, and execute instructions 308 to receive a
request, instructions 310 to determine whether a sub-process has been
initialized, instructions 312 to initialize a sub-process if a sub-process has not
been initialized, and instructions 314 to execute the request. As an alternative
or in addition to retrieving and executing instructions, processor 302 may
include one or more electronic circuits comprising a number of electronic
components for performing the functionality of one or more of the instructions in
machine-readable storage medium 306. With respect to the executable
instruction representations (e.g., boxes) described and illustrated herein, it
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should be understood that part or all of the executable instructions and/or
electronic circuits included within one box may, in alternate examples, be
included in a different box illustrated in the figures or in a different box not
shown.
[0024] Machine-readable storage medium 306 is a non-transitory storage
medium and may be any suitable electronic, magnetic, optical, or other physical
storage device that stores executable instructions. Thus, machine-readable
storage medium 306 may be, for example, Random Access Memory (RAM), an
Electrically-Erasable Programmable Read-Only Memory (EEPROM), a storage
drive, an optical disc, and the like. Machine-readable storage medium 306 may
be disposed within system 300, as illustrated in Figure 3. In this case, the
executable instructions may be installed on system 300. Alternatively, machine-
readable storage medium 306 may be a portable, external, or remote storage
medium that allows system 300 to download the instructions from the
portable/external/remote storage medium. In this case, the executable
instructions may be part of an installation package.
[0025] Machine-readable storage medium 306 stores instructions to be
executed by a processor (e.g., processor 302) including instructions 308, 310,
312, and 314 to process requests as previously described and illustrated with
reference to Figures 1 and 2. Processor 302 may execute instructions 308 to
receive a request, the request including an indication of an application
programming interface version. Processor 302 may execute instructions 310 to
determine whether a sub-process has been initialized for the application
programming interface version.
[0026] Processor 302 may execute instructions 312 to initialize a sub-process
including preloading resources for the sub-process for the application
programming interface version in response to determining that a sub-process
has not been initialized for the application programming interface version. In
one example, the sub-process is initialized by loading a schema and a library for
the application programming interface version. A plurality of sub-processes for
a plurality of application programming interface versions may be maintained.
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[0027] Processor 302 may execute instructions 314 to execute the request using
the sub-process for the application programming interface version by creating at
least one thread of the sub-process. In one example, the request is executed
by the sub-process creating a thread pool to process the received request. The
request may be associated with an input/output connection that is forwarded
with the request to the sub-process for the application programming interface
version.
[0028] Figure 4 is a flow diagram illustrating one example of a method 400 for
request processing. At 402, a first request is received, the first request including
an indication of a first application programming interface version of a first
managed device and an associated input/output connection for the first request.
At 404, it is determined whether a first sub-process has been initialized for the
first application programming interface version. If a new sub-process is needed,
at 4006, a first sub-process is initialized including preloading resources for use by
the first sub-process for processing requests associated with the first application
programming interface version. This initialization is in response to determining
that a sub-process has not been initialized for the first application programming
interface version. In one example, initializing the first sub-process includes
loading a schema and a library for the first application programming interface
version. Initializing the first sub-process may also include creating a global set
of function pointers that address functions supplied by the library. At 408, the
first request and the associated input/output connection for the first request are
forwarded to the first sub-process. At 410, the first request is executed using
the first sub-process by creating at least one thread of the first sub-process.
[0029] In one example, the method further includes receiving a second request,
the second request including an indication of a second application programming
interface version of a second managed device and an associated input/output
connection for the second request. The method includes determining whether a
second sub-process has been initialized for the second application
programming interface version. The method includes initializing a second sub-
process including preloading resources for use by the second sub-process for
processing requests associated with the second application programming
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interface version in response to determining that a sub-process has not been
initialized for the second application programming interface version. The
method includes maintaining the first sub-process, forwarding the second
request and the associated input/output connection for the second request to
the second sub-process, and executing the second request using the second
sub-process by creating at least one thread of the second sub-process.
[0030] The method may further include receiving a third request, the third
request including an indication of the first application programming interface
version and an associated input/output connection for the third request. The
method includes forwarding the third request and the associated input/output
connection for the third request to the first sub-process and executing the third
request using the first sub-process by creating at least one new thread of the
first sub-process or by using at least one existing thread of the first sub-process.
[0031] Although specific examples have been illustrated and described herein, a
variety of alternate and/or equivalent implementations may be substituted for the
specific examples shown and described without departing from the scope of the
present disclosure. This application is intended to cover any adaptations or
variations of the specific examples discussed herein. Therefore, it is intended
that this disclosure be limited only by the claims and the equivalents thereof.



WO 2016/122658 PCT/US2015/013963

11

CLAIMS

1. A system comprising:

a management platform; and

a plurality of managed devices communicatively coupled to the
management platform, each managed device comprising a management
interface having an application programming interface version to communicate
with the management platform,

wherein the management platform is to receive a request, the request
including an indication of an application programming interface version of a
managed device, determine whether a sub-process has been initialized for the
application programming interface version of the managed device, initialize a
sub-process including preloading resources for the sub-process for the
application programming interface version of the managed device in response to
determining that a sub-process has not been initialized for the application
programming interface version of the managed device, and execute the request
using the sub-process for the application programming interface version of the
managed device by creating at least one thread of the sub-process.

2. The system of claim 1, wherein the management platform is to initialize
the sub-process by loading a schema and a library for the application
programming interface version of the managed device.

3. The system of claim 1, wherein the management platform is to terminate
the at least one thread once the request is completed.

4. The system of claim 1, wherein the management platform maintains a

thread pool for the sub-process to execute the request.

5. The system of claim 1, wherein the managed device is a network

adapter.
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6. A machine-readable storage medium encoded with instructions, the
instructions executable by a processor of a system to cause the system to:

receive a request, the request including an indication of an application
programming interface version;

determine whether a sub-process has been initialized for the application
programming interface version;

initialize a sub-process including preloading resources for the sub-
process for the application programming interface version in response to
determining that a sub-process has not been initialized for the application
programming interface version; and

execute the request using the sub-process for the application
programming interface version by creating at least one thread of the sub-
process.

7. The machine-readable storage medium of claim 6, wherein the sub-
process is initialized by loading a schema and a library for the application

programming interface version.

8. The machine-readable storage medium of claim 6, wherein the request is
executed by the sub-process creating a thread pool to process the received
request.

9. The machine-readable storage medium of claim 6, wherein the request is
associated with an input/output connection that is forwarded with the request to
the sub-process for the application programming interface version.

10.  The machine-readable storage medium of claim 6, wherein the
instructions are executable by the processor to further cause the system to:
maintain a plurality of sub-processes for a plurality of application

programming interface versions.
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11. A method comprising:

receiving a first request, the first request including an indication of a first
application programming interface version of a first managed device and an
associated input/output connection for the first request;

determining whether a first sub-process has been initialized for the first
application programming interface version;

initializing a first sub-process including preloading resources for the first
sub-process for the first application programming interface version in response
to determining that a sub-process has not been initialized for the first application
programming interface version;

forwarding the first request and the associated input/output connection
for the first request to the first sub-process; and

executing the first request using the first sub-process by creating at least
one thread of the first sub-process.

12.  The method of claim 11, further comprising:

receiving a second request, the second request including an indication of
a second application programming interface version of a second managed
device and an associated input/output connection for the second request;

determining whether a second sub-process has been initialized for the
second application programming interface version;

initializing a second sub-process including preloading resources for the
second sub-process for the second application programming interface version in
response to determining that a sub-process has not been initialized for the
second application programming interface version;

maintaining the first sub-process;

forwarding the second request and the associated input/output
connection for the second request to the second sub-process; and

executing the second request using the second sub-process by creating
at least one thread of the second sub-process.
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13.  The method of claim 11, wherein initializing the first sub-process
comprises loading a schema and a library for the first application programming

interface version.

14.  The method of claim 13, wherein initializing the first sub-process further
comprises creating a global set of function pointers that address functions

supplied by the library.

15.  The method of claim 11, further comprising:

receiving a third request, the third request including an indication of the
first application programming interface version and an associated input/output
connection for the third request;

forwarding the third request and the associated input/output connection
for the third request to the first sub-process; and

executing the third request using the first sub-process by creating at least
one new thread of the first sub-process or by using at least one existing thread

of the first sub-process.
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