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ation process method (inline method) in which the de-duplic
ation process is performed on the data immediately after the
receipt of the I/O request, influence on the processing per
formance of the storage apparatus 100 to be performed by ex
ecution of a second de-duplication process method (post-pro
cess method) in which the de-duplication process is per
formed on the data at later timing, and the size of a temporary
storage device 106b to be required for the processing of the
data by the second de-duplication process method.
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Description
Title of Invention: STORAGE APPARATUS AND METHOD FOR
CONTROLLING STORAGE APPARATUS
Technical Field
[0001]

The present invention relates to a storage apparatus and a method for controlling a

storage apparatus.

Background Art
[0002]

PTL 1 discloses a technology related to improvement in performance of a deduplication process executed in a storage system. When receiving write requests from
clients, the storage system executes a first de-duplication process and executes a
second de-duplication process at a subsequent appropriate timing. In the first deduplication process, the storage system determines whether or not data to be written
overlaps with any piece of data already written into a storage device (data ranked high
among the data ranked in order of possibility to overlap with other data). When the
data is determined to overlap, the storage system prevents the write data from being
written into the storage device. Moreover, the storage system performs the second deduplication process for data not yet evaluated if the data overlaps with the data already
written into the storage device in the first de-duplication process, among the write data
written into the storage device. Specifically, the storage system determines whether or
not the data overlaps with the other data already written into the storage device. When
the data is determined to overlap, the storage system deletes the write data written into
the storage device or the data having the same data as the write data from the storage
device.

Citation List
Patent Literature
[0003]

PTL 1: International Publication No. 201 1/033582 pamphlet

Summary of Invention
Technical Problem
[0004]

In the case of the storage system disclosed in PTL 1, all the data (including both data

to be de-duplicated and data not to be de-duplicated) which are not yet evaluated for

de-duplication is stored in the storage device. Thus, a required capacity of the storage
device is increased. Moreover, when writing of new data (data not to be de-duplicated)
into the storage device and reading of data from the storage device for the second deduplication process are simultaneously performed, access performance to the storage
device is deteriorated, and the entire storage system reduces in processing per-

formance. However, PTL 1 gives no consideration to such a case as where multiple
processes are concurrently performed.
[0005]
The present invention was made in view of the above circumstances, and it is an
objective thereof to provide a storage apparatus and a method for controlling a storage
apparatus which are capable of efficiently performing de-duplication while effectively
utilizing storage resources.

Solution to Problem
[0006]

One of the aspects of the present invention to achieve the foregoing object is a
storage apparatus providing an external apparatus with a storage area of a storage
device in response to an I/O request sent from the external apparatus, including a
function to perform a de-duplication process to prevent data received with the I/O
request from the external apparatus from being redundantly stored in the storage
device, a function to perform a first de-duplication process method in which, upon
receipt of the I/O request instructing storage of data in the storage device, the deduplication process is performed on the data immediately, and a function to perform a
second de-duplication process method in which, upon receipt of the I/O request in
structing storage of data in the storage device, the data is temporarily stored in a prede
termined storage area, and thereafter the de-duplication process is performed on the
data at later timing by reading the data from the storage area, wherein, upon receipt of
the I/O request instructing storage of data in the storage device, the storage apparatus
selects one of the de-duplication process methods to be applied to the data based on at
least any of influence on processing performance of the storage apparatus to be caused
by processing the data targeted for the I/O request by the first de-duplication process
method, influence on the processing performance of the storage apparatus to be caused
by processing the data by the second de-duplication process method, and the size of the
predetermined storage area to be required for the processing of the data by the second
de-duplication process method.

[0007]

Other problems disclosed in the present application and methods for solving the
problems will become apparent from the following description of embodiments of the
invention, description of the drawings, and the like.

Advantageous Effects of Invention
[0008]

The present invention enables efficient de-duplication while effectively utilizing
storage resources.

Brief Description of Drawings
[0009]

[fig. 1] Fig. 1 is a diagram showing a configuration of a storage system.

[fig.2]Fig. 2 is a flowchart showing de-duplication method selection process (part 1)

[fig.3]Fig. 3 is a flowchart showing de-duplication method selection process (part 2)
S250.

[fig.4]Fig. 4 is a diagram schematically showing a backup process.
[fig.5]Fig. 5 is a diagram showing a configuration of a chunk index table 162 and a

container index table T l 10.
[fig. 6] Fig. 6 shows an example of a content index table SI 64.

[fig.7]Fig. 7 is a flowchart showing the overall flow of a backup process in a first em

bodiment.
[fig.8]Fig. 8 is a flowchart showing a de-duplication process S303 in the case of an

inline method.
[fig.9]Fig. 9 is a flowchart showing a chunk de-duplication process S403.

[fig.lO]Fig. 10 is a flowchart showing a de-duplication process S305 in the case of a
post-process method.
[fig. 1l]Fig. 11 is a flowchart showing a restore process S700.

[fig.l2]Fig. 12 is a flowchart showing a simultaneous processing number control
process S800 in the de-duplication process.
[fig.l3]Fig. 13 is a flowchart showing the overall flow of a backup process S900 in a
second embodiment.
[fig.l4]Fig. 14 is a flowchart showing a de-duplication process S907 in a post-process
method.
[fig. 15]Fig. 15 is a flowchart showing a restore process SI 100 in the second e m

bodiment.
[fig. 16] Fig. 16 is a flowchart showing the overall flow of a backup process S I200 in a

third embodiment.
[fig.l7]Fig. 17 is a flowchart showing details of a de-duplication process S1206 in a
post-process method.
[fig.l8]Fig. 18 is a flowchart showing a restore process S1400 in the third em
bodiment.
[fig. 19] Fig. 19 is a flowchart showing the overall flow of a backup process S I 500 in a

fourth embodiment.
[fig.20]Fig. 20 is a flowchart showing details of a de-duplication process S1512 in a
post-process method.
[fig.21]Fig. 2 1 is a flowchart showing a restore process S1700 in the fourth em
bodiment.

Description of Embodiments
With reference to the drawings, embodiments will be described below.

First Embodiment

[001 1]

A storage system described in a first embodiment includes a host apparatus (external
apparatus) and a storage apparatus providing the host apparatus with a data storage
area. In response to an I/O request sent from the host apparatus, the storage apparatus

accesses a storage device included in the storage apparatus (or coupled to the storage
apparatus), and performs I/O processing (processing related to write (hereinafter also
referred to as storage) of data into the storage device and processing related to read of
data from the storage device) on the storage device.
[0012]

The storage device is configured using a plurality of hard disk drives, for example.
Note that, in the following description, data to be written into the storage device is
referred to as write data, and data read from the storage device is referred to as read
data.

[0013]

The storage apparatus has a file compression function and a de-duplication function
as a function to effectively utilize storage resources of the storage device (a function to

reduce a data amount (hereinafter also referred to as the data size) of data stored in the
storage device). The file compression function is a function to reduce the data amount
by reducing (coding) data having common data within one file. On the other hand, the
de-duplication function is a function to prevent the same data (data having common
entity data) from being redundantly stored in the storage device, and is also a function
to reduce the data amount by reducing (coding) data having common data among files
and then storing the reduced (coded) data in the storage device.
[0014]

Methods to implement the de-duplication function described above include an inline
method (a first de-duplication process method) and a post-process method (a second
de-duplication process method). The storage apparatus appropriately selects one of the
methods to perform the de-duplication. In the case of the de-duplication process using
the post-process method, the storage apparatus once stores data received with the I/O
request from the host apparatus into a dedicated device (hereinafter referred to as the
temporary storage device), and then performs the de-duplication process at a later
timing (asynchronously) after sending the host apparatus a response to the I/O request.
On the other hand, in the case of the de-duplication process using the former inline

method, the storage apparatus, upon receipt of the I/O request from the host apparatus,
performs de-duplication immediately (synchronously) on the data received with the
request.
[0015]

The post-process method has little influence on response performance to the host
apparatus from the storage apparatus, but requires a storage area of the temporary
storage device to be reserved. Moreover, in the case of the post-process method,
frequent accesses to the temporary storage device in the de-duplication process at later
timing affect processing performance of the storage apparatus during the execution of
the de-duplication process. For this reason, when write data for backup is received

from the host apparatus, for example, it takes longer time to complete a backup process
requested by the host apparatus.
[0016]

On the other hand, the inline method requires no temporary storage device, and thus
does not degrade the processing performance of the storage apparatus at later time.
However, the inline method affects the response performance to the host apparatus
since the de-duplication process is performed immediately after the receipt of the write
data from the host apparatus. Note that, in the inline method, as to data determined to
overlap with data stored in the storage device in the de-duplication process, entity data
thereof is not written into the storage device. Therefore, for example, when the time
required for the determination in the de-duplication process is sufficiently short, im
provement in the processing performance of the storage apparatus can be expected
compared with the post-process method.

[0017]

As described above, the processing performance of the storage apparatus in each of
the cases where the de-duplication process is performed using the inline method and
where the de-duplication process is performed using the post-process method varies
depending on the type of the data received from the host apparatus, the operating state
of the storage apparatus, and the like. Therefore, in the present embodiment, the
storage apparatus is configured to perform the de-duplication process on the write data
received from the host apparatus by appropriately selecting between the inline method
and the post-process method according to the characteristics of the data, the operating
state of the storage apparatus, and the like. Thus, improvement in the processing p er
formance of the storage apparatus is achieved.

[0018]

Note that, in the following description, a logical set of data as a unit to be stored in
the storage device is called a content. The contents include not only normal files
handled by a file system but also files obtained by aggregating the normal files, such as
archive files, backup files and files storing virtual volume data, for example. Note that,
as to the archive files, the files aggregated therein may be regarded as individual

contents.
[0019]

Moreover, data of a predetermined size as a unit of de-duplication is called a chunk,
while data obtained by compiling the chunks is called a container. As described later,
chunks are stored in the storage device in units of containers.

[0020]

To perform a de-duplication process on each chunk of the data (hereinafter referred
to as the target data) received from the host apparatus, the storage apparatus determines
whether or not there is a chunk (hereinafter referred to as the overlapping chunk)
having the same data as (having entity data in common with) a chunk of the target data
(hereinafter referred to as the target chunk) in the storage device. This determination is
hereinafter also referred to as the chunk duplication determination.

[0021]

When there is no chunk overlapping with the target chunk in the storage device in the

chunk duplication determination, the storage apparatus writes the data (entity data) of
the target chunk into the storage device. On the other hand, when there is a chunk
having the same data as the target chunk in the storage device, the storage apparatus
does not store the target chunk in the storage device but stores, in the storage device,
information (hereinafter referred to as the link information) indicating the location,
within the storage device, of the chunk having the same data as the target chunk stored
in the storage device (i.e., provides a plurality of links to the same entity data).
[0022]

The storage apparatus manages an index table for each container (hereinafter referred
to as the container index table) as information to manage the chunks stored in the

container. In the container index table, information (offset value, data size and the like)
indicating the location, within the container, of each of the chunks stored in the
container is stored.
[0023]

The storage apparatus manages information (hereinafter referred to as the chunk

index table) to identify the container index table corresponding to the target chunk. The
storage apparatus generates the chunk index table at the time when the container
storing chunks is determined, for example.
[0024]

Methods for the chunk duplication determination include a method of comparing the
chunks to each other sequentially from the first chunk (binary comparison), a method
of comparing message digests, and the like. In the present embodiment, from the
viewpoint of speeding up of and cost reduction in the duplication determination
process, the storage apparatus performs the chunk duplication determination using the
message digests.

[0025]

The message digest (also called a finger print (FP)) is a digest of a fixed length

generated for data of an arbitrary length. The storage apparatus generates a message
digest using a hash function, for example. As the hash function, one (e.g., SHA256)
that has a very high randomness and is likely to be uniquely determined for each chunk
(unlikely to crash), for example, is used. In the present embodiment, the storage
apparatus manages the finger print of each chunk in the container index table, and
compares the finger print of the target chunk with each chunk in the container index
table, thus performing the chunk duplication determination.
[0026]

For each container, an upper limit of the number of chunks that can be previously
stored in the container (or an upper capacity of the sum of data sizes of the chunks
stored in the container) is set. In this embodiment, the chunks are held in a memory
element (a memory 104 to be described later) accessible at a high speed until the
container becomes full (until the container has no more space to store new chunks).
Once the container becomes full, the chunks are written in the unit of containers into
the storage device from the memory element.

[0027]

The storage apparatus stores a chunk high in universality (hereinafter referred to as a

universal chunk) among data received from the host apparatus into a container
dedicated to universal chunks (hereinafter referred to as a universal container) and
thereby holds the universal chunks in the memory device. In the case where the storage
apparatus receives write requests related to data backup of multiple generations from
the host apparatus, the storage apparatus stores, in the universal container, a chunk
(universal chunk) having the same data and appearing universally in the multiple
backup generations. If a universal container is resident in the memory element, the
processing performance of the storage apparatus can be enhanced with reduction in the
number of accesses to the storage device. In addition, universal chunks are similar to
each other in each type of content (each of formats of normal file, virtual disk volume,
archive file, and the like). For this reason, when the chunk duplication determination is
made by each type of content, whether a chunk is a universal chunk or not can be d e
termined efficiently.
[0028]

Fig. 1 shows a configuration of a storage system to be described as an embodiment.

As shown in Fig. 1, a storage apparatus 100 is coupled to a communication network
174. The storage apparatus 100 communicates with a host apparatus (not shown) via

the communication network 174. The host apparatus is an information processor
(computer) such as a backup server, for example.
[0029]

The communication network 174 coupling the host apparatus with the storage
apparatus 100 is a LAN (Local Area Network), a WAN (Wide Area Network), a SAN
(Storage Area Network), the Internet, a public telecommunication network, a dedicated
line or the like, for example. The communication via the communication network 174
is performed according to TCP/IP, iSCSI (internet Small Computer System Interface),

fiber channel protocol or the like, for example.
[0030]

As shown in Fig. 1, a management apparatus 172 is coupled to the storage apparatus
100 through a suitable communication device (LAN, USB (Universal Serial Bus) and

the like). The management apparatus 172 is an information processor (computer)
including output devices such as a CPU, a memory and a display, and an input device
such as a keyboard, for example. The management apparatus 172 configures various
settings for the storage apparatus 100 (setting of configuration information and setting
concerning operations (settings for a backup process, a restore process and the like)),
gives various control instructions (such as start/end control instructions) to the storage
apparatus 100, collects various kinds of information from the storage apparatus 100
(such as monitoring an operational situation and collecting an operation log/failure
log), and the like. The management apparatus 172 provides an administrator or an
operator with a user interface (CLI (Command Line Interface), GUI (Graphical User
Interface) or the like) to configure the settings or give such control instructions.
[0031]

As shown in Fig. 1, the storage apparatus 100 includes a processor 102, the memory

104, a storage device 106 (a storage device 106a and a temporary storage device 106b)

and a network interface 108. Note that there is a disk array apparatus as a typical
example of the storage apparatus 100.
[0032]

The processor 102 functions as an arithmetic processor, and contributes to the re
alization of various functions of the storage apparatus 100 according to programs and
parameters stored in the memory 104. The memory 104 is a semiconductor storage
device (such as an SRAM (Static Random Access Memory), a DRAM (Dynamic
Random Access Memory), a PROM (Programmable ROM) or an NVRAM (Non
Volatile RAM)), for example.

[0033]

As shown in Fig. 1, programs (an operating system 154, a backup program 150, a

restore program 152, and the like) to implement various functions included in the
storage apparatus 100 are stored in the memory 104. Note that a program to
implement, using a filter algorithm (e.g., a bloom filter algorithm), a function to
determine whether or not the chunk is a new chunk to be described later (a chunk
sharing no common entity data with those in the storage device 106a) (hereinafter
referred to as the new chunk determination function) in the storage apparatus 100 is
also stored in the memory 104 besides those shown in Fig. 1. Note that these programs
are stored in a predetermined recording medium that can be accessed by the storage
apparatus 100 and provided (installed) into the storage apparatus 100, for example.
Moreover, the programs are installed into the storage apparatus 100 by being
downloaded through the communication network 174 or the like from another
apparatus, for example.
[0034]

The memory 104 has areas reserved for a write buffer 142 and a read cache 144,
which are used to exchange data with the storage device 106. Moreover, in the memory
104, various tables used for de-duplication process and the like are stored. The tables

include container index tables T l 10 (a container index table Tfl 12, a universal
container index table Tcl28 and a container index table TF1 14), a measurement table
R160, a chunk index table U162, a content index table S I 64, a container index table
TF114 and the like.
[0035]

The operating system 154 implements, in the storage apparatus 100, a function to
abstract hardware for application software, a function to provide a software operating
environment using a multitasking method (process management method), a function to
manage hardware resources, and the like. Moreover, the operating system 154 further
implements, in the storage apparatus 100, functions as a file system, such as a function
to receive an I/O request on a file basis from the host apparatus and a function to
provide a file management environment with a hierarchical structure (directory
structure).

[0036]

The backup program 150 allows the storage apparatus 100 to implement a function to

select between the de-duplication methods described above for the write data received
from the host apparatus, and a function to actually perform the de-duplication process
on data to be backed up. Moreover, the backup program 150 further allows the storage
apparatus 100 to implement a function to store the data to be backed up and link in
formation in the storage device 106 through the write buffer 142.
[0037]

The restore program 152 allows the storage apparatus 100 to implement a function to
read backup data stored in the storage device 106a using the content index table S I 64,
the container index table TFl 14 and the read cache 144. Moreover, the restore program
152 further allows the storage apparatus 100 to implement a function to read the

backup data stored in the storage device 106a using the read cache 144.
[0038]

The storage apparatus 100 uses the container index table Tf 112 in the execution of
the backup program 150. Moreover, the storage apparatus 100 uses the container index
table TFl 14 as appropriate in the execution of the restore program 152.

[0039]

In the universal container index table Tcl28, information about universal chunks is

managed. The universal container index table Tcl28 is read from the storage device
106a together with the backup program 150, and then expanded and held in the

memory 104. For effective use of the memory 104, the storage apparatus 100 performs
roll-in (staging from the storage device 106a to the memory 104) or roll-out
(de-staging from the memory 104 to the storage device 106a) of the container index
tables T l 10 other than the universal container index table Tel 28 to the memory 104
when necessary.
[0040]

In the measurement table R160, various kinds of count information are managed,

such as management information on the roll-in or roll-out of the container index tables
110, the presence or non-presence of overlapping chunks and the number thereof in

each container, the load on the processor 102, the load on the network interface 108,
the amount of the memory 104 in use, the amount of the temporary storage device
106b in use, and access frequency to the storage device 106 (the storage device 106a

and the temporary storage device 106b). In the content index table S164, information
about chunk storage location is managed for each content.
[0041]

The storage device 106 (including the storage device 106a and the temporary storage
device 106b) is configured using a plurality of storage drives as physical storage
media, for example. Note that the storage device 106a and the temporary storage
device 106b do not necessarily have to be the same hardware. The storage drives are
hard disk drives or semiconductor storage devices (SSD) of SAS (Serial Attached
SCSI), SATA (Serial ATA), FC (Fiber Channel), PATA (Parallel ATA), SCSI and the
like. In the storage apparatus 100, the storage area of the storage device 106 is
configured as a storage area of a RAID group formed by controlling the a plurality of
storage drives using a RAID (Redundant Arrays of Inexpensive (or Independent)

Disks) method (at least any of RAID 0 to 6), for example.
[0042]

The storage device 106a stores a database (hereinafter referred to as the T table DB
120) to manage the container index tables T l 10, a database (hereinafter referred to as

the U table DB 182) to manage the chunk index table U162, a database (hereinafter
referred to as the S table DB 184) to manage the content index table S I 64, containers
C (such as a container Cf 132, a container Cgl34, a container 136Ch and a container
Ccl38) and the like. Note that data to be processed in the de-duplication process is
stored in the container Cfl32, the container Cgl34, the container 136Ch and the
container Ccl38 through the write buffer 142.
[0043]

In the temporary storage device 106b, data to be processed in the de-duplication

process using the post-process method (data to be processed in the de-duplication
process at later timing) is stored.
[0044]

Next, the de-duplication process executed in the storage apparatus 100 is concretely
described. Note that the following description is given taking as an example the case
where the storage apparatus 100 performs processing related to data backup
(hereinafter referred to as the backup process) and processing related to data restore
(hereinafter referred to as the restore process) in response to an I/O request received
from the host apparatus. First, description is given of how the storage apparatus 100
selects between the methods for the de-duplication process.

[0045]

Fig. 2 is a flowchart showing a process (hereinafter referred to as the de-duplication

method selection process (Part 1) S200) to select between the inline method and the
post-process method upon receipt of a content (hereinafter referred to as the target
content) as write data from the host apparatus during a backup process. Note that, in
the following description, the character "S" attached to each reference numeral denotes
"Step".
[0046]

As shown in Fig. 2, for the target content, the storage apparatus 100 first obtains a

priority P of the de-duplication process to be an index for selection of the method for
de-duplication, based on characteristics of the target content (S201). Note that, when
the inline method is selected, the storage apparatus 100 sets a higher priority Pc for the
content expected to result in more improvement in processing performance of the
backup process.
[0047]

For example, when there is a match between a file name of the target content and the
entire or a part of a file name of a content (hereinafter referred to as the existing
content) stored in the storage device 106a, the storage apparatus 100 sets a high
priority Pc for the target content. This is because of the following reason. Specifically,
in such a case, the file of the target content is the same as that of the existing content,
and there are likely to be many overlapping chunks. Thus, the process can be e f
ficiently executed using the inline method with a small access load on the storage

device 106. Accordingly, the processing performance of the backup process can be
improved by selecting the inline method.
[0048]

Moreover, for example, the storage apparatus 100 performs duplication deter
mination for several chunks from the first target content (which are not necessarily
limited to several chunks from the first one, but may be some chunks in the target
content) (e.g., compares some data of the target content with the data stored in the
storage device 106a). Then, the storage apparatus 100 sets a higher priority Pc to the
content with a higher de-duplication rate thus obtained (e.g., indicated by a ratio of
data size before and after the de-duplication process). This is because, by selecting the
inline method for those having high de-duplication rate as described above, the number
of accesses to the storage device 106 is reduced, and thus the backup process p er
formance can be improved.

[0049]

Furthermore, for example, when the target content is backup data of a second or later
generation, the storage apparatus 100 sets a high priority Pc. This is because the
backup data of the second or later generation is likely to overlap with the existing
content compared with backup data of a first generation. Thus, the backup process p er
formance can be improved by selecting the inline method.

[0050]

Moreover, for example, the storage apparatus 100 sets a higher priority Pc for a
target content with a larger file data size. This is because, by actively applying the
inline method to a content with large file data size, the required capacity of the
temporary storage device 106b can be reduced.

[005 1]

Note that the methods for setting the priority Pc described above are just an example,
and other methods may be used to set the priority Pc. Moreover, the priority Pc may be
set by combining the setting methods described above or by combining the setting
methods described above with still other methods.

[0052]

Referring back to Fig. 2, the storage apparatus 100 then compares the priority Pc
with a preset threshold TH_Pc (S202). Note that the threshold TH_Pc is set by the
management apparatus 172, for example. The threshold TH_Pc may also be stored in
an initialization file or the like, for example, and automatically read by the storage
apparatus 100 at the start of the backup program 150 or the like. Alternatively, the
storage apparatus 100 may dynamically update the threshold TH_Pc.

[0053]

When the priority Pc is larger than the threshold TH_Pc (S202: Y), the storage
apparatus 100 selects the inline method as the de-duplication process method for the
target content (S203). On the other hand, when the priority Pc is not more than the
threshold TH_Pc (S202: N), the storage apparatus 100 selects the post-process method
as the de-duplication process method for the target content (S204).

[0054]

While the priority Pc of the target content is set and the de-duplication process
method is selected based on the priority in the de-duplication method selection process

S200 described above, the de-duplication process method can also be selected while
taking into consideration an upper limit capacity (limit value) of the temporary storage
device 106b.
[0055]

Fig. 3 shows a process example in such a case (hereinafter referred to as the de-

duplication method selection process (Part 2) S250).
[0056]

As shown in Fig. 3, the storage apparatus 100 first determines whether or not the

target content can be stored in the temporary storage device 106b (S251). To be more
specific, the storage apparatus 100 obtains a sum Vt+Vc of a total size Vt (hereinafter
referred to as the post-process total size Vt) of the contents currently stored in the
temporary storage device 106b and the content size Vc of the target content, and then
compares the obtained value Vt+Vc with a preset threshold TH_Vt (limit value). Note
that the threshold TH_Vt is a value obtained by taking into consideration a prede
termined allowance.
[0057]

When the sum Vt+Vc is less than the threshold TH_Vt (S25 1: Y), i.e., when the
target content can be stored in the temporary storage device 106b, the storage
apparatus 100 performs processing from S254. On the other hand, when the sum
Vt+Vc is not less than the threshold TH_Vt (S251: N), i.e., when the target content
cannot be stored in the temporary storage device 106b, the storage apparatus 100
performs processing from S252.

[0058]

In S252, the storage apparatus 100 selects the inline method as the de-duplication

process method for the target content. Thereafter, the storage apparatus 100 adds the
data size Vc of the target content to an inline total size Vd that is a variable to manage
the total size of the content for which the inline method is currently selected (S253).
[0059]

In S254, the storage apparatus 100 compares the inline total size Vd with the post-

process total size Vt that is a variable to manage the total size of the contents currently
stored in the temporary storage device 106b. When the post-process total size Vt
exceeds the inline total size Vd as the result of the comparison (S254: Y), the storage
apparatus 100 selects the inline method as the de-duplication process method for the
target content (S252).
[0060]

On the other hand, when the post-process total size Vt is not more than the inline
total size Vd in S254 (S254: N), the storage apparatus 100 selects the post-process
method as the de-duplication process method for the target content (S255), and then
adds the target content data size Vc to the post-process total size Vt (S256).

[0061]

The reason why the de-duplication process method for the target content is selected
based on the result of the comparison between the post-process total size Vt and the
inline total size Vd is to balance as much as possible the total size of contents to be
processed in the inline method and the total size of contents to be processed in the
post-process method. By balancing the two total sizes, the capacity of the temporary

storage device 106b to be required can be reduced to up to half, or below half, the total
data size of the contents to be processed in the backup process.
[0062]

The de-duplication method selection process (Part 2) S250 described above makes it
possible to flexibly set the capacity of the temporary storage device 106b by setting the
threshold TH_Vt, thus improving the flexibility of the operation of the storage
apparatus 100.

[0063]

Subsequently, description is given of processing performed when the storage
apparatus 100 receives an I/O request from the host apparatus for the purpose of
backing up and restoring contents. The following description is given of, as an
example, processing performed when the storage apparatus 100 receives an I/O request
from the host apparatus for the purpose of backing up and restoring three contents
(hereinafter respectively referred to as the content

f3 (280)).
[0064]
Note that the content

f

(260), content f2 (270) and content

(260) among the three contents is first-generation backup

data, the content f2 (270) is second-generation backup data, and the content f3 (280) is
third-generation backup data. Moreover, the storage apparatus 100 is assumed to
receive I/O requests for the respective contents in the order of the content

f

(260), the

content f2 (270) and the content f3 (280).
[0065]

As shown in Fig. 4, the storage apparatus 100 divides the content

f

(260) received

with the I/O request for backup from the host apparatus into a chunk a (262) and a
universal chunk f (264). Also, the storage apparatus 100 divides the content f2 (270)
received from the host apparatus into a chunk b (272), a chunk c (274) and a universal
chunk f (276). Moreover, the storage apparatus 100 divides the content f3 (280)
received from the host apparatus into a chunk b (282), a chunk c (284), a chunk d
(286), a chunk e (288) and a universal chunk f (289).
[0066]

The storage apparatus 100 uses a universal container Cc (138) and the universal
container index table Tel 28 for de-duplication of the contents received from the host
apparatus. The universal container Cc (138) has data (entity data) of universal chunks
stored therein, and the universal container index table Tcl28 has management in
formation on the universal chunks stored therein.

[0067]

Note that, at the start of the backup program 150, for example, the storage apparatus
100 rolls in the universal container index table Tel 28 and the universal container Cc

(138) to the memory 104. Then, at the end of the backup program 150, the storage

apparatus 100 rolls out the table and container to the storage device 106a. The in
struction to roll in or roll out is given by an administrator, operator or the like of the
storage apparatus 100, for example, operating the management apparatus 172.
Moreover, for example, the instruction is automatically given by the storage apparatus
100 according to initialization information and the like at the start or end of the backup

program 150. The universal container Cc (138) and the universal container index table
Tel 28 are resident in the memory 104.
[0068]

Upon receipt of the content

(260) from the host apparatus, the storage apparatus

100 generates a container Cf (132) and stores the chunk a (262) therein. The storage

apparatus 100 also generates a container index table Tf 122 for the container Cf 132
and stores management information FPa (220) on the chunk a (262) in the generated
container index table Tf 122. Note that, in this example, the chunk f (264) is processed
in de-duplication from the information of the universal container index table Tcl28,
and entity data thereof is not stored in the container Cf (132). Meanwhile, the
management information FPf (222) on the universal chunk f is stored in the universal
container index table Tel 28.
[0069]

Subsequently, upon receipt of the content f2 (270) from the host apparatus, the
storage apparatus 100 generates a container Cg (134), and stores the chunk b (272) and
the chunk c (274), which do not overlap with the chunk of the content

f

(260), in the

container Cg (134).
[0070]

Note that if there is space in the container Cf (132) upon receipt of the content f2
(270), the chunk b (272) and the chunk c (274) may be stored in the container Cf (132).
However, this example shows the case where there is no space available in the
container Cf (132).

[0071]

Moreover, the storage apparatus 100 generates a container index table Tg (124) for
the container Cg (134), and stores management information FPb (224) on the chunk b
(272) and management information FPc (226) on the chunk c (274) in the generated

container index table Tg (124).
[0072]

Thereafter, upon receipt of the content f3 (280) from the host apparatus, the storage
apparatus 100 generates a container Ch (136), and stores the chunk d (286) and the
chunk e (288), which do not overlap with the content

(260) or the content f2 (270), in

the container Ch (136).
[0073]

Note that if there is space in the container Cg (134) upon receipt of the content f3
(280), the chunk d (286) and the chunk e (288) may be stored in the container Cg
(134). However, this example shows the case where there is no space available in the

container Cg (134).
[0074]

The storage apparatus 100 generates a container index table Th (126) for the
container Ch (136), and stores management information FPd (228) on the chunk d
(286) and management information FPe (229) on the chunk e (288) in the generated

container index table Th (126).
[0075]

Upon receipt of an I/O request for restoring the content f3 (280) from the host
apparatus, the storage apparatus 100 rolls in the container Cg (134), the container Ch
(136) and the universal container Cc (138) to the memory 104. Then, the storage

apparatus 100 combines the content f3 (280) based on the information of the content
index table S I 64, and transmits the combined content f3 (280) to the host apparatus.
[0076]

With reference to Fig. 5, description is given of the chunk index table U162 and the
container index tables T l 10 (the container index table Tf (122), the container index
table Tg (124), the container index table Th (126) and the universal container index
table Tc (128). Note that Fig. 5 corresponds to a state immediately after the storage
apparatus 100 receives an I/O request of the content f2 (270) shown in Fig. 4.

[0077]

The container index table Tf (122), the container index table Tg (124), the container
index table Th (126) and the universal container index table Tcl28 have the same con
figuration and each include one or more records in which management information for
each chunk is stored.

[0078]

The record includes items of a finger print 322, a container offset 324 and a chunk
length 326. In the finger print 322, a finger print of the chunk is stored. In the container
offset 324, information (an offset value) indicating a physical storage location (lead
position) of the chunk in the storage device 106a is stored. In the chunk length 326, in
formation indicating the length (data size) of the chunk is stored.

[0079]

The chunk index table 162 manages correspondence between the finger print of the
chunk stored in the container and an identifier of the container (hereinafter referred to
as the container ID 314) in which the chunk is stored. The container ID 314 is also

used as pointer information in referring to the container index table 110. As the
container ID 314, for example, an identifier (e.g., uuid (Universally Unique Identifier))
that can be referred to by the backup program 150 and the restore program 152 is used.
[0080]

The chunk index table 162 is used, for example, to identify the container index table
Tg (124) that has not been rolled in to the memory 104. For example, it is assumed
that, when a de-duplication process is performed for the chunk b (272) of the content f3
(280) in Fig. 4, the container index table Tg (124) required for the process is not rolled
in to the memory 104. In this case, the storage apparatus 100 reads, from the chunk
index table 162 shown in Fig. 5, a container index table (the container index table Tg
(124) in Fig. 5) whose container ID 314 is Tg (230) associated with the finger print
312 of the chunk b (272), and rolls in the read container index table to the memory
104.

[0081]

With reference to Fig. 6, the content index table S I 64 is described. The content index
table S I 64 is generated for each content. The content index table S I 64 manages in
formation on chunks of each content. As shown in Fig. 6, the content index table S I 64
includes records including items of a content ID 361, a finger print 362, a container ID
364, a content offset 366 and a chunk length 368.

[0082]

In the content ID 361 among the items described above, an identifier of the content
(hereinafter referred to as the content ID) is stored. In the finger print 362, a finger

print of chunks included in the content is stored. In the container ID 364, identification
information on a container C having chunks stored therein is stored. In the content
offset 366, information indicating locations of the chunks in the container C is stored.
In the chunk length 368, information indicating the data size (data length) of the
chunks is stored.
[0083]

In S (200) among the records shown in Fig. 6, information on the content f3 (280) in
Fig. 4 is stored. The information of the record shows that the content f3 (280) can be r e

produced by the chunk b, chunk c, chunk d, chunk e, and chunk f, and also shows
which container and where in the container each of the chunks is stored (the position
specified by the content offset 366 and the chunk length 368).
[0084]

Fig. 7 is a flowchart showing the overall flow of a backup process performed by the

storage apparatus 100.
[0085]

In a backup process S300, the storage apparatus 100 first selects a de-duplication

process method to be used for target content (S301). Note that this selection is
performed by executing the de-duplication method selection process (Part 1) S200 or
de-duplication method selection process (Part 2) S250 described above, for example.
The storage apparatus 100 performs processing from S303 when selecting the inline
method (S302: inline), and performs processing from S304 when selecting the postprocess method (S302: Post-Process).
[0086]

In S303, the storage apparatus 100 immediately executes the de-duplication process

for the target content, and then terminates the backup process S300.
[0087]

In S304, the storage apparatus 100 stores the target content in the temporary storage

device 106b.
[0088]

The storage apparatus 100 executes the de-duplication process using the post-process
method at later timing for the target content stored in the temporary storage device
106b (S305), and then terminates the backup process S300. Note that the storage

apparatus 100 starts the de-duplication process using the post-process method (S305)
at a suitable timing to improve the processing performance or utilization efficiency of
the storage apparatus 100 by monitoring in real time the load status of hardware
resources (the processor 102, the memory 104, the storage device 106 and the like) of
the storage apparatus 100 based on the information of the measurement table R160, for
example.
[0089]

Fig. 8 is a flowchart showing details of the process S303 (hereinafter referred to as

the de-duplication process S303 in the case of the inline method) in Fig. 7. With
reference to Fig. 8, the process S303 is described below.
[0090]

As shown in Fig. 8, the storage apparatus 100 first divides the target content into a

plurality of chunks (S401).
[0091]

Then, the storage apparatus 100 generates chunk management information (S402).

The chunk management information includes a finger print of the chunk, information
(offset) indicating the location of the chunk within the content, information indicating
a chunk length, and the like.
[0092]

Thereafter, the storage apparatus 100 performs the de-duplication process in units of
chunks (S403), and then terminates the de-duplication process S303.

[0093]

Fig. 9 is a flowchart showing the process S403 (hereinafter referred to as the chunk

de-duplication process S403).
[0094]

First, the storage apparatus 100 resets a counter i (i= 0) used for a loop process from

S502 to S513 (S501).
[0095]

Next, the storage apparatus 100 searches the universal container index table Tcl28
stored in the memory 104 and performs de-duplication determination on the chunks
(the chunks that are being currently processed (chunks identified by the value of the

counter i) are hereinafter referred to as the target chunks) generated in S401 in Fig. 8
(S502).
[0096]

First, the storage apparatus 100 determines whether or not a finger print identical to

the finger print of the target chunk is in the universal container index table Tel 28.
When the finger print identical to the finger print of the target chunk is in the universal
container index table Tcl28, the storage apparatus 100 confirms that there is "du
plication present" (S502: Found), and then performs processing from S509. On the
other hand, when the finger print identical to the finger print of the target chunk is not
in the universal container index table Tcl28, the storage apparatus 100 confirms that
there is "no duplication" (S502: Not found), and then performs processing from S503.
[0097]

In S503, the storage apparatus 100 determines whether or not a finger print identical

to the finger print of the target chunk is in the container index table T l 10 stored in the
memory 104 (excluding the universal container index table Tcl28). When the finger
print identical to the finger print of the target chunk is in the container index table
T110, the storage apparatus 100 confirms that there is "duplication present" (S503:
Found), and then performs processing from S509. On the other hand, when the finger
print identical to the finger print of the target chunk is not in the container index table
T110, the storage apparatus 100 confirms that there is "no duplication" (S503: Not
found), and then performs processing from S504.
[0098]

In S504, the storage apparatus 100 uses a new chunk determination function to

determine whether or not there is or there is likely to be a chunk having the same data
(entity data) as the target chunk in the storage device 106a. When it is determined that
the chunk having the same data as the target chunk is not in the storage device 106
(S504: New Chunk), then the storage apparatus 100 performs processing from S506.
[0099]

On the other hand, when it is determined that the chunk having the same data as the

target chunk is likely to be in the storage device 106 (S504: Maybe Registered Chunk),

then the storage apparatus 100 performs processing from S505. Note that, when the
new chunk determination function is one using a bloom filter algorithm, for example,
the storage apparatus 100 determines that the chunk having the same data as the target
chunk is not in the storage device 106 if there is no collision of hash values. On the
other hand, the storage apparatus 100 determines that the chunk having the same data
as the target chunk is likely to be in the storage device 106 if there is a collision of

hash values.
[0100]

In S505, the storage apparatus 100 determines whether or not a finger print identical
to the finger print of the target chunk is in the chunk index table U162. When the
finger print identical to the finger print of the target chunk is not in the chunk index
table U162 (S505: Not found), the storage apparatus 100 performs processing from
S506.

[0101]

On the other hand, when the finger print identical to the finger print of the target
chunk is in the chunk index table U162 (S505: Found), the storage apparatus 100
acquires the container ID of the container in which the target chunk is stored from the
chunk index table U162, and then performs processing from S510.

[0102]

In S510, the storage apparatus 100 determines whether or not the number of the
container index tables T l 10 currently stored in the memory 104 reaches a preset upper
limit (predetermined threshold). When the number of the container index tables T l 10
stored in the memory 104 reaches the upper limit (S510: Y), the storage apparatus 100
rolls out the container index table T l 10 selected by LRU (Least Recently Used), for
example, among the container index tables T l 10 (excluding the universal container
index table Tcl28) currently stored in the memory 104 (S51 1), and then performs
processing from S512.

[0103]

On the other hand, when the number of the container index tables T l 10 stored in the
memory 104 (excluding the universal container index table Tcl28) has not reached the
upper limit (S510: N), the storage apparatus 100 performs processing from S512.

[0104]

Note that the upper limit described above is set by the administrator, operator or the
like using the management apparatus 172. Moreover, the upper limit may be
previously set in an initialization file or the like, and may be automatically read by the
storage apparatus 100 at the start of the backup program 150 or the like.

[0105]

In S512, the storage apparatus 100 rolls in the container index table T l 10 having the
target chunk stored therein to the memory 104, and then performs processing from
S503.

[0106]

As described above, the storage apparatus 100 performs the de-duplication deter

mination by rolling in the container index table T l 10 highly associated with the target
chunk in two steps using the container index table T l 10 and the chunk index table
U162. Thus, the number of entries of the container index tables T l 10 to the memory

104 can be reduced. Accordingly, the memory 104 can be effectively used, and the

storage capacity of the memory 104 can be prevented from running short. Moreover,
accesses to the storage device 106 can be reduced. Furthermore, the use of the chunk
index table U162 makes it possible to efficiently identify the container index table
T l 10 to be rolled in to the memory 104.
[0107]

In S506, the storage apparatus 100 determines whether or not the target chunk can be

stored in the existing container C (whether or not the existing container C has space
required to store the target chunk). When the target chunk can be stored in the existing
container C (S506: N), the storage apparatus 100 performs processing from S508.
[0108]

On the other hand, when the target chunk cannot be stored in the existing container C
(S506: Y), the storage apparatus 100 generates a target container and a container index

table (S507) and then performs processing from S508.
[0109]

In S508, the storage apparatus 100 stores the target chunk in the existing container C

or the newly generated container C . Also, the storage apparatus 100 stores
management information on the target chunk in the existing container C or the new
container C. Moreover, the storage apparatus 100 stores a message digest of the target
chunk in the chunk index table U162, and then performs processing from S509. Note
that, in order to reduce accesses to the storage device 106, the storage of the data in the
container C, the container index table SI 64 and the chunk index table U162 may be
performed through the write buffer 142.
[01 10]

In S509, the storage apparatus 100 writes the content index table S164 to be used in a

restore process into the storage device 106a.
[01 11]

In S513, the storage apparatus 100 compares the value of the counter i with the

number n of the chunks generated by dividing the target content in S401 in Fig. 8, and
determines whether or not all the chunks generated by dividing the target content in
S401 have been processed. When all the chunks have been processed (S513: N), the

chunk de-duplication process S403 is completed. On the other hand, when there is a
chunk yet to be processed (S513: Y), the storage apparatus 100 adds 1 to the counter i
(S514), and then performs processing from S502.
[01 12]

Fig. 10 is a flowchart showing details of the process S305 (hereinafter referred to as

the de-duplication process S305 in the case of the post-process method) in Fig. 7. As
shown in Fig. 10, in the process S305, the storage apparatus 100 first reads a content to
be processed in the de-duplication process from the temporary storage device 106b
(S601). Since processing thereafter (S602 to S604) is the same as the de-duplication
process S303 (S401 to S403) in the inline method shown in Fig. 8, description thereof
is omitted.

[0113]

Fig. 11 is a flowchart showing a restore process (hereinafter referred to as the restore

process S700) performed by the storage apparatus 100. With reference to Fig. 11, the

restore process is described below.
[0114]

First, in response to a restore request received as an I/O request from the host
apparatus, the storage apparatus 100 determines whether a content targeted for the
restore (hereinafter referred to as the target content) is one already processed in the deduplication process or one stored in the temporary storage device 106b while being yet
to be processed in the de-duplication process (S701). Note that the storage apparatus
100 performs this determination by referring to the content index table S I 64, for

example.
[0115]

When the target content is yet to be processed in the de-duplication process (S701 :
N), the storage apparatus 100 reads the target content from the temporary storage
device 106b and transmits the target content to the host apparatus (S709). Thereafter,
the restore process S700 is terminated.

[0116]

On the other hand, when the target content is already processed in the de-duplication
process and stored in the storage device 106a (S701: Y), the storage apparatus 100
generates a list of chunks (hereinafter referred to as the target chunks) required to be
read to respond to the host apparatus, based on the content index table S I 64 (S702).

[01 17]

In S703, the storage apparatus 100 sets 0 to the counter i to be used for a loop
process from S704 to S706.

[0118]

Thereafter, the storage apparatus 100 acquires information on the target chunk (the
finger print of the target chunk, the location of the target chunk within the container C
and the data size of the target chunk) from the container index table T l 10 (S704). To
be more specific, the storage apparatus 100 reads the container index table 1 10 to
which the target chunk belongs, which is identified by the content index table S I 64,
from the storage device 106a into the memory 104, and thus acquires the target chunk
information from the read container index table 110.

[0119]

Next, the storage apparatus 100 reads the target chunk stored in the container C cor
responding to the container index table T l 10, based on the target chunk information
acquired in S704 (S705).

[0120]

In subsequent S706, the storage apparatus 100 compares the number n of the chunks
included in the target content with the counter number of the counter i to determine
whether or not all the target chunks in the list generated in S702 have been read
(S706). When all the target chunks have been read (S706: N), the storage apparatus
100 generates a content by combining the read target chunks, transmits the generated

content to the host apparatus, and then terminates the restore process (S708). To be
more specific, the storage apparatus 100 restores the original content by combining the
read target chunks based on the offset information and chunk length information in the
content stored in the content index table 164.
[0121]

On the other hand, when reading of all the target chunks is not completed (S706: Y),

the storage apparatus 100 adds 1 to the counter i (S707), and then performs processing
from S704.
[0122]

Simultaneous

processing number control in de-duplication process>

The storage apparatus 100 includes a function to control (adjust) the number of

si

multaneous processes (the number of parallel processes) in the de-duplication process
using the inline method as well as the number of simultaneous processes (the number
of parallel processes) in the de-duplication process using the post-process method.
[0123]

In the de-duplication process using the post-process method, for example, data needs
to be read from the temporary storage device 106b. However, when data write into the
temporary storage device 106b and data read by the de-duplication process are simul
taneously performed, accesses to the storage device 106 are increased, resulting in
degradation of processing performance (processing efficiency) of the backup process
(de-duplication process). Therefore, when data write to the temporary storage device
106b is frequently performed, the storage apparatus 100 reduces the number of si

multaneous processes in the de-duplication process using the post-process method, and
increases the number of simultaneous processes in the de-duplication process using the
inline method, thereby improving the processing performance of the backup process.
[0124]

Moreover, for example, when transfer performance of contents from the host
apparatus is lower than the processing performance of the storage apparatus 100 due to
high load on the host apparatus side or of the communication network 174, a content
reception waiting state occurs in the de-duplication process using the inline method,
resulting in reduction in utilization efficiency of the storage apparatus 100. In such a
case, the storage apparatus 100 increases the number of simultaneous processes in the
de-duplication process using the post-process method to improve the utilization e f
ficiency of the storage apparatus 100.

[0125]

Fig. 12 is a flowchart showing a process related to control of the number of

si

multaneous processes in the de-duplication process using the inline method and the
number of simultaneous processes in the de-duplication process using the post-process
method (hereinafter referred to as the simultaneous processing number control process
S800 in the de-duplication process) performed by the storage apparatus 100.
[0126]

Note that the process S800 is executed, for example, at the timing of starting the deduplication process using the post-process method or the de-duplication process using
the inline method for contents for which the de-duplication process method is d e
termined in S301 in Fig. 7. Also, the process S800 is executed, for example, when the
storage apparatus 100 receives contents from the host apparatus. Moreover, the process
S800 is executed, for example, when the inline de-duplication process is completed or
when the post-process de-duplication process is completed. Furthermore, the process
S800 is executed, for example, when it is detected that there is a content remaining in

the temporary storage device 106b, for which the de-duplication process is not started.
[0127]

As shown in Fig. 12, the storage apparatus 100 first sets priorities of all the contents

waiting for the start of the post-process de-duplication process and waiting for the start
of the inline de-duplication process (contents registered in a queue for the post-process
de-duplication process and contents registered in a queue for the inline de-duplication
process) (S801). Note that the storage apparatus 100 sets a higher priority for the
contents expected to result in more improvement in processing performance of the
backup process by executing the de-duplication process.
[0128]

For example, when there is a match between a file name of the content and the entire
or a part of a file name of a content (hereinafter referred to as the existing content)
stored in the storage device 106a, the storage apparatus 100 sets a high priority for the
content. This is because of the following reason. Specifically, the matching between
the file name of the target content and the file name of the existing content indicates
that the file of the target content is the same as that of the existing content, and there
are likely to be many overlapping chunks in this case. For this reason, the number of
accesses to the storage device 106a in the execution of the de-duplication process is
small, and improvement in the processing performance of the backup process can be
expected.

[0129]

Moreover, for example, the storage apparatus 100 performs duplication deter
mination for several chunks from the first content, and sets a high priority to the
content with a higher de-duplication rate thus obtained (a ratio of data amount before
and after the de-duplication process). This is because, the number of accesses to the
storage device 106a in the execution of the de-duplication process is small for the
content with a higher de-duplication rate, and thus the backup process performance can
be expected to be improved.

[0130]

Furthermore, for example, when the content is backup data of a second or later
generation, the storage apparatus 100 sets a high priority. This is because the backup
data of the second or later generation is likely to overlap with the existing content
compared with backup data of a first generation. Thus, the number of accesses to the
storage device 106a in the execution of the de-duplication process is reduced, and the
backup process performance can be expected to be improved.

[0131]

Moreover, for example, the storage apparatus 100 sets a higher priority for a content
(file) with a smaller data size, the content being stored in the temporary storage device
106b. This is because of the following reason. Specifically, in the case of the post-

process method, once the de-duplication process is finished, the relevant data is deleted
from the temporary storage device 106b to release the storage area of the temporary
storage device 106b. Thus, by executing the de-duplication process on the content with
a small data size, the storage area of the temporary storage device 106b is released at

short intervals. Accordingly, the use efficiency of the temporary storage device 106b is
improved. As a result, the backup process performance can be expected to be
improved.
Note that the methods for setting the priority described above are just an example,

[0132]

and other methods may be used to set the priority. Moreover, the priority may be set by
combining the setting methods described above or by combining the setting methods
described above with still other methods.
Referring back to Fig. 12, the storage apparatus 100 then compares a preset upper

[0133]

limit

T H _ N totai

with the sum of the current number of simultaneous processes

N

i

e

in

the inline de-duplication process and the current number of simultaneous processes N
pos

t

in the post-process de-duplication process (S802). When the sum N

more than the upper limit

T H _ N to tai

T H _ N totai,

+Npost is not

e

(S802: Y), the storage apparatus 100 performs

processing from S803. On the other hand, when the sum N
limit

ii

ii

+Npost exceeds the upper

e

i.e., when a new de-duplication process cannot be started for the

content waiting for the de-duplication process, the storage apparatus 100 waits until
any of the de-duplication processes in execution is finished (S802: N).
[0134]

In S803, the storage apparatus 100 identifies the content having the highest priority

(hereinafter referred to as the target content) among all the contents waiting for the
start of the post-process de-duplication process or the inline de-duplication process,
and determines the de-duplication process method for the target content. When the deduplication process method for the target content is the inline method (S803: Inline),
the storage apparatus 100 performs processing from S804. On the other hand, when the
de-duplication process method for the target content is the post-process method (S803:
Post-process), the storage apparatus 100 performs processing from S807.
[0135]

In S804, the storage apparatus 100 determines whether or not the inline de-

duplication process can be started for the target content. To be more specific, the
storage apparatus 100 compares the current number of simultaneous processes
the inline de-duplication process with a preset upper limit
of simultaneous processes

N

i

e

T H _N

i

e.

N

i

e

in

When the number

is not more than the upper limit T H _ N

i

e

(S804: Y),

the storage apparatus 100 performs processing from S805. On the other hand, when the
number of simultaneous processes

N

i

e

exceeds the upper limit

T H _N

i

e

(S804: N),

the storage apparatus 100 performs processing from S808.
[0136]

In S807, the storage apparatus 100 checks if the post-process de-duplication process

can be started for the target content. To be more specific, the storage apparatus 100
compares the current number of simultaneous processes

N pos t

in the post-process de-

duplication process with a preset upper limit T H _ N pos t. When the number of

si

multaneous processes Npost is not more than the upper limit TH_N post (S807: Y), the
storage apparatus 100 performs processing from S808. On the other hand, when the

number of simultaneous processes Npost exceeds the upper limit TH_N post (S807: N), the
storage apparatus 100 performs processing from S805.
[0137]

In S805, the storage apparatus 100 selects, as a content to be processed in the deduplication process, a content having the highest priority among all the contents
waiting for the start of the inline de-duplication process, and starts the de-duplication
process for the content. Also, the storage apparatus 100 adds 1 to the current number of
simultaneous processes N

[0138]

i

e

in the inline de-duplication process (S806).

Meanwhile, in S808, the storage apparatus 100 selects, as a content to be processed
in the de-duplication process, a content having the highest priority among all the
contents waiting for the start of the post-process de-duplication process, and starts the
de-duplication process for the content. In this case, the storage apparatus 100 adds 1 to
the current number of simultaneous processes Npost in the post-process de-duplication
process (S809).

[0139]

Note that, although not shown in Fig. 12, the storage apparatus 100 subtracts 1 from
i e

when the inline de-duplication process is finished. Likewise, the storage

apparatus 100 subtracts 1 from Npos t when the post-process de-duplication process is
finished.
[0140]

In the above process, the priority is set after the content to be processed in the postprocess de-duplication process is stored in the temporary storage device 106b.
However, the priority may be set before the content to be processed in the post-process
de-duplication process is stored in the temporary storage device 106b.

[0141]

As the priority described above, the priority Pc calculated by the de-duplication
method selection process (Part 1) S200 shown in Fig. 2 may be used. Moreover, for the
contents stored in the temporary storage device 106b, the storage apparatus 100 may
seek and update the priorities as needed. Furthermore, the storage apparatus 100 may
change the priority according to the access frequency to the temporary storage device
106b, the usage of the processor 102 or the like, for example.

[0142]

For example, the storage apparatus 100 may monitor the progress (processing speed)
of the inline de-duplication process or the progress (processing speed) of the postprocess de-duplication process as needed (regularly or irregularly), and may set a
higher priority for the content for which the progress is fast (processing speed is fast).

[0143]

For example, instead of reflecting the usage of the processor 102 and the like on the
priority of the content in the inline method or post-process method, the storage
apparatus 100 may set thresholds for the content priority in the inline method or the
content priority in the post-process method. In this way, the load caused by the c al
culation of the priority can be reduced.

[0144]

Note that the thresholds (TH_N

,

Η_ Ν η
ί

η ,

and TH_N pos

t)

are set by the admin

istrator, operator or the like operating the management apparatus 172, for example.

Moreover, for example, the thresholds may be previously stored in an initialization file
or the like, and may be automatically read by the storage apparatus 100 at the start of
the backup program 150 or the like.
Alternatively, the storage apparatus 100 may dynamically update the thresholds

[0145]

described above. In this case, for example, the storage apparatus 100 sets a large
threshold TH_N

i

e

and a small threshold TH_N post when a de-duplication rate of the

data received from the host apparatus is high. In this way, the number of simultaneous
processes in the inline method can be increased according to the de-duplication of the
data received from the host apparatus. Thus, the backup process performance of the
storage apparatus 100 can be improved.
For example, when the data received from the host apparatus is backup data of a

[0146]

second or later generation, the storage apparatus 100 may set a large threshold TH_N
i

e

for the number of simultaneous processes in the inline method, and set a small

threshold TH_Npos t for the number of simultaneous processes in the post-process
method. The contents of the second or later generation are likely to overlap with the
backup data of a previous generation. Thus, by processing more contents in the inline
method, the backup process performance of the storage apparatus 100 can be
improved.
[0147]

Note that the above method is just an example of the method for calculating the
thresholds (TH_N , TH_Ni iine, and TH_N pos t). The method for calculating the
thresholds is not limited thereto. The thresholds may be calculated based on other
elements, or may be calculated by combining a plurality of elements.

[0148]

As described above, in this embodiment, upon receipt of a data write request from

the host apparatus, the storage apparatus 100 selects a de-duplication process method
to be used for the received data based on at least any of the influence on the processing
performance of the storage apparatus 100 to be caused by the inline de-duplication
process, the influence on the processing performance of the storage apparatus 100 to be
caused by the post-process de-duplication process, and the usage of the temporary
storage device 106b to be required for execution of the post-process de-duplication
process.
[0149]

Thus, the data de-duplication process can be efficiently performed suitably
combining the inline de-duplication process and the post-process de-duplication
process while effectively utilizing the storage resources in consideration of the
influence on the processing performance of the storage apparatus 100 and the usage of
the temporary storage device 106b.

[0150]

Moreover, the storage apparatus 100 increases or decreases at least any of the
number of simultaneous processes in the inline de-duplication process and the number
of simultaneous processes in the post-process de-duplication process, based on at least

any of the influence on the processing performance of the storage apparatus 100 to be
caused by simultaneous execution of inline de-duplication processes for a plurality of
data received with the I/O request from the host apparatus, the influence on the
processing performance of the storage apparatus 100 to be caused by simultaneous
execution of post-process de-duplication processes for a plurality of data received with
the I/O request from the host apparatus, and the utilization efficiency of the storage
apparatus 100.
[0151]

Therefore, for example, when data write to the temporary storage device 106b is
frequently performed by the post-process de-duplication process, the number of s i
multaneous processes in the post-process de-duplication process is reduced, and the
number of simultaneous processes in the inline de-duplication process is increased,
thereby improving the processing performance of the backup process (de-duplication
process).

[0152]

Next, description is given of some other embodiments using the same basic con
figuration as that of the first embodiment described above.

Second Embodiment
[0153]

In the first embodiment, in the post-process de-duplication process S305 in the
backup process S300 shown in Fig. 7, the content is divided into chunks after the start
of the post-process de-duplication process S305 (Fig. 10). However, when the postprocess method is selected as the de-duplication method in the backup process S300 in
Fig. 7, the content may be previously divided into chunks prior to the start of the postprocess de-duplication process S305 performed at later timing. In this way, the division
of the content into chunks is already completed when the time comes to start the postprocess de-duplication process S305. Thus, the chunk de-duplication process
(corresponding to S604 in Fig. 10) can be immediately started. As a result, the postprocess de-duplication process S305 can be efficiently performed.

[0154]

Fig. 13 is a flowchart showing the overall flow of a backup process (hereinafter
referred to as the backup process S900) to be described as a second embodiment,
which is performed by the storage apparatus 100. Note that since processing S901 to
S903 in Fig. 13 is the same as the processing S301 to S303 in Fig. 7 in the first e m
bodiment, description thereof is omitted. Moreover, since S904 and S905, i.e., the
processing of dividing the target content into chunks is the same as the processing
S602 and S603 in Fig. 10 in the first embodiment, description thereof is omitted.

[0155]

In S906, the storage apparatus 100 stores management information and the chunks
generated by dividing the target content in the temporary storage device 106b.

[0156]

In S907, the storage apparatus 100 reads the chunks and management information
from the temporary storage device to perform the post-process de-duplication process.

[0157]

Fig. 14 is a flowchart showing details of the de-duplication process S907 in Fig. 13

[0158]

(hereinafter referred to as the post-process de-duplication process S907).
First, the storage apparatus 100 reads the chunks and management information from
the temporary storage device 106b (SlOOl). Note that since the processing in S I002 is
the same as the chunk de-duplication process S403 in Fig. 9 in the first embodiment,
description thereof is omitted.

[0159]

Fig. 15 is a flowchart showing a content restore process (hereinafter referred to as the

restore process SHOO) described as the second embodiment.
[0160]

Since processing S I 101 to S I 108 in Fig. 15 is the same as the processing S701 to
S708 in Fig. 11 in the first embodiment, description thereof is omitted.

[0161]

In S I 109, the storage apparatus 100 reads chunks and management information from

the temporary storage device 106b. In S I 108, the storage apparatus 100 restores the
content from the chunks by using the read management information (SI 108).
[0162]

As described above, in the second embodiment, the chunks are generated by dividing

the content upon receipt of the content with the I/O request from the host apparatus,
and the generated chunks are stored in the temporary storage device 106b. Thus, the
post-process de-duplication process at a later timing can be readily and efficiently
performed. Moreover, the processing for the generation of chunks and the duplication
determination process can be separated in terms of time.

Third Embodiment
[0163]

In a third embodiment, in order to reduce the usage of the temporary storage device
106b, the content is compressed and written into the temporary storage device 106b at

a selected timing when the post-process method is selected as the de-duplication
method in the backup process S300 in Fig. 7 in the first embodiment. Thus, the usage
of the temporary storage device 106b is reduced.
[0164]

Fig. 16 is a flowchart showing the overall flow of a backup process (hereinafter

referred to as the backup process S1200) to be described as the third embodiment,
which is performed by the storage apparatus 100. Note that since processing S1201 to
S1203 in Fig. 16 is the same as the processing S301 to S303 in Fig. 7 in the first e m
bodiment, description thereof is omitted.
[0165]

In S1204, the storage apparatus 100 compresses the target content using a suitable

compression algorithm. In S1205, the storage apparatus 100 writes the compressed
target content into the temporary storage device 106b (S1205). Thereafter, in S1206,
the storage apparatus 100 performs the post-process de-duplication process at a later
timing.
[0166]

Fig. 17 is a flowchart showing details of the post-process de-duplication process

S1206 at a later timing.
[0167]

First, the storage apparatus 100 reads the compressed and stored content from the
temporary storage device 106b (SI 301), and decompresses the read content (S1302).

[0168]
[0169]

Note that since processing S I 303 to S I 305 is the same as the processing S602 to
S604 in Fig. 10 in the first embodiment, description thereof is omitted.
Fig. 18 is a flowchart showing a restore process (hereinafter referred to as the restore
process S1400) to be described as the third embodiment. Note that since processing
S1401 and S1402 in Fig. 18 is the same as the processing S701 to S708 in Fig. 11 in

the first embodiment, description thereof is omitted.
[0170]

In S1409, the storage apparatus 100 reads the compressed content from the

temporary storage device 106b (S1409). Then, in S 1410, the storage apparatus 100 d e
compresses the read content to the original content (S1410).
[0171]

Note that although the compression process is performed for the content to be written
into the temporary storage device 106b, the content may be divided into chunks and
then the generated chunks may be compressed.

[0172]

As described above, in the third embodiment, the content received with the I/O

request from the host apparatus is compressed and stored in the temporary storage
device 106b. Thus, the usage of the temporary storage device 106b can be reduced.

Fourth Embodiment
[0173]

In a fourth embodiment, for execution of the de-duplication process using the post-

process method for the content received from the host apparatus, de-duplication
between the received content and a universal chunk is performed before the received
content is written into the temporary storage device 106b, thereby reducing the usage
of the temporary storage device 106b.
[0174]

Fig. 19 is a flowchart showing the overall flow of a backup process (hereinafter

referred to as the backup process SI 500) to be described as the fourth embodiment,
which is performed by the storage apparatus 100. Note that since processing S1501 to
S1503 in Fig. 19 is the same as the processing S301 to S303 in Fig. 7 in the first e m
bodiment, description thereof is omitted.
[0175]

In S1504, the storage apparatus 100 divides the content into chunks (S1504), and

generates management information.
[0176]

Then, the storage apparatus 100 resets a counter i (i= 0) to be used for a subsequent
loop process, and starts de-duplication determination on each chunk (S1506).

[0177]

In S1507, the storage apparatus 100 searches the universal container index table Tc
128 in the memory 104, and determines whether or not there is a chunk having the

same data as a chunk to be currently processed (hereinafter referred to as the target
chunk) in the storage device 106a (S1507). When the chunk having the same data as
the target chunk is present in the storage device 106a (SI 507: Found), the storage
apparatus 100 performs processing from S1509.
[0178]

On the other hand, when the chunk having the same data as the target chunk is not
present in the storage device 106a (S1507: Not found), the storage apparatus 100

writes the target chunk and management information thereon into the temporary
storage device 106b (S1508), and then performs processing from S1509.
[0179]

In S1509, the storage apparatus 100 writes information about division of the chunks

and the management information into the temporary storage device 106b. Note that the
management information written here also includes information indicating whether or
not it is determined in S I 507 that the chunk having the same data is present in the
storage device 106a.
[0180]

In S 15 10, the storage apparatus 100 determines whether or not the processing of all

the chunks is completed. To be more specific, the storage apparatus 100 performs this
determination by comparing the number n of the chunks generated by dividing the
content with the value of the counter i. When the processing of all the chunks is
completed (S1510: N), the storage apparatus 100 terminates the backup process S1500.
On the other hand, when the processing of all the chunks is not completed (S1510: Y),

the storage apparatus 100 adds 1 to the counter i (S151 1), and then performs
processing from S1507. S1512 is the post-process de-duplication process S1512
performed at a later timing.
[0181]

Fig. 20 is a flowchart showing details of the post-process de-duplication process

S1512.
[0182]

First, the storage apparatus 100 acquires chunks and management information from
the temporary storage device 106b (S1601).

[0183]

Next, the storage apparatus 100 resets a counter i (i= 0) to be used in a subsequent
loop process (SI 602).

[0184]

In S1603, the storage apparatus 100 determines, referring to the management in

formation, whether or not it is determined in S I 507 in Fig. 19 that, in the storage
device 106a, there is a chunk having the same data as the chunk (hereinafter referred to
as the target chunk) acquired in S I 601. When it is determined that the chunk having

the same data as the target chunk is not present in the storage device 106a (SI 603: N),
the storage apparatus 100 performs processing from S1604.
[0185]

On the other hand, when it is determined that the chunk having the same data as the

target chunk is present in the storage device 106a (SI 603: Y), the storage apparatus
100 writes information on the target chunk into the content index table S I 64 (SI 6 10).

[0186]

Note that since processing S I 604 to S 16 16 is the same as the processing S503 to
S512 in Fig. 9 in the first embodiment, detailed description thereof is omitted.

[0187]

Fig. 2 1 is a flowchart showing a content restore process (hereinafter referred to as the

restore process S1700) described as the fourth embodiment. Note that since processing
S1701 to S1708 in Fig. 2 1 is the same as the processing S701 to S708 in Fig. 1 1 in the

first embodiment, description thereof is omitted.
[0188]

In S1709, the storage apparatus 100 reads management information on the target

content from the temporary storage device 106b. Then, in S1710, the storage apparatus
100 resets a counter i (i= 0) to be used in a subsequent loop process.

[0189]

In S171 1, the storage apparatus 100 determines, referring to the management in

formation, whether or not it is determined in S I 507 in Fig. 19 that, in the storage
device 106a, there is a chunk having the same data as the chunk (hereinafter referred to
as the target chunk) to be currently processed. When it is determined that the chunk

having the same data as the target chunk is not present in the storage device 106a
(S 17 11: N), the storage apparatus 100 reads chunks (entity data) from the temporary

storage device 106b (S1712).
[0190]

On the other hand, when it is determined that the chunk having the same data as the
target chunk is present in the storage device 106a (S171 1: Y), the storage apparatus
100 reads chunks (entity data on the chunks) from the universal container Cc expanded

in the memory 104 (S1713).
[0191]

In S 17 14, the storage apparatus 100 compares the number of chunks included in the

target content with the counter number of the counter i to determine whether or not
reading of all the chunks included in the content to be restored is completed. When the
reading of all the chunks included in the content to be restored is completed (S1714:
Y), the storage apparatus 100 performs processing from S1708. On the other hand,
when the reading of all the chunks included in the content to be restored is not
completed (S1714: N), the storage apparatus 100 adds 1 to the counter i (S1715), and
then performs processing from S171 1.
[0192]

Note that, in the above embodiment, for the content to which the post-process
method is applied, only the de-duplication process related to the universal chunk is
performed before the write into the temporary storage device 106b. However, other
kinds of de-duplication process may be performed in addition thereto.

[0193]

As described above, in the fourth embodiment, the de-duplication process between

the content received from the host apparatus and the universal chunk is performed
before the received content is written into the temporary storage device 106b.
Moreover, chunks overlapping with the universal chunk are not written into the
temporary storage device 106. Thus, the duplication determination process can be e f
ficiently performed, and the usage of the temporary storage device 106b can be
reduced. Note that the duplication determination process can be quickly performed by
storing the universal container Cc in the memory 104, thus improving the processing
performance.
[0194]

While the embodiments have been described above, the embodiments are intended to
facilitate the understanding of the present invention and not to limit the invention. The
present invention can be changed and modified without departing from the scope of the
invention, and also includes equivalents thereof.
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Claims
[Claim 1]

A storage apparatus providing an external apparatus with a storage area
of a storage device in response to an I/O request sent from the external
apparatus, comprising:
a function to perform a de-duplication process to prevent data received
with the I/O request from the external apparatus from being re
dundantly stored in the storage device;
a function to perform a first de-duplication process method in which,
upon receipt of the I/O request instructing storage of data in the storage
device, the de-duplication process is performed on the data im
mediately; and
a function to perform a second de-duplication process method in which,
upon receipt of the I/O request instructing storage of data in the storage
device, the data is temporarily stored in a predetermined storage area,
and thereafter the de-duplication process is performed on the data at
later timing by reading the data from the storage area,
wherein, upon receipt of the I/O request instructing storage of data in
the storage device, the storage apparatus selects one of the deduplication process methods to be applied to the data based on at least
any of influence on processing performance of the storage apparatus to
be caused by processing the data targeted for the I/O request by the first
de-duplication process method, influence on the processing p er
formance of the storage apparatus to be caused by processing the data
by the second de-duplication process method, and the size of the prede
termined storage area to be required for the processing of the data by
the second de-duplication process method.

[Claim 2]

The storage apparatus according to claim 1, further comprising:
a file system,
wherein the storage apparatus manages an index used to select the
method for a file targeted for the I/O request when receiving the I/O
request instructing storage of a file in the storage device, and
when receiving the I/O request instructing storage of a file in the
storage device, the storage apparatus determines whether or not there is
a match between a file name of the file and the entire or a part of a file
name of a file already stored in the storage device, and when there is a
match between the file names, and sets the index so that the first deduplication process method is likely to be selected as the de-duplication
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process method to be applied to the file.
[Claim 3]

The storage apparatus according to claim 1, wherein
the storage apparatus manages an index used to select the method for

data targeted for the I/O request when receiving the I O request in
structing storage of the data in the storage device, and

when receiving the I/O request instructing storage of data in the storage
device, the storage apparatus calculates a de-duplication rate of the deduplication process performed on the data, by comparing some of the
data with data already stored in the storage device, and sets the index so
that the higher the calculated de-duplication rate, the more likely the
first de-duplication process method is selected as the de-duplication
process method to be applied to the data.
[Claim 4]

The storage apparatus according to claim 1, wherein
the storage apparatus manages an index used to select the method for a

data targeted for the I O request when receiving the I/O request in
structing storage of data in the storage device, and

when the received data is backup data of a second or later generation,
the storage apparatus sets the index so that the first de-duplication

process method is likely to be selected as the de-duplication process
method applied to the data.
[Claim 5]

The storage apparatus according to claim 1, wherein
the storage apparatus manages an index used to select the method for a

data targeted for the I/O request when receiving the I/O request in
structing storage of the data in the storage device, and
the storage apparatus sets the index so that the larger the data size of
the data, the more likely the first de-duplication process method is

selected as the de-duplication process method to be applied to the data.
[Claim 6]

The storage apparatus according to claim 1, wherein

when receiving the I/O request instructing storage of data in the storage
device, the storage apparatus determines whether or not usage of the
predetermined storage area exceeds a preset limit value when the data
targeted for the I/O request is stored in the predetermined storage area,
when the usage of the predetermined storage area exceeds the limit
value, the storage apparatus selects the first de-duplication process
method as the de-duplication process method to be applied to the data,
and
when the usage of the predetermined storage area does not exceed the
limit value, the storage apparatus selects the de-duplication process
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method to be applied to the data so as to balance the total size of data to
be processed by the first de-duplication process method and the total
size of data to be processed by the second de-duplication process

method.

[Claim 7]

The storage apparatus according to claim 1, wherein
the storage apparatus performs the de-duplication process by

comparing the data received from the external apparatus with data
already stored in the storage device in units of chunks each being data

of a predetermined size,
the storage apparatus writes data into or reads data from the storage

device in units of containers each being data including a plurality of the
chunks,
the storage apparatus manages a container index table including a

message digest of each of chunks stored in each of the containers and
positional information on the chunk within the container,
the storage apparatus stores, in a universal container that is a dedicated

one of the containers, the chunk highly universal among data received
two or more times from the external apparatus, and
in the de-duplication process,

the storage apparatus determines whether or not the chunk of the data

received from the external apparatus is already present in the storage
device based on the container index table of the universal container,
then
determines whether or not the chunk determined not to overlap by the

determination is already present in the storage device, based on the
container index table other than that of the universal container, and then
determines, using a filter algorithm, whether or not the chunk d e

termined not to overlap by the determination is already present in the
storage device.
[Claim 8]

The storage apparatus according to claim 7, further comprising:

a memory element accessible at a higher speed than the storage device,
wherein the storage apparatus manages a chunk index tables including

information to identify the container managing the chunk, based on a
message digest of the chunk, and
in the de-duplication process,

the storage apparatus stores one or more of the container index tables in
the memory element,

when the number of the container index tables stored in the memory
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element will exceed a predetermined threshold if a new one or more of
the container index tables are stored in the memory element, and
the storage apparatus rolls out one or more of the container index tables

currently stored in the memory element, identifies the container index
table managing information on the chunk currently targeted for the du

plication determination process, and rolls in the identified container
index table to the memory element.
[Claim 9]

The storage apparatus according to claim 1, wherein
the storage apparatus increases or decreases at least one of a number of

simultaneous processes of the first de-duplication process method and a

number of simultaneous processes in the second de-duplication process
method, based on at least any of influence on processing performance

of the storage apparatus to be caused by simultaneous execution of a
plurality of processes of the first de-duplication process method on a
plurality of the respective data received from the external apparatus,
influence on the processing performance of the storage apparatus to be

caused by simultaneous execution of a plurality of processes of the
second de-duplication process method on the plurality of the respective

data received from the external apparatus, and utilization efficiency of
the storage apparatus.

[Claim 10]

The storage apparatus according to claim 1, wherein
the storage apparatus performs the de-duplication process by

comparing the data received from the external apparatus with data
already stored in the storage device in units of chunks each being data

of a predetermined size, and
in the case of performing the second de-duplication process method to

apply the de-duplication process to the data received from the external
apparatus, the storage apparatus divides the data into the chunks and
stores the chunks in the predetermined storage area upon receipt of the

data, and thereafter performs the de-duplication process by reading the

chunks from the storage area at later timing of performing the second

de-duplication process method.
[Claim 11]

The storage apparatus according to claim 1, wherein
in the case of performing the second de-duplication process method to

apply the de-duplication process to the data received from the external
apparatus, the storage apparatus compresses the data and stores the

compressed data in the predetermined storage area upon receipt of the
data, and thereafter performs the de-duplication process by decom-
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pressing the data stored in the predetermined storage area at later
timing of performing the second de-duplication process method.
[Claim 12]

The storage apparatus according to claim 1, wherein
the storage apparatus performs the de-duplication process by

comparing the data received from the external apparatus with data
already stored in the storage device in units of chunks each being data

of a predetermined size, and
in the case of performing the second de-duplication process method to

apply the de-duplication process to the data received from the external
apparatus, the storage apparatus divides the data into the chunks upon

receipt of the data,
the storage apparatus writes data into or reads data from the storage

device in units of containers each being data including a plurality of the
chunks,
the storage apparatus manages a container index table including a

message digest of each of the chunks stored in each of the containers
and positional information on the chunks within the container,
the storage apparatus stores, in a universal container that is a dedicated

one of the containers, the chunk highly universal among data received
two or more times from the external apparatus,
in the case of performing the second de-duplication process method to

apply the de-duplication process to the data received from the external
apparatus, the storage apparatus determines whether or not the chunk of
the data received from the external apparatus is already present in the

storage device, based on the container index table of the universal

container upon receipt of the data, and, when the chunk is present, does
not store the chunk in the predetermined storage area.
[Claim 13]

A method for controlling a storage apparatus providing an external
apparatus with a storage area of a storage device in response to an I/O

request sent from the external apparatus, the storage apparatus
including
a function to perform a de-duplication process to prevent redundant
storage of data in the storage device, the data being received with the II

O request from the external apparatus;
a function to perform a first de-duplication process method in which,
upon receipt of the I/O request instructing storage of data in the storage
device, the de-duplication process is performed on the data im
mediately, and
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a function to perform a second de-duplication process method in which,
upon receipt of the I/O request instructing storage of data in the storage
device, the data is temporarily stored in a predetermined storage area
and thereafter the de-duplication process is performed on the data at

later timing by reading the data from the storage area,
the method comprising: upon receipt of the I/O request instructing

storage of data in the storage device, the storage apparatus selecting
one of the de-duplication process methods to be applied to the data

based on at least any of influence on processing performance of the
storage apparatus to be caused by processing the data targeted for the II

O request by the first de-duplication process method, influence on the
processing performance of the storage apparatus to be caused by
processing the data by the second de-duplication process method, and
the size of the predetermined storage area to be required for the

processing of the data by the second de-duplication process method.
[Claim 14]

The method for controlling a storage apparatus, according to claim 13,
the method comprising the storage apparatus performing the steps of:

performing the de-duplication process by comparing the data received
from the external apparatus with data already stored in the storage
device in units of chunks each being data of a predetermined size;
writing data into or reading data from the storage device in units of
containers each being data including a plurality of the chunks;

managing a container index table including a message digest of each of
chunks stored in each of the containers and positional information on
the chunk within the container;

storing, in a universal container that is a dedicated one or more of the

containers, the chunk highly universal among data received two or
more times from the external apparatus; and
in the de-duplication process,

determining whether or not the chunk of the data received from the
external apparatus is already present in the storage device based on the
container index table of the universal container, then
determining whether or not the chunk determined not to overlap by the
determination is already present in the storage device, based on the
container index table other than that of the universal container, and then
determining, using a filter algorithm, whether or not the chunk d e

termined not to overlap by the determination is already present in the
storage device.
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The method for controlling a storage apparatus, according to claim 13,
the method comprising the storage apparatus increasing or decreasing
at least one of a number of simultaneous processes of the first deduplication process method and a number of simultaneous processes of
the second de-duplication process method, based on at least any of the
influence on processing performance of the storage apparatus to be
caused by simultaneous execution of a plurality of processes of the first
de-duplication process method on a plurality of the respective data
received from the external apparatus, influence on the processing p er
formance of the storage apparatus to be caused by simultaneous
execution of a plurality of processes of the second de-duplication
process method on the plurality of the respective data received from the
external apparatus, and utilization efficiency of the storage apparatus.
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