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84113236

METHOD AND APPARATUS FOR ENABLING THE TOUCHSCREEN
DISPLAY OF A MOBILE DEVICE

PRIORITY

This application claims the benefit of U.S. Patent Application No. 14/854,852 filed on 15
September 2015, titled “Method and Apparatus for Enabling the Touchscreen Display of a
Mobile Device” which claims the benefit of U.S. Provisional Application No. 62/186,223, titled
“Method and Apparatus for Enabling the Touchscreen Display of a Mobile Device,” filed on 29
June 2015.

FIELD
[0001] The subject matter disclosed herein relates generally to activating the touchscreen

of a mobile device based on presence of a user.

BACKGROUND

[0002] Mobile devices, such as mobile telephones, often use touchscreen displays.
Touchscreen displays enable a user to view information on a mobile device’s display, while also
enabling the user to provide inputs, issue commands, launch applications, etc. using the same
display as an input. For example, a user can touch a power button, home button, or other device
input to enable the touchscreen, and then take various actions such as placing an outgoing phone
call via touch input on the touchscreen display.

[0003] Pocket-dialing refers to the accidental placement of a phone call while a mobile
phone is in the owner's pocket or handbag. Pocket-dialing usually occurs by unintentionally
clicking and swiping the touchscreen. The recipient of the call typically hears random
background noise when answering the phone. If the caller remains unaware, the recipient will
sometimes overhear whatever is happening in the caller's vicinity, such as sensitive and/or
private content. Pocket-dialing might also incur extra charges from the caller. Pocket-dialing
could also be made to emergency contacts or services causing unintentional chaos and a privacy
vulnerability.

[0004] In order to prevent the problems that result from pocket-dialing, an infrared sensor or
an ambient light sensor may be used by a mobile device to attempt to detect whether the user has
initiated an action on the mobile device. Such sensors, however, only potentially detect presence
or proximity of the user to the mobile device, which can still result in the unintended pocket-

dialing scenarios described above.
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[0004a] According to one aspect of the present invention, there is provided a method for
configuring a touchscreen display of a mobile device comprising: while the mobile device is
in a low-power state, activating an ultrasonic fingerprint sensor of the mobile device, without
activating the touchscreen display, in response to detecting a press of a region in which a
virtual button and the ultrasonic fingerprint sensor are located, and capturing an image of one
or more objects that are not in physical contact with the fingerprint sensor; wherein activating
the ultrasonic fingerprint sensor includes transmitting a burst of ultrasonic energy distributed
uniformly across a thin-film-transistor pixel array; capturing a three-dimensional image (3D
image) of an object with the fingerprint sensor, wherein the capturing of the 3D image of the
object is performed by the fingerprint sensor while the touchscreen display of the mobile
device is disabled; performing an image recognition process on the 3D image to determine
whether the object captured in the 3D image belongs to a specific class of objects; and in
response to a determination that the object captured within the 3D image is a type of object
belonging to the specific class of objects, enabling the touchscreen display of the mobile
device to receive touch input via the touchscreen display and unlocking a subset of functions
of the mobile device, wherein the touchscreen display is unlocked in response to the
determination that the object belongs to the specific class of objects without authentication of

a fingerprint from the 3D image and/or receipt of a user password.

[0004b] According to another aspect of the present invention, there is provided a mobile
device comprising: a touchscreen display; a fingerprint sensor operably configured to capture
a three-dimensional image (3D image) of an object, wherein the fingerprint sensor is an
ultrasonic fingerprint sensor configured to capture an image of one or more objects that are
not in physical contact with the fingerprint sensor; and a processor coupled with the
fingerprint sensor and the touchscreen display operably configured to: while the mobile
device is in a low-power state, activate the fingerprint sensor, without activating the
touchscreen display, in response to detecting a press of a region in which a virtual button and
the ultrasonic fingerprint sensor are located; wherein the ultrasonic fingerprint sensor is
configured to, once activated, transmit a burst of ultrasonic energy distributed uniformly
across a thin-film-transistor pixel array; perform an image recognition process on the 3D

image to determine whether the object captured in the 3D image belongs to a specific class of

la
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objects, and enable the touchscreen display from a disabled state in response to a
determination that the object captured within the 3D image is a type of object belonging to the
specific class of objects, wherein the capture of the 3D image of the object is performed by
the fingerprint sensor while the touchscreen display of the mobile device is disabled, and
wherein the touchscreen display is enabled to receive touch input via the touchscreen display
and a subset of functions of the mobile device are unlocked in response to the determination
that the object captured within the 3D image belongs to a type of object belonging to the
specific class of objects without authentication of a fingerprint and/or receipt of a user

password.

[0004c] According to still another aspect of the present invention, there is provided a non-
transitory computer readable storage medium including instructions that, when executed by a
processor, cause the processor to perform a method for configuring a touchscreen display of a
mobile device comprising: while the mobile device is in a low-power state, activating an
ultrasonic fingerprint sensor of the mobile device, without activating the touchscreen display,
in response to detecting a press of a region in which a virtual button and the ultrasonic
fingerprint sensor are located; wherein activating the ultrasonic fingerprint sensor includes
transmitting a burst of ultrasonic energy distributed uniformly across a thin-film-transistor
pixel array; capturing a three-dimensional image (3D image) of an object not in contact with
the fingerprint sensor, wherein the capturing of the 3D image of the object is performed by the
fingerprint sensor while the touchscreen display of the mobile device is disabled; performing
an image recognition process on the 3D image to determine whether the object captured in the
3D image belongs to a specific class of objects; and in response to a determination that the
object captured within the 3D image is a type of object belonging to the specific class of
objects, enabling the touchscreen display of the mobile device to receive touch input via the
touchscreen display and unlocking a subset of functions of the mobile device, wherein the
touchscreen display is unlocked in response to the determination that the object belongs to the
specific class of objects without authentication of a fingerprint from the 3D image and/or

receipt of a user password.

1b
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[0004d] According to yet another aspect of the present invention, there is provided a system
for configuring a touchscreen display of a mobile device comprising: means for activating,
while the mobile device is in a low-power state, an ultrasonic fingerprint sensor of the mobile
device without activating the touchscreen display, wherein the means for activating the
ultrasonic fingerprint sensor comprises means for transmitting a burst of ultrasonic energy
distributed uniformly across a thin-film-transistor pixel array; means for capturing a three-
dimensional image (3D image) of an object not in contact with the fingerprint sensor, wherein
the capturing of the 3D image of the object is performed by the fingerprint sensor, in response
to detecting a press of a region in which a virtual button and the ultrasonic fingerprint sensor
are located, while the touchscreen display of the mobile device is disabled; means for
performing an image recognition process on the 3D image to determine whether the object
captured in the 3D image belongs to a specific class of objects; and in response to a
determination that the object captured within the 3D image is a type of object belonging to the
specific class of objects, means for enabling the touchscreen display of the mobile device to
receive touch input via the touchscreen display and unlocking a subset of functions of the
mobile device, wherein the touchscreen display is unlocked in response to the determination
that the object belongs to the specific class of objects without authentication of a fingerprint
from the 3D image and/or receipt of a user password, wherein the activating the fingerprint

sensor occurs in response to detecting, while the mobile device is in the low-power state.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 is a flow diagram of one embodiment of a method for enabling a

touchscreen of a mobile device based on a detected presence ol a specilic object within a
fingerprint sensor image;

[0006] Figure 2 is block diagram of one embodiment of a mobile device;

[0007] Figure 3 illustrates one embodiment of detecting presence of a human finger
using an ultrasonic fingerprint sensor;

[0008] Figure 4 is a flow diagram of one embodiment of a method for enabling a
touchscreen of a mobile device utilizing a fingerprint sensor;

[0009] Figure 5 is a flow diagram of another embodiment of a method for enabling a
touchscreen of a mobile device utilizing a fingerprint sensor; and

[0010] Figure 6 is a flow diagram of one embodiment of a method for enabling access (o

emergency services of a mobile device for an authorized or an unauthorized user of the mobile

device.
DETAILED DESCRIPTION
[0011] Methods and systems are disclosed herein for automatically enabling a

touchscreen of a mobile device based on detection of the presence of a human finger. In one
embodiment, the mobile device may be a mobile telephone, a smartphone, a tablet computer, a
portable gaming device, or any other mobile device. For ease of discussion, the remaining
description will utilize the term mobile device for illustrative purposes, and not by way of
limitation.

[0012] In one embodiment, a mobile device with a touchscreen display includes a
fingerprint sensor. The mobile device may optionally include power and/or home buttons. In
one embodiment, the fingerprint sensor may be integrated into or located below the home button
of the mobile device. In another embodiment, the fingerprint sensor is located beneath a portion
of the touchscreen display.

[0013] In one embodiment, the fingerprint sensor is a sensor capable of capturing an
image of an object touching, or proximate to, the fingerprint sensor. For example, the fingerprint
sensor may be an ultrasonic fingerprint sensor that transmits an ultrasonic signal and captures the
reflection (if any) of a returned signal on a thin-film transistor (TFT) pixel array. In one
embodiment, from returned signal data, a three-dimensional (3D) image of the object can be
created, analyzed, and the identity of the object determined. The identity of the object may be
used (o differentiate, as discussed below, when a human finger is touching, or proximate to, the

fingerprint sensor by identifying the object as belonging to one or more of a plurality of different
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classes of object, and when another object (e.g., an unknown object in a user’s handbag or
pocket) is pressing, or proximate to, the fingerprint sensor by identifying the object as belonging
to other classes of objects. For example, the one class of objects could be objects of the type
human finger, and other classes of object could be objects of the type non-human finger,
unknown object, no object, as well as other classes of objects. In one embodiment, when
presence of a human finger is detected with the fingerprint sensor, the touchscreen display of the
mobile device is enabled.

[0014] In one embodiment, where the mobile device includes a power and/or home
button, a process to determine whether to enable a touchscreen display of the mobile device is
initiated when the pressing of the power and/or home button is detected. In one embodiment, the
fingerprint sensor is turned on and an image is captured, for example using the transmission and
capture of an ultrasonic signal, of an object in proximity to the fingerprint sensor. The image is
analyzed to determine whether the object captured in the image is a human finger or air (e.g.,
absence of any object), in which case the mobile device’s touchscreen display is enabled.
Enabling the touchscreen display includes powering the mobile device’s touchscreen display and
enabling the receipt ol input, such as user input to place calls, select applications, make an
emergency call, etc. For example, enabling the touchscreen display can be accomplished by
transitioning the mobile device out of a sleep, standby, inactive, or other low-power mode.
However, when the object captured in the image is something other than a human finger or air,
such as a pocket, handbag, unknown object that resembles a finger, etc., the mobile device’s
touchscreen display remains disabled (e.g., the device remains in the sleep, standby, inactive, or
other low-power mode) and is not enabled to receive input via the touchscreen display.

[0015] In another embodiment, the mobile device may not include a separate power
and/or home button. Instead, the fingerprint sensor can serve as the home button, power button,
and fingerprint scanner. In this embodiment, when a press ol the [ingerprint sensor is detected,
the fingerprint sensor may be turned on, capture an image of the detected object, and analyze the
image to determine an identity of the object within the image. In this embodiment, when the
object captured in the image includes a human finger, the mobile device’s touchscreen can be
enabled. However, when the object captured in the image includes something other than a
human finger, including the lack of any object (e.g., air), the mobile device’s touchscreen
remains disabled.

[0016] In both embodiments, where the mobile device includes a home button and where
the mobile device does not include a home button, detection of the appropriate object, such as
identifying the object as belonging to one or more classes of a plurality of different classes of

objects, within a captured fingerprint sensor image is a prerequisite to enabling the touchscreen
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display of the mobile device. That is, no touch sensing via the touchscreen display is permitted
until after the presence of an appropriate type of object is detected using the image capture and
object identification processes discussed herein.

[0017] For example, a mobile device may be protected for one or more enrolled users of
the mobile device (e.g., those users with access credentials for unlocking and using the mobile
device). In one embodiment, authentication of an enrolled user can include authentication via
fingerprint scan or password entry using touchscreen input. When the home button, power
button, or fingerprint sensor is pressed in a conventional mobile device, the device would
activate the touchscreen for authentication purposes, such as during the capture and analysis of a
user’s fingerprint or to receive input of a security code via the touchscreen display. Because
mobile devices typically allow for emergency services communication even when a user has not
been authenticated to a protected device, by activating the touchscreen for authentication
purposes, inadvertent touches could swipe and/or activate emergency dialing communications
resulting in unintended pocket dialing consequences. Thus, by having the image capture, object
detection, and touchscreen display enablement controls discussed above, access to emergency
communication [unctions of a password protected mobile device can be provided without the
problems associated with unwanted pocket-dialing. Furthermore, access to emergency services
can be provided to an unauthorized user, such as a non-enrolled user, by unlocking those
emergency services from a locked state in response to detection of an appropriate type of object,
such as a human finger, as discussed herein.

[0018] Figure 1 is a flow diagram of one embodiment of a method 100 for enabling a
touchscreen of a mobile device based on a detected presence of a specific object within a
fingerprint sensor image. The method 100 is performed by processing logic that may comprise
hardware (circuitry, dedicated logic, etc.), software (such as is run on a general purpose
computer system or a dedicated machine), f[irmware, or a combination. In one embodiment, the
method 100 is performed by a mobile device.

[0019] Reterring to Figure 1, processing logic begins by capturing an image of an object
with a fingerprint sensor of a mobile device while a touchscreen display of the mobile device is
disabled (processing block 102). In one embodiment, the mobile device may be any of a mobile
telephone, tablet computer, portable gaming device, etc. with a touchscreen display capable of
receiving user input via the touchscreen display. However, the touchscreen display is in a
disabled state such that input, in response to purposeful and inadvertent touches of the
touchscreen display, is not accepted by the mobile device. In embodiments, the touchscreen may
be considered to be in a disabled when the device is in any of a sleep, standby, inactive, locked,

or other low-power mode. To enable the touchscreen display as discussed herein, the fingerprint
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sensor captures images of objects on, or in proximity to, the fingerprint sensor to determine when
to change the touchscreen from the disabled state to an enabled state.

[0020] Processing logic determines an identity of an object within the captured image by
identification of the object as belonging to one or more of a plurality of different classes of
objects (processing block 104). In one embodiment, the image captured by the fingerprint sensor
is subject to one or more image recognition processes that attempt to determine the identity of
objects depicted within the captured image. In one embodiment, the object is identified as
belonging to one or more different classes of objects, such as select object classes that will
enable the touchscreen display of the mobile device when an object of the select classes is
detected. For example, processing logic can identify the captured image as containing air (e.g.,
an object belonging to a class of the type air is identified when a lack of any object is detected
within the image). Such a scenario might be associated with a user holding the mobile device
and looking at the display screen. As another example, processing logic can identify the pattern
of ridges and valleys associated with a fingerprint in a captured image, and can determine that
the captured image contains a human finger (e.g., an object belonging to a class of the type
human finger is identified within the image). In this scenario, a user may be pressing a home
button with their finger in order to enable the touchscreen display. However, when other objects,
which are not air and not a human finger (e.g., an unknown object or an identified object not
from the selected classes of objects), are detected in a captured image, processing logic can
identify the object within the captured image as an unknown object.

[0021] Processing logic then enables the touchscreen display of the mobile device in
response to detecting that the determined identity corresponds to a specific type of object by
identification of the object’s class as belonging to one or more select classes (processing block
106). In one embodiment, to prevent the unwanted or inadvertent enablement of the touchscreen
display of the mobile device, such as the inadvertent transitioning of the mobile device out of the
sleep, standby, inactive, locked, or other low-powered state, processing logic enables the
touchscreen display after specific type of objects are detected by ensuring that objects belonging
to specific classes of objects have been identified {e.g., objects of the type human finger and/or
air). Detection of other type of objects, such as random objects in a user’s handbag or pocket,
inadvertent presses by a user, etc., do not trigger the unwanted enablement of the touchscreen
display of the mobile device. Thus, the identification of the specific types of object(s) as
belonging to select classes of objects serves as a prerequisite to touch sensing via the touchscreen
display of the mobile device, and enables the touchscreen display after an appropriate

identification occurs.
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[0022] Figure 2 is block diagram of one embodiment 200 of a mobile device 210. In one
embodiment, mobile device 210 is a system, such as a mobile telephone, tablet computer,
portable gaming device, etc., which may include one or more processors 212, a memory 205, I/O
controller 225, touchscreen 220, network interface 204, and a display (which may be integrated
with touchscreen 220). Mobile device also includes fingerprint sensor 240, as well as one or
more additional sensors (not shown), such as accelerometers, pressure sensors, light sensors,
temperature sensors, etc. Mobile device 210 may also include a number of processing modules,
which may be implemented as hardware, software, firmware, or a combination, such as the
touchscreen enablement/disablement manager 230, which includes fingerprint sensor monitor
232, image collector 234, image analyzer 236, and touchscreen interface 238. It should be
appreciated that mobile device 210 may also include, although not illustrated, a power device
(e.g., a battery), an audio input and audio output (e.g., a microphone and speaker controlled by
/O controller 225), as well as other components typically associated with electronic devices.
Network interface 204 may also be coupled to a number of wireless subsystems 215 (e.g.,
Bluetooth, WiFi, Cellular, or other networks) to transmit and receive data streams through a
wireless link.

[0023] In one embodiment, memory 205 may be coupled to processor 212 to store
instructions for execution by the processor 212. In some embodiments, memory 205 is non-
transitory. Memory 205 may store touchscreen enablement/disablement manager 230 to
implement embodiments described herein. It should be appreciated that embodiments as will be
hereinafter described may be implemented through the execution of instructions, for example as
stored in memory or other element, by processor 212 of mobile device 210, and/or other circuitry
of mobile device 210. Particularly, circuitry of mobile device 210, including but not limited to
processor 212, may operate under the control of a program, routine, or the execution of
instructions to execute methods or processes in accordance with embodiments discussed herein.
For example, such a program may be implemented in firmware or software (e.g. stored in
memory 205) and may be implemented by processors, such as processor 212, and/or other
circuitry. Further, it should be appreciated that the terms processor, microprocessor, circuitry,
controller, etc., may refer to any type of logic or circuitry capable of executing logic, commands,
instructions, software, firmware, functionality and the like.

[0024] In one embodiment, fingerprint sensor monitor 232 of touchscreen
enablement/disablement manager 230 is responsible for interfacing with fingerprint sensor 240
to capture images using the fingerprint sensor 240 while the touchscreen 220 is disabled (e.g.,
while device 210 is in a sleep, standby, inactive, or other low-powered mode). In one

embodiment, the disabled state of the touchscreen 220 ensures that no user input to select
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applications, place calls, use emergency services functions, etc. of the mobile device can be
inadvertently triggered by accidental touches (by a user or other object). Furthermore, in one
embodiment, fingerprint sensor monitor 232 may additionally interface with fingerprint sensor
240 to capture images using the fingerprint sensor 240 while the mobile device 210 is in a locked
state. The mobile device 210 being in a locked state further includes, as a prerequisite to access
to the mobile device to place calls, select applications, or otherwise interact with the mobile
device 210, a user to authenticate himself or herself as a registered or enrolled user of the mobile
device (e.g., a user having proper credentials to access the mobile device).

[0025] In one embodiment, where the mobile device 210 includes a home button and/or
power button (not shown), fingerprint sensor monitor 232 activates fingerprint sensor 240 to
capture at least one image in response to detecting a press of either the home button or the power
button. However, the touchscreen 220 remains disabled pending the outcome of the recognition
processes discussed herein, even though one of these buttons has been pressed.

[0026] In another embodiment, where the mobile device 210 includes an integrated
fingerprint sensor and home button, fingerprint sensor monitor 232 periodically activates the
fingerprint sensor 240 to capture images. As discussed above, although the fingerprint sensor
240 is activated to capture one or more images, the touchscreen 220 remains disabled pending
the outcome of the recognition processes discussed herein.

[0027] Fingerprint sensor 240 is responsible for capturing one or more images of objects
that are within a proximity to the fingerprint sensor 240. In one embodiment, fingerprint sensor
240 may be an ultrasonic fingerprint sensor or other fingerprint sensor type. Image collector 234
obtains the image(s) captured by tfingerprint sensor 240, and provides them to image analyzer
236.

[0028] In one embodiment, image analyzer 236 performs one or more image recognition
processes in an attempt to identify an object within an image captured by the fingerprint sensor
240. In one embodiment, the image recognition process attempts to identify the object as either
a human finger or air (e.g., the lack of any object). That is, image analyzer 236 attempts to
identify the type of object depicted within the image as belonging to one or more select classes
of objects, such as object classes of the type human finger or air.

[0029] In one embodiment, the fingerprint sensor 240 can be an ultrasonic fingerprint
sensor. Figure 3 illustrates one embodiment of detecting presence of a human finger using
ultrasonic fingerprint sensor 300. As illustrated in Figure 3, ultrasonic fingerprint sensor 300
captures an image of an object 310 by using an ultrasonic transmitter 308 to transmit a short
burst of ultrasonic energy that is distributed uniformly across thin-film-transistor (TFT) pixel

array 306. Any returned signal is captured by the TFT pixel array 306. For example, pixel P1
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and Pixel P2 capture the reflected signals rl and 12, respectively. The magnitude of the
reflection (e.g., r1 vs r2) depends on the acoustic impedance mismatch between platen 302 and
the object 310. For example, where object 310 is a human finger, almost all energy in the signal
is reflected back (i.e., r2) by the platen-to-skin interface for the valley of a fingerprint. However,
only part of the incident energy is reflected back (i.e., r1) by the by the platen-to-skin interface
for the ridge of a fingerprint, as some energy is absorbed by the object (i.e., t1). The reflected
data is read as an image by the TFT pixel array 306, and provided to image analyzer 236. The
image analyzer 236 utilizes the data indicative of the reflection of the returned signal (e.g., the
TFT pixel array data) to create a three dimensional image of the captured object, it any.

[0030] Returning to Figure 2, image analyzer 236 performs one or more image
recognition processes on the three dimensional image of the captured object in an attempt to
identify the object. For example, image analyzer 236 may detect a fingerprint within the captured
image data and conclude that an object of the type human finger has been detected. As another
example, if no object is detected by image analyzer 236 within the captured image data, image
analyzer can conclude that an object of the type air (e.g., the lack of any object) has been
detected. However, when an unknown object, such as an object that is neither a human finger
nor air is detected in captured image data, image analyzer 236 can determine that an unknown
object has been detected.

[0031] In one embodiment, image analyzer 236 informs touchscreen interface 238 to
enable touchscreen 220 when a specific object is identified within a captured image. For
example, image analyzer 236 sends a command to touchscreen interface 238 to transition the
mobile device 210 out of a low powered state to enable the touchscreen when a human finger or
air is detected in a captured fingerprint sensor image. However, when the image analyzer 236
detects an unknown object, image analyzer 236 does not send a command to touchscreen
interface 238 to enable the touchscreen 220, and touchscreen 220 remains in a disabled state
while the device remains in the low powered state.

[0032] Thus, detection and recognition of a specific types of object belonging to one or
more specific classes of objects within an image captured by fingerprint sensor 240 is a
prerequisite to enabling the touchscreen 220 of the mobile device 210. That is, no touch sensing
via the touchscreen 220 is permitted until after the presence of the specific class of object is
detected using the image capture and object identification processes herein. For example, the
analysis can determine when inadvertent touches in a user pocket or handbag have occurred, and
keep the touch screen disabled to prevent inadvertent calls, application selection, emergency

services communications, etc. from occurring.
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[0033] When the specific class of object needed to enable the touchscreen 220 is detected
by image analyzer 236, touchscreen interface 238 enables the touchscreen 220 by transitioning
the mobile device 210 out of the low powered state. In one embodiment, enabling touchscreen
220 by the touchscreen interface 238 can include enabling one or more different features of the
mobile device 210 via touchscreen 220 based on whether mobile device 210 is an unlocked or
locked device. In one embodiment, enabling the touchscreen 220 for an unlocked device can
include enabling the touchscreen to provide a user with full access to the functions of mobile
device 210, such as providing the user with full access to place calls, select applications, send
text messages, etc. using the touchscreen 220. In another embodiment, enabling the touchscreen
220 for a locked device (e.g., one that includes one or more access protections for enrolled users
of the device), can include unlocking one or more emergency communication functions of the
mobile device 210 while maintaining other functions of the mobile device in a locked state.
Such emergency communication functions can include the ability to send an emergency alert
signal, ability to call an emergency service provider, etc. Thus, even when mobile device 210 is
secured and maintained in a locked state, access to emergency communication functions can be
provided via touchscreen 220 in response (o the fingerprint sensor image capture and recognition
processes discussed herein.

[0034] Figure 4 is a tlow diagram of one embodiment of a method 400 for enabling a
touchscreen of a mobile device utilizing a fingerprint sensor. The method 400 is performed by
processing logic that may comprise hardware (circuitry, dedicated logic, etc.), software (such as
is run on a general purpose computer system or a dedicated machine), firmware, or a
combination. In one embodiment, the method 400 is performed by a mobile device (e.g., mobile
device 210).

[0035] Referring to Figure 4, processing logic begins by detecting a press of a power or
home button of a mobile device (processing block 402). In one embodiment, the mobile device
can include a physical home button and/or power button. In a conventional mobile device, when
these buttons are pressed, the touchscreen display is enabled regardless of whether the press of
these buttons was intentional or inadvertent. However, in embodiments discussed herein, the
touchscreen display of the mobile device remains in a disabled state after the pressing of the
power or home button pending the image capture and object identification discussed below.
[0036] Processing logic activates a fingerprint sensor of the mobile device (processing
block 404) and captures an image using the fingerprint sensor (processing block 406). In one
embodiment, the fingerprint sensor is turned on by processing logic to capture an image of one
or more objects that may be on, or in proximity to, the fingerprint sensor. In one embodiment,

the fingerprint sensor can be an ultrasonic fingerprint sensor that can capture an image of objects
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that are not in physical contact with the fingerprint sensor, and which are located proximate to a
location of the mobile device where fingerprint sensor is located.

[0037] Processing logic performs an analysis of the captured image to determine an
identity of an object within the image (processing block 408). In embodiment discussed herein,
processing logic attempts to recognize the class of object depicted in the fingerprint sensor image
to which the object belongs. When the class of the object is recognized (processing block 410),
processing logic enables the touchscreen display and/or enables one or more emergency
communication functions of the mobile device (processing block 412). In one embodiment,
processing logic attempts to recognize an object’s class within a captured image as a human
finger or air (e.g., the lack of an object). The human finger class of objects can be recognized as
discussed above using an ultrasonic fingerprint sensor, or other fingerprint sensor, to detect the
presence of a fingerprint. When the specific object within an image is recognized as belonging
to a select class of object, the touchscreen display can be enabled to receive further input by the
user, allow the user with access to one or more emergency communication functions, enable the
user to being an authentication process for accessing a protected mobile device, as well as to
provide the user access o other [eatures of the mobile device via touch sensing using the
touchscreen display.

[0038] However, when the class of the object is not recognized as either a human finger
or air (e.g., the lack of an object) (processing block 410), the process ends with the touchscreen
display of the mobile device remaining in a disabled state. In one embodiment, the touchscreen
display remains disabled even though the home and/or power buttons have been pressed. Thus,
inadvertent touches of the home and/or power buttons do not enable the touchscreen display and
the unwanted pocket dialing consequences can be avoided.

[0039] Figure § is a flow diagram of another embodiment of a method 500 for enabling a
touchscreen of a mobile device utilizing a fingerprint sensor. The method 500 is performed by
processing logic that may comprise hardware (circuitry, dedicated logic, etc.), software (such as
is run on a general purpose computer system or a dedicated machine), firmware, or a
combination. In one embodiment, the method 500 is performed by a mobile device (e.g., mobile
device 210).

[0040] Referring to Figure 5, processing logic begins by activating the fingerprint sensor
of the mobile device to detect a press of a region of a mobile device touchscreen display in which
a fingerprint sensor is located (processing block 502). In one embodiment, the mobile device
includes an integrated fingerprint sensor and power/home button. In this case, the home button
is a virtual button that is located in a specific region of a touchscreen display of the mobile

device corresponding to where the fingerprint sensor is located. In this case, the fingerprint
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sensor can be periodically activated to determine when a press by an object on, or in proximity
to, the fingerprint sensor and virtual home button region of the touchscreen display has occurred.
[0041] Similar to Figure 4 discussed above, processing logic then captures an image of
an object on, or in proximity to, the fingerprint sensor (processing block 504). Processing logic
then performs an analysis of the captured image to determine an identity of an object within the
image (processing block 506). As discussed herein, processing logic attempts to recognize the
class of object to which the object depicted in the fingerprint sensor image belongs.

[0042] When the class of the object is recognized (processing block 508), processing
logic enables the touchscreen display and/or enables one or more emergency communication
functions of the mobile device (processing block 510). In one embodiment, where the mobile
device does not include power and/or home buttons, and instead includes an integrated home
button and fingerprint sensor, processing logic attempts to recognize the object’s class as a
human finger. The human finger can be recognized as discussed above using an ultrasonic
fingerprint sensor, or other fingerprint sensor, to detect the presence of a fingerprint. In one
embodiment for an integrated home button and fingerprint sensor, processing logic does not use
the detection of air (e.g., lack of an object) to enable the touchscreen display of the mobile
device.

[0043] However, when an identity of the object is not recognized as a human finger
(processing block 508), the process ends with the touchscreen display of the mobile device
remaining in a disabled state. As discussed herein any inadvertent touches of integrated
fingerprint sensor and virtual home button do not enable the touchscreen display and the
unwanted pocket dialing consequences can be avoided.

[0044] Figure 6 is a flow diagram of one embodiment of a method 600 for enabling
access to emergency services of a mobile device for an authorized or an unauthorized user of the
mobile device. The method 600 is performed by processing logic that may comprise hardware
(circuitry, dedicated logic, etc.), software (such as is run on a general purpose computer system
or a dedicated machine), firmware, or a combination. In one embodiment, the method 600 is
performed by a mobile device (e.g., mobile device 210).

[0045] Referring to Figure 6, processing logic begins by detecting a presence of an
object with a fingerprint sensor of a locked mobile device having one or more enrolled users
(processing block 602). In one embodiment, the mobile device is protected for one or more
enrolled users of the mobile device, such as those users with access credentials (e.g., biometric,
password, pass phrase, etc. credentials) for unlocking the mobile device. The presence of the
object may be detected by activating a fingerprint sensor of a mobile device according to the

processes discussed above in any of Figures 1, 4, and 5.
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[0046] Processing logic captures an image using the fingerprint sensor of the mobile
device and performs image recognition on an image captured by the fingerprint sensor
(processing block 604).

[0047] When the object within a captured image is recognized as belonging to one or
more select object class types (processing block 606), processing logic unlocks one or more
emergency services functions of the mobile device without authentication of the one or more
enrolled users and without unlocking additional functions of the mobile device (processing block
608). That is, the touchscreen of the mobile device can be enabled and a subset of functions of
the mobile device can be unlocked in response to identification of an object as belonging to a
specific class of objects within a captured fingerprint sensor image, but without authentication of
a fingerprint and/or receipt of a user password. For example, the subset of functions can include
emergency services communication functions provided to any user, even a non-enrolled user, by
the mobile device in response to detecting the specific type of object (e.g., a human finger or air)
within a captured image. However, other functions, such as communication functions, access to
applications, etc. remain in a locked state until after an authentication process is performed.
[0048] However, similar to the discussion above, when the class of the object is not
recognized as a human finger and/or air (processing block 606), the process ends with the
touchscreen display of the mobile device remaining disabled.

[0049] It should be appreciated that when the devices discussed herein are mobile or
wireless devices, they may communicate via one or more wireless communication links through
a wireless network that are based on or otherwise support any suitable wireless communication
technology. For example, in some aspects a computing device or server may associate with a
network including a wireless network. In some aspects the network may comprise a body area
network or a personal area network (e.g., an ultra-wideband network). In some aspects the
network may comprise a local area network or a wide area network. A wireless device may
support or otherwise use one or more of a variety of wireless communication technologies,
protocols, or standards such as, tor example, CDMA, TDMA, OFDM, OFDMA, WiMAX, and
Wi-Fi. Similarly, a wireless device may support or otherwise use one or more of a variety of
corresponding modulation or multiplexing schemes. A mobile wireless device may wirelessly
communicate with other mobile devices, cell phones, other wired and wireless computers,
Internet web-sites, etc.

[0050] The teachings herein may be incorporated into (e.g., implemented within or
performed by) a variety of apparatuses (e.g., devices). For example, one or more aspects taught

herein may be incorporated into a phone (e.g., a cellular phone), a personal data assistant (PDA),
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a tablet, a mobile computer, a laptop computer, a tablet, an entertainment device (e.g., a music or
video device), a headset (e.g., headphones, an earpiece, etc.), or any other suitable device.

[0051] In some aspects a wireless device may comprise an access device (e.g., a Wi-Fi
access point) for a communication system. Such an access device may provide, for example,
connectivity to another network (e.g., a wide area network such as the Internet or a cellular
network) via a wired or wireless communication link. Accordingly, the access device may
enable another device (e.g., a Wi-Fi station) to access the other network or some other
functionality. In addition, it should be appreciated that one or both of the devices may be
portable or, in some cases, relatively non-portable.

[0052] Those of skill in the art would understand that information and signals may be
represented using any of a variety of different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols, and chips that may be referenced
throughout the above description may be represented by voltages, currents, electromagnetic
waves, magnetic fields or particles, optical fields or particles, or any combination thereof.

[0053] Those of skill would further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connection with the embodiments disclosed
herein may be implemented as electronic hardware, computer software, or combinations of both.
To clearly illustrate this interchangeability of hardware and software, various illustrative
components, blocks, modules, circuits, and steps have been described above generally in terms
of their functionality. Whether such functionality is implemented as hardware or software
depends upon the particular application and design constraints imposed on the overall system.
Skilled artisans may implement the described functionality in varying ways for each particular
application, but such implementation decisions should not be interpreted as causing a departure
from the scope of the embodiments discussed herein.

[0054] The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed herein may be implemented or performed with a
general purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any combination thereof
designed to perform the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional processor,
controller, microcontroller, or state machine. A processor may also be implemented as a
combination of computing devices, e.g., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microprocessors in conjunction with a DSP core, or

any other such configuration.
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[0055] The steps of a method or algorithm described in connection with the embodiments
disclosed herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in random-access
memory (RAM), flash memory, read-only memory (ROM), erasable programmable read-only
memory (EPROM), electronically erasable programmable read-only memory (EEPROM),
registers, hard disk, a removable disk, a CD-ROM, or any other form of storage medium known
in the art. An exemplary storage medium is coupled to the processor such the processor can read
information from, and write information to, the storage medium. In the alternative, the storage
medium may be integral to the processor. The processor and the storage medium may reside in
an ASIC. The ASIC may reside in a user terminal. In the alternative, the processor and the
storage medium may reside as discrete components in a user terminal.

[0056] In one or more exemplary embodiments, the functions described may be
implemented in hardware, software, firmware, or any combination thereof. If implemented in
software as a computer program product, the functions may be stored on or transmitted over as
one or more instructions or code on a non-transitory computer-readable medium. Computer-
readable media can include both computer storage media and communication media including
any medium that facilitates transfer of a computer program from one place to another. A storage
media may be any available media that can be accessed by a computer. By way of example, and
not limitation, such non-transitory computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Also, any
connection is properly termed a computer-readable medium. For example, if the software is
transmitted from a web site, server, or other remote source using a coaxial cable, fiber optic
cable, twisted pair, digital subscriber line (DSL), or wireless technologies such as infrared, radio,
and microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as infrared, radio, and microwave are included in the definition of medium.
Disk and disc, as used herein, includes compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk and Blu-ray disc where disks usually reproduce data
magnetically, while discs reproduce data optically with lasers. Combinations of the above
should also be included within the scope of non-transitory computer-readable media.

[0057] The previous description of the disclosed embodiments is provided to enable any
person skilled in the art to make or use the embodiments. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles

defined herein may be applied to other embodiments without departing from the spirit or scope
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of the embodiments discussed herein. Thus, the above description is not intended to be limited

to the embodiments shown herein, but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.
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CLAIMS:

1. A method for configuring a touchscreen display of a mobile device comprising:

while the mobile device is in a low-power state, activating an ultrasonic
fingerprint sensor of the mobile device, without activating the touchscreen display, in
response to detecting a press of a region in which a virtual button and the ultrasonic
fingerprint sensor are located, and capturing an image of one or more objects that are not in
physical contact with the fingerprint sensor;

wherein activating the ultrasonic fingerprint sensor includes transmitting a
burst of ultrasonic energy distributed uniformly across a thin-film-transistor pixel array;

capturing a three-dimensional image (3D image) of an object with the
fingerprint sensor, wherein the capturing of the 3D image of the object is performed by the
fingerprint sensor while the touchscreen display of the mobile device is disabled;

performing an image recognition process on the 3D image to determine
whether the object captured in the 3D image belongs to a specific class of objects; and

in response to a determination that the object captured within the 3D image is a
type of object belonging to the specific class of objects, enabling the touchscreen display of
the mobile device to receive touch input via the touchscreen display and unlocking a subset of
functions of the mobile device, wherein the touchscreen display is unlocked in response to the
determination that the object belongs to the specific class of objects without authentication of

a fingerprint from the 3D image and/or receipt of a user password.

2. The method of claim 1, wherein touch sensing via the touchscreen display is prevented until
after a presence of the specific type of object is detected within a captured image, and wherein

the specific type of object is an object belonging to one or more select classes of objects.

3. The method of claim 1, wherein the activating occurs in response to detection of a press of
a power button or a home button of the mobile device, and wherein the method further
comprises:

performing a 3D image recognition process on the object captured within the

image; and
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when the object captured within the image is determined to be one of a human

finger or lack of any object, enabling the touchscreen display of the mobile device.

4. The method of claim 1, wherein the activating occurs in response to detection of a press of
a region of the touchscreen display of the mobile device under which the fingerprint sensor is
located, and wherein the method further comprises:

performing a 3D image recognition process on the object captured within the
image; and

when the object captured within the image is determined to be a human finger,

enabling the touchscreen display of the mobile device.

5. The method of claim 1, wherein the touchscreen display of the mobile device is enabled in
response to the determination that the object captured within the 3D image is the specific type
of object without providing access to one or more additional functions of the mobile device

until after an authentication process is performed.

6. The method of claim 1, wherein the mobile device is one of a mobile telephone, a tablet

computer, or a portable entertainment device.

7. The method of claim 1, wherein the mobile device is a protected device having a plurality
of enrolled users, and

wherein the touchscreen display is enabled for a user in response to the
determination that the object captured within the 3D image is a human finger associated with
the user, regardless of whether the human finger corresponds to one of the plurality of

enrolled users of the mobile device.

8. The method of claim 1, wherein the mobile device is in a locked state prior to the capture of
the image, further comprising:

performing an image recognition process on the object captured within the
image to determine whether the object corresponds to the specific type of object; and

enabling the touchscreen display of the mobile device to provide access to one
or more emergency services functions of the mobile device without changing the locked state

of the mobile device.
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9. The method of claim 8, wherein providing access to the one or more emergency services
functions of the mobile device comprises unlocking only the one or more emergency services
functions from the locked state of the mobile device in response to detection of the specific

type of object.

10. A mobile device comprising:

a touchscreen display;

a fingerprint sensor operably configured to capture a three-dimensional image
(3D image) of an object,

wherein the fingerprint sensor is an ultrasonic fingerprint sensor configured

to capture an image of one or more objects that are not in physical contact with the fingerprint
sensor; and

a processor coupled with the fingerprint sensor and the touchscreen display
operably configured to:

while the mobile device is in a low-power state, activate the fingerprint sensor,
without activating the touchscreen display, in response to detecting a press of a region in
which a virtual button and the ultrasonic fingerprint sensor are located;

wherein the ultrasonic fingerprint sensor is configured to, once activated,
transmit a burst of ultrasonic energy distributed uniformly across a thin-film-transistor pixel
array;

perform an image recognition process on the 3D image to determine whether
the object captured in the 3D image belongs to a specific class of objects, and

enable the touchscreen display from a disabled state in response to a
determination that the object captured within the 3D image is a type of object belonging to the
specific class of objects, wherein the capture of the 3D image of the object is performed by
the fingerprint sensor while the touchscreen display of the mobile device is disabled, and
wherein the touchscreen display is enabled to receive touch input via the touchscreen display
and a subset of functions of the mobile device are unlocked in response to the determination
that the object captured within the 3D image belongs to a type of object belonging to the
specific class of objects without authentication of a fingerprint and/or receipt of a user

password.
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11. The mobile device of claim 10, wherein touch sensing via the touchscreen display is
prevented until after a presence of the specific type of object is detected within a captured
image, and wherein the specific type of object is an object belonging to one or more select

classes of objects.

12. The mobile device of claim 10, wherein the activating occurs in response to detection of a
press of a power button or a home button, and wherein the processor is further comprised to:
perform a 3D image recognition process on the object captured within the
image, and
when the object captured within the 3D image is determined to be one of a

human finger or lack of any object, enable the touchscreen display.

13. The mobile device of claim 10, wherein the activating occurs in response to detection of a
press of a region of the touchscreen display under which the fingerprint sensor is located, and
wherein the processor is further comprised to:

perform a 3D image recognition process on the object captured within the
image, and

when the object captured within the 3D image is determined to be a human

finger, enable the touchscreen display.

14. The mobile device of claim 10, wherein the touchscreen display is enabled in response to
the determination that the object captured within the 3D image is the specific type of object
without providing access to one or more additional functions of the mobile device until after

an authentication process is performed.

15. The mobile device of claim 10, wherein the mobile device is one of a mobile telephone, a

tablet computer, or a portable entertainment device.

16. The mobile device of claim 10, wherein the mobile device is a protected device having a
plurality of enrolled users, and
wherein the touchscreen display is enabled for a user in response to the

determination that the object captured within the 3D image is a human finger associated with
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the user, regardless of whether the human finger corresponds to one of the plurality of

" enrolled users of the mobile device.

17. The mobile device of claim 10, wherein the mobile device is in a locked state prior to the
capture of the image, further comprising the processor to:

perform an image recognition process on the object captured within the image
to determine whether the object corresponds to the specific type of object, and

enable the touchscreen display of the mobile device to provide access to one or
more emergency services functions of the mobile device without changing the locked state of

the mobile device.

18. The mobile device of claim 17, wherein the processor to provide access to the one or more
emergency services functions of the mobile device further comprises the processor to unlock
only the one or more emergency services functions from the locked state of the mobile device

in response to detection of the specific type of object.

19. A non-transitory computer readable storage medium including instructions that, when
executed by a processor, cause the processor to perform a method for configuring a
touchscreen display of a mobile device comprising:

while the mobile device is in a low-power state, activating an ultrasonic
fingerprint sensor of the mobile device, without activating the touchscreen display, in
response to detecting a press of a region in which a virtual button and the ultrasonic
fingerprint sensor are located;

wherein activating the ultrasonic fingerptint sensor includes transmitting a
burst of ultrasonic energy distributed uniformly across a thin-film-transistor pixel array;

capturing a three-dimensional image (3D image) of an object not in contact
with the fingerprint sensor, wherein the capturing of the 3D image of the object is performed
by the fingerprint sensor while the touchscreen display of the mobile device is disabled;

performing an image recognition process on the 3D image to determine
whether the object captured in the 3D image belongs to a specific class of objects; and

in response to a determination that the object captured within the 3D image is a

type of object belonging to the specific class of objects, enabling the touchscreen display of
20
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the mobile device to receive touch input via the touchscreen display and unlocking a subset of
functions of the mobile device, wherein the touchscreen display is unlocked in response to the
determination that the object belongs to the specific class of objects without authentication of

a fingerprint from the 3D image and/or receipt of a user password.

20. The non-transitory computer readable storage medium of claim 19, wherein touch sensing
via the touchscreen display is prevented until after a presence of the specific type of object is
detected within a captured image, and wherein the specific type of object is an object

belonging to one or more select classes of objects.

21. The non-transitory computer readable storage medium of claim 19, wherein the mobile
device is a protected device having a plurality of enrolled users, and

wherein the touchscreen display is enabled for a user in response to the
determination that the object captured within the 3D image is a human finger associated with
the user, regardless of whether the human finger corresponds to one of the plurality of

enrolled users of the mobile device.

22. A system for configuring a touchscreen display of a mobile device comprising:

means for activating, while the mobile device is in a low-power state, an
ultrasonic fingerprint sensor of the mobile device without activating the touchscreen display,
wherein the means for activating the ultrasonic fingerprint sensor comprises means for
transmitting a burst of ultrasonic energy distributed uniformly across a thin-film-transistor
pixel array;

means for capturing a three-dimensional image (3D image) of an object not in
contact with the fingerprint sensor, wherein the capturing of the 3D image of the object is
performed by the fingerprint sensor, in response to detecting a press of a region in which a
virtual button and the ultrasonic fingerprint sensor are located, while the touchscreen display
of the mobile device is disabled;

means for performing an image recognition process on the 3D image to
determine whether the object captured in the 3D image belongs to a specific class of objects;

and
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in response to a determination that the object captured within the 3D image is a
type of object belonging to the specific class of objects, means for enabling the touchscreen
display of the mobile device to receive touch input via the touchscreen display and unlocking
a subset of functions of the mobile device, wherein the touchscreen display is unlocked in
response to the determination that the object belongs to the specific class of objects without
authentication of a fingerprint from the 3D image and/or receipt of a user password,

wherein the activating the fingerprint sensor occurs in response to detecting,

while the mobile device is in the low-power state.

23. The system of claim 22, wherein touch sensing via the touchscreen display is prevented
until after a presence of the specific type of object is detected within a captured image, and
wherein the specific type of object is an object belonging to one or more select classes of

objects.

24. The system of claim 22, wherein the mobile device is a protected device having a plurality
of enrolled users, and

wherein the touchscreen display is enabled for a user in response to the
determination that the object captured within the 3D image is a human finger associated with
the user, regardless of whether the human finger corresponds to one of the plurality of

enrolled users of the mobile device.
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