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(57) Abstract

A system comprises an inspector and a protection engine. The in-
spector includes a content inspection engine that uses a set of rules to
generate a Downloadable security profile corresponding to a Download-
able, e.g., Java™ applets, Active X™ controls, JavaScript™ scripts, or
Visual Basic scripts. The content inspection engine links the Download-
able security profile to the Downloadable. The set of rules may include
a list of suspicious operations, or a list of suspicious code patterns. The
first content inspection engine may link to the Downloadable a certificate
that identifies the content inspection engine which created the Download-
able security profile. Additional content inspection engines may generate
and link additional Downloadable security profiles to the Downloadable.
Each additional Downloadable security profile may also include a certifi-
cate that identifies its creating content inspection engine. Each content
inspection engine preferably creates a Downloadable ID that identifies the
Downloadable to which the Downloadable security profile corresponds.
The protection includes a Downloadable interceptor for receiving a Down-
loadable, a file reader coupled to the interceptor for determining whether
the Downloadable includes a Downloadable security profile, an engine
coupled to the file reader for determining whether to trust the Down-
loadable security profile, and a security policy analysis engine coupled to
the verification engine for comparing the Downloadable security profile
against a security policy if the engine determines that the Downloadable
security profile is trustworthy. A Downloadable ID verification engine
retrieves the Downloadable ID that identifies the Downloadable to which
the Downloadable security profile corresponds, generates the Download-
able ID for the Downloadable and compares the generated Downloadable
to the linked Downloadable. The protection engine further includes a cer-
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tificate authenticator for authenticating the certificate that identifies a content inspection engine which created the Downloadable security
profile as from a trusted source. The certificate authenticator can also authenticate a certificate that identifies a developer that created the

Downloadable.
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SYSTEM AND METHOD FOR ATTACHING A DOWNLOADABLE SECURITY
PROFILE TO A DOWNLOADABLE

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to computer networks, and more
particularly provides a system and method for attaching a Downloadable security
profile to a Downloadable to facilitate the protection of computers and networks

from a hostile Downloadable.

2. Description of the Background Art

| The Internet is currently a collection of over 100,000 individual computer
networks owned by governments, universities, nonprofit groups and companies,
and is expanding at an accelerating rate. Because the Internet is public, the
Internet has become a major source of many system damaging and system fatal
application programs, commonly referred to as “viruses.”

Accordingly, programmers continue to design computer and computer
network security systems for blocking these viruses from attacking both individual
and network computers. On the most part, these security systems have been
relatively successful. However, these security systems are not configured to
recognize computer viruses which have been attached to or configured as
Downloadable application programs, commonly referred to as “Downioadables.”
A Downloadable is an executable application program, which is downloaded from
a source computer and run on the destination computer. A Downlioadable is
typically requested by an ongoing process such as by an internet browser or web
client. Examples of Downloadables include Java™ applets designed for use in
the Java™ distributing environment developed by Sun Microsystems, Inc.,
JavaScript™ scripts also developed by Sun Microsystems, Inc., ActiveX™ controls
designed for use in the ActiveX™ distributing environment developed by the
Microsoft Corporation, and Visual Basic also developed by the Microsoft

Corporation. Downloadables may also include plugins, which add to the
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functionality of an already existing application program. Therefore, a system and

method are needed to protect a network from hostile Downloadables.

SUMMARY OF THE INVENTION

The present invention provides systems for protecting a network from

suspicious Downloadables, e.g., Java™ applets, ActiveX™ controls, JavaScript™
scripts, or Visual Basic scripts. The network system includes an inspector for
linking Downloadable security profiles to a Downloadable, and a protection engine
for examining the Downloadable and Downloadable security profiles to determine
whether or not to trust the Downloadable security profiles.

The inspector includes a content inspection engine that uses a set of rules
to generate a Downloadable security profile corresponding to a Downloadable.
The content inspection engine links the Downloadable security profile to the
Downloadable. The set of rules may include a list of suspicious operations, or a
list of suspicious code patterns. The first content inspection engine may link to
the Downloadable a certificate that identifies the content inspection engine which
created the Downloadable security profile. The system may include additional
content inspection engines for generating and linking additional Downloadable
security profiles to the Downloadable. Each additional Downioadable security
profile may also include a certificate that identifies its creating content inspection
engine. Each content inspection engine may create a Downlioadable ID that
identifies the Downloadable to which the Downloadable security profile
corresponds.

The protection engine includes a Downloadable interceptor for receiving a
Downloadable, a file reader coupled to the interceptor for determining whether the
Downloadable includes a Downioadable security profile, an engine coupled to the
file reader for determining whether to trust the Downloadable security profile, and
a security policy analysis engine coupled to the verification engine for comparing
the Downloadable security profile against a security policy if the engine
determines that the Downioadable security profile is trustworthy. The engine

preferably determines whether the first Downloadable security profile corresponds
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to the Downloadable. The system preferably includes a Downioadable ID
verification engine for retrieving a Downloadable ID that identifies the
Downloadable to which the Downioadable security profile corresponds. To
confirm the correspondence between the Downloadable security profile and the
Downloadable, the Downloadable ID verification engine generates the
Downloadable ID for the Downloadable and compares the generated
Downloadable to the linked Downloadable. The system may also include a
content inspection engine for generating a Downloadable security profile for the
Downloadable if the first Downloadable security profile is not trustworthy. The
system further includes a certificate authenticator for authenticating a certificate
that identifies a content inspection engine which created the Downloadable
security profile as from a trusted source. The certificate authenticator can also
authenticate a certificate that identifies a developer that created the
Downloadable.

The present invention provides a method in a first embodiment comprising
the steps of receiving a Downloadable, generating a first Downloadable security
profile for the received Downloadable, and linking the first Downloadable security
profile to the Downloadable. The present invention further provides a method in a
second embodiment comprising the steps of receiving a Downloadable with a
linked first Downloadable security profile, determining whether to trust the first
Downioadable security profile, and comparing the first Downloadable security
profile against the security policy if the first Downloadable security profile is
trustworthy

It will be appreciated that the system and method of the present invention
may provide computer protection from known hostile Downloadables. The system
and method of the present invention may identify Downloadables that perform
operations deemed suspicious. The system and method of the present invention
may examine the Downloadable code to determine whether the code contains
any suspicious operations, and thus may allow or block the Downloadable
accordingly. It will be appreciated that, because the system and method of the

present invention link a verifiable Downloadable security profile to a
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Downloadable, the system and method may avoid decomposing the

Downloadable into the Downloadable security profile on the fly.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a network system in accordance with

the present invention:;

FIG. 2 is a block diagram illustrating details of an example inspected
Downloadable of FIG. 1;

FIG. 3 is a block diagram illustrating details of a developer of FIG. 1;

FIG. 4 is a block diagram illustrating details of an inspector of FIG. 1;

FIG. § is a block diagram illustrating details of a generic protection engine
of FIG. 1;

FIG. 6 is a flowchart illustrating a method for attaching a Downloadable
security profile to a Downloadable in accordance with the present invention;

FIG. 7 is a flowchart illustrating a method for examining a Downloadable in
accordance with the present invention: and

FIG. 8 is a block diagram illustrating details of the web server of FIG. 1.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

FIG. 1 s a block diagram illustrating a computer network system 100 in

accordance with the present invention. The computer network system 100
includes an external computer network 105, such as the Wide Area Network
(WAN) commonly referred to as the Internet, coupled via a network gateway 110
to an internal computer network 115, such as a Local Area Network (LAN)
commonly referred to as an intranet. The network system 100 further includes a
developer 120 coupled to the external computer network 105, an inspector 125
also coupled to the external computer network 105. a web server 185 also
coupled to the external computer network 105, and a computer client 130 coupled
to the internal computer network 115. One skilled in the art will recognize that
connections to external or internal network systems are merely exemplary, and

alternative embodiments may have other connections. Further, although the
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developer 120, inspector 125 and web server 185 are being described as distinct
sites, one skilled in the art will recognize that these elements may be a part of an
integral site, may each include components of multiple sites, or may include
combinations of single and muiltiple sites.

The developer 120 includes a Downloadable development engine 140 for
generating a signed (yet uninspected) Downloadables 150. The developer 120
may obtain an uninspected Downloadable or may initially use the Downloadable
development engine 140 to generate an uninspected Downloadable. The
developer 120 can then use the Downloadable development engine 140 to
transmit the signed Downloadable to the inspector 125 for hostility inspection.
The developer 120 includes a developer certificate 155, which the Downloadable
development engine 140 attaches to each uninspected Downloadable so that the
inspector 125, the network gateway 110 and the computer client 130 can
authenticate the developer 120.

The inspector 125 includes a content inspection engine 160 for examining
a received Downloadable, e.g., the signed Downloadable 150 received from the
developer 120, for generating a Downloadable Security Profile (DSP) based on a
rules base 165 for the Downloadable, and for attaching the DSP to the
Downloadable. A DSP preferably includes a list of all potentially hostile or
suspicious computer operations that may be attempted by the Downioadable, and
may also include the respective arguments of these operations. Generating a
DSP includes searching the Downloadable code for any pattern, which is
undesirable or suggests that the code was written by a hacker. The content
inspection engine 160 preferably performs a full-content inspection. It will be
appreciated that generating a DSP may also include comparing a Downloadable
against Downloadables which Original Equipment Manufacturers (OEMSs) know to
be hostile, Downloadables which OEMs know to be non-hostile, and
Downloadables previously examined by the content inspection engine 160.
Accordingly, the rules base may include a list of operations and code patterns

deemed suspicious, known hostile Downloadables, known viruses, etc.
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An Example List of Operations Deemed Suspicious

e File operations: READ a file, WRITE a file, DELETE a file, RENAME a file:

» Network operations: LISTEN on a socket, CONNECT to a socket, SEND data,
RECEIVE data, VIEW INTRANET;

» Registry operations: READ a registry item, WRITE a registry item;

» Operating system operations: EXIT WINDOWS, EXIT BROWSER, START
PROCESS/THREAD, KILL PROCESS/THREAD, CHANGE
PROCESS/THREAD PRIORITY, DYNAMICALLY LOAD A CLASS/LI BRARY,
etc.; and

* Resource usage thresholds: memory, CPU, graphics, etc.

Further, the content inspection engine 160 generates and attaches a
Downloadable ID to the Downloadable. The Downloadable ID is typically stored
as part of the DSP, since multiple DSPs may be attached to a Downloadable and
each may have a different Downioadable ID. Preferably, to generate a
Downloadable ID, the content inspection engine 160 computes a digital hash of
the complete Downioadable code. The content inspection engine 160 preferably
prefetches all components embodied in or identified by the code for
Downloadable ID generation. For example, the content inspection engine 160
may prefetch all classes embodied in or identified by the Java™ applet bytecode,
and then may perform a predetermined digital hash on the Downioadable code
(and the retrieved components) to generate the Downloadable ID. Similarly, the
content inspection engine 160 may retrieve all components listed in the .INF file
for an ActiveX™ control to compute a Downloadable ID. Accordingly, the
Downioadable ID for the Downloadable will be the same each time the content
inspection engine 160 (or a protection engine as illustrated in FIG. 5) receives the
same Downloadable and applies the same digital hash function. The
downloadable components need not be stored with the Downioadable, but can be
retrieved before each use or Downloadable ID generation.

After performing content inspection, the inspector 125 attaches an

inspector certificate 170 to the Downloadable. The inspector certificate 170
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verifies the authenticity of the DSP attached to the Downloadable. Details of an
example signed inspected Downioadable 150 are illustrated and described with
reference to FIG. 2. The inspector 125 then transmits the signed inspected
Downloadable 195 to the web server 185 for addition to web page data 190 and
web page deployment. Accordingly, the computer client 130 includes a web client
175 for accessing the web page data 190 provided by the web server 185. As is
known in the art, upon recognition of a Downioadable call, the web client 175
requests the web server 185 to forward the corresponding Downloadable. The
web server 185 then transmits the Downloadable via the network gateway 110 to
the computer client 130.

The network gateway 110 includes network protection engine 135, and the
computer client 130 includes a computer protection engine 180. Both the network
protection engine 135 and the computer protection engine 180 examine all
incoming Downloadables and stop all Downloadables deemed suspicious. It will
be appreciated that a Downloadable is deemed suspicious if it performs or may
perform any undesirable operation, or if it threatens or may threaten the integrity
of any computer component. It is to be understood that the term “suspicious”
includes hostile, potentially hostile, undesirable, potentially undesirable, etc.
Thus, if the incoming Downloadable includes a signed inspected Downloadable
195, then the network protection engine 135 and the computer protection engine
180 can review the attached certificates to verify the authenticity of the DSP. if
the incoming Downloadable does not include a signed inspected Downloadable
195, then each of the network protection engine 135 and the computer protection
engine 180 must generate the DSP, and compare the DSP against local security
policies (535, FIG. 5).

Components and operation of the network protection engine 135 and the
computer protection engine 180 are described in greater detail with reference to
FIG. 5.

It will be appreciated that the network system 100 may include multiple
inspectors 125, wherein each inspector 125 may provide a different content

inspection. For example, one inspector 125 may examine for suspicious
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operations, another inspector 125 may examine for known viruses that may be
attached to the Downloadable 150, etc. Each inspector 125 would attach a
corresponding DSP and a certificate verifying the authenticity of the attached
DSP. Alternatively, a single inspector 125 may include multiple content
inspection engines 160, wherein each engine provides a different content

inspection.

FIG. 2 is a block diagram illustrating details of a signed inspected
Downloadable 195, which includes a Downloadable 205, a developer certificate
155, a DSP 215 which includes a Downloadable 1D 220, and an inspector
certificate 170. The Downloadable 205 includes the downloadable and
executable code that a web client 175 receives and executes. The Downlioadable
205 may be encrypted using the developer's private key. The attached developer
certificate 155 may include the developer's public key, the developer's name, an
expiration date of the key, the name of the certifying authority that issued the
certificate, and a serial number. The signed Downloadable 150 comprises the
Downloadable 205 and the developer certificate 155. The DSP 215 and
Downloadable ID 220 may be encrypted by the inspector’s private key. The
Downloadable ID 220 is illustrated as part of the DSP 215 for simplicity, since
each signed inspected Downloadable 195 may include multiple DSPs 215 (and
each DSP 215 may inciude a separate and distinct Downloadable ID 220). The
inspector certificate 170 may include the inspector’s public key, an expiration date
of the key, the name of the certifying authority that issued the certificate, and a
serial number.

Although the signed inspected Downloadable 195 illustrates the DSP 215
(and Downloadable ID 220) as an attachment, one skilled in the art will recognize
that the DSP 215 can be linked to the Downloadable 205 using other techniques.
For example, the DSP 215 can be stored in the network system 100, and
alternatively a pointer to the DSP 215 can be attached to the signed inspected
Downloadable 195. The term “linking” herein will be used to indicate an

association between the Downloadable 205 and the DSP 215 (including using a
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pointer from the Downloadable 195 to the DSP 215, attaching the DSP 215 to the
Downloadable 205, etc.)

FIG. 3 is a block diagram illustrating details of the developer 120, which
includes a processor 305, such as an Intel Pentium® microprocessor or a
Motorola Power PC® microprocessor, coupled to a signal bus 310. The developer
120 further includes an input device 315 such as a keyboard and mouse, an
output device 320 such as a Cathode Ray Tube (CRT) display, a data storage
device 330 such as a magnetic disk, and an internal storage 335 such as
Random-Access Memory (RAM), each coupled to the signal bus 310. A
communications interface 325 couples the signal bus 325 to the external
computer network 105, as shown in FIG. 1.

An operating system 350 controls processing by processor 305, and is
typically stored in the data storage device 330 and loaded into internal storage
335 (as illustrated) for execution by processor 305. The Downloadable
development engine 140 generates signed Downloadables 150 as described
above, and also may be stored in the data storage device 330 and loaded into
internal storage 335 (as illustrated) for execution by processor 305. The data
storage device 330 stores the signed Downloadables 150 and the developer
certificate 155. A communications engine 360 controls communications via the
communications interface 325 with the external computer network 105, and also
may be stored in the data storage device 330 and loaded into internal storage
335 (as illustrated) for execution by processor 305.

One skilled in the art will understand that the developer 120 may also
include additional information, such as network connections, additional memory,
additional processors, LANS, input/output lines for transferring information across
a hardware channel, the Internet or an intranet, etc. One skilled in the art will also
recognize that the programs and data may be received by and stored in the
system in alternative ways. For example, a computer-readable storage medium
(CRSM) reader 370 such as a magnetic disk drive, hard disk drive, magneto-

optical reader, CPU, etc. may be coupled to the signal bus 310 for reading a
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computer-readable storage medium (CRSM) 375 such as a magnetic disk, a hard
disk, a magneto-optical disk, RAM, etc. Accordingly, the developer 120 may
receive programs and data via the CRSM reader 370.

FIG. 4 is a block diagram illustrating details of the inspector 125, which
includes a processor 405, such as an intel Pentium® microprocessor or a
Motorola Power PC® microprocessor, coupled to a signal bus 410. The inspector
125 further includes an input device 415 such as a keyboard and mouse, an
output device 420 such as a CRT display, a data storage device 430 such as a
magnetic disk, and an internal storage 435 such as RAM, each coupled to the
signal bus 410. A communications interface 425 couples the signal bus 425 to
the external computer network 105, as shown in FIG. 1.

An operating system 450 controls processing by processor 405, and is
typically stored in the data storage device 430 and loaded into internal storage
435 (as illustrated) for execution by processor 405. The content inspection
engine 160 performs a content inspection of Downloadables from the developer
120 and attaches the results of the content inspection. The content inspection
engine 160 also may be stored in the data storage device 330 and loaded into
internal storage 335 (as illustrated) for execution by processor 405. The data
storage device 330 stores the rules base 165, the inspector certificate 170 and
the signed inspected Downloadable 195. A communications engine 455 controls
communications via the communications interface 425 with the external computer
network 105, and also may be stored in the data storage device 430 and loaded
into internal storage 435 (as illustrated) for execution by processor 405.

One skilled in the art will understand that the inspector 125 may also
include additional information, such as network connections, additional memory,
additional processors, LANS, input/output lines for transferring information across
a hardware channel, the Internet or an intranet, etc. One skilled in the art will also
recognize that the programs and data may be received by and stored in the
system in alternative ways. For example, a computer-readable storage medium

(CRSM) reader 470 such as a magnetic disk drive, hard disk drive, magneto-

10
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optical reader, processor, etc. may be coupled to the signal bus 410 for reading a
computer-readable storage medium (CRSM) 475 such as a magnetic disk, a hard
disk, a magneto-optical disk, RAM, etc. Accordingly, the inspector 125 may

receive programs and data via the CRSM reader 470.

FIG. 5 is a block diagram illustrating details of a generic protection engine
500, which exemplifies each of the network protection engine 135 and the
computer protection engine 180. The generic protection engine 500 includes a
Downloadable file interceptor 505 for intercepting incoming Downloadables (ie.,
Downloadable files) for inspection, and a file reader 510 for opening the received
Downioadable file and initiating appropriate components.

If the enclosed Downloadable includes a signed inspected Downloadable
195, the file reader 510 initiates execution of a certificate authenticator 515. The
certificate authenticator 515 verifies the authenticity of the developer certificate
155 and the authenticity of the inspector certificate 170. One skilled in the art will
appreciate that certificate verification may include using authenticated or known
public keys to decrypt the certificates or the enclosed files. A Downioadable ID
verification engine 520 regenerates the Downloadable ID for the enclosed
Downloadable 150, and compares the regenerated Downloadable ID against the
enclosed Downloadable ID 220. If the received Downloadable fails any of the
above tests (or if the received Downloadable is not a signed inspected
Downloadable 195), then a local content inspection engine 525 generates a DSP
for the enclosed Downloadable 205. Otherwise, if the received Downloadable file
passes all of the above tests, then the content inspection engine 525 trusts the
attached DSP 215 and thus need not generate a DSP. The content inspection
engine 525 is similar to the content inspection engine 160 of the inspector 125.
One skilled in the art will recognize that the generic protection engine 500 may
include multiple content inspection engines 525 for performing distinct content
examinations.

A local security policy analysis engine 530 compares the attached or

generated DSP against local security policies 535. The local security policies 535

11
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may include a list of specific Downloadables to block, a list of specific
Downloadables to allow, generic rules to apply regardless of the intended
recipient and recipient’s status, specific rules to apply based on the intended
recipient or the intended recipient's status, trusted certificates, etc. If the received
Downioadable passes all the local security policies 535, a retransmission engine

540 passes the Downlioadable onward to the intended recipient for execution.

FIG. 6 is a flowchart illustrating a method 600 for inspecting a
Downloadable 205 in accordance with the present invention. Method 600 begins
with the developer 120 in step 605 obtaining or using the Downloadable
development engine 140 to create a Downloadable 205. The Downloadable
development engine 140 in step 610 includes all components, e.g., all Java™
classes for a Java™ applet, into a Downloadable archive file, and in step 615
attaches the developer certificate 155 to the archive file, thereby creating a signed
Downloadable 150.

The Downloadable development engine 140 in step 620 transmits the
signed Downloadable 150 to the inspector 125. The content inspection engine
160 in step 625 generates a DSP 215 and a Downloadable ID 220 for the
Downloadable 150. As stated above, generating a DSP includes examining the
Downloadable 205 (and the Downloadable components) for all suspicious
operations that will or may be performed by the Downioadable, all suspicious
code patterns, all known viruses, etc. Generating a DSP may include comparing
all operations that will or may be performed against a list of suspicious operations
or against a list of rules, e.g., a rules base 165. Accordingly, if an operation in the
Downloadable 205 matches one of the suspicious operations or violates one of
the rules, then the operation is listed in the DSP 215. Generating a
Downloadable ID 220 includes computing a digital hash of the Downloadable 205
(and the Downloadable components), so that the Downloadable ID is identical for
each instance of the same Downloadable 205.

The content inspection engine 160 in step 630 attaches the DSP 215 and
the Downloadable ID 220 to the Downloadable archive file, i.e., to the signed

12
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Downloadable 150. The content inspection engine 160 in step 635 attaches the
inspector certificate 170 to the file, thereby providing authentication of the
attached DSP 215 (including the Downloadable ID 220).

The inspector 125 in step 640 determines whether another content
inspection is to be effected. If so, then method 600 returns to step 600 to send
the file to the next inspector 620. One skilled in the art will recognize that the
same inspector 125 may be used to perform another content inspection,
attachment of another DSP 215 and Downloadable ID 220 and attachment of
another inspector certificate 170. If the inspector 125 determines in step 640 that
no more content inspection is to be effected, then the inspector 125 forwards the
signed inspected Downloadable 195 to the web server 185 for addition to web
page data 190 and web engine deployment. Accordingly, the web client 175 can
access the web page data 190, and thus can retrieve the signed inspected
Downloadable 195. Method 600 then ends.

FIG. 7 is a flowchart illustrating a method 700 for examining a
Downloadable (whether or not signed and inspected). Method 700 begins with
the Downloadable file interceptor 505 in step 705 receiving a Downloadable file.
The file reader 510 in step 710 extracts the Downloadable 150, and in step 715
instructs the certificate authenticator 515 to authenticate the developer certificate
155 as from a trusted developer 120. Developer certificate authentication may
include retrieving the public key for the developer 120 from a trusted source, and
using the public key to decrypt the Downloadable 205.

The file reader 510 in step 720 determines whether an inspector 125 has
previously inspected the received Downloadable. If the received Downloadable
has not been inspected, then method 700 jumps to step 750. Otherwise, the file
reader 510 initiates the certificate authenticator 515 in step 725 to authenticate
the inspector certificate 170 as from a trusted inspector 125. Inspector certificate
authentication may include retrieving the public key for the inspector 125 from a
trusted source, and using the public key to decrypt the attached DSP 215
(including the Downloadable ID 220). The file reader 510 in step 730 extracts the

13
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DSP 215 (including the Downioadable 1D 220), and in step 735 instructs the
Downloadable ID verification engine 520 to authenticate the Downloadable 1D
220. That is, the Downloadable ID verification engine 520 performs the same
digital hash on the Downloadable 205 (including all components) to regenerate
the Downloadable ID. If the components are not included in the file, then the
Downloadable ID verification engine 520 may prefetch the components. Thus, if
the regenerated Downloadable ID is the same as the attached Downioadable ID
220, then the Downloadable ID verification engine 520 verifies that the attached
DSP 215 corresponds to the attached Downloadable 205.

The file reader 510 in step 740 determines whether another DSP 215 is
attached to the file. If so, then method 700 returns to step 725. Otherwise, the
content inspection engine 525 in step 745 determines whether the Downloadable
205 passed or failed any of the authentication tests above. If the Downloadable
205 failed any of the steps (or if as stated above the received Downloadable did
not include a signed inspected Downloadable 195), then method 700 jumps to
step 750.

The content inspection engine 525 in step 750 generates a DSP (or DSPs)
for the received Downloadable as described above with reference to FIGs. 1-6.
Otherwise, if the Downloadable 205 passed all the steps, then the content
inspection engine 525 indicates that the DSP 215 (or DSPs 215) attached to the
received Downloadable may be trusted. The local security policy analysis engine
530 in step 755 compares the DSP 215 (or DSPs 215), whether generated on the
fly or extracted from the file, against local security policies 535. As stated above,
the local security policies 535 may include a rules base 165 that identifies
suspicious operations, suspicious code patterns, known viruses, etc. One skilled
in the art will appreciate that the security policies 535 may depend on the type of
DSP 215. For example, the local security policy analysis engine 530 may
compare a first attached DSP 215 against the list of suspicious operations and

suspicious code patterns, and may compare a second attached DSP 215 against

known viruses.
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The content inspection engine 160 in step 760 determines whether each
DSP 215 passes all corresponding security policies 535. If each DSP 215
passes, then the local security policy analysis engine 530 in step 770 instructs the
retransmission engine 540 to pass the Downloadable. If a DSP 215 fails, then the
local security policy analysis engine 530 in step 765 stops the Downloadable and
sends a substitute non-hostile Downloadable to the computer client 130 to inform
the computer client 130 of the failure. Method 700 then ends.

FIG. 8 is a block diagram illustrating details of the web server 185, which
includes a processor 805, such as an Intel Pentium® microprocessor or a
Motorola Power PC® microprocessor, coupled to a signal bus 810. The web
server 185 further includes an input device 815 such as a keyboard and mouse,
an output device 820 such as a Cathode Ray Tube (CRT) display, a data storage
device 830 such as a magnetic disk, and an internal storage 835 such as
Random-Access Memory (RAM), each coupled to the signal bus 810. A
communications interface 825 couples the signal bus 825 to the external
computer network 105, as shown in FIG. 1.

An operating system 845 controls processing by processor 805, and is
typically stored in the data storage device 830 and loaded into internal storage
835 (as illustrated) for execution by processor 805. A web server engine 850
controls web engine access to the web page data 190, and also may be stored in
the data storage device 830 and loaded into internal storage 835 (as illustrated)
for execution by processor 805. The data storage device 330 stores the web
page data 190, which may include Downloadables 840 (whether or not signed
and inspected). A communications engine 860 controls communications via the
communications interface 825 with the external computer network 105, and also
may be stored in the data storage device 830 and loaded into internal storage
835 (as illustrated) for execution by processor 805.

One skilled in the art will understand that the web server 185 may also
include additional information, such as network connections, additional memory,

additional processors, LANSs, input/output lines for transferring information across
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a hardware channel, the Internet or an intranet, etc. One skilled in the art will also
recognize that the programs and data may be received by and stored in the
system in alternative ways. For example, a computer-readable storage medium
(CRSM) reader 865 such as a magnetic disk drive, hard disk drive, magneto-
optical reader, CPU, etc. may be coupled to the signal bus 310 for reading a
computer-readable storage medium (CRSM) 870 such as a magnetic disk, a hard
disk, a magneto-optical disk, RAM, etc. Accordingly, the web server 185 may

receive programs and data via the CRSM reader 865.

The foregoing description of the preferred embodiments of the invention is
by way of example only, and other variations of the above-described
embodiments and methods are provided by the present invention. Components
of this invention may be implemented using a programmed general purpose
digital computer, using application specific integrated circuits, or using a network
of interconnected conventional components and circuits. Connections may be
wired, wireless, modem, etc. The embodiments described herein have been
presented for purposes of illustration and are not intended to be exhaustive or
limiting. Many variations and modifications are possible in light of the foregoing

teaching. The system is limited only by the following claims.
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WHAT IS CLAIMED IS:
1. A method comprising the steps of:

receiving a Downloadable:

generating a first Downloadable security profile for the received

Downloadable; and

linking the first Downloadable security profile to the Downloadable.

2. The method of claim 1, wherein the first Downloadable security profile is

linked to the Downloadable via attachment.

3. The method of claim 1, wherein the first Downloadable security profile is

linked to the Downloadable via a pointer.

4. The method of claim 1, further comprising the step of linking to the first
Downloadable security profile a Downloadable ID that identifies the

Downloadable.

5. The method of claim 1, wherein the Downloadable includes a Java™
applet.

6. The method of claim 1, wherein the Downloadable includes an ActiveX™
control.

7. The method of claim 1, wherein the Downloadable includes a JavaScript™
script.

8. The method of claim 1, wherein the Downloadable includes a Visual Basic
script.

17
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9. The method of claim 1, further comprising the step of linking to the
Downloadable a certificate that identifies the developer which created the

Downloadable.

10.  The method of claim 1, further comprising the step of linking to the
Downloadable a certificate that identifies a first content inspection engine which

generated the first Downloadable security profile.

11. The method of claim 1, wherein the first Downloadable security profile

includes a list of operations deemed suspicious by an inspector.

12.  The method of claim 1, further comprising the steps of generating a
second Downloadable security profile, and linking the second Downloadable

security profile to the received Downloadable.

13.  The method of claim 12, further comprising the steps of linking a first
certificate that identifies a first content inspection engine which generated the
first Downloadable security profile, and linking an second certificate that
identifies a second content inspection engine which generated the second

Downloadable security profile.

14.  The method of claim 13, wherein each of the first Downloadable security
profile and the second Downloadable security profile includes a Downloadable ID

identifying the received Downloadable.

15. A system comprising:

memory storing a first rule set; and

a first content inspection engine for using the first rule set to generate a
first Downloadable security profile that corresponds to a Downloadable, and for

linking the first Downloadable security profile to the Downloadable.

18
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16.  The system of claim 15, wherein the first rule set includes a list of

suspicious operations.

17. The system of claim 15, wherein the first rule set include a list of

suspicious code patterns.

18.  The system of claim 15, wherein the first content inspection engine links
to the Downloadable a certificate that identifies the first content inspection

engine which created the first Downloadable security profile.

19.  The system of claim 15, further comprising a second content inspection
engine for generating a second Downloadable security profile, and for linking the

second Downloadable security profile to the Downloadable.

20.  The system of claim 15, wherein the first content inspection engine links
to the Downloadable a first certificate that identifies the first content inspection
engine which created the first Downloadable security profile, and wherein the
second content inspection engine links to the Downloadable a second certificate
that identifies the second content inspection engine which created the second

Downloadable security profile.

21.  The system of claim 15, wherein the first content inspection engine
creates a first Downloadable ID that identifies the Downloadable to which the first

Downloadable security profile corresponds, and links the Downloadable ID to the
Downloadable security profile.

22. A method comprising the steps of:
receiving a Downloadable with a linked Downloadable security profile; and

comparing the Downloadable security profile against a security policy.

19
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23. A method comprising the steps of:
receiving a Downloadable with a linked first Downloadable security profile;
determining whether to trust the first Downloadable security profile; and
comparing the first Downloadable security profile against the security

policy if the first Downloadable security profile is trustworthy.

24.  The method of claim 23, wherein the step of determining includes
determining whether the first Downloadable security profile corresponds to the

Downioadable.

25.  The method of claim 24, wherein a Downloadable ID that identifies the
Downloadable to which the Downloadable security profile corresponds is linked
to the Downloadable security profile, and wherein the step of determining

includes retrieving the linked Downloadable ID.

26.  The method of claim 25, further comprising the steps of generating the
Downloadable ID for the Downloadable, and comparing the generated

Downioadable to the linked Downloadabie.

27.  The method of claim 23, further comprising the step of generating a
Downloadable security profile for the Downloadable if the first Downloadable
security profile is not trustworthy.

28.  The method of claim 23, wherein a certificate that identifies a content
inspection engine which created the Downloadable security profile is linked to
the Downloadable security profile, and wherein the step of determining includes
retrieving the certificate.

20



WO 99/35583 PCT/IB98/02151

29.  The method of claim 28, wherein the step of determining further includes

authenticating the certificate as from a trusted source.

30.  The method of claim 23, wherein a certificate that identifies a developer
that created the Downloadable is linked to the Downioadable, and wherein the

step of determining includes retrieving the certificate.

31.  The method of claim 30, wh_erein the step of determining further includes

authenticating the certificate as from a trusted developer.

32. A system comprising:

a Downloadable interceptor for receiving a Downloadable;

a file reader coupled to the interceptor for determining whether the
Downloadable includes a Downloadable security profile;

an engine coupled to the file reader for determining whether to trust the
Downloadable security profile; and

a security policy analysis engine coupled to the verification engine for
comparing the Downloadable security profile against a security policy if the

engine determines that the Downloadable security profile is trustworthy.

33.  The system of claim 32, wherein the engine determines whether the first

Downloadable security profile corresponds to the Downloadable.
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34.  The system of claim 33, wherein a Downloadable ID that identifies the
Downloadable to which the Downloadable security profile corresponds is linked
to the Downloadable security profile, and wherein the engine includes a

Downloadable ID verification engine for retrieving the linked Downloadable ID.

35.  The system of claim 34, wherein the Downloadable ID verification engine
generates the Downloadable ID for the Downloadable and compares the

generated Downloadable to the linked Downloadable.

36.  The system of claim 32, further comprising a content inspection engine
coupled to the engine for generating a Downloadable security profile for the

Downloadable if the first Downloadable security profile is not trustworthy.

37.  The system of claim 32, wherein a certificate that identifies a content
inspection engine which created the Downloadable security profile is linked to
the Downloadable security profile, and wherein the engine retrieves the
certificate.

38.  The system of claim 37, wherein the engine includes a certificate

authenticator for authenticating the certificate as from a trusted source.

39.  The system of claim 32, wherein a certificate that identifies a developer
that created the Downloadable is finked to the Downloadable, and wherein the
engine retrieves the certificate.

40.  The system of claim 39, wherein the engine includes a certificate

authenticator for authenticating the certificate as from a trusted developer.

41. A computer-readable storage medium storing program code for causing a

data processing system to perform the steps of:
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receiving a Downioadable;
generating a first Downloadable security profile for the received

Downloadable; and

linking the first Downloadable security profile to the Downloadable.

42. A computer-readable storage medium storing program code for causing a

data processing system to perform the steps of:

receiving a Downloadable with a linked first Downloadable security profile;
determining whether to trust the first Downloadable security profile; and
comparing the first Downloadable security profile against the security

policy if the first Downloadable security profile is trustworthy.

43. A system comprising:
means for receiving a Downloadable;

means for generating a first Downloadable security profile for the received
Downloadable; and

means for linking the first Downloadable security profile to the
Downloadable.

44. A system comprising:

means for receiving a Downioadable with a linked first Downloadable
security profile;

means for determining whether to trust the first Downloadable security
profile; and

means for comparing the first Downioadable security profile against the

security policy if the first Downloadable security profile is trustworthy.
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