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ABSTRACT
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management system or application can be declared as a
record Such that records management controls are set for the
document. The setting of the records management controls
can include placing a record marker in the first file structure
while the content object containing content and metadata of
the document now designated as a record is relocated to a
second file structure associated with a record management
system or application. The record marker allows users of the
content management system or application who had access to
the document prior to its designation as a record to be able to
access the corresponding record from within the content man
agement system or application. Additional features can
include dynamic record declaration and dynamic record han
dling.
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N-PLACE RECORDS MANAGEMENT WITH
DYNAMIC RECORDS HANDLING
RELATED APPLICATION

0001. The current application claims priority under 35
U.S.C. S 119(e) to U.S. Provisional Application No. 62/065,
567 filed on Oct. 17, 2014, the disclosure of which is incor

porated herein. The current application is also related to co
pending and co-owned U.S. patent application Ser. Nos.
14/170,369, 14/170,364, and 14/170,323, which are also

incorporated by reference herein.

TECHNICAL FIELD

0002 The subject matter described herein relates to con
tent management systems and record management systems.
Some implementations of the current subject matter relate in
particular to an integrated approach to content and records
management.
BACKGROUND

0003 Records management (RM) generally refers to
approaches to controlling and governing key records of an
organization (e.g. an enterprise, a company, a university, or
the like, including Subordinate organizations within other
organization) throughout the lifecycle of a record, which
includes the period from when a record is first created by or
provided to an organization to the eventual disposal of the
record. Elements of records management can include identi
fying, classifying, prioritizing, storing, securing, archiving,
preserving, retrieving, tracking, and destroying of records.
These activities are typically part of a broader set of require
ments associated with governance, risk, and compliance
(GRC) activities performed by the organization, and are gen
erally related to maintaining and securing records and evi
dence of the organization’s business activities, etc. as well as
the reduction or mitigation of risk that may be associated with
Such evidence.

0004 Records management can be a crucial function
within an organization, but also one that can be difficult to
implement due to added burdens placed on users by require
ments for compliance with records management protocols.
Well-implemented approaches to records management can
provide benefits such as improving efficiency and productiv
ity, ensuring regulatory compliance, minimizing litigation
risks, safeguarding important (or even vital) information,
Supporting improved decision making by an organization’s
management, preserving the organizations institutional
memory, fostering improved document organization, etc.
However, these benefits can be difficult to achieve for various

reasons, including the reliance of many aspects of existing
records management approaches upon a certain level of train
ing, adoption, and regular implementation of a set of records
management procedures by users at the organization. If users
do not properly adopt and implement the necessary proce
dures, a records management approach can fail to achieve the
various goals and to provide the intended benefits. Alterna
tively, hard enforcement of records management procedures
in a manner that ensures compliance but that requires addi
tional user actions beyond normal day to day work can hinder
productivity as users are required to carry extra workload, and
thereby devote time and attention to these extra tasks that
could be more productively used for other tasks, simply to
comply with Such procedures.

0005. As used herein, the term “record refers generally to
Something that represents proof of existence and that can be
used to recreate or prove state of existence, regardless of
medium or characteristics. A record can be created or

received by an organization in pursuance of or compliance
with legal obligations, in the transaction of business, etc. A
record can be a tangible object, Such as a paper document (e.g.
a birth certificate; a driver license; a physical copy of a medi
cal X-rays, a contract, etc.) or digital information, such as
electronic office documents, data in application databases,
web site content, and electronic mail (email). Unlike tangible
records, however, with digital records it can be more difficult
to ensure authenticity, reliability, trustworthiness, etc. For
example, the absence of a tangible equivalent of a digital
information record can complicate processes for preserving
and protecting the content, the context, the structure, etc. of
Such records.

0006. Once a record is created, one or more of an owner of
the record, a records repository, an authorized user, a records
management team member, or the like can set records con
trols to regulate access to and distribution of the record.
Records controls, as referred to herein, can include one or

more records management policies, procedures, rules, etc.,
which can pertain to access privileges, records lifecycle man
agement, and the like. For example, privileges can be set (e.g.
by an administrator, manager, etc.) on a repository to allow
users having certain roles to access particular records stored
in the repository. Lifecycle management, records manage
ment, or other software-based architectures can be used to
identify original records, versions of records, copies of
records, and distribution histories of records. Records main

tenance can be accomplished by formally and discretely iden
tifying records (e.g. by coding and storing records in folders
or other file plan hierarchies specifically designed for protec
tion and storage capacity, by informally identifying and filing
without indexing, or by other approaches.
0007 Content management is a related field to records
management. However, the two approaches are not always
compatible and are sometimes at odds with one another. A
content management system (CMS) Suitable for managing
the various content items that an organization produces or
receives, retains or otherwise stores, manipulates or modifies,
etc. can Support the requirements of one or more applications,
and optionally other requirements, to provide a coherent solu
tion in which content and management processes are capable
of accessing content across a variety of applications subject to
access controls, permissions, and the like. Content items
managed by a content management system can include one or
more of files, documents, images, photos, Web pages,
records, XML documents, other unstructured or semi-struc

tured files, etc., as well as directory structures such as folders,
file trees, file plans, or the like, which can provide organiza
tion for multiple content items in addition to storing or oth
erwise representing relationships between content items, etc.
For simplicity, the term “document' is used generically
herein to refer to all types of content items handled by a
content management system, while “record refers to a con
tent item that has been put under the control of a records
management System.

0008. A content management system can manage one or
more of the actual digital content of a document, the metadata
that describes a context of the document, associations
between the document and other content or documents, a

place and classification of the document in a repository,
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indexes for finding and accessing documents, etc. The content
management system can also manage processes and life
cycles of documents to ensure that this information is correct.
The content management system can also manage one or
more workflows for capturing, manipulating, editing, storing,
and distributing documents, as well as the lifecycle for how
long a document will be retained and what happens after that
retention period.
0009. A content management system for use in enterprise
content management can include one or more of document
management tools, applications, and interfaces to Support
general office work, search, and discovery. Workflow man
agement capabilities of a content management system can
Support various business processes, optionally including, but
not limited to, case management and review and approval.
Collaboration applications and services of a content manage
ment system can Support the collaborative development of
information and knowledge in the creation and refinement of
content and documents. Web content management services of
a content management system, which can be scalable, can
Support the delivery and deployment of content and docu
ments from the enterprise to users (e.g. end users of content,
customers of the enterprise, etc.). Records management capa
bilities of a content management system can capture and
preserve records based upon government-approved or other
standards. A standards-based platform can also provide
access to applications that use these standards, such as pub
lishing, image management, email management, etc.
0010 Currently available approaches to coordinating
records management with content management systems typi
cally involve moving a document from a content management
system repository to a records management repository when
the document is designated or otherwise classified as a record.
A records management team can manage policies for the
records retained at the records management repository. How
ever, such an approach can have the undesirable effect of
requiring users to understand operation and navigation of a
separate records management system to access documents
that they had previously authored, accessed, modified, had
read permissions for, etc. on the content management system
after those documents are designated as records and moved to
the separate records management system.
0011. Other approaches involving “in-place' records
management can include leaving documents in existing loca
tions on one or more content management systems but plac
ing control for the documents under the control of a separate
records management system that includes a common data
model configured to interact with the architectures of the one
or more content management systems and to define and
enforce records management policies on data, documents,
etc. in the different data storage systems. Such an approach
can be useful from the perspective of a records management
team, for example because use of a common data model
requires a records manager to understand only a single data
model. However, Such an approach can still require extraction
of documents from one or more content management systems
to a secured records management repository to perform
important records management functions such as legal holds,
archiving, and the like.
SUMMARY

0012. In light of the above-mentioned deficiencies in
existing approaches to records management, improved inte
gration Solutions between content management approaches
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and records or lifecycle management approaches are desir
able. Consistent with one or more implementations of the
current Subject matter, an “in-place' records management
approach can include in-place declaration of a record. In other
words, a document within a document library or other first file
structure associated with a content management system or
application can be declared as a record Such that records
management controls are set for the document. The setting of
the records management controls can include replacing the
document in the first file structure (e.g. a document library or
the like) with a record marker while the document itself, now
designated as a record, is relocated to a second file structure
associated with a record management system or application.
The record marker allows users of the content management
system or application who had access to the document prior to
its designation as a record to be able to access the correspond
ing record from within the content management system or
application (e.g. without needing to use a separate records
management system or application).
0013 Various aspects of the currently disclosed subject
matter are capable of providing such features in addition to
providing other possible advantages and benefits, which can
include, but are not limited to, isolating a content authoring
environment (e.g. a user interface and other functionality of a
content management system or application) from a records
management environment, minimizing impacts on the ways
in which users work with content, allowing users to interact
with an integrated content management and records manage
ment system without requiring understanding of the details of
the records management working practices, keeping records
available to users within their authoring environment while
the records management team has full control, and the like.
0014. In one aspect of the current subject matter, a method
includes causing a content object to undergo one or more
modifications initiated by one or more users of a content
management system. The content object includes content and
metadata of a document maintained by the content manage
ment system within a first file structure. The method also
includes providing access to the document for the one or more
users of the content management system via the first file
structure, detecting declaration of the document as a record,
assigning a location for the content object as a record within
a file plan of a records management system after the detecting
of the declaration of the document as the record, maintaining
the access to the content item via the first file structure such
that the one or more user can continue to interact with the

content object via a user interface of the content management
system, and sending a notification to a records manager
regarding the declaration of the document as the record.
0015. In optional variations, one or more of the following
features can be included in any feasible combination. The
notification can include at least one of a link to the location of

the record, a first option to request more information about the
record from the one or more users, and a second option to
reject the record. The user interface of the content manage
ment system can be changed after detecting declaration of the
document as a record Such that a display of information
relating to the content object in the user interface includes a
unique record identifier and an icon visually depicting that the
document has been declared as the record. The changing of
the user interface can further include removing one or more
previously available actions that were applicable to the docu
ment in the content management system. The content object
can be originated as the document, and the originating can
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include at least one of creation of a new document, copying of
an existing document or importing of an existing document
from another system into the first file structure of the content
management repository. Prior to the assigning of the location,
the operations can further include holding the record in an
unfiled records folder and performing one or more other
actions that can include at least one of completing the record,
adding additional metadata, requesting more information
from the one or more users, and rejecting the record. User
permissions can be maintained for access to the content
object Subject to an original set of permissions within the
content management system modified by one or more records
management policies applied to the content object as a result
of its designation as the record. The declaration of the docu
ment as a record can include at least one of a manual decla
ration received via a user interaction with a user interface of

the content management system, and an automated declara
tion resulting from occurrence of a trigger event or action
defined by a rule.
0016. In another interrelated aspect of the current subject
matter, a method includes moving a content object that
includes content and metadata of a document maintained

within a content management system of an organization into
an unfiled records folder of a records management system of
the organization. The moving occurs when the document is
declared as a record. The content object is evaluated to deter
mine a location within a file plan of the records management
system to which the content object is to be moved, and the
content object is moved from the unfiled records folder to the
location. A record marker in the content management system
is updated to provide access from a first file structure of the
content management system to the location such that users of
the content management system having access permissions
for the document can access the content object Subject to the
access permissions and one or more records management
policies enforced by the records management system.
0017. In optional variations, one or more of the following
features can be included in any feasible combination. The
record marker can be created in the content management
system upon the moving of the content object to the unfiled
records folder. Declaring of the document as the record can
occur within the content management system. The declaring
of the document as the record can include at least one of a
manual declaration received via a user interaction with a user

interface of the content management system, an automated
declaration resulting from occurrence of a trigger event or
action defined by a rule, and a automated designation result
ing from a workflow relating to the document. The evaluating
of the content object can include at least one of extracting
content from the content object, extracting the content from
the content object and performing a semantic analysis of the
content, evaluating original object metadata associated with
the content object evaluating a recordtag added to the content
object upon declaration of the document as the record, and
evaluating additional record metadata added to the content
object after declaration of the document as the record. The
location can include a file path that comprises a fixed path
information and configurable path information determined
by the evaluating of the content object. The file plan can
include one or more record categories, and the location can be
assigned to a record folder within a record category of the one
or more record categories. The record category can include a

retention and disposition schedule, which apply to the record
as well as to all other records present within the category and
within the record folder.

0018. In yet another interrelated aspect of the current sub
ject matter, a method includes detecting an occurrence of a
triggeraction or event relating to a content object maintained
within a content management system of an organization,
executing the records management rule in response to the
detecting Such that the content object is declared as a record
automatically, moving the content object from a first file
structure of the content management system to a second file
structure of a records management system, and retaining
access to the content object via the content management
system. The trigger action or event is defined by a records
management rule.
0019. In optional variations, one or more of the following
features can be included in any feasible combination. The
content object can be placed under control of the records
management system. The second file structure can include a
file plan. The moving of the content object can include chang
ing a primary association for the content object to a new
location in the second file structure, and the retaining of
access to the content object can include creating a secondary
association for the content objection to an original location of
the content object in the first file structure. The retaining of
access to the content object can include creating a record
marker in the first file structure Such that a navigation path to
the content object via the first file structure remains
unchanged from prior to the content object being declared as
a record. The retaining of access can include providing access
to the content object to a user of the content management
system Subject to one or more permissions the user possessed
for the content object prior to the content object being
declared as the record. The triggeraction or event can include
at least one of movement of the content object into a specified
folder in the first file structure, completion of a specified task
of a workflow involving the content object, a time-based
event, and a specified user interface action relating to the
content object. A record tag and additional record metadata
can be added to the content object. The additional record
metadata can include at least one of a type of content in the
content object, and an aspect comprising a custom metadata
tag to be assigned to the record. The custom metadata tag can
include information usable for at least one of searching of the
document, filing of the document, creation of a dynamic file
plan portion for the record, and rules-based filing of the
record in the second file structure.

0020 Implementations of the current subject matter can
include, but are not limited to, methods consistent with the

descriptions provided herein as well as articles that comprise
a tangibly embodied machine-readable medium operable to
cause one or more machines (e.g., computers, etc.) to result in
operations implementing one or more of the described fea
tures. Similarly, computer systems are also described that
may include one or more processors and one or more memo
ries coupled to the one or more processors. A memory, which
can include a computer-readable storage medium, may
include, encode, store, or the like one or more programs that
cause one or more processors to perform one or more of the
operations described herein. Computer implemented meth
ods consistent with one or more implementations of the cur
rent Subject matter can be implemented by one or more data
processors residing in a single computing system or multiple
computing systems. Such multiple computing systems can be
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area network, a wired network, or the like), via a direct con
nection between one or more of the multiple computing sys

0033 FIG. 9 shows a diagram illustrating features of a
disposition schedule as defined by a record category consis
tent with implementations of the current subject matter;
0034 FIG. 10 shows a screenshot illustrating features of a
user interface for defining and modifying disposition sched
ules consistent with implementations of the current Subject

tems, etc.

matter,

0021. The details of one or more variations of the subject
matter described herein are set forth in the accompanying
drawings and the description below. Other features and
advantages of the subject matter described herein will be
apparent from the description and drawings, and from the
claims. While certain features of the currently disclosed sub
ject matter are described for illustrative purposes in relation to
enterprise resource Software systems, content management
systems, enterprise content management systems, records
management systems, lifecycle management systems, and

0035 FIG. 11 shows another screenshot illustrating fea
tures of a user interface for defining and modifying disposi
tion schedules consistent with implementations of the current
Subject matter;
0036 FIG. 12 shows a diagram illustrating an example of
the interplay between sharing sites and a records management

connected and can exchange data and/or commands or other
instructions or the like via one or more connections, including
but not limited to a connection over a network (e.g. the Inter
net, a wireless wide area network, a local area network, a wide

other business software solutions or architectures, it should

be readily understood that such features are not intended to be
limiting unless otherwise expressly stated or implicitly
required by the context of the description of such features.
The claims that follow this disclosure are intended to define

the scope of the protected subject matter.
DESCRIPTION OF DRAWINGS

0022. The accompanying drawings, which are incorpo
rated in and constitute apart of this specification, show certain
aspects of the Subject matter disclosed herein and, together
with the description, help explain some of the principles
associated with the disclosed implementations. In the draw
ings,
0023 FIG. 1A shows a first view of a computing architec
ture including data structures and other components that can
be included in one or more implementations of the current
Subject matter,
0024 FIG. 1B shows a second view of the computing
architecture of FIG. 1A after designation of a document as a

site;

0037 FIG. 13 shows a screenshot illustrating features of a
user interface in which content is declared as a record con

sistent with implementations of the current Subject matter;
0038 FIG. 14 shows a screenshot illustrating features of a
user interface for defining and modifying rules for record
declaration consistent with implementations of the current
Subject matter;
0039 FIG. 15A, FIG. 15B, FIG. 16A, FIG. 16B, FIG.
17A, and FIG. 17B show a series of shows a screenshots

illustrating an example of declaration of a record via user
interaction with a user interface consistent with implementa
tions of the current subject matter;
0040 FIG. 18 shows a diagram illustrating how a content
workflow can result in declaration of a record consistent with

implementations of the current Subject matter;
0041 FIG. 19 shows a screenshot illustrating features of a
user interface for defining and modifying record declaration
rules consistent with implementations of the current Subject
matter,

0027 FIG. 3 shows a diagram illustrating features of a
content object consistent with implementations of the current
Subject matter,
0028 FIG. 4 shows a diagram illustrating features of a file
plan consistent with implementations of the current Subject

0042 FIG. 20 shows a diagram illustrating features of an
unfiled records folder consistent with implementations of the
current Subject matter,
0043 FIG. 21 and FIG. 22 show screenshots illustrating
features of a user interface for defining and modifying rules
for handling of records consistent with implementations of
the current subject matter;
0044 FIG.23 shows a diagram illustrating features of rule
interactions with the unfiled records folder and other inputs
constant with implementations of the current Subject matter;
0045 FIG. 24 shows a diagram illustrating features of a
webs crippling interface for records handling consistent with
implementations of the current Subject matter; and
0046 FIG. 25-27 show process flow diagrams illustrating
aspects of method having one or more features consistent
with implementations of the current subject matter. Ito be
added
0047. When practical, similar reference numbers denote

matter,

similar structures, features, or elements.

record;

0025 FIG. 2A shows another computing architecture
including data structures and other components that can be
included in one or more implementations of the current Sub
ject matter,
0026 FIG. 2B shows a second view of the computing
architecture of FIG. 2A after designation of a document as a
record;

0029 FIG. 5 shows a diagram illustrating features of an
arbitrarily complex file plan consistent with implementations
of the current subject matter;
0030 FIG. 6 shows a screenshot illustrating features of a
records management file plan user interface screen consistent
with implementations of the current subject matter;
0031 FIG. 7 shows a screenshot illustrating features of a
records management console consistent with implementa
tions of the current subject matter;
0032 FIG. 8 shows a screenshot illustrating features of a
end user interface consistent with implementations of the
current Subject matter,

DETAILED DESCRIPTION

0048. As noted above, implementations of the current sub
ject matter can provide an “in-place' records management
approach in which documents in a content management sys
tem can be seamlessly and transparently designated and
handled as records within a user framework that facilitates

appropriate levels of access and control for both document
users (e.g. content creators, manipulators, reviewers, etc.)and
records managers. Such benefits can be achieved by improve
ments to document filing, handling, and control, among other
features. Any or all of levels of access, permissions, disposi
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tion scheduling, filing, control, and the like for records in a
records management system are referred to generically herein
as records controls.

0049. Unless contradicted explicitly or by context,
descriptions of content management systems and records
management systems used herein generally apply to both
“on-premises” and "cloud-based installations of software
functionality providing one or more of the described features.
On-premises refers to a software installation that runs on one
or more servers within an organization's network and that is
optionally protected from access by users outside of the orga
nization by a firewall. Cloud-based refers to a software instal
lation that runs on one or more servers that are accessible via

a wide area network (e.g. the Internet) and not protected by an
organization’s firewall. It will also be understood that refer
ences to Systems (e.g. a content management System, a
records management system, etc.) are intended to include to
the software functionality of such installations and/or the
programmable processors upon which the Software function
ality is implemented. In other words, in some implementa
tions of the current Subject matter, a system need not be not
restricted to specific machines unless explicitly stated or oth
erwise required by the context in which the term is used. As an
example, the terms content management system and records
management system can optionally refer to Software solu
tions implemented on one or more server machines, which
can be located either inside or outside of an organization’s
network and/or firewall. Such software solutions may also be
referred to as content management applications and records
management applications, or similar terms. The terms con
tent management system and records management system
can also or alternatively refer to one or more computing
systems that include programmable processors or other com
puting hardware and that execute software or other program
ming to implement at least some of the functions discussed
herein.

0050. At least one content management repository (e.g. a
database storing content items, metadata about the content
items, etc.) can be part of a content management system. In
certain implementations of the current Subject matter, the
content management repository can also function as a records
management repository storing records, metadata about
records, and the like as a part of a records management
system. In other implementations of the current Subject mat
ter, content management repository and records management
repository functionality can be provided by two separate
repository structures. The term repository can refer to the data
structure within which content maintained by an associated
content and/or records management system is stored. Alter
natively or in addition, a repository can include a physical
storage medium (e.g. one or more hard drives, solid state
drives, random access memory modules, optical drives, mag
netic drives, or other physical media) and the data structure
stored on the physical medium.
0051. In some implementations of the current subject mat
ter, filing (e.g. organization) of records in a records manage
ment repository of a records management system can be
based on a file plan, which can be visualized as an outline or
other file structure that includes the records series, file orga
nization, active file locations, file transfer instructions, file

retention and disposition instructions, and other specific
instructions that provide guidance for effective management
of records. A file plan is an example of a second file structure
(discussed in more detail below) that can be employed within
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a record management system. This second file structure can
be a different file structure than a first file structure (also
discussed in more detail below) of a content management
system. In general, a file plan specifies how records are to be
organized once they have been created or received, provides a
“roadmap' to the records created and maintained by an orga
nizational unit, and facilitates dispositioning (e.g. transfer
ring to long term storage, deleting, etc.) of the records. A file
plan can include multiple hierarchical levels, for example
one, two, three, or even more. Records disposition can be
performed according to records controls that can be enabled
at different levels of the file plan hierarchy and inherited
according to the hierarchy structure. For example, a schedule
at a first level of the file plan hierarchy can be inherited to
documents, folders, etc. at a second, Subordinate level of the

file plan hierarchy.
0.052 Implementations of the current subject matter can
Support multiple records management "sites’ created
natively within a content management system, for example
within an on-premises content management system installa
tion or within a cloud-based tenant or client site offering
access to a content management system installation via a
Software-as-a service (SaaS) arrangement. A records man
agement site refers to a part of a repository designated for
keeping records that have some relation to one another, Such
as for example originating from one organization or Sub
organization, relating to a specific topic or field, or the like.
Alternatively or in addition, each of multiple records man
agement sites can have a different set of records controls. For
example, if more than one records management site is hosted
within a same content management system installation, users,
security, and other records management aspects can be
administered separately for each records management site.
Support of one or more integrated, in-place records manage
ment sites within a content management system installation
can enable in-place filing of records by users from within a
collaboration site or other typical content management sys
tem document access portal as discussed in greater detail
below. Additionally, by maintaining records in place, a user of
a collaboration site that is part of a content management
system can continue to access a document designated as a
record consistent with the permissions in place for the docu
ment before its designation as a record, Subject to any addi
tional records management policies, etc.
0053 Use of a single platform for both records manage
ment and content management consistent with implementa
tions of the current Subject matter can allow users to put any
kind of content object (e.g. a digital file that includes content
and/or metadata) under management, including social media,
collaborative content and multimedia files. This capability
can be referred to as hybrid enterprise content management
(ECM), and can facilitate collaboration across an extended
enterprise, while simultaneously ensuring the proper controls
and compliance necessary for records management. In addi
tion, a hybrid enterprise content management system can
integrate and Support hybrid workflows that can Support busi
ness processes of all types, including those that traverse both
cloud and on-premises content management system environ
ments. Illustrative examples of approaches including Such
features are described in co-pending and co-owned U.S.
patent application Ser. Nos. 14/170,369, 14/170,364, and
14/170,323, respectively entitled Hybrid Synchronization
Between Cloud and On-Premise Systems in a Content Man
agement System, Linking of Content Between Installations
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of a Content Management System, and Hybrid Workflow
Synchronization Between Cloud and On-Premises Systems
in a Content Management System, the disclosures of which
are incorporated herein by reference. In this manner, a hybrid
enterprise content management approach including one or
more of the features described herein can allow collaboration

across one or more firewalls or between users of two separate
content management systems while also enabling enforce
ment of records management compliance with minimal
impact on users.
0054 Document handling as used herein refers to features
relating to designation of a document as a record and enforc
ing records controls for records management. FIG. 1A and
FIG. 1B show diagrams of a computing architecture 100
illustrating an example of document handling. Consistent
with implementations of the current Subject matter, and
unlike previously available approaches, document handling
can include moving a document 102 from a first file structure
104 (e.g. a document library, a file plan, a hierarchical direc
tory, or the like) in a content management repository 106 to a
second file structure 110 (e.g. a file plan) in a records man
agement repository 112 when the document 102 is designated
as a record 102A. In this example, moving of the document
102 upon its designation as the record 102A can include
creating a duplicate of a content object containing the content
of the document 102, and optionally any metadata associated
with the document 102 in the second file structure 110 at the

records management repository 112. The original content
object at the content management repository 106 can option
ally be deleted, marked for deletion, flagged as inactive or
invalid, or the like once a duplicate of the digital file has been
created in the second file structure 110 at the records man

agement repository 112. In other words, in Some implemen
tations of the current subject matter, the digital file can be
moved from a first physical location (e.g. on a hard disk drive,
Solid State drive, optical drive, or other physical storage
medium) associated with the content management repository
106 to a second physical location associated with the records
management repository 112.
0055. In FIG. 1A, the document 102 has not yet been
designated as a record. Upon the document 102 being desig
nated as a record 102A, the document 102 is moved or oth
erwise transferred as the record 102A to the second file struc

ture 110 at the records management repository 112, and a
record marker 114 is created in the first file structure 104 at the

content management repository 106 as shown in FIG. 1B. It
will be understood that the content management repository
106 can be a unitary repository (e.g. allowing access to all
users of the repository) or a repository Supporting one, or
more than one, collaboration or “sharing site. Collaboration
sites can be separate document libraries or other first file
structures 104 via which access, permission, visibility, or
other limitations or restrictions can optionally be associated
such that a first subset of users with access to the content

management repository 106 can access a first collaboration
site (not shown in FIG. 1A or FIG. 1B) within the content
management repository 106, and a second Subset of (option
ally all) users with access to the content management reposi
tory 106 can access a second collaboration site (not shown in
FIG. 1A or FIG. 1B) within the content management reposi
tory 106.
0056. To allow authorized users of the document 102 to
continue to have access (Subject to the records controls
enforced by the records management repository 112) to the

record 102A, a record marker 114 can be created at the

content management repository 106 and placed in the first file
structure 104 such that the record 102A, despite now being
located in the second file structure 110 in the records man

agement repository 112, appears to remain at the content
management repository 106 at its same original location. For
example, the record marker 114 can remain within the first file
structure 104 in the content management repository 106 and
act as a link to the record 102A. One or more records controls

are applied to the record 102A at the records management
repository 112, and access provided via the record marker
114 at the content management repository 106 also is subject
to these records controls.

0057. A record marker 114 as used herein can refer to one
or more of various approaches to maintaining continuity in
document access for a user of the content management sys
tem 106. In some examples, upon moving of the content
object representing the document 102 from the first file struc
ture 104 to the second file structure 110, a secondary asso
ciation (e.g. a second parent-child dependency) can be cre
ated such that a primary association to the record 102A exists
in the second file structure (e.g. the file plan of the records
management system) 110 and the secondary association
exists in the first file structure 104. In effect, the content object
that contains the content and metadata of the document 102 as

well as any additional metadata appended to the content
object after declaration as a record 102A has two parent
associations, a primary association to a location in the second
file structure 110 and a secondary association to an original
location in the first file plan 104. In other examples, the record
marker 114 can include a link or other reference to the new

location of the content object (e.g. the declared record 102A)
in the second file structure 110.

0058. In the example of FIG. 1A and FIG. 1B, application
of the records controls can be handled via record folders

116A, 116B, 116C, 116D, which are defined within the sec
ond file structure 110. Four record folders are shown in FIG.

1A and FIG. 1B, but it will be understood that this is merely
illustrative. Any number of record folders (as well as record
sub-folders and the like) is within the scope of the current
subject matter. The second file structure 110 can be a file plan
as noted above, and can act as a container for records, record

folders, record categories and disposition schedules, etc.
0059 FIG. 2A and FIG. 2B show another computing
architecture 200 illustrating an alternative, aspect within the
Scope of the current disclosure. In this aspect, both content
management and records management can be performed
within a common repository 202 (which can optionally be a
group of two or more repositories managed by a common
management system). An integrated records management
and content management system 204 that includes the com
mon repository 202 can include both of a first file structure
104 and a second filed structure 110 as shown in FIG. 1A and
FIG. 1B and described above. The first file structure 104 can

Support content management functions, such as for example
one or more sharing sites (not shown in FIG. A1 or FIG. 2B),
and the second file structure 110 can Support records man
agement functions consistent with the discussion above relat
ing to a separate content management repository 106 and
records management repository 112. However, in the
example of FIG.2A and FIG.2B, the common repository 202
can contain both of the first file structure 104 and the second
file structure 110.
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0060. When the document 102 is designated as a record
102A, the digital file containing the content of the document
102, and optionally any metadata associated with the docu
ment 102, are moved from the first file structure 104 to the

second file structure 110. In this example, the moving of the
digital file from the first file structure 104 to the second file
structure 110 need not include copying or moving of the
digital file to different parts of a storage medium that stores or
maintains content of the common repository 202. Rather, the
digital file can remain stored in a same physical location (e.g.
on a hard disk drive, solid state drive, optical drive, or other
physical storage medium) while its file structure assignment
is changed from the first file structure 104 to the second file
structure 110.

0061. In FIG. 2A, the document 102 has not yet been
designated as the record 102A. Upon the document 102 being
designated as the record 102A, the document 102 is moved or
otherwise transferred as the record 102A to the second file

structure 110 of the records management system, and a record
marker 114 is created in the first file structure 104 of the

content management system (or collaboration or sharing site)
as shown in FIG.2B. As discussed above in reference to FIG.

1A and FIG. 1B, the first file structure of the content manage
ment system can be a unitary repository (e.g. allowing access
to all users of the repository) or a repository Supporting more
than one collaboration or sharing site. Collaboration sites can
be separate document libraries or other first file structures 104
with which access, permission, visibility, or other limitations
or restrictions can optionally be associated such that a first
Subset of users with access to the content management system
can access a first collaboration site within the first file struc

ture 104, and a second subset of (optionally all) users with
access to the content management system can access a second
collaboration site, which can be within the first file structure

104 or, alternatively, in a different first file structure (not
shown). The record marker 114 can be implemented consis
tent with one of the examples discussed in reference to FIG.
1B or some functional equivalent thereof.
0062 FIG. 3 shows a diagram illustrating features of a
content object 300 consistent with implementations of the
current subject matter. As noted above, a content object 300
can include a digital file or other comparable container that
includes content and/or metadata. A typical lifecycle for a
content object 300 can include originating as a document 102
(e.g. Stored in a first file structure 104 of a content manage
ment system), optionally undergoing one or more modifica
tions initiated by one or more users of the content manage
ment system, and eventual designation as a record 102A.
Origination of a document 102 can include creation of a new
document, copying of an existing document or importing of
an existing document from another system into a first file
structure 104 of a content management repository. As shown
in FIG.3, a content object 300 can include content 302, which
can include text, images, photos, Web pages, records, XML
documents, other unstructured or semi-structured files, or the

like. The content object can also include metadata 304, which
can also be referred to as original object metadata to denote
that this metadata 304 is associated with the content 302 while

the content object 300 is treated as a document 102 in a
content management system environment. Upon designation
of the document 102 as a record 102A, a record tag 306 can be
added to the content object 400. Optionally, additional record
metadata 310 can also be added to the content object 400. The
optional additional record data metadata, in Some implemen

tations, can indicate a type of content (e.g. PDF, Scanned
document, digital photo, "custom', etc.) in the content object,
one or more aspects to be assigned to the record, or the like.
Aspects can allow a user, a group of users, an organization,
etc. to define custom metadata tags to be associated with the
content object 300. These aspects can be used for searching,
filing, etc., and can in Some implementations of the current
Subject matter be referenced in dynamic file plan creation
and/or rules-based filing of records into a file plan or other
second file structure 110.

0063 A records management file plan structure (e.g. an
example of a second file structure 110 as discussed above in
reference to FIG. 1A, FIG.1B, FIG. 2A, and FIG. 2B) enables
classification and grouping of records with similar character
istics. For example, a file plan can include one or more record
categories, which can in turn contain retention and disposi
tion schedules for record folders and records assigned to the
record category (either directly, or by assignment to a record
folder within a record category). Disposition information,
which can include a disposition schedule, can define or oth
erwise determine how long the content or a record is to be
retained in a records management system and what should
happen to the content object 300 both after it becomes a
record and after it should no longer be retained.
0064 FIG. 4 shows a diagram illustrating the relationship
of various components of a records management file structure
110 that can be used in association with a records manage
ment approach consistent with various implementations of
the current subject matter. A file plan 402 can include one or
more record categories 404 (also referred to herein simply as
categories). A record category 404 can be used to control how
records are managed, and how records are disposed of when
they are no longer needed. This control can optionally be
defined using a disposition plan or a disposition schedule. A
record category 404 can also include other record categories,
for example record sub-categories or the like. A record folder
406 can be created in a record category 404, and can thereby
inherit the attributes of the record category 404 and be con
sidered to be under the control of the record category 404.
Once the record folder 406 is created, security restrictions
defined for the record folder 406 can apply to any records
102A within the record folder 406. A record folder 406 can be

open or closed. A closed record folder cannot accept records
for filing, while an open record folder can. As noted above, a
record 102A is a content object 300 (which can be any of a
number of content items as discussed elsewhere herein),
which is referred to as a document 102 when it is under the

control of a content management system (e.g. before desig
nation as a record 102A). A record 102A filed in a record
folder 406 is under the control of any record category 404
and/or record sub-categories to which the record folder 406
belongs.
0065. A records management repository 112 can include
one, or optionally more than one, second file structure 110
(e.g. one or more file plans 402). As noted above, the second
file structure 110 can be a file plan that is based on a file plan
definition, which can optionally include XML (extensible
markup language) or some other language (which can be a
markup language or some other language). A loader program
(or a module or other software functionality) can load the file
plan definition to configure the one or more servers upon
which the content management repository and records man
agement repository functionality described herein is imple
mented. A file plan of a second file structure 110 can include
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one or many record categories 404 and/or record category
series. For example, a file plan 402 consistent with implemen
tations of the current subject matter can be arbitrarily com
plex, for example to meet the needs of an organization, Sub
organization, or the like and/or to comply with one or more
records management standards (e.g. the U.S. Department of
Defense 5015.2 standard). FIG. 5 shows an example of an
arbitrarily complex records management file structure 110 in
which a file plan 402 includes multiple records categories
404, some with sub-categories 502, and a variety of records
folders 406 within the various categories 404 and subcatego
ries 502. As shown in FIG. 5, a category 404 or subcategory
502 can include either or both of sub-categories 502 and
records folders 406. Recordfolders 406 can also include other
record folders 406.

0066. The approaches illustrated in FIG. 1A and FIG. 1B
and FIG. 2A and FIG. 2B can support both standalone system
installations and the use of multiple servers (either collocated
or distributed among multiple locations) to provide integrated
content and records management Solutions that can be wholly
on-premises installations, wholly cloud-based installations,
or hybrid installations in which on-premises and cloud-based
installations interact to provide content management and
records management functionality.
0067. The architecture example shown in FIG. 1A and
FIG. 1B can optionally include a single server machine
(which can optionally include multiple processors) or mul
tiple server machines upon which the content management
repository 104 is implemented and one or more server
machines upon which the records management repository
112 is implemented. In the architecture example shown in
FIG. 2A and FIG. 2B the common repository 202 can be
implemented on one or more than one server machine.
0068 FIG. 6 shows a screenshot 600 of a file plan user
interface Screen. The user interface can include various sec

tions (e.g. panes, frames, etc.) that provide different function
ality and display different information. In the screenshot 600
of FIG. 6, a navigation section 602 can include a directory
structure with a file planata root of the directory structure and
categories and folders subordinate to the file plan. When part
of the directory structure is selected, a detail section 604 can
display details about the contents of the selected file plan,
category, folder, etc. In the screenshot 600, the detail section
604 shows information about a record folder for FY2013.
This folder further includes several additional case folders

that include records relating to specific cases. As is discussed
in more detail below, an action console 606 is displayed with
a selected folder in the detail section 604. The detail console

can include options including viewing details about the
selected folder, reopening a closed folder (or optionally clos
ing an open folder), cutting off the folder (e.g. So that records
in the folder can no longer be edited), destroying the folder
and its contents, editing a disposition date or schedule of the
folder, freezing (or optionally unfreezing) the folder and its
contents, copying the folder and/or its contents to another
location, managing folder permissions, deleting the folder,
viewing an audit log for the folder, etc. It will be understood
that similar actions can be performed at any level of the file
plan, including categories, Sub-categories, folders, Sub-fold
ers, and individual records.
0069. As discussed above in reference to FIG. 3, a content

object 300 is appended with a record tag 306 and can option
ally be further appended with additional record metadata 310.
FIG. 7 show a screenshot 700 illustrating a records manage

ment console user interface in which options for Such addi
tional record metadata can be created, modified, and other

wise managed. FIG. 8 shows a screenshot 800 of an end user
interface illustrating how a user can be queried for additional
record metadata upon designating a document as a record. In
Some implementations of the current Subject matter, a pop-up
window 802 or other input prompt can be displayed to request
that the user indicate a record type and/or other aspects or
metadata information to be added to the content object 300
that is now designated as a record. As discussed in more detail
below, some implementations of the current Subject matter
can also or alternatively include automated or dynamic addi
tion of record metadata, for example based on a context of the
document 102 that is designated as the record 102A, the
actual content 302 of the document 102, original document
metadata 304, or the like.

0070 FIG. 9 shows a diagram 900 illustrating a graphical
representation of a disposition schedule and how it can be
applied per a record category 404. As noted above, properties
of a record category 404, including a disposition schedule
defined for the record category 404, propagate to all record
folders 406 and records 102A within the record category 404.
A disposition schedule 902 defined for the record category
404 can include definitions of disposition criteria used to
assign a record 102A or record folder 406 (or optionally a
Subcategory within the record category 404) to a specific
state. The disposition criteria can include timing criteria (e.g.
dates, times, durations, etc.) as well as event criteria (e.g.
relating to actions performed on the records, to changes in
context) that can be defined by rules or triggers. Examples of
record disposition states include cutoff 904 (e.g. no more
editing allowed), retain (e.g. how long a document should be
retained before it is disposed of), transfer (e.g. moving of a
record to another records management system), accession
(e.g. moving of a record to an archival site), and destroy (e.g.
destroying of a record after its retention period ends).
(0071 FIG. 10 shows a screenshot 1000 illustrating fea
tures of an example user interface for viewing a disposition
schedule, for example by setting values for cutoff times (e.g.
10 days after record designation), retention (e.g. 5 years),
accession, transfer, destruction, etc. FIG. 11 shows another

screenshot 1100 illustrating features of an example user inter
face for defining a disposition schedule, which can include
options for defining data and/or event triggers for State tran
sitions for records. Events can include options including (but
not limited to) closing of case, completing a case, a record
becoming obsolete, redesignation, abolishment of a record or
its underlying content, termination of allowances, separation,
transfer of related records, Superseding of a record, etc. User
definition of custom events (e.g. events not predefined by a
records management system vendor can also be Supported.
0072 Consistent with implementations of the current sub
ject matter, record security can be configurable at any level of
desired granularity. For example, access permissions (e.g.
read, write, etc.) can be configured per user, per role, etc., and
can be defined at a record level, a record folder level, a record

category level, and/or a file plan level. These access permis
sions can control the types of actions a particular user can
take. In some examples, a mapping can exist (e.g. based on
roles, permissions held by users in a content management
system from which a document is declared as a record, or the
like) between users or groups of users and access rights to a
record in a records management system.
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0073 Implementations of the current subject matter can
also support various audit security features, such as for
example an ability to create an edit history for a record 102A,
a record folder 406, a record category 404, and/or an entire
file plan 402. An audit report generated in this manner can
optionally be saved as a record consistent with other features
of a content object as discussed herein.
0074 As noted above, implementations of the current sub
ject matter can provide advantages relating to facilitating full
participation among users at an organization in the processes
of records management. User adoption is critical to the Suc
cess of records management and governance programs.
Implementations of the current Subject matter can allow users
to declare records “in-place' without the need to move a
document to another site or remove it from content work

flows. Further advantages, possibly including but not limited
to isolation of content users from the records management
structure and processes, isolation of records managers from
the document authoring environment while still providing
full control over the records management structure and pro
cesses, and seamless integration of records management
actions and processes with the content management ecosys
tem, can also be realized in association with various imple
mentations of the current Subject matter.
0075 FIG. 12 shows a diagram 1200 illustrating an
example of a content management environment. A central
records management repository 112 (which can optionally be
a designated part of a common repository 202 as discussed in
relation to FIG. 2A and FIG. 2B above) can serve as a com
mon 'site' for handling records management for all content
of an organization, including content that is generated, modi
fied, accessed, etc. by users who are internal and optionally
also external to the organization. These users can interact with
documents 102 via one or more content management system
sites, which can also be referred to as collaboration or sharing
sites. In the example of FIG. 12, separate sharing sites 1202,
1204, 1206, 1210 can exist to handle documents respectively
relating to engineering, marketing, contracts, and human
resources. Each sharing site can include its own content man
agement rules, workflows, access permissions, and the like,
which can be configured to facilitate the business activities
Supported by the specific sharing site. However, declaration
of a document from any of these sharing sites 1202, 1204,
1206, 1210 as a record results in the content object 300 of the
document being moved to the records management site 112
while a record marker 114 is created at the appropriate shar
ing site Such that a user with access to the document via the
sharing site can continue to have access to the record Subject
to any controls that are enforced by the records management

dynamically updated Such that user interaction with the
record marker 114 continues to allow access to the record

102A as long as the record remains available for such inter
action Subject to the disposition schedule and access permis
sions controlled by the records management site 112 Consis
tent with some implementations of the current Subject matter,
an arrangement similar to that shown in FIG. 12 can be
configured when a sharing site is enabled for record manage
ment features. For example, upon creation of a sharing site (or
alternatively after Such creation), a sharing site administrator
can access one or more configuration user interface screens
that provide options relating to enablement of records man
agement features for the sharing site. The administrator can
choose to hide or not hide a document from the sharing site
once the document has been declared as a record and can also

configure settings defining criteria that govern when and
whethera user of the sharing site has permissions to declare a
document as a record. For example, an administrator may be
able to choose between allowing users to declare a document
as a record at any time, after a major revision (criteria for
defining what constitutes a major revision can also be set),
once the document is published, etc. Users can be given
record declaration privileges based on various criteria Such as
roles within an organization, specific user identities, etc.
0077. In some examples, enabling of records management
capabilities for a sharing site can cause a notification to be
sent to a records management team Such that the records
management team can review whether the sharing site should
be linked to the records management system. Users of a
sharing site linked to a records management system are gen
erally not given full records management access, but may
instead be assigned a restricted access role within the records
management system (e.g. records management contributor).
This restricted access role can allow a sharing site user to, for
example, add new records to the records management file
plan, to read records for at least Some time assuming the user
had such access to the originating document in the sharing
site, and/or write or edit access to a record and/or its metadata

for some limited period of time (e.g. prior to cutoff).
0078 Enablement of records management features for a
sharing site can also be disabled after having been enabled,
but generally only by a user with Sufficient permissions. Once
a sharing site is decoupled from the records management
system, records created from documents in the sharing site
can optionally no longer be accessed from the sharing site. In
other words, the record marker 114 created in the sharing site
for a record can be deleted or otherwise de-linked from the

corresponding record even though the record remains in the
file plan 402 or other second file structure 112 of the records

site 112. In this manner, a user need not know or understand

management System.

anything about a directory structure of the records manage

0079. As noted above, an enabled sharing site can include
an additional permission group called record contributors or
the like. By default this group can contain all the members of
the sharing site, but it can also be configurable to contain a
Sub-set of roles/groupS/users if required. A user must be a
member of the record contributors group of a sharing site to

ment site 112.

0076 Filing and management of records can take place
under the Supervision of a records management team "behind
the scenes from the perspective of the user. This result can be
achieved because of the creation of the record marker 114

automatically after a record is declared and the placement of
the record marker 114 into the same directory location in the
first file structure 104 of the content management system
repository 106, or optionally within one of a plurality of
sharing sites 1202, 1204, 1206, 1210 within a content man
agement system environment. Whena record is moved within
the records management site 112, the record marker 114 at the
content management system repository or sharing site is

be able to make a document a record. A record contributors

role can also be added to a file plan 402 or other second file
structure 110 of the records management system, and user
with this role can have view and create record capabilities
Such that their permissions include read and file on newly
declared records. A records contributor can also have read

permissions on the root of the file plan, but may in some
examples not be able to see a remainder of the filing hierarchy
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(e.g. unless additional permissions have been set by the
records administrator). When a sharing site user has read
permissions on a document that has been declared as a record,
the read permissions can be mapped to a comparable records
management read permission while other document-centric
permissions may be ignored.
0080 FIG. 13 shows a screenshot 1300 illustrating fea
tures of a user interface screen viewable by a user of a content
management system repository or sharing site. Three docu
ments 1302, 1304, 1306 are shown in the detail section of the

screen. These three documents are in an “open case file'
folder of a first file structure 104 of the content management
system repository or sharing site. Through user interaction
with an action console 1310, the user can select the action
“declare as record,” which causes the document 1304 to be

declared as a record. Optionally, a confirmation screen or
window or the like can be displayed to a user so that the user
can verify his or her intention to declare the document as a
record.

0081. As noted above, declaration of the document 1304
as a record causes the content object 300 of the document
1304 to be moved to the records management site 112. A
record marker 114 is created in the content management
system repository or sharing site. A notification can be sent to
a records manager when a new record is declared, and the
notification can include information Such as a link to a current

location of the newly declared record (e.g. automatically filed
in a file plan, held in an unfiled records folder as discussed
below, etc.). A records manager can also be prompted with an
option to request more information about the new records
from the user, for example in the notification or via interaction
with the new record in a records management user interface,
or to reject the record. A rejected record can be reverted to its
previous state as a document in the sharing site or content
management System.

I0082 Movement of the content object 300 and creation of
the record marker 114 occurs without any significant impact
visible by the user at the sharing site and/or content manage
ment system. The user interface representation of the docu
ment 1304 will change slightly. For example, the document
1302 has been previously designated as a record prior to
capturing as the screenshot 1300. Accordingly, the display of
the record 1302 includes a “unique record identifier and the
user interface depiction of the document includes an icon
1312 that visually indicates that it is now declared as a record.
Additionally, one or more previously available actions that
were applicable to the document in the sharing site or content
management system can be removed from the user interface.
While FIG.13 shows declaration of a record via amouse click

or touchscreen selection of a user interface element, it will be

understood that keyboard shortcuts, as well as other types of
user inputs (e.g. visual, tactile, auditory, etc.) can be sued to
declare a record as well as to perform other interactions with
a user interface as discussed herein.

0083. In some implementations of the current subject mat
ter, placement of records into specific file plans, records cat
egories, records folders, or the like can be automated, thereby
reducing the need for business users to navigate complex
classification structures. In addition, Some implementations
of the current subject matter provide reduced demands on
records managers via features that auto-create file plans based
on pre-configured business rules. Such an approach can allow
for dynamic folders that can be automatically created, thereby
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allowing the file plan to adapt with the business over time
throughout the content lifecycle.
I0084. In addition to the approach of manually labeling a
document or case file as "closed thereby causing its auto
mated designation as a record, the current Subject matter also
includes other functionality that can invoke designation of
one or more documents, or optionally all documents in a
folder in a first file structure 104 (e.g. a file structure associ
ated with a content management system 104 or sharing site),
as a record. For example, consistent with some implementa
tions of the current Subject matter, declaration of a record can
be an automated process that occurs according to one or more
criteria. For example, FIG. 14 shows a screenshot 1400 illus
trating user interface features relating to rules for declaring
documents as records. In this example, a rule can be estab
lished that when a case is designated as closed (e.g. when a
folder containing documents relating to the case is moved
from an open case folder to a closed case folder in the first file
structure 104, when a user designates the case as closed, etc.),
the documents relating to the case are automatically declared
as records. In the non-limiting example of FIG. 14, the rule is
established for a "closed case files' folder in the first file

structure 104 such that when any content is moved to the close
case files folder, that content is designated as a record.
I0085 Automated declaration of records can be imple
mented via other approaches as well. For example, a user or
owner of a content object that is involved in a workflow or
other business process (referred to generically herein as a
workflow), for example a workflow having one or more
actions, processes steps, Sub-processes, or the like through
which a user is guided within a content management system,
can perform an action, or an event can occur, during the
workflow that automatically results in the content object
being designated as a record. As an example of this feature, a
workflow can include handling of a case, such as for example
an insurance claim. FIG. 15A, FIG. 15B, FIG.16A, and FIG.

16B show example screenshots 1500, 1520, 1600, 1620 of
user interface Screens with which a user can interact in the

course of completing actions associated with the workflow.
FIG. 15A shows a first Screenshot 1500 in a first folder 1502

containing “active customer case files' and a second folder
1504 continuing “closed case files' shown as active use inter
face elements. Selection of the first folder 1502 can directly or
indirectly result in display of a second screenshot view 1520
shown in FIG. 15B. For example, if only one active case file
is included in the first folder 1502, the screenshot 1520 of

FIG. 15B can be displayed directly.
0.086 Individual active case files can also exist within the
first folder 1502 such that an intervening screen can allow a
user to select a specific active case file within which to work.
The screenshot 1520 of FIG. 15B shows an example of con
tents of Such an active case file. In this example, the active
case file includes a PDF file 1522 containing documents
relevant to the specific active case file. Also included is an
image 1524 associated with the case file. For example, if the
active case file is for an insurance claim, the image 1524 can
document a loss or other damage to which the claim relates.
0087. In both of the screenshots 1500 and 1520 of FIG.
15A and FIG. 15B and also in the Screenshot 1600 of FIG.

16A, a currently “active' user interface element (e.g. one over
which the cursor 1526 is hovering) can have displayed with it
an action console 1530. In FIG. 16A, a “edit properties” tool
1602 is selected by the cursor 1526. This selection can cause
display of an edit properties screen, which is shown in the
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screenshot 1620 of FIG. 16B. Within this edit properties
screen, a user can edit information about or other properties of
the content object, Such as for example a case number, a name,
a title, a description, or one or more tags or other metadata to
be associated with the case.

0088. In addition, the edit properties screen can include a
“case closed' user interface element 1622. Activation of this

element 1622 and saving of the changes to the properties (e.g.
via a “save' button as shown in FIG. 16B or some other

approach) returns the view to the screenshot 1700 of FIG.
17A, in which the case file 1522 shown in FIG. 15B remains,

but is now designated as a record 1702 with a unique record
identifier 1704 and a record indicator icon 1706. The screen

shot 1720 of FIG. 17B shows a change to the action console
1530 to reflect actions that a user can take with respect to a
declared record. In this example the options include down
loading the record, editing the record metadata, and hiding
the record. Other options are within the scope of the current
Subject matter.
I0089 FIG. 18 shows a diagram 1800 illustrating features
of a general workflow that can result in automated designa
tion of a record. Content can be generated and/or edited at
1802 within a first file structure 104 (not shown in FIG. 18)
and reviewed at 1804. The workflow can include an approval
point 1806, which can result in editing and reviewing being
repeated. At 1810, the content is published, and the publica
tion is verified at 1812. The workflow can have associated
with it a rule that causes the content to be declared automati

cally as a record at 1814 upon verification of publication at
1812. The declared record can be routed to a records man

agement service 1816, which can optionally request addi
tional metadata and/or route the new record to a file plan 402
(not shown in FIG. 18) or to an unfiled records folder (dis
cussed below) in a records management site 112.
0090 FIG. 20 shows a screenshot 1900 illustrating an
example of user interface features that can facilitate configu
ration of record declaration rules based on user actions.

Actions can be selected from a pulldown menu 1902 (or other
user interface feature), and these actions can be performed
when other defined criteria are met, for example if specific
events occurs or a time-based criteria is met.

0091. The current subject matter also includes features
relating to handling of records once they are declared. FIG.20
shows a diagram 2000 illustrating an approach to handling
declared records. In this example, the sharing sites 1202,
1204, 1206, 1210 discussed above in reference to FIG. 12 are

reproduced along with the records management site 112. The
records management site includes a complex file plan 402
with numerous records categories, records folders, etc. While
Some previously available approaches have relied upon mem
bers of a records management team to assign incoming
records to various parts of a records management filing struc
ture, the current subject matter allows useful automation of
many aspects of these tasks. One advantageous feature that
can appear in some implementations of the current Subject
matter is an “unfiled records' folder 1802 into which a newly
declared record is placed by default unless some other spe
cific designation is associated with the record. In effect,
incoming records are “funneled into the unfiled records
folder 2002. From the unfiled records folder 2002, records

can be filed into appropriate locations in the file plan 402,
and/or one or more other optional actions can occur.
0092. The unfiled records folder 2002 serves as an inter
mediate location for the record before it is assigned a location

in the file plan. From the unfiled records folder, the record can
be filed into the file plan, or one or more other actions can be
performed. Such as for example one or more of completing the
record, adding additional metadata, requesting more informa
tion from the user (e.g. initiating a workflow to request that
the user who declared the record provides more information
about his or her intent in declaring the record), rejecting
creation of the record, and the like. One or more rules can be
defined for the unfiled records folder 2002, and these rules

can determinehow a newly declared record is inserted into the
file plan 402 or whether other actions are performed as
described in this paragraph. In some examples, the rules can
include definition of a dynamic file path based on one or more
attributes of the record.

(0093 FIG. 21 shows a screenshot 2100 illustrating
examples of some user interface features relating to filing of
records from the unfiled records folder 2002. A rule definition
2102 can include evaluation of criteria as well as actions to be

performed. In this example, a file path to which a record is to
be assigned can include both fixed path and configurable path
information. The configurable path information can be Sub
stitutable based on evaluation of the content object 300 of the
declared record. For example, the original object metadata
304 and/or the record tag 306 and/or the optional additional
record metadata 310 can be evaluated to determine a dynamic
path into which the record should be directed. In some imple
mentations of the current Subject matter, the actual content
302 of the content object 300 can be evaluated to extract
information to be used in determining the file path. A non
limiting example of a file path that includes both fixed path
and configurable path information can designate a fixed file
path part referencing a contracts folder and a configurable
path that dynamically references appropriate nested Sub-fold
ers for calendar year and month. The values for the calendar
year and month can optionally be evaluated from content
and/or metadata associated with the record. For example, the
content can be evaluated to determine whether a signing date
is included in the document that was designated as a record.
Alternatively, metadata (e.g. original object metadata 304, a
record tag 306, and/or optional additional record metadata
can be evaluated to determine a last saved date or the like.

(0094 FIG. 22 shows a screenshot 2200 illustrating
examples of some additional user interface features relating
to filing of records from the unfiled records folder 2002. In
this example, a pulldown menu 2202 or other user interface
feature can provide options for determining actions to take
based on evaluated attributes of a declared record.

(0095 FIG. 23 shows a diagram 2300 illustrating features
relating to handling of records in an unfiled records folder
2002. One or more rules (e.g. a set of rules 2302) can be
applied to the records for determining filing locations in the
file plan 402. Certain rules can invoke execution of one or
more web scripts (e.g. pieces of executable code) based on
events, user actions relating to record declaration or other
actions taken on the document or the record resulting from
declaration of the document as a record, or the like. The one

or more webscripts can be executed via an application pro
graming interface Such as for example a web scripting inter
face 2304, and can invoke operations such as semantic analy
sis, metadata extraction, and the like. The outputs of these
web scripts can be appended to the record as additional
optional record metadata. Alternatively or in addition, the
web script output(s) can be used in dynamic file path defini
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tions, for creation of new rules, new folders or other file

structures in the file plan 402, or the like.
0096 FIG. 24. shows a diagram 2400 illustrating features
relating to creation of record content for inclusion in a records
management system consistent with implementations of the
current subject matter. Rules 2302 and/or workflows 2402
can implement features of a web scripting interfaces, which
can in turn access and be capable of extracting data from other
systems or applications external to a content management
system 304 and/or sharing sites. Examples of external sys
tems or programs can include e-mail servers or applications
2404, social media servers or applications 2406, enterprise
resource planning (ERP) servers or applications 2410, and the
like. Content extracted from these external sources can be

routed to an unfiled records folder 2002 for further processing
consistent with implementations of the current Subject matter.
0097 FIG. 25 shows a process flow diagram illustrating
features of a method consistent with implementations of the
current subject matter. At 2502, a content object maintained
within a content management system of an organization is
declared as a record, for example by a user manually declar
ing the record or by one or more automated processes con
sistent with the descriptions herein. The content object is
moved from a first file structure of the content management
system to a second file structure of a records management
system at 2504 where the content object is designated as a
record Subject to records management policies defined for the
organization at 2506. A record marker is created at 2510 in the
first file structure such that a navigation path to the content
object via the first file structure remains unchanged from prior
to the content object being declared as a record. A record tag
can be added to the content object, and optionally additional
record metadata are also added. User permissions for access
to the content object now declared as the record can be main
tained Subject to original permissions within the content man
agement system augmented with one or more records man
agement policies.
0098 FIG. 26 shows a process flow diagram 2600 illus
trating features of a method consistent with implementations
of the current subject matter. At 2602 an occurrence of a
triggeraction or event relating to a content object maintained
within a content management system of an organization is
detected. The trigger action or event is defined in a records
management rule. The rule is executed at 2604 such that the
content object is declared as a record. At 2606, the content
object is moved from a first file structure of the content
management system to a second file structure of a records
management system, while access to the content object via
the content management system is retained at 2610.
0099. In some implementations, retaining access to the
content object via the content management system includes
creating a record marker in the first file structure Such that a
navigation path to the content object via the first file structure
remains unchanged from prior to the content object being
declared as a record. In other implementations, the moving of
the content object includes changing a primary association
for the content object to a new location in the second file
structure, and the retaining of access to the content object
includes creating a secondary association for the content
objection to an original location of the content object in the

includes content and metadata of a document maintained

within a content management system of an organization is
moved into an unfiled records folder of a records management
system after the document has been declared as a record. The
content object is evaluated at 2704 to determine a location
within a file plan of the records management system to which
the content object is to be moved. The evaluating can include
one or more of execution of a rule, semantic analysis of
content of the content object, extraction of metadata of the
content object, and the like. At 2706, the content object is
moved to the location, and at 2710, a record marker in the

content management system is updated to provide access
from a first file structure of the content management system to
the location Such that users of the content management sys
tem having appropriate access permissions for the document
can access the content object Subject to those access permis
sions and one or more records management policies.
0101 One or more aspects or features of the subject matter
described herein can be realized in digital electronic circuitry,
integrated circuitry, specially designed application specific
integrated circuits (ASICs), field programmable gate arrays
(FPGAs) computer hardware, firmware, software, and/or
combinations thereof. These various aspects or features can
include implementation in one or more computer programs
that are executable and/or interpretable on a programmable
system including at least one programmable processor, which
can be special or general purpose, coupled to receive data and
instructions from, and to transmit data and instructions to, a

storage system, at least one input device, and at least one
output device. The programmable system or computing sys
tem may include clients and servers. A client and server are
generally remote from each other and typically interact
through a communication network. The relationship of client
and server arises by virtue of computer programs running on
the respective computers and having a client-server relation
ship to each other.
0102 These computer programs, which can also be
referred to programs, software, Software applications, appli
cations, components, or code, include machine instructions
for a programmable processor, and can be implemented in a
high-level procedural language, an object-oriented program
ming language, a functional programming language, a logical
programming language, and/or in assembly/machine lan
guage. As used herein, the term “machine-readable medium’
refers to any computer program product, apparatus and/or
device. Such as for example magnetic discs, optical disks,
memory, and Programmable Logic Devices (PLDs), used to
provide machine instructions and/or data to a programmable
processor, including a machine-readable medium that
receives machine instructions as a machine-readable signal.
The term “machine-readable signal” refers to any signal used
to provide machine instructions and/or data to a program
mable processor. The machine-readable medium can store
Such machine instructions non-transitorily, such as for
example as would a non-transient Solid-state memory or a
magnetic hard drive or any equivalent storage medium. The
machine-readable medium can alternatively or additionally
store such machine instructions in a transient manner, Such as

for example as would a processor cache or other random
access memory associated with one or more physical proces

first file structure.

SOCOS.

0100 FIG. 27 shows a process flow diagram 2700 illus
trating features of a method consistent with implementations
of the current subject matter. At 2702, a content object that

0103) To provide for interaction with a user, one or more
aspects or features of the subject matter described herein can
be implemented on a computer having a display device. Such
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as for example a cathode ray tube (CRT) or a liquid crystal
display (LCD) or a light emitting diode (LED) monitor for
displaying information to the user and a keyboard and a
pointing device. Such as for example a mouse or a trackball,
by which the user may provide input to the computer. Other
kinds of devices can be used to provide for interaction with a
user as well. For example, feedback provided to the user can
be any form of sensory feedback, Such as for example visual
feedback, auditory feedback, or tactile feedback; and input
from the user may be received in any form, including, but not
limited to, acoustic, speech, or tactile input. Other possible
input devices include, but are not limited to, touch screens or
other touch-sensitive devices such as single or multi-point
resistive or capacitive trackpads, Voice recognition hardware
and Software, optical scanners, optical pointers, digital image
capture devices and associated interpretation Software, and
the like.

system of an organization into an unfiled records folder
of a records management system of the organization, the
moving occurring when the document is declared as a
record;

evaluating the content object to determine a location within
a file plan of the records management system to which
the content object is to be moved;
moving the content object from the unfiled records folder
to the location; and

updating a record marker in the content management sys
tem to provide access from a first file structure of the
content management system to the location such that
users of the content management system having access
permissions for the document can access the content
object Subject to the access permissions and one or more
records management policies enforced by the records
management System.

0104. In the descriptions above and in the claims, phrases
such as “at least one of or "one or more of may occur
followed by a conjunctive list of elements or features. The
term “and/or may also occur in a list of two or more elements
or features. Unless otherwise implicitly or explicitly contra
dicted by the context in which it used, such a phrase is
intended to mean any of the listed elements or features indi
vidually or any of the recited elements or features in combi
nation with any of the other recited elements or features. For
example, the phrases “at least one of A and B:” “one or more

2. A computer program product as in claim 1, wherein the
operations further comprise creating the record marker in the
content management system upon the moving of the content
object to the unfiled records folder.
3. A computer program product as in claim 1, wherein
declaring of the document as the record occurs within the

of A and B:” and “A and/or B' are each intended to mean "A

user interface of the content management system, an auto
mated declaration resulting from occurrence of a trigger event
or action defined by a rule, and a automated designation
resulting from a workflow relating to the document.
5. A computer program product as in claim 1, wherein the
evaluating of the content object comprises at least one of
extracting content from the content object, extracting the
content from the content object and performing a semantic
analysis of the content, evaluating original object metadata
associated with the content object evaluating a record tag
added to the content object upon declaration of the document
as the record, and evaluating additional record metadata
added to the content object after declaration of the document

alone, B alone, or A and B together.” A similar interpretation
is also intended for lists including three or more items. For
example, the phrases “at least one of A, B, and C: "one or
more of A, B, and C:” and "A, B, and/or Care each intended

to mean "A alone, B alone, C alone, A and B together, A and
C together, Band C together, or A and B and C together.” Use
of the term “based on above and in the claims is intended to

mean, “based at least in part on. Such that an unrecited
feature or element is also permissible.
0105. The subject matter described herein can be embod
ied in Systems, apparatus, methods, and/or articles depending
on the desired configuration. The implementations set forthin
the foregoing description do not represent all implementa
tions consistent with the subject matter described herein.
Instead, they are merely some examples consistent with
aspects related to the described subject matter. Although a
few variations have been described in detail above, other

modifications or additions are possible. In particular, further
features and/or variations can be provided in addition to those
set forth herein. For example, the implementations described
above can be directed to various combinations and Subcom
binations of the disclosed features and/or combinations and
subcombinations of several further features disclosed above.

In addition, the logic flows depicted in the accompanying
figures and/or described herein do not necessarily require the
particular order shown, or sequential order, to achieve desir
able results. Other implementations may be within the scope
of the following claims.
What is claimed is:

1. A computer program product comprising a non-transi
tory machine-readable storage medium storing instructions
that, when executed by at least one programmable processor,
cause the at least one programmable processor to perform
operations comprising:
moving a content object comprising content and metadata
of a document maintained within a content management

content management system.

4. A computer program product as in claim 3, wherein the
declaring of the document as the record comprises at least one
of a manual declaration received via a user interaction with a

as the record.

6. A computer program product as in claim 1, wherein the
location comprises a file path that comprises fixed path infor
mation and configurable path information determined by the
evaluating of the content object.
7. A computer program product as in claim 1, wherein the
file plan comprises one or more record categories, and the
location is assigned to a record folder withina record category
of the one or more record categories.
8. A computer program product as in claim 7, wherein the
record category comprises a retention and disposition sched
ule, the retention and disposition schedule applying to the
record as well as to all other records present within the cat
egory and within the record folder.
9. A computer-implemented method comprising:
moving a content object comprising content and metadata
of a document maintained within a content management
system of an organization into an unfiled records folder
of a records management system of the organization, the
moving occurring when the document is declared as a
record;

evaluating the content object to determine a location within
a file plan of the records management system to which
the content object is to be moved;
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moving the content object from the unfiled records folder
to the location; and

updating a record marker in the content management sys
tem to provide access from a first file structure of the
content management system to the location Such that
users of the content management system having access
permissions for the document can access the content
object Subject to the access permissions and one or more
records management policies enforced by the records
management System;

wherein the moving of the content object into the unfiled
records folder, the evaluating of the content object, the
moving of the content object from the unfiled records
folder to the location, and the updating of the record
marker comprise operations performed by one or more
systems comprising computer hardware.
10. A method as in claim 9, further comprising creating the
record marker in the content management system upon the
moving of the content object to the unfiled records folder.
11. A method as in claim 9, wherein declaring of the docu
ment as the record occurs within the content management
system.

12. A method as in claim 11, wherein the declaring of the
document as the record comprises at least one of a manual
declaration received via a user interaction with a user inter

face of the content management system, an automated decla
ration resulting from occurrence of a trigger event or action
defined by a rule, and a automated designation resulting from
a workflow relating to the document.
13. A method as in claim 9, wherein the evaluating of the
content object comprises at least one of extracting content
from the content object, extracting the content from the con
tent object and performing a semantic analysis of the content,
evaluating original object metadata associated with the con
tent object evaluating a record tag added to the content object
upon declaration of the document as the record, and evaluat
ing additional record metadata added to the content object
after declaration of the document as the record.

14. A method as in claim 9, wherein the location comprises
a file path that comprises a fixed path information and con
figurable path information determined by the evaluating of
the content object.
15. A method as in claim 9, wherein the file plan comprises
one or more record categories, and the location is assigned to
a record folder within a record category of the one or more
record categories.
16. A method as in claim 15, wherein the record category
comprises a retention and disposition schedule, the retention
and disposition schedule applying to the record as well as to
all other records present within the category and within the
record folder.
17. A system comprising:
computer hardware configured to perform instructions
comprising:
moving a content object comprising content and meta
data of a document maintained within a content man

agement system of an organization into an unfiled
records folder of a records management system of the
organization, the moving occurring when the docu
ment is declared as a record;

evaluating the content object to determine a location
within a file plan of the records management system
to which the content object is to be moved;
moving the content object from the unfiled records
folder to the location; and

updating a record marker in the content management
system to provide access from a first file structure of
the content management system to the location Such
that users of the content management System having
access permissions for the document can access the
content object Subject to the access permissions and
one or more records management policies enforced
by the records management system.
18. A system as in claim 17, wherein the computer hard
ware comprises a programmable processor and a machine
readable storage medium storing instructions that, when
executed by the programmable processor, cause the program
mable processor to perform at least some of the operations.
k

k

k

k

k

