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SYSTEM FOR DETERMINING ELECTRIC PARAMETERS OF AN ELECTRIC POWER
GRID

TECHNICAL FIELD

The invention relates to measurement-based analysis of an electric
power grid and, particularly, to estimating electric parameters of the electric power

grid.

TECHNICAL BACKGROUND

Since the standardisation of the frequency of alternating current (AC)
electricity in large scale electric power grids in the mid-20th century around the
globe, consumers of electricity have been able to enjoy a consistent and dependable
service of electricity, ensuring safe and reproducible use of electrical appliances.
Provision of such a reliable service may include monitoring the characteristics of
an electric power grid and taking measures to anomalies detected in the grid. Such
characteristics that may be monitored include grid frequency, fault level, reactive
power, heat, losses, constraints, noise, and/or impedance at various locations of
the grid.

BRIEF DESCRIPTION

The invention is defined by the independent claims. Embodiments are
defined in the dependent claims.

According to an aspect, there is provided a method for monitoring an
electric power grid, the method comprising: detecting one or more physical stimuli
in the electric power grid; obtaining, while the one or more physical stimuli is ef-
fective, a first set of measurement data associated with a firstlocation of the electric
power grid; computing a fault level of the first location of the electric power grid
on the basis of the first set of measurement data; mapping the fault level to a fault
level of a second location of the electric power grid on the basis of the first set of
measurement data and correlation between electrical characteristics of the first lo-
cation and the second location.

In an embodiment, the measurement data from the second location is at
least currently unavailable.

In an embodiment, the one or more physical stimuli are caused by caus-
ing a changing in at least one of power provision and power consumption of one or
more devices with respect to the electric power grid.

In an embodiment, the first location is at a first voltage level and the
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second location is at a second voltage level different from the first voltage level.

In an embodiment, the first location and the second location are both
located on the same voltage level of the electric power grid.

In an embodiment, the method further comprises forming, by using ma-
chine learning, the correlation by using, as training data, the first set of measure-
ment data and at least a second set of measurement data measured in connection
with at least one endogenous stimulus in the electric power grid.

In an embodiment, the method further comprises forming, by using ma-
chine learning, the correlation by using, as training data, the first set of measure-
ment data and information on the electric characteristics of the electric power grid
between the first location and the second location.

In an embodiment, the electric characteristics comprises impedance
data.

In an embodiment, the method further comprises verifying the com-
puted electric parameter of the first location and/or the second location by using a
further set of measurement data measured, upon detecting a further physical stim-
ulus generated on the electric power grid, at a further location different from the
first location and the second location.

In an embodiment, the first set of measurement data is obtained inter-
mittently or continuously according to occurrence of the one or more physical
stimuli.

In an embodiment, the method further comprises: causing multiple in-
tentionally generated, mutually synchronous physical stimuli in the electric power
grid at multiple locations of the electric power grid; obtaining, while the one or
more physical stimuli is effective, a multiple sets of measurement data associated
said multiple locations of the electric power grid; computing said electric parame-
ter for each of the multiple locations of the electric power grid on the basis of the
multiple sets of measurement data; and forming the correlation by using machine
learning and said electric parameter of each of the multiple locations of the electric
power grid as training data for the machine learning.

In an embodiment, the method further comprises: obtaining at least a
second set of measurement data measured at a different time instant than the first
set of measurement data; arranging the correlation model to represent temporal
behavior of the faultlevel in the electric power grid; and estimating future behavior
of the fault level by using the correlation model.

According to another aspect, there is provided a system for monitoring
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fault level of an electric power grid, the system comprising means for performing:
obtaining, on the basis of one or more physical stimuli in the electric power grid, a
first set of measurement data associated with a first location of the electric power
grid; computing a fault level of the first location of the electric power grid on the
basis of the first set of measurement data; mapping the fault level to a fault level of
a second location of the electric power grid on the basis of the first set of measure-
ment data and correlation between electrical characteristics of the first location
and the second location.

In an embodiment, the system further comprises: one or more devices
for generating the one or more physical stimuli in the electric power grid; and
means for measuring the first set of measurement data.

In an embodiment, the system further comprises means for measuring
a second set of measurement data upon detecting electric power grid’s endogenous
disturbances exceeding a threshold.

According to another aspect, there is provided a computer program
product readable by a computer and comprising computer program instructions
that, when executed by the computer cause execution of a computer process com-
prising: obtaining, on a basis of one or more physical stimuli in the electric power
grid, a first set of measurement data associated with a first location of the electric
power grid; computing a fault level of the first location of the electric power grid
on the basis of the first set of measurement data; mapping the fault level to a fault
level of a second location of the electric power grid on the basis of the first set of
measurement data and correlation between electrical characteristics of the first lo-

cation and the second location.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following the invention will be described in greater detail by
means of preferred embodiments with reference to the accompanying drawings, in
which

Figure 1 illustrates an example of an electric power grid to which em-
bodiments of the invention may be applied;

Figures 2 and 3 illustrate flow diagrams of processes for estimating an
electric parameter of the electric power grid on the basis of measurements accord-
ing to some embodiments of the invention;

Figures 4 to 6 illustrate signalling diagrams for acquiring measurement

data and mapping the measurement data across the electric power grid by using a
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correlation model according to some embodiments of the invention;

Figure 7 illustrates a flow diagram of a computer-implemented process
for generating and utilising the correlation model according to some embodiments
of the invention;

Figure 8 illustrates a simplified diagram of an electric power grid and
measurement points therein according to an embodiment of the invention; and

Figure 9 illustrates a block diagram of an apparatus according to an em-
bodiment of the invention.

Figure 10 illustrates a flow diagram of a verification procedure for vali-
dating measurement data measured during an endogenous disturbance in the elec-

tric power grid according to an embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

The following embodiments are exemplary. Although the specification
may refer to “an”, “one”, or “some” embodiment(s) in several locations of the text,
this does not necessarily mean that each reference is made to the same embodi-
ment(s), or that a particular feature only applies to a single embodiment. Single
features of different embodiments may also be combined to provide other embod-
iments.

Supply of electricity from providers such as power stations, to consum-
ers, such as domestic households, offices, industry, etc. typically takes place via an
electricity distribution network or electric power grid. Figure 1 shows an exem-
plary electric power grid, in which embodiments of the present invention may be
implemented, comprising a transmission grid 102 and a distribution grid 104.

The transmission grid 102 is connected to power generators, which
may be power plants such as nuclear plants, hydroelectric power plants, wind gen-
erators or gas-fired plants, for example, from which it transmits large quantities of
electrical energy at very high voltages (typically of the order of hundreds of kilo-
volts, kV), over power lines such as overhead power lines 110, to the distribution
grid 104.

The transmission grid 102 is linked to the distribution grid 104 via a
transformer 112, which converts the electric supply to a lower voltage, typically of
the order of 50KV, for distribution in the distribution grid 104.

The distribution grid 104 is connected via substations 114, 116, 118
comprising further transformers for converting to still lower voltages to local net-

works which provide electric power to power consuming devices connected to the
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electric power grid. The local networks may include networks of domestic consum-
ers, such as a city network 115 that supplies power to domestic appliances within
private residences 132, 134 that draw a relatively small amount of power in the
order of a few kW. The private residences may also use photovoltaic devices or
other power generators to provide relatively small amounts of power for consump-
tion either by appliances at the residence or for provision of power to the grid. The
local networks may also include industrial premises such as a factory 130, in which
larger appliances operating in the industrial premises draw larger amounts of
power in the order of several kW to MWs. The local networks may also include net-
works of smaller power generators such as wind farms that provide power to the
electric power grid. The local networks may further comprise energy storage de-
vices 136 to store electric power locally. Such storage devices 136 may be used to
compensate for a difference between supply and demand of electric power.
Although, for conciseness, only one transmission grid 102 and one dis-
tribution grid 104 are illustrated in Figure 1, in practice a typical transmission grid
102 supplies power to multiple distribution grids 104 and one transmission grid
102 may also be interconnected to one or more other transmission grids 102.
Electric power flows in the electric power grid as alternating current
(AC), which flows at a system frequency, which may also be referred to as a grid
frequency (typically in the range of 50 or 60 Hz, depending on the country). The
electric power grid operates at a synchronized frequency so that the frequency is
substantially the same at each point of the grid. The electric power grid may include
one or more direct current (DC) interconnects (not shown) that provide a DC con-
nection between the electric power grid and other electric power grids. Typically,
the DC interconnects connect to the high voltage transmission grid 102 of the elec-
trical power grid. The DC interconnects provide a DC link between the various elec-
tric power grids, such that the electric power grid defines an area which operates
at a given, synchronised, grid frequency that is not affected by changes in the grid
frequency of other electric power grids. For example, the UK transmission grid is
connected to the Synchronous Grid of Continental Europe via DC interconnects.
The electric power grid 100 also includes a measurement system in the
form of measurement devices 120 to 129 arranged to measure the electric power
grid. The measurement devices 120 to 129 may be configured to measure one or
more electric parameters of the electric power grid. At least some of the measure-
ment devices 120 to 129 may be coupled to the distribution grid 104, such as the

measurement devices 122 to 129, but some of the measurement devices 120, 121
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may be coupled to the transmission grid. The measurement device 120 is coupled
directly to a high-voltage bus while the measurement device 121 is coupled to a
lower-voltage-level bus of the transmission grid 102. A separate transformer 113
may be provided to transform the higher voltage level to the lower voltage level. As
illustrated in Figure 1, the measurement devices may be coupled to various loca-
tions at various voltage levels of the electric power grid. For example, the measure-
ment device 120 coupled to the transmission grid 102 may be configured to per-
form measurements at the very high voltage level of the transmission grid, e.g. 132
kV. The measurement device 122 may be coupled to the distribution grid to per-
form measurement at a lower voltage level, e.g. 11 or 33 kV. The measurement de-
vices 124 to 129 may be coupled to the distribution grid at a still lower voltage level
or levels such as 220V, 400V, and/or 11 kV. The voltage level at the measurement
device 121 may also be the still lower voltage level such as 220V, 400V, or 11 kV.
The reader is reminded that the actual voltage levels are merely exemplary, and
different electric power grids may employ different voltage levels.

Although, for the sake of simplicity, only a few measurement devices are
illustrated in Figure 1, it will be understood that, in practice, a higher number of
such measurement devices may be coupled to the electric power grid, at various
voltage levels and/or at various locations such as at different sub-stations or sub-
networks of the electric power grid. It should also be appreciated that some em-
bodiments may employ the measurement devices on only a subset of the voltage
levels of the electric power grid or the distribution network 104, as described in
connection with the embodiments below.

The electric parameter(s) measured by the measurement devices 120
to 129 may include at least one of the following: a voltage (instantaneous or con-
tinuous), a current (instantaneous or continuous), a grid frequency, a phasor, a
phase angle, reactive power, synchronous oscillations voltage and /or current mag-
nitude, voltage and/or current phase. A time stamp may be provided in connection
with each measurement. In some embodiments, the measurement devices are con-
figured to process the measurement data into a higher-level measurement data.
For example, the measured voltage and current may be used to compute a fault
level at the location of the measurement device. The faultlevel at a location may be
defined as a maximum current that would flow in case of a short circuit fault at that
location. In some literature, the fault level is known as short circuit capacity or grid
strength. The faultlevel may be measured from effects of voltage fluctuations in the

electric power grid, e.g. by using a concept of Thevenin equivalents. Upon detecting
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a voltage fluctuation in the electric power grid, a source impedance at the meas-

urement location may be computed by using the following Equation:

=3 AV) Vpost - V})re
pp=——=—5——>—
Al Ipost - Ipre

— ->
where Zrv is the source impedance, V.. and I, are voltage and current phasor

measurements before a stimulus causing the voltage fluctuation, respectively, and

Vpost and I, are voltage and current phasor measurements after the stimulus,

respectively. The faultlevel Sk may then be computed by using the following Equa-

tion:
— 2
Vactual

pry
ZFL

where ZgL is the source impedance calculated during the event, Vacwal is the voltage

N
SFL actual —

measured at the observation time which could be before or after the event depend-
ing on which faultlevel is of most interest.
Below, some embodiments of the stimulus are described.

In order to carry out the measurements, the measurement devices 120
to 129 may each comprise a voltage detector arranged to sample the measured
voltage and an analogue to digital converter arranged to convert the sampled volt-
age to a digital voltage signal. The measurement devices 120 to 129 may each also
comprise a current detector arranged to sample the current, and the analogue to
digital converter may be arranged to convert the sampled current to a digital cur-
rent signal. The digital voltage signal and the digital current signal may then be for-
warded to the processing system 150 for processing or be processed locally at the
respective measurement device. The measurement devices 120 to 129 may each
comprise one or both of the voltage detector and the current detector. When a sam-
pling interval is sufficient, the grid frequency may be computed from the measured
voltage and/or current.

In some embodiments, at least some of the measurement devices 120
to 129 comprise processing means, for example, in the form a processor, and the
processor of the measurement device 120 to 129 may be arranged to determine an
electric parameter relating to the measured voltage and/or current. This may be
advantageous in that it may reduce the amount of information needing to be com-
municated by the measurement device 120 to 129 to the processing system, and
also that it may reduce the burden placed on the processing system 150.

The physical stimulus may be generated in the electric power grid en-

dogenously, i.e. it may belong to nominal or near-nominal operation of the electric
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power grid. Alternatively, the physical stimulus may be intentionally generated.
Figure 1 illustrates multiple devices 140 to 146 that are coupled to the electric
power grid with a dashed line. The dashed line refers to the capability of connecting
and disconnecting the devices 140 to 146 to and from the electric power grid or,
more generally, to capability of changing power consumption and/or power supply
of the devices 140 to 146 with respect to the electric power grid. The devices 140
to 146 may comprise one or more load banks that, when connected to the electric
power grid, cause a change in the impedance of the electric power grid and, thus,
voltage and current fluctuation. Instead of, or in addition to the load banks, other
devices having similar characteristics may be employed, e.g. capacitors or genera-
tors. Examples of the endogenous stimuli include changes in the load of the electric
power grid, e.g. a change in a power consumption of the factory 130 or a change in
a power supply. The changes may be a part of normal operation of the electric
power grid, i.e. there is no need for an abnormal malfunction or a major power out-
age for measuring the fault level.

The measurement devices may be configured to report the measure-
ment data to a processing system 150. The processing system 150 may be config-
ured to analyse the measurement data and, in some embodiments, perform some
control of the electric power grid on the basis of the analysis. Detailed embodi-
ments are described below. The processing system may comprise a processing cir-
cuitry in the form of one or more computers. The processing system may include a
local network server, a remote server, a cloud-based server, or any other means for
carrying out the analysis of the measurement data. The processing system may
form a virtual network for carrying out the analysis. In general, virtual networking
may involve a process of combining hardware and software network resources and
network functionality into a single, software-based administrative entity, a virtual
network. Network virtualization may involve platform virtualization, often com-
bined with resource virtualization. Network virtualization may be categorized as
external virtual networking which combines many networks, or parts of networks,
into a server computer or a host computer. A virtual network may provide flexible
distribution of operations between various processing units for performing the
analysis.

As illustrated in Figure 1, the measurement devices may be distributed
at various locations of the electric power grid. Typically, the size of the electric
power grids is quite large and it is not possible to provide the measurement device

at every location or every sub-network of the electric power grid. This generates
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uncertainty or lack of visibility related to those locations where the measurements
are not performed. It would be advantageous to have a big picture of the whole
electric power grid or a part of the whole electric power grid, e.g. the distribution
network, with a limited number of measurement devices. In other words, it would
be advantageous to have a wide real-time view of how the distribution network is
performing over time and/or where weaknesses and/or constraints exist.

Figure 2 illustrates a flow diagram of a method for measuring an electric
parameter of the electric power grid. Referring to Figure 2, the method comprises:
detecting (block 200) one or more physical stimuli in the electric power grid; ob-
taining (block 202), while the one or more physical stimuli is effective, a first set of
measurement data associated with a first location of the electric power grid; com-
puting (block 204) an electric parameter of the first location of the electric power
grid on the basis of the first set of measurement data; and mapping (block 206) the
electric parameter to an electric parameter of another location of the electric
power grid on the basis of the first set of measurement data and correlation be-
tween electrical characteristics of the first location and the second location.

In an embodiment, the one or more physical stimuli comprises at least
one intentionally generated stimulus performed by one or more of the devices 140
to 146 whose power supply and /or power consumption with respect to the electric
power grid is controlled. In such an embodiment, block 200 may be preceded by a
step of causing the one or more intentionally generated stimuli that is performed
by a device that controls or triggers the power supply and/or consumption of the
device(s) 140 to 146. Such a device may be a measurement controller that controls
or schedules the measurements in the system. Such a device may output a control
signal to the device(s) 140 to 146 to cause the (dis)connection. Block 200 com-
prises one or more measurement device 120 to 129 detecting the one or more
physical stimuli.

In another embodiment, the one or more physical stimuli comprises at
least one stimulus that is endogenous to the electric power grid. In such an embod-
iment, block 200 comprises one or more measurement device 120 to 129 detecting
the one or more endogenous physical stimuli.

In an embodiment, block 202 is performed by one or more of the meas-
urement devices 120 to 129 by measuring the first set of measurement data.

In an embodiment, block 204 is performed by the processing system
150. In another embodiment, block 204 is performed by the measurement de-

vice(s) that measured the first set of measurement data. In another embodiment,
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block 204 is distributed between the measurement device(s) and the processing
system.

In an embodiment, block 206 is performed by the processing system.

From the perspective of the processing system, the process comprises
blocks 202 to 204 according to an embodiment. The processing system may obtain
the first set of measurement data from one or more measurement devices (block
202) and compute the electric parameter in block 204. This process may be exe-
cuted as a computer-implemented process defined by one or more computer pro-
gram products comprising a computer program code defining the specifications of
the computer-implemented process.

With reference to Figure 3, a further embodiment of the process exe-
cuted by the processing system is described. This process may also be executed as
a computer-implemented process. The process comprises obtaining (block 202),
on a basis of the one or more physical stimuli in the electric power grid, a first set
of measurement data associated with a first location of the electric power grid;
computing (block 204) an electric parameter of the first location of the electric
power grid on the basis of the first set of measurement data; and mapping the elec-
tric parameter to an electric parameter of another location of the electric power
grid for which measurement data is at least currently unavailable. The mapping is
made on the basis of the first set of measurement data and correlation between
electrical characteristics of the first location and the second location.

The electric parameter may be the faultlevel. Other electric parameters,
such as the grid frequency, phase angle, reactive power, inertia, harmonics, etc.
may equally be computed by using the correlation, depending on the type of the
measurement data available. In addition to the measurement data, further input
data may be used to build the correlation, e.g. weather, temperature, usage, pricing
tariffs, behaviors, traffic flows. If only fault level measurement data is available, the
correlation may define correlation of the fault level amongst multiple locations of
the electric power grid, and the mapped electric parameter may comprise or even
consist of the fault level. If multiple types of measurement data are available and
measured by the measurement devices, the processing system may compute a sin-
gle correlation model incorporating the different types of measurement data under
a single correlation model, or the processing system may form a dedicated correla-
tion model for each type of measurement data, e.g. the fault level, the grid fre-
quency, etc. If the available measurement data includes low-level measurement

data such as the measured voltage and current values, the processing system may
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compute various higher-level electric parameters from the low-level measurement
data, e.g. the fault level, and form the corresponding correlation model(s).

The embodiments of Figures 2 and 3 enable determination of the elec-
tric parameter on a grid network level and not only at the individual measurement
points where the measurement devices are provided. In other words, the embodi-
ments provide a wider perspective on the status of the electric power grid. The
correlation model may be constructed on the basis of the measurements on the
network level, e.g. to encompass the whole distribution network or a sub-network
thereof. The correlation model may thus cover a wider area of the electric power
grid than that formed by an effective area covered by a single measurement device.
A single measurement may provide the electric parameter directly to the measure-
ment location and an area around that location that is within an effective area of
that location. As the distance to the measurement location increases, reliability of
such an individual measurement degrades quickly. The correlation model built on
the basis of multiple measurements performed at different locations of the electric
grid enables interpolation of the electric parameter(s) even to those locations that
are not within the direct effective areas of the individual measurement locations.

The correlation model may be built based on measurements carried out
substantially simultaneously to provide a snap-shot of the state of the electric
power grid. In another embodiment, the correlation model is updated as new meas-
urement data is acquired, thus providing a constantly updating overall view of the
electric power grid.

In another embodiment, the physical stimulus or stimuli intentionally
generated to the electric power grid comprises an electrical stimulus. The electrical
stimulus may cause an electric disturbance to the electric power grid that enables
measurement and the estimation of the electric parameter such as the fault level.

Figures 4 to 6 illustrate some embodiments for gathering the measure-
ment data for the correlation and subsequent mapping of the electric parameter to
a location different from the one from which measurement data has been acquired.

Figure 4 illustrates a signaling diagram of an embodiment where the
measurement data is measured on one voltage level of the electric power grid, and
the electric parameter determined on the basis of the measurement data is mapped
to an electric parameter of another location on the same voltage level of the electric
power grid. Referring to Figure 4, the measurement device(s) on the low voltage

level, e.g. on the 230V or 11kV, trigger one or more physical stimuli to one or more
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locations of the measurement device(s) in step 400. The one or more physical stim-
uli may be caused by connection/disconnection of one or more load banks 144 with
respect to the electric power grid, or by changing power supply and/or power con-
sumption of one or more devices, with respect to the electric power grid, thus caus-
ing the electric disturbance to the electric power grid. The electric disturbance may
have an effective duration illustrated in Figure 4 by a box in connection with the
load bank(s). While the disturbance is in effect, the measurement data may be ac-
quired by the measurement device(s) under the effective area of the disturbance
(step 402). Step 402 may comprise measuring the fault level or measuring param-
eters that enable computation of the fault level, or another electric parameter of
the electric power grid, e.g. the voltage and current in the electric power grid. Upon
performing the measurements, the measurement device(s) may report the meas-
urement data to the processing system 150 in step 404. Such a measurement report
may be provided in the form of a Comtrade or other similar data file formats, for
example.

From a further perspective, the measurements performed in step 402
are called active measurements because of the intentionally generated electric dis-
turbance to carry out the measurement(s). As illustrated in Figure 4, multiple
measurements may be performed under the influence of the electric disturbance.
Multiple electric disturbances may also be generated as well, at different locations
on the low-voltage level of the electric power grid. The triggering of the disturb-
ances may be synchronous such that the disturbances may occur substantially sim-
ultaneously at the different locations. The synchronization may be realized by us-
ing a common time reference such a Global Positioning System clock. The synchro-
nous disturbances implicitly cause synchronous measurements at the different lo-
cations (or a subset thereof) in step 402. This enables a snapshot of the electric
state of the low-voltage level of the entirety of or a large area of the electric power
grid. Accordingly, the correlation model may be made more accurate thanks to the
synchronous measurements.

In an optional embodiment, the measurement device 122 at the high
voltage level may also carry out measurements (step 406). Upon detecting said en-
dogenous disturbance in the electric power grid, the measurement device 122 may
measure the electric power grid at the location of the measurement device 122 and
gather further measurement data. The measurement device 122 may employ pas-
sive measurements in the sense that the electric disturbance has not been actively

generated but, instead, is endogenous to the electric power grid. Block 406 may
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further comprise, before carrying out the measurement, verifying that the detected
electric disturbance is eligible to the measurements. The verification may include,
for example, verifying that the strength of the disturbance is high enough to carry
out accurate measurements. This may be verified by comparing the detected dis-
turbance, e.g. voltage and/or current fluctuation caused by the disturbance, with
one or more thresholds. Additionally or alternatively, the verification may include
verifying whether or not the disturbance is proximal to the location of the meas-
urement device 122. The proximity may be evaluated by analyzing a waveform of
a signal acquired from the electric power grid and comprising the disturbance. If
the signal comprises a step function, the disturbance may be determined to be
proximal to the location of the measurement device, and the measurement may be
triggered. On the other hand, if the signal comprises an exponential waveform, the
disturbance may be determined to be distant to the measurement device and the
measurement is not triggered. Impedances of the electric grid deform the wave-
form of the electric signal being measured from the step function towards the ex-
ponential function as a distance from the location of the disturbance.

In step 408, the measurement device 122 reports the further measure-
ment data to the processing system, e.g. in the form of a Comtrade or other similar
data file formats. It should be appreciated thatin some embodiments the measure-
ment devices 122 to 129 may gather the measurement data over multiple disturb-
ances and report the accumulated measurement data in a bundle.

If the measurement device 122 on the high-voltage level is capable of
detecting the intentionally generated disturbance, it may carry out the measure-
ment during the influence of the intentionally generated disturbance as well. This
may provide the advantage of synchronous measurements over multiple voltage
levels, as described below.

Upon receiving at least some measurement data from the measurement
devices, the processing system may determine in block 410 whether a sufficient
amount of measurement data has been acquired to generate the correlation model.
A parameter for block 410 may be a number of different measurement devices that
have reported the measurement data. If a sufficient number of measurement de-
vices have reported the measurement data, it may be determined the sufficient
amount of measurement data is available. If the sufficient amount of measurement
data is not available, the processing system 150 may wait for further measurement
data. If the sufficient amount of measurement data is available, the processing sys-

tem 150 may proceed to block 412 where the correlation model is built. Figure 7
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illustrates an embodiment of a procedure for forming the correlation model on the
basis of at least the measurement data. Further input(s) such as static characteris-
tics of the electric power grid may be used when forming the correlation model, as
described below.

As described above, the correlation model may represent the electric
parameter(s) of the electric power grid across the whole electric power grid at least
on the voltage level(s) on which the measurements have been made. Alternatively,
the correlation model may represent the electric parameter(s) of the electric
power grid across a substantial area of the electric power grid, wherein the sub-
stantial area is wider than an aggregated area of the individual measurement loca-
tions.

Upon building the correlation model, the processing system may esti-
mate the electric parameter at any part of the effective area of the correlation
model. The processing system may, for example, form a map or a landscape of the
electric parameter over the effective area by using the correlation model. The pro-
cessing system may also generate a displayable visualization of the electric param-
eter at the various locations and voltage levels in the electric power grid and output
the visualization for display to an operator of the processing system. The landscape
may provide values of the electric parameter at various locations of the electric
power grid, including locations where the real measurements have not been re-
ported before executing block 412. The processing system may compare values of
the electric parameter at the various locations with a threshold to determine
whether or not any one of the various locations is susceptible to a malfunction. For
example when the electric parameter comprises the fault level, the processing sys-
tem 150 may determine whether or not any one of the various locations is suscep-
tible to a fault level which triggers an action such as improvement countermeas-
ures for countering an electric fault caused by a short circuit.

The correlation model also enables mapping of new measurement data,
acquired from one measurement device located at one location of the electric
power grid, to another location of the electric power grid from which the measure-
ment data is currently unavailable or not up-to-date. Currently unavailable may be
understood to refer to that there is no measurement device at the other location(s)
of the electric power grid or that a measurement device at the other location(s) is
not operational. It may also be understood to refer to a location where a measure-

ment device is operational but provides erratic measurement data that is deemed
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unreliable, or the measurement device provides the measurement data so infre-
quently that the measurement data cannot be deemed to be up-to-date all the time.
Referring back to Figure 1, there may be no measurement device coupled to the
local electric network of a building 132, a sub-station, or a sub-network of the elec-
tric power grid. However, performing measurements at another location, e.g. by
the measurement device 126 and/or 128 enables computation of the fault level or
another electric parameter at the local network of the house 132, by using the cor-
relation model. Upon the measurement device measuring the measurement data in
block 414 and reporting the new measurement data in step 416 to the processing
system, the processing system receiving such new measurement data in step 416
may map an electric parameter computed from the new measurement data to an-
other electric parameter of another location of the electric power grid (block 418).
In this manner the correlation model enables an up-to-date estimation of the elec-
tric parameter to a location from where up-to-date measurement data is not avail-
able.

When measurement data measured at only the low-voltage level is
available when executing block 412, the correlation model may enable estimation
of the electric parameter only on the low-voltage level. However, the embodiment
including steps 406 and 408 enables forming a correlation model that expands the
correlation across multiple voltage levels. In an embodiment, the measurement
data received on a first voltage level may be used to map the electric parameter to
another location that is at a second voltage level different from the first voltage
level. The first voltage level may be higher than the second voltage level, or the first
voltage level may be lower than the second voltage level.

For example, block 418 would then enable estimation of the electric pa-
rameter on the high-voltage level also, e.g. at the location of the measurement de-
vice 122 or another part of the high-voltage level. If multiple measurements per-
formed at multiple locations on the high-voltage level are received before block
412, the correlation model may enable estimation of the electric parameter at var-
ious locations on the high-voltage level in block 418, including locations where the
direct measurement data has not been provided. Figure 5 illustrates such an em-
bodiment. In Figure 5, the functions denoted by the same reference numbers as in
Figure 4 represent the same or substantially similar functions.

Referring to Figure 5, steps 406 and 408 may be required in this em-

bodiment to form the correlation model across the voltage levels. Upon forming the
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correlation model in block 412, the processing system 150 may estimate the elec-
tric parameter at any part of the effective area of the correlation model, including
the low-voltage level and the high-voltage level and perform any one of the func-
tions described above in connection with Figure 4 on the high-voltage level. Upon
receiving the new measurement data, e.g. from a measurement device on the low-
voltage level in step 416, the processing system 150 may compute the electric pa-
rameter such as the fault level at one or more locations on the high-voltage level by
using the correlation model (block 500).

In an embodiment, the real measurement data measured by a measure-
ment device from the electric power grid and reported in step 416 may be replaced
by the processing system 150 generating simulated measurement data associated
with a location in the electric power grid. By using such artificially generated meas-
urement data and the correlation model, the processing system may test various
“what if” scenarios that test the characteristics of the electric power grid. There-
fore, the availability of real measurement data does not need to limit the process of
Figure 2, 3 or 4.

In an embodiment of Figure 5, upon executing block 500 and computing
the electric parameter of the high-voltage level on the basis of measurement data
acquired on the low-voltage level, the processing system may verify the accuracy
of the electric parameter by using an additional measurement performed on the
high-voltage level. As a consequence, upon executing block 500, the processing
system may compute the electric parameter again by using measurement data ac-
quired from a measurement device 122 located on the high-voltage level. If such
measurement data is not readily available or is not up-to-date, as determined by
the processing system 150, the processing system 150 request (step 502) or wait
for new measurement from the measurement device(s) 122 located at the high-
voltage level. Upon the measurement device(s) 122 on the high-voltage level have
performed the measurement(s) (step 504) and reported the measurement(s) (step
506), the processing system may verify the accuracy of the electric parameter (step
508).

The procedure of Figure 5 may be generalized such that the verification
process comprises verifying the computed electric parameter of the first location
and/or said another location by using a further set of measurement data measured,
upon detecting a further physical stimulus generated on the electric power grid, at
a further location different from the first location and said another location. In

other words, the electric parameter computed on the basis of measurement data
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measured at one voltage level may be verified by using further measurement data
acquired from the same voltage level, e.g. the low-voltage level.

In an embodiment, if the electric parameter is determined not to be ac-
curate, the processing system triggers calibration of the correlation model. Recali-
bration is described below in connection with Figure 6. The processing system may
discard the electric parameter computed in block 500 upon determining it inaccu-
rate. Upon determining the electric parameter accurate, the processing system may
determine that the correlation model is accurate and postpone the calibration. The
processing system may also then trigger an action, if any triggered by the value of
the electric parameter.

In an embodiment, measurement data is obtained intermittently or con-
tinuously according to occurrence of the one or more physical stimulj, intentionally
generated and/or endogenous.

As described above, the high-voltage level measurements may be used
for many purposes, of which one is calibration of the correlation model. In the elec-
tric power grid, the low voltage level may form a sub-network of the high-voltage
level, as illustrated in Figure 1. For example, the city network 115 forms a sub-net-
work of the voltage level to which the measurement device 122 is coupled. Another
sub-network may include the factory 130 and yet another sub-network or sub-net-
works may include renewable one or more power generators 137 and/or one or
more renewable energy storage devices 136 that may include Statcom (static syn-
chronous compensator) capabilities. The high-voltage level measurements may
provide a holistic view of the electric parameter(s) of the sub-networks and, thus,
provide a suitable reference for calibrating the correlation model.

In Figure 6, the functions denoted by the same reference numbers as in
previous Figures may represent the same or substantially similar functions. Refer-
ring to Figure 6, after a determined time interval has passed from the creation of
the correlation model or the latest calibration of the correlation model, or upon
detecting an event triggering the recalibration of the correlation model, such as the
inaccurate estimate of the electric parameter in step 500, the recalibration may be
triggered (block 600). One trigger may be reception of new measurement data
from the high-voltage level (step 408).

Upon triggering the calibration of the correlation model in block 600,
the correlation model may be calibrated in block 602 by using the latest measure-
ment data available from at least the high-voltage level. In block 602, the pro-

cessing system 150 may additionally use the latest measurement data available
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from the low-voltage level, e.g. the measurement data acquired in step 416. In this
manner, the correlation model may be kept up-to-date.

Figure 7 illustrates an embodiment of a process executed by the pro-
cessing system. The process of Figure 7 may be logically divided into a correlation
model building process and correlation model utilization process, and they may be
mutually independent processes. Therefore, it should be appreciated that either
one of the sub-processes may be carried out independently of the other. However,
a combination of the sub-processes is a possible embodiment.

Referring to Figure 7, the processing system 150 may first acquire static
parameters of the electric power grid (block 700). Such static parameters may in-
clude a topology 702 of the electric power grid, defined in terms of interconnec-
tions of elements of the electric power grid. Figure 1 illustrates one topology of the
electric power grid. The topology 702 may thus represent the structure of the elec-
tric power grid or a subset thereof, depending on the intended coverage of the cor-
relation model. The static parameters may include impedances (704) at various lo-
cations of the electric power grid. The impedance values describe electric inter-
relations between the various parts of the electric power grid and, thus, may be
utilized in the correlation model. The static parameters may include the measure-
ment locations 706, i.e. the locations to which the measurement devices 120 to 129
are coupled. The static parameters may further include a network status and a
power generation profile of the power supply system. The network status may de-
scribe a state of power lines, transformers, load(s), and/or generator(s), for exam-
ple. Additional static parameters may be provided, e.g. the locations and/or size(s)
of the load banks 140 to 146, weather data, temperature data, solar irradiation
data, pricing tariffs, market mechanisms and responses to those mechanisms, us-
age/consumption and generation models of the electric power grid, including for
example traffic flows within the electric power grid. The static parameters may
form one set of training data for forming the correlation model. The static parame-
ters may comprise or be comprised in information on electric characteristics of the
electric power grid.

In block 708, the processing system gathers another set of training data
for forming the correlation model. This set of training data may comprise the meas-
urement data measured from the electric power grid. The measurement data may
comprise the above-described measurement data received by the processing sys-
tem in steps 404 and/or 408, for example. As described above, the measurement

data may include any one or more of a voltage, current, grid frequency, or above-
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described higher level measurement data.

As described above, the processing system may monitor (block 410)
when a sufficient amount of training data has been gathered. Upon gathering the
sufficientamount of training data, the process may proceed to block 710 where the
correlation model is built by the processing system. Block 710 may comprise exe-
cuting a machine learning algorithm using the above-described sets of training data
as inputs for the machine learning. The machine learning algorithm may employ a
neural network such as a deep neural network or a recursive neural network to
form the correlation model. In general, the machine learning algorithm may search
for patterns in the measurement data with the basic knowledge of the static param-
eters acquired in block 700. By analyzing the measurement data and the static pa-
rameters, the above-described correlation model within a voltage level and even
across multiple voltage levels can be built.

When the correlation model has been built (block 710 completed), the
correlation model may be used to map an electric parameter such as the fault level
measured at one location to a corresponding electric parameter (such as the fault
level) of another location from which the measurement data is not currently avail-
able or is out-of-date. The correlation model may also enable forecasting or pre-
dicting future behavior of the electric parameter at the location from which the
measurement data is not currently available or is out-of-date, by using measure-
ment data acquired from another location of the electric power grid. This may en-
able prediction of future development of the fault level, for example. An embodi-
ment thus uses block 710 to compute the correlation model that represents the
electric parameter such as the fault level during the measurements used as the ba-
sis for the correlation model. The measurements may have been carried out during
a first time interval. The measurements may have been carried out within such a
long time window that temporal behavior of the electric parameter may also be
included in the correlation model. As a consequence, the correlation model may be
used to estimate the electric parameter at a determined location of the electric
power grid at a determined second time interval or a time instant that is in the
future with respect to the measurements and/or with respect to the time of making
the estimate.

The correlation model enables maintenance of the overall view of the
electric power grid whenever measurement data from at least one location is re-
ceived. The correlation model may map a single piece of measurement data re-

ceived from a single measurement location to the overall view of the electric power
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grid. As a consequence, there is no need to provide the measurement devices at all
locations where the electric parameter is needed. Furthermore, it is not necessary
to receive the up-to-date measurement data from all the measurement locations as
frequently. When the correlation model is accurate, the measurement data only
from a single measurement location or a subset of the measurement locations is
sufficient for the processing system to evaluate the electric parameter over the cov-
erage area of the correlation model. As described above, the coverage area spans
over multiple measurement locations and over multiple devices at the different lo-
cations of the electric power grid.

As described above, there are several implementations for determining
the electric parameter at various locations of the electric power grid by using the
correlation model that are now possible. In the embodiment described above, the
landscape or the map of the electric parameter over the electric power grid may be
formed by using the correlation model. The landscape/map may be computed by
using the process of Figure 7, for example as follows. The static input parameters
may be used build a power system model for modelling the electric power grid, e.g.
the impedances in the electric power grid, a power supply model, a power con-
sumption model, the topology of the electric power grid, etc. Then, the electric pa-
rameter may be computed at various locations of the electric power grid by using
the power system model. The various locations may include locations where the
measurement device(s) are provided. Additionally, the electric parameter may be
measured from the electric power grid by using the measurement device(s), as de-
scribed above. The computed and the measured electric parameters may then be
compared. If the computed and the measured electric parameters match in a suffi-
cient manner, as determined in the comparison, it may be determined that the
power system model is accurate and the electric parameter may be computed to
other locations where the measurement device(s) have not been provided by using
the power system model. If there is a discrepancy between the computed and the
measured electric parameters, as indicated by the comparison, the power system
model may be adjusted, e.g. by adjusting the impedance values used as the static
input parameters. Thereafter, new computation and new measurement of the elec-
tric parameter may be carried out.

In yet another embodiment, the correlation model employs transfer im-
pedances between a lower voltage level and a higher voltage level. In this embodi-
ment, the (active) measurements on the lower voltage level may be used to esti-

mate the electric parameter on the higher voltage level if the transfer impedance
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between the lower voltage level and the higher voltage level is known. In this em-
bodiment, the passive measurements on a higher voltage level and based on the
endogenous stimuli may be used to correct the transfer impedance and, thus the
correlation model. Several lower voltage level measurement devices may be used
to estimate the electric parameter on the higher voltage level to average measure-
ment inaccuracies. The averaging may use simple averaging or a more sophisti-
cated method of combining the measurements, e.g. a Kalman filter is a relevant ex-
ample.

Upon triggering the estimation of the electric parameter, e.g. the fault
level, in block 712, the measurement data measured at a grid location X is acquired
in block 714. The estimation may be triggered by the completion or calibration of
the correlation model, for example. Upon acquiring the measurement data, the
electric parameter for various locations other than the location X is computed in
block 716 by using the measurement data acquired in block 714 and the correlation
model built in block 710. In block 718, it is determined whether the computation
of the electric parameter for any one of the locations other than the location X trig-
gers an action. The determination may be based on comparison of the electric pa-
rameter(s) associated with the other locations with one or more thresholds, e.g. a
threshold fault level. If no action is triggered, the process may end. If an action is
triggered in block 718, the process may proceed to block 720 where the action is
triggered. The action may include output of a notification of a detected anomaly in
the electric power grid, raising an alarm, etc.

In addition, or as an alternative, to using the correlation model to map
the electric parameter between two real locations of the electric power grid, the
correlation model may be used to estimate and/or predict the fault level in case the
electric power grid is modified. For example, the correlation model may be used to
evaluate effects of adding a new feeder bus or replacing a feeder bus or a sub-sta-
tion. The procedure of Figure 7 may change the static parameters such as the to-
pology of the electric power grid and/or the impedance values to represent the
modification and recompute the correlation model such that the change is ac-
counted for.

Figure 8 illustrates a simplified structure of the electric power grid to
which the measurement devices may be coupled. As described above, one meas-
urement device 122 may be coupled to a higher voltage level, e.g. to a transmission

grid supply point 800. Multiple primary buses 1 to N 805 may be coupled to the
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transmission grid supply point, and a digital faultrecorder (DFR) or a similar meas-
urement device may be coupled to each primary bus or a subset of the primary
buses 1 to N. The DFR is an example of the above-described measurement devices
120 to 129. In an embodiment, the DFR is configured to carry out the measure-
ments based on the endogenous stimuli detected in the electric power grid. The
DFRs may all be provided in the same unit of the electric power grid, e.g. a sub-
station, but each DFR may be connected to a different primary bus, thus being con-
nected to different points in the electric power grid. In other embodiments, the
DFRs are provided in multiple units, e.g. different sub-stations, thus providing a
broader overview of the fault level in the electric power grid or a sub-network of
the electric power grid. Load banks 802 or similar devices used for generating the
intentional disturbances may be coupled to the primary buses or a subset thereof,
as illustrated in Figure 8, and a measurement device 128, 129 may be coupled to a
location of each load bank 802 or a subset of the load banks 802. As illustrated in
Figure 8, the measurement data may be provided on various voltage levels, three
in this embodiment. The measurement device 122 carries out the (passive) meas-
urement on the highest voltage level, the DFRs carry out the (passive) measure-
ments on a lower voltage level, and the measurement devices 128, 129 carry out
the (active) measurements on the lowest voltage level.

From a perspective of selecting the measurement method between the
active and passive measurements, the active measurements using the load banks
or otherwise actively generating the stimuli may be used on lower voltage levels
where the active generation of the stimuli is more feasible in terms of complexity
of the stimuli generation. On the lower voltage level, a smaller load bank is needed
to generate a stimulus. On the higher voltage levels, the passive measurement
method may be more efficient in terms of complexity, although active measure-
ments may be technically possible as well with the use of disturbance generating
devices being more complex or larger because of the requirements induced by the
higher voltage level.

According to the principles described above, the electric parameter may
be computed to even a primary bus notincluding any measurementdevice by using
the measurement data acquired from another primary bus. Further according to
the principles described above, the electric parameter for a primary bus on one
voltage level may be estimated by using measurement data acquired on another

voltage level of the particular primary bus or even on another voltage level or an-



10

15

20

25

30

35

CA 03143379 2021-12-14

WO 2020/260003 23 PCT/EP2020/065896

other primary bus. As the distance from the measurement location to the other lo-
cation increases, the accuracy of the mapping/correlation also degrades. The accu-
racy from one voltage level to another through one voltage transformation may be
sufficiently accurate, but the accuracy over yet another voltage level through an-
other voltage transformation may be considered not accurate enough for some ap-
plications. In order to use active measurements on the lowest voltage level of Fig-
ure 8 that have high correlation to the highest voltage level, the measurement de-
vice 121 of Figure 1 and the load bank 141 may be used in connection with the
transformer 113. Accordingly, the active measurements may be carried out on the
low voltage level where the active measurements may be carried out efficiently,
and still provide the active measurements that are only one hop (one transformer
113) away from the highest voltage level. As a result, accurate correlation of the
measurement data even to the highest voltage level may be achieved by using the
embodiment of Figure 5, for example.

Figure 9 illustrates an embodiment of an apparatus configured to carry
out at least some of the functions for estimating or predicting the fault level or
another one or more of the electric parameters described herein by using the cor-
relation model. The apparatus may comprise an electronic device comprising at
least one processor or processing circuitry 12 and at least one memory 20. The
apparatus may comprise a single computer or a computer system such as the cloud
computing system described above. The apparatus may further comprise a com-
munication circuitry 26 connected to the processing circuitry. The communication
circuitry 26 may comprise hardware and software suitable for supporting one or
more computer network protocols such as an Internet protocol (IP), Ethernet pro-
toco], etc.

The memory 20 may store a computer program (software) 22 compris-
ing computer program code defining the functions of the processing circuitry 12.
The computer program code may, when read and executed by the processing cir-
cuitry 12, cause the processing circuitry to execute the process of Figure 3, blocks
202 to 206 of Figure 2, or any one of the embodiments as a computer-implemented
process. The memory may further store a database 24 storing the correlation
model, the acquired measurement data, and the static parameters of the electric
power grid.

The processing circuitry 12 may comprise a measurement data acquisi-
tion circuitry 16 configured to acquire the measurement data from the measure-

ment devices coupled to the electric power grid (steps 404, 408, 416, 506) and to
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store the measurement data in the database. Upon acquiring a sufficient amount of
measurement data, the measurement data acquisition circuitry 16 may control an
initialisation circuitry 15 to initialise a procedure for generating or calibrating the
correlation model. The initialisation may comprise retrieval of the static parame-
ters of the electric power grid (step 700) and the measurement data and input of
the information to a machine learning circuitry 14. The static parameters may com-
prise internal parameters of the electric power grid such as impedances in the elec-
tric power grid, power supply/consumption profile, topology, etc. That static pa-
rameters may comprise parameters external to the electric power grid such as
weather profile, pricing tariffs, solar irradiation patterns, etc. The machine learning
circuitry 14 may then execute block 710 and form or update the correlation model.
Upon completing the correlation model, the machine learning circuitry 14 stores
the correlation model in the database. It may also notify a mapping circuitry 17 of
the availability of the (updated) correlation model. The mapping circuitry 17 may
then, upon receiving new measurement data from the measurement data acquisi-
tion circuitry 16, map an electric parameter computed from the measurement data
to a corresponding electric parameter of another location or other locations in the
electric power grid by using the correlation model, as described above. Upon com-
puting the new electric parameters, the new electric parameters may be output to
a decision circuitry 18 configured to execute blocks 718 and 720, for example. The
decision circuitry 18 may also determine whether or not a recalibration of the cor-
relation model is needed. If the calibration is needed, the decision circuitry may
configure the initialisation circuitry 15 to initialise the calibration in a manner sim-
ilar to that described above.

As used in this application, the term ‘circuitry’ refers to all of the follow-
ing: (a) hardware-only circuit implementations, such as implementations in only
analog and/or digital circuitry, and (b) combinations of circuits and software
(and/or firmware), such as (as applicable): (i) a combination of processor(s) or (ii)
portions of processor(s)/software including digital signal processor(s), software,
and memory(ies) that work together to cause an apparatus to perform various
functions, and (c) circuits, such as a microprocessor(s) or a portion of a micropro-
cessor(s), that require software or firmware for operation, even if the software or
firmware is not physically present. This definition of ‘circuitry’ applies to all uses
of this term in this application. As a further example, as used in this application, the

term ‘circuitry’ would also cover an implementation of merely a processor (or mul-



10

15

20

25

30

35

CA 03143379 2021-12-14

WO 2020/260003 25 PCT/EP2020/065896

tiple processors) or a portion of a processor and its (or their) accompanying soft-
ware and/or firmware. The term ‘circuitry’ would also cover, for example and if
applicable to the particular element, a baseband integrated circuit or applications
processor integrated circuit for a mobile phone or a similar integrated circuitin a
server, a cellular network device, or another network device.

As described above, in connection with measuring the endogenous elec-
tric stimulus in block 406, it may be first verified that the endogenous electric stim-
ulus is suitable for measuring the electric parameter such as the fault level. Such a
verification procedure may be used in connection with the other embodiments de-
scribed above butitis not mandatory to use the verification only in connection with
the correlation model. In fact, the verification procedure may be used for compu-
ting the electric parameter in general. Figure 10 illustrates an embodiment of such
a verification procedure for validating measurement data measured during an en-
dogenous disturbance in the electric power grid. Referring to Figure 10, the proce-
dure comprises: detecting (block 1000) an endogenous disturbance in the electric
power grid; measuring and storing one or more electric characteristics of the elec-
tric power grid during the disturbance or while the disturbance is effective (block
1002), thus acquiring measurement data; analyzing the measurement data (block
1002); and if the analysis in block 1002 indicates that the measurement data is
suitable for estimating the electric parameter such as the fault level, the measure-
ment data is validated in block 1006 and forwarded to further processing such as
reporting the measurement data to the processing system 150. On the other hand,
if the measurement data is determined to be unsuitable, the measurement data
may be discarded in block 1008.

In an embodiment, the measurement data is stored in a Comtrade or
another data format file storing voltage and/or current samples, and the analysis
is performed on the contents of the Comtrade or said other data format file.

In an embodiment, the analysis in blocks 1002 and 1004 includes veri-
fying that the strength of the disturbance is high enough to carry out accurate
measurements. This may be verified by comparing the detected disturbance, e.g.
voltage and/or current fluctuation caused by the disturbance, with one or more
thresholds.

In an embodiment, the analysis includes verifying whether or not the
disturbance is proximal to the location of the measurement device that detected

and performs the procedure. The proximity may be evaluated by analyzing a wave-
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form of a signal acquired from the electric power grid and comprising the disturb-
ance. If the signal comprises a step function, the disturbance may be determined to
be proximal to the location of the measurement device, and the measurement data
may be validated in block 1006. On the other hand, if the signal comprises an expo-
nential waveform, the disturbance may be determined to be distant to the meas-
urement device and the measurement data is not validated (block 1008). As de-
scribed above, impedances of the electric grid deform the waveform of the electric
signal being measured from the step function towards the exponential function as
a distance from the location of the disturbance.

In an embodiment, at least some of the processes described in connec-
tion with Figures 2 to 7 and 10may be carried out by an apparatus comprising cor-
responding means for carrying out at least some of the described processes. Some
example means for carrying out the processes may include at least one of the fol-
lowing: detector, processor (including dual-core and multiple-core processors),
digital signal processor, controller, receiver, transmitter, encoder, decoder,
memory, RAM, ROM, software, firmware, display, user interface, display cir-
cuitry, user interface circuitry, user interface software, display software, circuit,
antenna, antenna circuitry, and circuitry. In an embodiment, the at least one pro-
cessor, the memory, and the computer program code form processing means or
comprises one or more computer program code portions for carrying out one or
more operations according to any one of the embodiments of Figures 2 to 7 and 10
or operations thereof.

According to yet another embodiment, the apparatus carrying out the
embodiments comprises a circuitry including at least one processor and at least
one memory including computer program code. When activated, the circuitry
causes the apparatus to perform at least some of the functionalities according to
any one of the embodiments of Figures 2 to 7 and 10, or operations thereof.

The techniques and methods described herein may be implemented by
various means. For example, these techniques may be implemented in hardware
(one or more devices), firmware (one or more devices), software (one or more
modules), or combinations thereof. For a hardware implementation, the appa-
ratus(es) of embodiments may be implemented within one or more application-
specific integrated circuits (ASICs), digital signal processors (DSPs), digital signal
processing devices (DSPDs), programmable logic devices (PLDs), field programma-
ble gate arrays (FPGAs), processors, controllers, micro-controllers, microproces-

sors, other electronic units designed to perform the functions described herein, or
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a combination thereof. For firmware or software, the implementation can be car-
ried out through modules of at least one chip set (e.g. procedures, functions, and so
on) that perform the functions described herein. The software codes may be stored
in a memory unit and executed by processors. The memory unit may be imple-
mented within the processor or externally to the processor. In the latter case, it can
be communicatively coupled to the processor via various means, as is known in the
art. Additionally, the components of the systems described herein may be rear-
ranged and/or complemented by additional components in order to facilitate the
achievements of the various aspects, etc., described with regard thereto, and they
are not limited to the precise configurations set forth in the given figures, as will be
appreciated by one skilled in the art.

Embodiments as described may also be carried outin the form of a com-
puter process defined by a computer program or portions thereof. Embodiments
of the methods described in connection with Figures 2 to 7 and 10 may be carried
out by executing at least one portion of a computer program comprising corre-
sponding instructions. The computer program may be in source code form, object
code form, or in some intermediate form, and it may be stored in some sort of car-
rier, which may be any entity or device capable of carrying the program. For exam-
ple, the computer program may be stored on a computer program distribution me-
dium readable by a computer or a processor. The computer program medium may
be, for example but not limited to, a record medium, computer memory, read-only
memory, electrical carrier signal, telecommunications signal, and software distri-
bution package, for example. The computer program medium may be a non-transi-
tory medium, for example. Coding of software for carrying out the embodiments as
shown and described is well within the scope of a person of ordinary skill in the
art. In an embodiment, a computer-readable medium comprises said computer
program.

Even though the invention has been described above with reference to
an example according to the accompanying drawings, it is clear that the invention
is notrestricted thereto but can be modified in several ways within the scope of the
appended claims. Therefore, all words and expressions should be interpreted
broadly and they are intended to illustrate, not to restrict, the embodiment. It will
be obvious to a person skilled in the art that, as technology advances, the inventive
concept can be implemented in various ways. Further, itis clear to a person skilled
in the art that the described embodiments may, but are not required to, be com-

bined with other embodiments in various ways.
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CLAIMS

1. Amethod for monitoring an electric power grid, the method compris-
ing:

detecting one or more physical stimuli in the electric power grid;

obtaining, while the one or more physical stimuli is effective, a first set
of measurement data associated with a first location of the electric power grid;

computing a fault level of the first location of the electric power grid on
the basis of the first set of measurement data;

mapping the faultlevel to a faultlevel of a second location of the electric
power grid on the basis of the first set of measurement data and correlation be-

tween electrical characteristics of the first location and the second location.

2. The method of claim 1, wherein measurement data from the second

location is at least currently unavailable.

3. The method of claim 1 or 2, wherein the one or more physical stimuli
are caused by causing a changing in at least one of power provision and power con-

sumption of one or more devices with respect to the electric power grid.

4. The method of any preceding claim, wherein the first location is at a
first voltage level and the second location is at a second voltage level different from

the first voltage level.

5. The method of any preceding claim 1 to 3, wherein the first location
and the second location are both located on the same voltage level of the electric

power grid.

6. The method of any preceding claim, further comprising forming, by
using machine learning, the correlation by using, as training data, the first set of
measurement data and at least a second set of measurement data measured in con-

nection with at least one endogenous stimulus in the electric power grid.

7. The method of any preceding claim, further comprising forming, by
using machine learning, the correlation by using, as training data, the first set of
measurement data and information on the electric characteristics of the electric

power grid between the first location and the second location.
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8. The method of claim 7, wherein the electric characteristics comprises

impedance data.

9. The method of any preceding claim, further comprising verifying the
computed fault level of the firstlocation and/or the second location by using a fur-
ther set of measurement data measured, upon detecting a further physical stimulus
generated on the electric power grid, at a further location different from the first

location and the second location.

10. The method of any preceding claim, wherein the first set of meas-
urement data is obtained intermittently or continuously according to occurrence

of the one or more physical stimuli.

11. The method of any preceding claim, further comprising:

causing multiple intentionally generated, mutually synchronous physi-
cal stimuli in the electric power grid at multiple locations of the electric power grid;

obtaining, while the one or more physical stimuli is effective, a multiple
sets of measurement data associated said multiple locations of the electric power
grid;

computing said fault level for each of the multiple locations of the elec-
tric power grid on the basis of the multiple sets of measurement data; and

forming the correlation by using machine learning and said fault level
of each of the multiple locations of the electric power grid as training data for the

machine learning.

12. The method of any preceding claim, further comprising:

obtaining at least a second set of measurement data measured at a dif-
ferent time instant than the first set of measurement data;

arranging the correlation model to represent temporal behavior of the
fault level in the electric power grid; and

estimating future behavior of the fault level by using the correlation

model.

13. A system for monitoring a fault level of an electric power grid, the

system comprising means for performing:
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obtaining, on the basis of one or more physical stimuli in the electric
power grid, a first set of measurement data associated with a first location of the
electric power grid;

computing a fault level of the first location of the electric power grid on
the basis of the first set of measurement data;

mapping the fault level to a faultlevel of a second location of the electric
power grid on the basis of the first set of measurement data and correlation be-

tween electrical characteristics of the first location and the second location.

14. The system of claim 13, further comprising:
one or more devices for generating the one or more physical stimuli in
the electric power grid;

means for measuring the first set of measurement data.

15. The system of claim 14, further comprising means for causing the
one or more physical stimuli by causing a change in at least one of power provision
and power consumption of the one or more devices with respect to the electric

power grid.

16. The system of any preceding claim 13 to 15, further comprising
means for measuring a second set of measurement data upon detecting electric

power grid’s endogenous disturbances exceeding a threshold.

17. The system of any preceding claim 13 to 16, wherein the means are
configured to map the fault level of the firstlocation to the fault level of the second
location when measurement data from the second location is at least temporarily

unavailable.

18. The system of any preceding claim 13 to 17, wherein the first loca-
tion is at a first voltage level and the second location is at a second voltage level

different from the first voltage level.

19. The system of any preceding claim 13 to 17, wherein the first loca-
tion and the second location are both located on the same voltage level of the elec-

tric power grid.
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20. The system of any preceding claim 13 to 19, further comprising
means for forming, by using machine learning, the correlation by using, as training
data, the first set of measurement data and at least a second set of measurement
data measured in connection with at least one endogenous stimulus in the electric

power grid.

21. The system of any preceding claim 13 to 20, further comprising
means for forming, by using machine learning, the correlation by using, as training
data, the first set of measurement data and information on the electric characteris-

tics of the electric power grid between the first location and the second location.

22. The system of claim 21, wherein the electric characteristics com-

prises impedance data.

23. The system of any preceding claim 13 to 22, further comprising
means for verifying the computed fault level of the first location and/or the second
location by using a further set of measurement data measured, upon detecting a
further physical stimulus generated on the electric power grid, at a further location

different from the first location and the second location.

24. The system of any preceding claim 13 to 23, wherein the means are
configured to obtain the first set of measurement data intermittently or continu-

ously according to occurrence of the one or more physical stimuli.

25. The system of any preceding claim 13 to 24, further comprising:

means for causing multiple intentionally generated, mutually synchro-
nous physical stimuli in the electric power grid at multiple locations of the electric
power grid;

means for obtaining, while the one or more physical stimuli is effective,
a multiple sets of measurement data associated said multiple locations of the elec-
tric power grid;

means for computing said fault level for each of the multiple locations
of the electric power grid on the basis of the multiple sets of measurement data;

and
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means for forming the correlation by using machine learning and said
fault level of each of the multiple locations of the electric power grid as training

data for the machine learning.

26. The system of any preceding claim 13 to 25, further comprising:

means for obtaining at least a second set of measurement data meas-
ured at a different time instant than the first set of measurement data;

means for arranging the correlation model to represent temporal be-
havior of the fault level in the electric power grid; and

means for estimating future behavior of the fault level by using the cor-

relation model.

27. A computer program product readable by a computer and compris-
ing computer program instructions that, when executed by the computer cause ex-
ecution of a computer process comprising:

obtaining, on a basis of one or more physical stimuli in the electric
power grid, a first set of measurement data associated with a first location of the
electric power grid;

computing a fault level of the first location of the electric power grid on
the basis of the first set of measurement data;

mapping the faultlevel to a faultlevel of a second location of the electric
power grid on the basis of the first set of measurement data and correlation be-

tween electrical characteristics of the first location and the second location.
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