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(57) ABSTRACT 
The various embodiments described herein include circuits, 
methods and/or devices used to protect data in a storage 
device. In one aspect, a method includes performing a power 
fail operation on a first section of the storage device. The 
power fail operation includes Supplying power, via an 
energy storage device, to the first section of the storage 
device, where the energy storage device is distinct from a 
power source used during normal operation of the storage 
device, and where Supplying power via the energy storage 
device includes Switching the output of the energy storage 
device from an output of a boost regulator to an input of the 
boost regulator. The power fail operation also includes 
performing data hardening on the first section of the storage 
device. 
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HOLDUP CAPACTOR ENERGY 
HARVESTING 

TECHNICAL FIELD 

The disclosed embodiments relate generally to data stor 
age systems, and in particular, to power management and 
data hardening architecture in storage devices (e.g., Solid 
state drives). 

BACKGROUND 

Semiconductor memory devices, including flash memory, 
typically utilize memory cells to store data as an electrical 
value. Such as an electrical charge or Voltage. A flash 
memory cell, for example, includes a single transistor with 
a floating gate that is used to store a charge representative of 
a data value. Flash memory is a non-volatile data storage 
device that can be electrically erased and reprogrammed. 
More generally, non-volatile memory (e.g., flash memory, as 
well as other types of non-volatile memory implemented 
using any of a variety of technologies) retains stored infor 
mation even when not powered, as opposed to volatile 
memory, which requires power to maintain the stored infor 
mation. 

Data hardening, the saving of data and mission critical 
metadata held in Volatile storage, is an integral part of a 
storage device. When there is a power failure, mission 
critical data may reside in Volatile memory in a number of 
Sub-system components. Coordinating and managing mul 
tiple sub-system components to ensure that Volatile data is 
saved Successfully is important for safeguarding data integ 
rity of a storage device. Storage devices with data hardening 
functionality sometimes use energy storage devices (e.g., 
holdup capacitor banks) to store energy for later use, if and 
when input power is lost. In these devices, power manage 
ment is important to manage power demands on the host 
system during power-on conditions. 

SUMMARY 

Various embodiments of systems, methods and devices 
within the scope of the appended claims each have several 
aspects, no single one of which is solely responsible for the 
attributes described herein. Without limiting the scope of the 
appended claims, after considering this disclosure, and par 
ticularly after considering the section entitled “Detailed 
Description one will understand how the aspects of various 
embodiments are used to enable power management and 
data hardening in storage devices (e.g., Solid-state drives, 
Sometimes called SSDs). In one aspect, a circuit comprises 
an energy storage device for providing power during a 
power fail operation to harden data, and a selector to couple 
the energy storage device to the output of a boost regulator 
during normal operation of the storage device, and to couple 
the energy storage device to the input of the boost regulator 
in response to receiving a first signal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

So that the present disclosure can be understood in greater 
detail, a more particular description may be had by reference 
to the features of various embodiments, some of which are 
illustrated in the appended drawings. The appended draw 
ings, however, merely illustrate the more pertinent features 
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2 
of the present disclosure and are therefore not to be consid 
ered limiting, for the description may admit to other effec 
tive features. 

FIG. 1 is a block diagram illustrating an implementation 
of a data storage system, in accordance with some embodi 
mentS. 

FIG. 2 is a block diagram illustrating an implementation 
of a Supervisory module, in accordance with Some embodi 
mentS. 

FIG. 3A is a block diagram illustrating an implementation 
of a power storage and distribution module, in accordance 
with some embodiments. 

FIG. 3B is a block diagram illustrating another imple 
mentation of a power storage and distribution module, in 
accordance with Some embodiments. 

FIG. 4 is a Voltage diagram corresponding to a power fail 
event, in accordance with some embodiments. 

FIG. 5 is a block diagram illustrating an implementation 
of a power control processor (PCP), in accordance with 
Some embodiments. 

FIG. 6 is a block diagram illustrating an implementation 
of a storage device controller, in accordance with some 
embodiments. 

FIG. 7 is a block diagram illustrating an implementation 
of a non-volatile memory (NVM) controller, in accordance 
with some embodiments. 

FIGS. 8A-8B illustrate a flowchart representation of a 
method of power management in a storage device, in accor 
dance with Some embodiments. 

In accordance with common practice the various features 
illustrated in the drawings may not be drawn to scale. 
Accordingly, the dimensions of the various features may be 
arbitrarily expanded or reduced for clarity. In addition, some 
of the drawings may not depict all of the components of a 
given system, method or device. Finally, like reference 
numerals may be used to denote like features throughout the 
specification and figures. 

DETAILED DESCRIPTION 

The various embodiments described herein include cir 
cuits, methods and/or devices used for power management 
and data hardening in Storage devices. Some embodiments 
include circuits, methods and/or devices to perform a power 
fail operation. 

(A1) In another aspect, some embodiments include a 
circuit to protect data in a storage device. In some embodi 
ments, the circuit comprises (1) an energy storage device; 
(2) a boost regulator for boosting an input Voltage; (3) a load 
Switch for selectively coupling a power source to the input 
of the boost regulator, wherein the load switch is configured 
to de-couple the power source from the input of the boost 
regulator in response to receiving a power fail signal; (4) a 
selector for selectively coupling the energy storage device to 
either an input or an output of the boost regulator, and (5) a 
plurality of regulators coupled to the output of the boost 
regulator for Supplying power to a first portion of the storage 
device. The selector is configured to couple the energy 
storage device to the output of the boost regulator during 
normal operation of the storage device; and the selector is 
further configured to couple the energy storage device to the 
input of the boost regulator in response to receiving a first 
signal. 

(A2) In some embodiments of the circuit of A1, the first 
signal is the power fail signal. 

(A3) In some embodiments of the circuit of A1, the first 
signal is a Switchover signal, the Switchover signal gener 
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ated in response to a Voltage output of the energy storage 
device falling below a predetermined threshold. In some 
embodiments, the circuit further comprises a comparator 
coupled to the energy storage device and the selector and the 
Switchover signal is generated by the comparator. 

(A4) In some embodiments of the circuit of A3, the 
predetermined threshold corresponds to a minimum input 
Voltage required by at least one regulator in the plurality of 
regulators to supply useable power to the first portion of the 
storage device. 

(A5) In some embodiments of the circuit of A1, the circuit 
further comprises a comparator having an output comprising 
the first signal. In some embodiments, an input of the 
comparator is coupled to a node of the circuit whose Voltage 
is indicative of an operating condition of the circuit (e.g., 
V, 311, FIG. 3B). 

(A6) In some embodiments of the circuit of any of A1-A5, 
the energy storage device comprises one or more capacitors. 

(A7) In some embodiments of the circuit of any of A1-A6, 
the first signal corresponds to a power fail operation. 

(A8) In some embodiments of the circuit of any of A1-A7, 
In some embodiments, during normal operation, the energy 
storage device is used to buffer power spikes. 

(A9) In some embodiments, a method of power manage 
ment in a storage device includes performing a power fail 
operation on a first section of the storage device. The power 
fail operation includes Supplying power, via an energy 
storage device, to the first section of the storage device, 
where the energy storage device is distinct from a power 
Source used during normal operation of the storage device, 
and where supplying power via the energy storage device 
includes Switching the output of the energy storage device 
from an output of a boost regulator to an input of the boost 
regulator. The power fail operation also includes performing 
data hardening on the first section of the storage device. 

(A10) In some embodiments of the method of A9, switch 
ing the output of the energy storage device from the output 
of the boost regulator to the input of the boost regulator 
comprises Switching the output of the energy storage device 
in response to receiving a first signal. 

(A11) In some embodiments of the method of A10, the 
first signal is a power fail signal generated by a first 
controller on the storage device. 

(A12) in Some Embodiments of the Method of A10, the 
First Signal is a Switchover signal, the Switchover signal 
generated in response to a Voltage output of the energy 
storage device falling below a predetermined threshold. 

(A13) In some embodiments of the method of A12, the 
predetermined threshold corresponds to a minimum input 
Voltage required by at least one regulator in the plurality of 
regulators to supply useable power to the first portion of the 
storage device. 

(A14) In some embodiments of the method of any of A9 
to A13, the energy storage device comprises one or more 
capacitors. 

(A15) In some embodiments of the method of any of A9 
to A14, the method further comprises utilizing the energy 
storage device to buffer power spikes received from the 
power source used during normal operation of the storage 
device. 

(A16) In some embodiments of the method of any of A9 
to A15, the power fail operation is performed on the first 
section of the storage device in response to a second signal. 
In some embodiments, the second signal is distinct from the 
first signal. In some embodiments, the second signal is the 
first signal. 
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In yet another aspect, the method of any of A9 to A16 is 

performed by a storage device including: (1) memory, (2) 
one or more processors coupled to the memory, and (3) one 
or more programs, stored in the memory and executed by the 
one or more processors, the one or more programs including 
instructions for performing any of the methods described 
herein. 

In yet another aspect, Some embodiments include a non 
transitory computer readable storage medium, storing one or 
more programs for execution by one or more processors of 
a storage device, the one or more programs including 
instructions for performing the method of any of A9 to A16. 
Numerous details are described herein in order to provide 

a thorough understanding of the example embodiments 
illustrated in the accompanying drawings. However, some 
embodiments may be practiced without many of the specific 
details, and the scope of the claims is only limited by those 
features and aspects specifically recited in the claims. Fur 
thermore, well-known methods, components, and circuits 
have not been described in exhaustive detail so as not to 
unnecessarily obscure more pertinent aspects of the embodi 
ments described herein. 

FIG. 1 is a block diagram illustrating an implementation 
of a data storage system 100, in accordance with some 
embodiments. While some example features are illustrated, 
various other features have not been illustrated for the sake 
of brevity and so as not to obscure more pertinent aspects of 
the example embodiments disclosed herein. To that end, as 
a non-limiting example, data storage system 100 includes 
storage device 120 (also sometimes called a data storage 
device, or information storage device, or a memory device), 
which includes host interface 122, supervisory module 126, 
storage device controller 128 (also sometimes called a 
storage controller or a memory controller), one or more 
non-volatile memory (NVM) controllers 130 such as flash 
controllers, and non-volatile memory (e.g., one or more 
NVM device(s) 140, 142 such as one or more flash memory 
devices), and is used in conjunction with computer system 
110. In some embodiments, storage device 120 includes a 
single NVM device while in other embodiments storage 
device 120 includes a plurality of NVM devices. In some 
embodiments, NVM devices 140, 142 include NAND-type 
flash memory and/or NOR-type flash memory. Further, in 
some embodiments, NVM controller 130 is a solid-state 
drive (SSD) controller. However, one or more other types of 
storage media may be included in accordance with aspects 
of a wide variety of embodiments. 
Computer system 110 is coupled to storage device 120 

through data connections 101. In some embodiments com 
puter system 110 includes storage device 120 as a compo 
nent and/or Sub-System. Computer system 110 may be any 
Suitable computer device, such as a personal computer, a 
workstation, a computer server, or any other computing 
device. Computer system 110 is sometimes called a host or 
host system. In some embodiments, computer system 110 
includes one or more processors, one or more types of 
memory, and optionally includes a display and/or other user 
interface components such as a keyboard, a touch screen 
display, a mouse, a track-pad, a digital camera and/or any 
number of supplemental devices to add functionality. Fur 
ther, in Some embodiments, computer system 110 sends one 
or more host commands (e.g., read commands and/or write 
commands) on control line 111 to storage device 120. In 
some embodiments, host interface 122 provides an interface 
to computer system 110 through data connections 101 and/or 
control line 111. In some embodiments, computer system 
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110 is a server system, Such as a server system in a data 
center, and does not have a display and other user interface 
components. 

In some embodiments, storage device 120 includes NVM 
devices such as flash memory devices (e.g., NVM devices 
140-1 through 140-n and NVM devices 142-1 through 
142-k) and NVM controllers 130 (e.g., NVM controllers 
130-1 through 130-m). In some embodiments, each NVM 
controller of NVM controllers 130 include one or more 
processing units (also sometimes called CPUs or processors 
or microprocessors or microcontrollers) configured to 
execute instructions in one or more programs (e.g., in NVM 
controllers 130). In some embodiments, the one or more 
processors are shared by one or more components within, 
and in some cases, beyond the function of NVM controllers 
130. In some embodiments, NVM controllers 130 are con 
figured to receive (e.g., via reset module 710, FIG. 7) reset 
144 from various components of storage device 120 (e.g., 
from supervisory module 126 and/or from storage device 
controller 128). In some embodiments, reset 144-1 and reset 
144-m are the same signal. 
NVM devices 140, 142 are coupled to NVM controllers 

130 through connections that typically convey commands in 
addition to data, and optionally convey metadata, error 
correction information and/or other information in addition 
to data values to be stored in NVM devices 140, 142 and 
data values read from NVM devices 140, 142. For example, 
NVM devices 140, 142 can be configured for enterprise 
storage Suitable for applications such as cloud computing, or 
for caching data stored (or to be stored) in secondary 
storage. Such as hard disk drives. Additionally and/or alter 
natively, flash memory (e.g., NVM devices 140, 142) can 
also be configured for relatively smaller-scale applications 
Such as personal flash drives or hard-disk replacements for 
personal, laptop and tablet computers. Although flash 
memory devices and flash controllers are used as an example 
here, in some embodiments storage device 120 includes 
other non-volatile memory device(s) and corresponding 
non-volatile memory controller(s). 

In some embodiments, storage device 120 includes Super 
visory module 126 and storage device controller 128. Stor 
age device 120 may include various additional features that 
have not been illustrated for the sake of brevity and so as not 
to obscure more pertinent features of the example embodi 
ments disclosed herein, and a different arrangement of 
features may be possible. 

In some embodiments, Supervisory module 126 (also 
Sometimes called a data hardening module) includes one or 
more processing units (also sometimes called CPUs or 
processors or microprocessors or microcontrollers) config 
ured to execute instructions in one or more programs (e.g., 
in Supervisory module 126). In some embodiments, the one 
or more processors are shared by one or more components 
within, and in some cases, beyond the function of Supervi 
sory module 126. Supervisory module 126 is coupled to host 
interface 122, storage device controller 128, and NVM 
controllers 130 in order to coordinate the operation of these 
components, including Supervising and controlling func 
tions such as power up, power down, data hardening, 
charging energy storage device(s), data logging, and other 
aspects of managing functions on storage device 120. 

Storage device controller 128 is coupled to host interface 
122, supervisory module 126, and NVM controllers 130. In 
Some embodiments, during a write operation, storage device 
controller 128 receives data from computer system 110 
through host interface 122 and during a read operation, 
storage device controller 128 sends data to computer system 
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110 through host interface 122. Further, host interface 122 
provides additional data, signals, Voltages, and/or other 
information needed for communication between storage 
device controller 128 and computer system 110. In some 
embodiments, storage device controller 128 and host inter 
face 122 use a defined interface standard for communication, 
Such as double data rate type three synchronous dynamic 
random access memory (DDR3). In some embodiments, 
storage device controller 128 and NVM controllers 130 use 
a defined interface standard for communication, such as 
serial advance technology attachment (SATA). In some other 
embodiments, the device interface used by storage device 
controller 128 to communicate with NVM controllers 130 is 
SAS (serial attached SCSI), or other storage interface. In 
Some embodiments, storage device controller 128 is config 
ured to receive reset 143 from various components of 
storage device 120 (e.g., from supervisory module 126 
and/or from host interface 122). In some embodiments, reset 
143, reset 144-1, and reset 144-m are the same signal. In 
some embodiments, reset 143, reset 144-1, and reset 144-m 
are independent signals. In some embodiments, reset 143, 
reset 144-1, and reset 144-m are transmitted via the same 
communication bus. In some embodiments, reset 143, reset 
144-1, and reset 144-m are controlled separately. In some 
embodiments, storage device controller 128 includes one or 
more processing units (also sometimes called CPUs or 
processors or microprocessors or microcontrollers) config 
ured to execute instructions in one or more programs (e.g., 
in storage device controller 128). In some embodiments, the 
one or more processors are shared by one or more compo 
nents within, and in some cases, beyond the function of 
storage device controller 128. 

FIG. 2 is a block diagram illustrating an implementation 
of supervisory module 126 (of storage device 120, as shown 
in FIG. 1), in accordance with some embodiments. Super 
visory module 126 is coupled to host interface 122 via 
communication bus 210, Voltage input 212 (e.g., V, 302, 
FIG. 3A) and voltage input 214 (e.g., Vs, 324, FIG. 3A). 
In Some embodiments, Voltage input 212 is a part of a 
communication bus. In some embodiments, Voltage input 
212 is the same as voltage input 214, while in other 
embodiments voltage input 212 is different from voltage 
input 214. In some embodiments, communication bus 210 
includes a Voltage source (e.g., Vs, 324, FIG. 3A) supplied 
through host interface 122. 

Communication buses (e.g., communication bus 210, 
FIG. 2) optionally include circuitry (sometimes called a 
chipset) that interconnects and controls communications 
between system components. Supervisory module 126 is 
coupled to host interface 122, storage device controller 128, 
and NVM controllers 130 (e.g., NVM controllers 130-1 
through 130-m) via communication buses (e.g., communi 
cation bus 148, FIG. 1). 

Supervisory module 126 includes power control proces 
sor (PCP) 202 (including serial presence detect (SPD) 203) 
for executing modules, programs and/or instructions stored 
therein. In some embodiments, PCP 202 is coupled to NVM 
controllers 130 (e.g., NVM controllers 130-1 through 130 
m) via PFAIL lines 226. In some embodiments, PFAIL lines 
226 are part of a communication bus. In some embodiments, 
PFAIL lines 226 are tri-state lines that are driven by PCP 
202, NVM controllers 130, or neither, depending on the 
operations of supervisory module 126. PCP 202 is coupled 
to storage device controller 128 via communication bus 224. 
In some embodiments, communication bus 224 includes a 
power test command and/or signal to notify storage device 
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controller 128 of pending power fail operations affecting one 
or more NVM controllers 130. 

Supervisory module 126 also includes power storage and 
distribution module 204 (including energy storage device 
205), power failure (PFAIL) control module 208, voltage 
comparator circuitry 206, and a plurality of communication 
buses (e.g., communication buses 210, 216, 222, and 224). 
In some embodiments, power storage and distribution mod 
ule 204 includes circuitry for monitoring, storing, and dis 
tributing power for a storage device (e.g., storage device 
120, FIG. 1), including monitoring, controlling, charging, 
and/or testing energy storage device 205. In some embodi 
ments, energy storage device 205 includes one or more 
capacitors. In other embodiments, energy storage device 205 
includes one or more inductors or any other passive ele 
ments that store energy. In some embodiments, energy 
storage device 205 is charged by boosting voltage input 212. 

Voltage comparator circuitry 206 is coupled to PCP 202 
and PFAIL control module 208. In some embodiments, 
voltage comparator circuitry 206 includes circuitry for 
monitoring Voltage input 214, detecting undervoltage and 
overvoltage conditions, and signaling power failure condi 
tions to various components (e.g., PFAIL control module 
208) of supervisory module 126. While voltage comparator 
circuitry 206 is shown in FIG. 2 as being external to PCP 
202, in some embodiments Voltage comparator circuitry 
206, or portions of voltage comparator circuitry 206, are 
embedded in PCP 202. Alternatively, in some embodiments, 
PCP 202 includes analog to digital conversion (ADC) cir 
cuitry, for converting Voltage input 214 to a digital value, 
and comparison circuitry or software for detecting under 
Voltage and overvoltage conditions. 
PFAIL control module 208 is coupled to PCP 202, voltage 

comparator circuitry 206, storage device controller 128, and 
NVM controllers 130 (e.g., NVM controllers 130-1 through 
130-m). In some embodiments, PFAIL control module 208 
includes circuitry to detect power fail conditions, signal 
power failures to storage device controller 128 via PFAIL 
line 228, and signal power failures to NVM controllers (e.g., 
NVM controllers 130-1 through 130-m) via PFAIL lines 
230. In some embodiments, PFAIL lines 230 are part of a 
communication bus between PFAIL control module 208 and 
NVM controllers 130. 
SPD device 203 is coupled to host interface 122. In some 

embodiments, SPD 203 is a part of (e.g., integrated into) 
PCP 202, while in some other embodiments, SPD 203 is 
separate and distinct from PCP 202. Serial presence detect 
(SPD) refers to a standardized way to automatically access 
information about a computer memory module (e.g., Storage 
device 120). For example, information about the type of the 
device (e.g., where the device type is one of a predefined set 
of device types), and the storage capacity of the device can 
be communicated with a host system (e.g., computer system 
110) through SPD device 203. In another example, if the 
memory module has a failure, the failure can be communi 
cated with a host system (e.g., computer system 110) 
through SPD device 203. 

FIG. 3A is a block diagram illustrating an implementation 
of power storage and distribution module 204 and supervi 
sory module 126, in accordance with Some embodiments. 
While some example features are illustrated, various other 
features have not been illustrated for the sake of brevity and 
So as not to obscure more pertinent aspects of the example 
embodiments disclosed herein. To that end, as a non-limiting 
example, power storage and distribution module 204 
includes load switch 304, boost regulator 308, selector 310, 
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8 
energy storage device 205, regulator module 314, and volt 
ages V, 302, V,s 306, V. 311, and V, 312. 

Regulator module 314 comprises one or more regulators 
(also sometimes called power control systems or power 
regulators) used to power various components of storage 
device 120 (e.g., storage device controller 128, NVM con 
trollers 130, NVMs 140, and/or NVM 142) via one or more 
connections 316. In some embodiments, regulator module 
314 supplies power to a plurality of controllers coupled to 
power storage and distribution module 204 and to non 
Volatile memory associated with each controller. In some 
embodiments, regulator module 314 comprises a plurality of 
buck regulators and a plurality of low dropout (LDO) 
regulators. In some embodiments, V, 312 is provided to 
regulator module 314, which converts V, 312 to the 
Voltages required by various components of storage device 
120 (e.g., 0.9 volts, 1.35 volts, 1.5 volts, 1.8 volts, and/or 2.5 
Volts) and provide those Voltages to the appropriate com 
ponents. In some embodiments, regulator module 314 is a 
component of power storage and distribution module 204. In 
Some embodiments, regulator module 314 is a component of 
supervisory module 126. Alternatively, in some embodi 
ments, regulator module 314, or portions thereof, are exter 
nal to supervisory module 126. 

In some embodiments, V. 302 is a Voltage Supplied by a 
host system (e.g., computer system 110, FIG. 1) and has a 
target value of 5 volts or less. In some embodiments, V. 
312 is a boosted voltage, boosted from V 302, and has a 
target value of 5.5 volts. In some embodiments, VA 312 
is used to charge energy storage device 205. In some 
embodiments, Vs, 324 is a voltage Supplied for serial 
presence detect (SPD) functionality and has a target value of 
3.3 volts. In some embodiments, selector 310 comprises a 
Switch (e.g., a transistor). In some embodiments, selector 
310 is configured to couple energy storage device 205 to the 
output of boost regulator 308 during normal operation so as 
to charge energy storage device 205. 

In some embodiments, selector 310 is further configured 
to couple energy storage device 205 to the input of boost 
regulator 308 in response to receiving a power fail signal 
from PCP 202 (e.g., Pfail signal 325). By coupling energy 
storage device 205 to the input of boost regulator 308 during 
performance of at least a portion of the power fail operation, 
a larger portion of the energy stored in energy storage device 
205 can be utilized to enable performance of the power fail 
operation than if the energy storage device 205 were coupled 
to the output of boost regulator 308. For example, with 
energy storage device 205 coupled to the output of boost 
regulator 308, the lowest useful output voltage from energy 
storage device 205 during a power fail operation might be a 
first voltage. Such as 3 volts, but with energy storage device 
205 coupled to the input of boost regulator 308 during at 
least a portion of the power fail operation, the lowest useful 
output Voltage from energy storage device 205 during the 
power fail operation might be a second Voltage. Such as 2 
volts or even 1 volt, which is lower than the first voltage. 
As a result, a smaller size energy storage device 205 can 

be used to Support a given power fail operation than would 
have been the case if the energy storage device 205 were 
coupled to the output of boost regulator 308 during perfor 
mance of the power fail operation. 

In some embodiments, selector 310 is configured to 
decouple energy storage device 205 from both the input and 
output of boost regulator 308. For example, in some embodi 
ments, removing power from a component of storage device 
120 (e.g., storage device controller 128 and/or NVM con 
trollers 130) includes decoupling energy storage device 205 
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from both the input and output of boost regulator 308. In 
Some embodiments, energy storage device 205 comprises a 
power holdup circuit, implemented using one or more 
capacitors. In some embodiments, energy storage device 205 
stores, immediately prior to a power fail condition being 
detected, at least approximately 30 to 70 millijoules of 
energy per NVM controller 130 in storage device 120. 

In some embodiments, PCP 202 monitors and manages 
the functionality in power storage and distribution module 
204. For example, PCP 202 monitors voltages V. 302 and 
Vs 324. In some embodiments, if either V. 302 or Vs 
324 falls below corresponding under-voltage thresholds, 
PCP 202 signals a power fail condition to PFAIL control 
circuitry (e.g., PFAIL control module 208, FIG. 2). In some 
embodiments, PCP 202 signals the power fail condition to a 
plurality of controllers on storage device 120 (e.g., storage 
device controller 128 and NVM controllers 130, FIG. 1). In 
Some embodiments, the under-Voltage threshold varies 
depending on the target value of the Voltage. For example, 
if the target voltage for V. 302 is 1.5 volts, the under 
voltage threshold may be 1.5 volts minus 5% (i.e., 1.425 
volts), so PCP 202 would signal a power fail condition if V. 
302 is lower than 1.425 volts. In some embodiments, the 
under-voltage threshold for V. 302 is different than the 
under-Voltage threshold for Vs 324. 

In some embodiments, during regular operation of storage 
device 120, V., 302 is used to supply power to storage 
device 120. However, during a power fail operation or a soft 
power fail operation, energy storage device 205 is used to 
provide power to storage device 120. In some embodiments, 
PCP 202 controls load switch 304 and selector 310 Such that 
V is used to power storage device 120 during a power 
fail or soft power fail operation. For example, during regular 
operation of storage device 120, V., 302 is used to supply 
power to storage device 120, so load switch 304 is turned on 
(e.g., to complete the connection between V. 302 and Vis 
306). However, during a power fail operation or a soft power 
fail operation, energy storage device 205 is used to provide 
power to storage device 120, so load switch 304 is turned off 
(e.g., to disable the connection between V. 302 and Vs 
306) and selector 310 is configured to couple energy storage 
device 205 to the input of boost regulator 308 (e.g., to enable 
the connection between V. 311 and Vs 306). Any 
energy storage device, including one or more capacitors, one 
or more inductors, or one or more other passive elements 
that store energy, may be used to store energy to be used 
during a power fail operation or a soft power fail operation. 

In some embodiments, energy storage device 205 is 
charged using V, 312, a voltage higher than Vs. 306. In 
some embodiments, boost regulator 308 is controlled and 
enabled by PCP 202. Further, in some embodiments, V. 
312 is used as an input to keeper circuitry 320, which along 
with Vse, 324 provides power to PCP 202. During a power 
fail operation or a soft power fail operation, V, 312 is 
provided via keeper circuitry 320 to PCP 202 so as to 
provide power to PCP 202. In some embodiments, PCP 202 
has one or more connections 326 used to monitor and control 
other functions within storage device 120. In some embodi 
ments, Vs, 324 provides power to keeper circuitry 320. 
Furthermore, in Some instances, Vs, 324 is provided to 
storage device 120 before V. 302 is provided to storage 
device 120, allowing devices in storage device 120 to 
operate before main power V. 302 is provided to storage 
device 120. In some implementation, keeper circuitry 320 
provides V. 322 to PCP 202. 

In some embodiments, supervisory module 126 (e.g., PCP 
202) uses an algorithm to selectively test one or more 
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10 
capacitors from energy storage device 205 during operation 
of the storage device. In some embodiments, one or more 
capacitors from energy storage device 205 are tested during 
regular operation of the storage device (as opposed to during 
a power fail operation). Since testing the capacitor(s) will 
discharge the capacitor(s), Supervisory module 126 manages 
the coordination of testing the capacitor(s) to ensure that 
testing of the capacitor(s) from energy storage device 205 
does not interfere with other operations. In some embodi 
ments, an energy storage device module (e.g., energy storage 
device module 510, FIG. 5) is used to selectively test one or 
more capacitors from the energy storage device during 
operation of the storage device, as described below with 
respect to FIG. 5. 

In some embodiments, testing energy storage device 205 
includes charging the energy storage device using a higher 
Voltage than the power Supply Voltage provided to the 
storage device and determining whether energy storage 
device 205 meets a predefined minimum charge level thresh 
old (sometimes called the minimum charge level threshold) 
within a predefined charge time. For example, if the pre 
defined minimum charge level threshold is 95% charge 
capacity and the predefined charge time is 25 ms, the storage 
device determines whether the energy storage device is 
charged to at least 95% charge capacity within 25 ms. In 
Some embodiments, an energy storage device module (e.g., 
energy storage device module 510, FIG. 5) is used to 
determine whether energy storage device 205 meets a pre 
defined minimum charge level threshold within a predefined 
charge time, as described below with respect to FIG. 5. 
Further, in accordance with a determination that energy 
storage device 205 does not meet the predefined minimum 
charge level threshold in the predefined charge time, the 
storage device prevents operation of the storage device. In 
Some embodiments, a determination that energy storage 
device 205 does not meet the predefined minimum charge 
level threshold in the predefined charge time indicates that 
there will be a data hardening failure when a power fail 
operation is performed in the future (e.g., a predictive failure 
detection). As a result, operation of the storage device is 
prevented to avoid a future data hardening failure. In some 
embodiments, preventing operation of the storage device 
includes communicating a failure message to a host system 
(e.g., computer system 110, FIG. 1). In some embodiments, 
the failure message is communicated with the host system 
through a SPD device (e.g., SPD device 203, FIG. 2) or a 
SPD bus controller. 

FIG. 3B is another block diagram illustrating an imple 
mentation of power storage and distribution module 204 and 
Supervisory module 126, in accordance with some embodi 
ments. While some example features are illustrated, various 
other features have not been illustrated for the sake of 
brevity and so as not to obscure more pertinent aspects of the 
example embodiments disclosed herein. To that end, as a 
non-limiting example, FIG. 3B shows power storage and 
distribution module 204 further including comparator 330. 
Comparator 330 is configured to determine whether an 
output of energy storage device 205 (e.g., V. 311) falls 
below a predetermined Voltage threshold and, in accordance 
with a determination that the output of energy storage device 
205 has fallen below the predetermined threshold, signal 
selector 310 (e.g., via switch signal 332). In some embodi 
ments, the predetermined voltage threshold is determined 
based on a minimum operating Voltage of regulator module 
314. In some embodiments, the predetermined voltage 
threshold is based on an optimal operating Voltage of 
regulator 314. 
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As a non-limiting example, during normal operation of 
storage device 120, energy storage device 205 is coupled, 
via selector 310, to the output of boost regulator 308 (e.g., 
Such that V is connected to V). In this example, in 
response to detecting a power fail condition, PCP 202 will 
signal (e.g., via pfail signal 325) load switch 304 to decouple 
V. 302 from V, 306. In this example, energy storage 
device 205 is coupled to the output of boost regulator 308 
and provides power to regulator module 314 until compara 
tor 330 determines that V. 311 has dropped below the 
predetermined threshold; at which time, comparator 330 
signals (e.g., via switch signal 332) to selector 310 to 
selectively couple energy storage device 205 to the input of 
boost regulator 308. Once energy storage device 205 is 
selectively coupled to the input of boost regulator 308 (e.g., 
such that V, 311 is connected to Vs 306) V, 311 
is boosted by boost regulator 308 and continues to supply 
power to regulator module 314 until the power fail opera 
tions are complete or V. 312 falls below a predetermined 
minimum operating threshold. See discussion of operations 
820 and 822 in method 800, below. In some embodiments, 
by delaying the switchover by selector 310 until V. 311 
has dropped below the predetermined threshold, regulators 
in regulator module 314 are operated more efficiently than if 
the selector 310 were to couple energy storage device 205 to 
the input of boost regulator 308 immediately upon detection 
of the power fail condition. 

FIG. 4 is a voltage diagram corresponding to a power fail 
event, in accordance with some embodiments. At time 402 
a drop in the voltage supplied by V 401 occurs (e.g., a 
power fail event). In some embodiments, V 401 is V,302. 
Also at time 402, a drop in V, 403 (e.g., V, 306) occurs 
corresponding to the drop in V 401. The power failure is 
detected (e.g., by PCP 202) and, at time 404, the energy 
storage device (e.g., energy storage device 205) is coupled 
to the input of the boost regulator (e.g., boost regulator 308). 
In some embodiments, the PCP detects the power failure and 
signals the load switch (e.g., load switch 304) via a pfail 
signal (e.g., pfail signal 325) to decouple Vs 403 from V. 
401. In some embodiments, the PCP also signals the selector 
(e.g., selector 310) via a pfail signal (e.g., pfail signal 325) 
to couple the energy storage device to the input of the boost 
regulator (e.g., such that V. 405 is connected to Vis 
403). At time 406 the voltage supplied by V. 405 has 
dropped below a minimum voltage threshold required by the 
boost regulator to maintain the optimal voltage output. Thus, 
at time 406, the voltage supplied by V. 407 begins to 
drop. At time 408, the voltage supplied by V. 407 drops 
below a minimum Voltage threshold required by a regulator 
module (e.g., regulator module 314) to Supply useable 
power to a corresponding portion of the storage device (e.g., 
storage device 120). 

FIG. 5 is a block diagram illustrating an implementation 
of PCP 202, in accordance with some embodiments. PCP 
202 includes one or more processors (also sometimes called 
CPUs or processing units or microprocessors or microcon 
trollers) 502 for executing modules, programs and/or 
instructions stored in memory 506 and thereby performing 
processing operations, memory 506, and one or more com 
munication buses 504 for interconnecting these components. 
Communication buses 504 optionally include circuitry 
(sometimes called a chipset) that interconnects and controls 
communications between system components. PCP 202 is 
coupled to host interface 122, storage device controller 128, 
NVM controllers 130 (e.g., NVM controllers 130-1 through 
130-m), power storage and distribution module 204, voltage 
comparator circuitry 206, and PFAIL control module 208 by 
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communication buses 508. Memory 506 includes high 
speed random access memory, such as DRAM, SRAM, 
DDR RAM or other random access solid state memory 
devices, and may include non-volatile memory, Such as one 
or more magnetic disk storage devices, optical disk storage 
devices, flash memory devices, or other non-volatile solid 
state storage devices. Memory 506 optionally includes one 
or more storage devices remotely located from processor(s) 
502. Memory 506, or alternately the non-volatile memory 
device(s) within memory 506, comprises a non-transitory 
computer readable storage medium. In some embodiments, 
memory 506, or the computer readable storage medium of 
memory 506 Stores the following programs, modules, and 
data structures, or a subset thereof: 

monitor module 508 that is used for monitoring signals 
provided to a storage device (e.g., storage device 120, 
FIG. 1), for example to monitor and determine whether 
a power Supply Voltage provided to the storage device 
is lower than an under-Voltage threshold; 

energy storage device module 510 that is used for moni 
toring, controlling, charging, and/or testing an energy 
storage device (e.g., energy storage device 205) on the 
storage device; 

test module 512 that is used for testing one or more 
functions of the storage device; 

SPD module 514 for accessing information about a com 
puter memory module and/or communicating with a 
host system; 

power switch module 516 that is used for determining and 
controlling the Voltage that is used to Supply power to 
the storage device; and 

power fail module 520 that is used for performing a power 
fail operation or a soft power fail operation in response 
to certain criterion or signals. 

In some embodiments, memory 506, or the computer 
readable storage medium of memory 506 further stores a 
configuration module for configuring storage device 120 and 
Supervisory module 126, and/or configuration values (such 
as one or more under-Voltage threshold values) for config 
uring supervisory module 126, neither of which is explicitly 
shown in FIG. 5. In some embodiments, upon power up and 
upon reset, the configuration module automatically sets the 
values of one or more configuration parameters of storage 
device 120 (and, optionally, determines which of two or 
more power fail modules, test modules, etc. to use) in 
accordance with the components of storage device 120 (e.g., 
the type of non-volatile memory components in storage 
device 120) and/or characteristics of the data storage system 
100 that includes storage device 120. 

In some embodiments, power fail module 520 includes 
the following modules or sub-modules, or a subset thereof: 

signal module 522 that is used for signaling a power fail 
condition to a plurality of controllers on the storage 
device (e.g., storage device controller 128 and NVM 
controllers 130, FIG. 1); 

reset module 524 that is used for resetting one or more 
controllers (e.g., storage device controller 128, and/or 
one or more of NVM controllers 130) of the storage 
device; 

power removal module 526 that is used for removing 
power from one or more controllers (e.g., storage 
device controller 128, and/or one or more of NVM 
controller 130) of the storage device: 

guard banding module 528 that is used for tolerating 
power fluctuations in a power Supply Voltage provided 
to the storage device; and 



US 9,443,601 B2 
13 

discharge module 530 that is used for discharging an 
energy storage device (e.g., energy storage device 205, 
FIG. 2) on the storage device. 

Each of the above identified elements may be stored in 
one or more of the previously mentioned memory devices, 
and corresponds to a set of instructions for performing a 
function described above. The above identified modules or 
programs (i.e., sets of instructions) need not be implemented 
as separate Software programs, procedures or modules, and 
thus various subsets of these modules may be combined or 
otherwise re-arranged in various embodiments. In some 
embodiments, memory 506 may store a subset of the mod 
ules and data structures identified above. Furthermore, 
memory 506 may store additional modules and data struc 
tures not described above. In some embodiments, the pro 
grams, modules, and data structures stored in memory 506, 
or the computer readable storage medium of memory 506, 
provide instructions for implementing respective operations 
in the methods described below with reference to FIGS. 
8A-8B. 

Although FIG. 5 shows PCP 202, FIG. 5 is intended more 
as a functional description of the various features which may 
be present in a PCP than as a structural schematic of the 
embodiments described herein. In practice, and as recog 
nized by those of ordinary skill in the art, items shown 
separately could be combined and some items could be 
separated. 

FIG. 6 is a block diagram illustrating an implementation 
of storage device controller 128, in accordance with some 
embodiments. Storage device controller 128 typically 
includes: one or more processors (also sometimes called 
CPUs or processing units or microprocessors or microcon 
trollers) 602 for executing modules, programs and/or 
instructions stored in memory 606 and thereby performing 
processing operations; memory 606; and one or more com 
munication buses 604 for interconnecting these components. 
One or more communication buses 604, optionally, include 
circuitry (sometimes called a chipset) that interconnects and 
controls communications between system components. Stor 
age device controller 128 is operatively coupled to host 
interface 122, supervisory module 126, and NVM control 
lers 130 (e.g., NVM controllers 130-1 through 130-m) by 
communication buses 604. Memory 606 includes high 
speed random access memory, such as DRAM, SRAM, 
DDR RAM or other random access solid state memory 
devices, and may include non-volatile memory, such as one 
or more magnetic disk storage devices, optical disk storage 
devices, flash memory devices, or other non-volatile solid 
state storage devices. In some embodiments, the information 
stored in memory 606 includes volatile data 618 correspond 
ing to portions of non-volatile memory within data storage 
system 100 (e.g., NVMs 140 and/or NVMs 142, FIG. 1). In 
some embodiments, the information stored in memory 606 
comprises metadata 620 (e.g., metadata comprising age 
category, known-bad portion, etc.) corresponding to portions 
of the non-volatile memory. Memory 606, optionally, 
includes one or more storage devices remotely located from 
the one or more CPUs 602. Memory 606, or alternatively the 
non-volatile memory device(s) within memory 606, com 
prises a non-transitory computer readable storage medium. 
In some embodiments, memory 606, or the non-transitory 
computer readable storage medium of memory 606, stores 
the following programs, modules, and data structures, or a 
subset or superset thereof: 

interface module 608 that is used for communicating with 
other components, such as host interface 122, Supervi 
sory module 126, and NVM controllers 130; 
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14 
data read module 610 for performing a read operation to 

read data from non-volatile memory (e.g., a persistent 
data store including non-volatile memory Such as flash 
memory) according to a read command from computer 
system 110; 

data write module 612 for performing a write operation to 
write data (e.g., a record including write data and a log 
entry) to non-volatile memory according to a write 
command from computer system 110; 

data erase module 614 for performing an erase operation 
to erase data from non-volatile, according to an erase 
command from computer system 110 and/or according 
to a garbage collection erase command (generated 
internally by storage device controller 128, or exter 
nally to storage device controller 128); 

log entry module 616 for generating a log entry associated 
with respective data; 

recovery module 622 for performing a recovery process, 
or causing a recovery process to be performed, in 
response to detecting an error condition or synchroni 
Zation command; 

transfer module 624 that is used for transferring data held 
in volatile memory to non-volatile memory; 

mapping module 626, which maps logical addresses in a 
logical address space (e.g., a logical address space of a 
host or client system) to physical addresses in a physi 
cal address space (e.g., a physical address space of 
storage device 120) for respective portions of the 
non-volatile memory within data storage system 100, 
and optionally maps physical addresses for respective 
portions of the non-volatile memory to logical 
addresses. In some embodiments, mappings module 
626 excludes known-bad portions of the non-volatile 
memory from the maps; 

power fail module 628 that is used for performing a power 
fail operation or a soft power fail operation; and 

reset module 630 that is used for resetting storage device 
controller 128. 

In some embodiments, power fail module 628 optionally 
includes a transfer Sub-module that is used for transferring 
data held in Volatile memory to non-volatile memory during 
a power fail operation. In some embodiments, transfer 
module 624 is used to transfer data held in volatile memory 
to non-volatile memory during a power fail operation. 

Each of the above identified elements may be stored in 
one or more of the previously mentioned memory devices, 
and corresponds to a set of instructions for performing a 
function described above. The above identified modules or 
programs (i.e., sets of instructions) need not be implemented 
as separate software programs, procedures or modules, and 
thus various subsets of these modules may be combined or 
otherwise re-arranged in various embodiments. In some 
embodiments, memory 606 may store a subset of the mod 
ules and data structures identified above. Furthermore, 
memory 606 may store additional modules and data struc 
tures not described above. In some embodiments, the pro 
grams, modules, and data structures stored in memory 606, 
or the computer readable storage medium of memory 606, 
provide instructions for implementing respective operations 
in the methods described below with reference to FIGS. 
8A-8B. 

Although FIG. 6 shows a storage device controller 128, 
FIG. 6 is intended more as a functional description of the 
various features which may be present in a memory con 
troller than as a structural schematic of the embodiments 
described herein. In practice, and as recognized by those of 
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ordinary skill in the art, items shown separately could be 
combined and Some items could be separated. 

FIG. 7 is a block diagram illustrating an implementation 
of NVM controller 130-1, such as a flash controller, in 
accordance with some embodiments. NVM controller 130-1 
typically includes one or more processors (also sometimes 
called CPUs or processing units or microprocessors or 
microcontrollers) 702 for executing modules, programs and/ 
or instructions stored in memory 706 and thereby perform 
ing processing operations, memory 706, and one or more 
communication buses 704 for interconnecting these compo 
nents. Communication buses 704 optionally include cir 
cuitry (sometimes called a chipset) that interconnects and 
controls communications between system components. 
NVM controller 130-1 is coupled to storage device control 
ler 128, Supervisory module 126, and NVM devices 140 
(e.g., NVM devices 140-1 through 140-n, such as flash 
memory devices) by communication buses 704. Memory 
706 includes high-speed random access memory, Such as 
DRAM, SRAM, DDR RAM or other random access solid 
state memory devices, and may include non-volatile 
memory, such as one or more magnetic disk storage devices, 
optical disk storage devices, flash memory devices, or other 
non-volatile Solid state storage devices. In some embodi 
ments, memory 706 includes volatile data 716 correspond 
ing to portions of non-volatile memory within data storage 
system 100 (e.g., NVMs 140 and/or NVMs 142, FIG. 1). 
Memory 706 optionally includes one or more storage 
devices remotely located from processor(s) 702. Memory 
706, or alternately the non-volatile memory device(s) within 
memory 706, comprises a non-transitory computer readable 
storage medium. In some embodiments, memory 706, or the 
computer readable storage medium of memory 706 stores 
the following programs, modules, and data structures, or a 
subset thereof: 

interface module 708 that is used for communicating with 
other components, such as storage device controller 
128, supervisory module 126, and NVM devices 140; 

reset module 710 that is used for resetting NVM control 
ler 130-1; and 

power fail module 712 that is used for performing a power 
fail operation or a soft power fail operation. 

In some embodiments, power fail module 712 optionally 
includes transfer submodule 714 that is used for transferring 
data held in Volatile memory to non-volatile memory during 
a power fail operation. 

Each of the above identified elements may be stored in 
one or more of the previously mentioned memory devices, 
and corresponds to a set of instructions for performing a 
function described above. The above identified modules or 
programs (i.e., sets of instructions) need not be implemented 
as separate Software programs, procedures or modules, and 
thus various subsets of these modules may be combined or 
otherwise re-arranged in various embodiments. In some 
embodiments, memory 706 may store a subset of the mod 
ules and data structures identified above. Furthermore, 
memory 706 may store additional modules and data struc 
tures not described above. In some embodiments, the pro 
grams, modules, and data structures stored in memory 706. 
or the computer readable storage medium of memory 706, 
provide instructions for implementing respective operations 
in the methods described below with reference to FIGS. 
8A-8B. 

Although FIG. 7 shows a NVM controller 130-1, FIG. 7 
is intended more as a functional description of the various 
features which may be present in a NVM controller than as 
a structural schematic of the embodiments described herein. 
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16 
In practice, and as recognized by those of ordinary skill in 
the art, items shown separately could be combined and some 
items could be separated. Further, although FIG. 7 shows a 
NVM controller 130-1, the description of FIG. 7 similarly 
applies to other NVM controllers (e.g., NVM controllers 
130-2 through 130-m) in storage device 120 (FIG. 1). 

FIGS. 8A-8B illustrate a flowchart representation of 
method 800 of power management in a storage device, in 
accordance with some embodiments. In some embodiments, 
the storage device comprises a solid-state drive implemented 
as a dual in-line memory module (DIMM) device. In some 
embodiments, the storage device is compatible with a 
DIMM memory slot. For example, in some embodiments, 
the storage device is compatible with a 240-pin DIMM 
memory slot using a DDR3 interface specification. In some 
embodiments, the storage device (e.g., storage device 120, 
FIG. 1) coordinates and manages multiple Sub-system com 
ponents to manage power and harden data, which initiates 
performance of method 800. At least in some embodiments, 
method 800 is performed by a storage device (e.g., storage 
device 120, FIG. 1) or one or more components of the 
storage device (e.g., Supervisory module 126, Storage device 
controller 128, and/or NVM controllers 130, FIG. 1). In 
some embodiments, method 800 is governed by instructions 
that are stored in a non-transitory computer readable storage 
medium and that are executed by one or more processors of 
a device, such as the one or more processors 502 of PCP 202, 
the one or more processors 602 of storage device controller 
128, and/or the one or more processors 702 of NVM 
controllers 130, as shown in FIGS. 5-7. 
The storage device performs (802) a power fail operation 

on a first section of the storage device. In some embodi 
ments, the power fail operation is initiated by a host server 
(also sometimes called an end system) (e.g., computer 
system 110, FIG. 1). In some embodiments, the power fail 
operation is initiated by a Supervisory module (e.g., Super 
visory module 126, FIG. 1) or a component thereof (e.g., 
PCP 202, FIG. 2). In some embodiments, the first section of 
the storage device comprises the entire storage device. In 
Some embodiments, the first section of the storage device is 
the section of the storage device governed by a Supervisory 
module (e.g., supervisory module 126, FIG. 1). In some 
embodiments, the first section of the storage device is the 
section of the storage device governed by a particular 
storage device controller (e.g., storage device controller 128, 
FIG. 1). In some embodiments, the power fail operation is 
performed in response to a first voltage dropping below a 
predetermined voltage threshold and the first section of the 
storage device is the section of the storage device that 
utilizes the first voltage or a voltage derived therefrom. In 
Some embodiments, the power fail operation is a simulated 
power fail operation (also sometimes called a soft power fail 
operation). 

In some embodiments, the power fail operation is per 
formed (804) on the first section of the storage device in 
response to a second signal. In some embodiments, the 
second signal corresponds to an input voltage (e.g., V, 302, 
FIG. 3A) dropping below a predetermined minimum volt 
age. In some embodiments, the second signal is a power fail 
signal generated by a controller on the storage device. For 
example, in some embodiments, the second signal is a power 
fail signal generated by a PCP (e.g., pfail signal 325 gen 
erated by PCP 202 in FIG. 3A). In some embodiments, the 
second signal is a power fail signal received by the storage 
device from a device or source external to the storage 
device. For example, a power fail signal received from 
computer system 110 in FIG. 1 (e.g., via control line 111). 
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The power fail operation (806) includes supplying power 
(808), via an energy storage device, to the first section of the 
storage device. For example, in accordance with some 
embodiments, energy storage device 205 in FIG. 3A Sup 
plies power to storage device controller 128, NVM control- 5 
lers 130, and NVMs 140-142 via connections 316. 

In some embodiments, the energy storage device com 
prises one or more capacitors. In some embodiments, the 
energy storage device includes one or more inductors and/or 
one or more other passive elements that store energy. 10 
The energy storage device is distinct (812) from a power 

Source used during normal operation of the storage device. 
For example, in some embodiments, V., 302 in FIG. 3A is 
a power Source used during normal operation of Storage 
device 120. In this example, energy storage device 205 in 15 
FIG. 3A is used during a power fail operation and is distinct 
from V 302. 
As used herein, “normal” operation, also sometimes 

called “standard operation, is a mode of operation of the 
storage device in which the storage system is being used for 20 
its intended purposes (e.g., to read and write data) by a host 
system (e.g., computer system 110, FIG. 1). For example, in 
normal operation, the storage device is receiving and 
responding to commands sent from a host system. Normal 
operation is distinguished from a power fail operation where 25 
the storage device is hardening data and/or resetting con 
trollers rather than receiving and responding to commands 
sent from a host system. 
Normal operation is also distinguished from manufactur 

ing of the storage device, which is completed prior to the 30 
storage device being coupled to a host system, and testing of 
the storage device (sometimes called a testing mode of 
operation), which is either done: (1) while coupled to a 
testing system; (2) prior to being coupled to a host system; 
and/or (3) is done in a manner that prevents the storage 35 
device from being used for its intended purposes during the 
testing process. For example, failure detection optionally 
occurs in a storage device during manufacturing, testing, 
and/or normal operation. In some embodiments, failure 
detection during the manufacturing process comprises 40 
detecting that the storage device (and/or individual compo 
nents therein) do not meet manufacturing parameters (e.g., 
one or more characteristics of the device are outside of 
predetermined acceptable boundaries). In some embodi 
ments, failure detection during a testing process comprises 45 
testing the operability of a plurality of distinct portions on 
the storage device (e.g., systematically testing each portion 
of the storage device in a controlled manner). In some 
embodiments, the testing process includes more controlled 
parameters (e.g., controlled parameters specified by the 50 
testing protocol) than normal operation. For example, during 
the testing process, write commands optionally involve 
known predetermined data to be written to each portion, 
whereas during normal operation, the data is variable and is 
based in part on the operation of the host system. In some 55 
embodiments, manufacturing and testing are a combined 
process where testing is performed at various stages of the 
manufacturing. 

Supplying power via the energy storage device includes 
Switching (814) the output of the energy storage device from 60 
an output of a boost regulator to an input of the boost 
regulator. For example, in accordance with some embodi 
ments, selector 310 in FIG.3A switches the output of energy 
storage device 205 from the output of boost regulator 308 to 
the input of boost regulator 308 during a power fail opera- 65 
tion. In some embodiments, the energy storage device is 
Switched as soon as the power fail event is detected. In some 
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embodiments, however, the energy storage device is 
switched (from the output of boost regulator 308 to the input 
of boost regulator 308) when, or in accordance with a 
determination that, the Voltage Supplied by the energy Stor 
age device (e.g., V. 311, FIG. 3B) falls below a pre 
determined threshold. 

In some embodiments, Switching the output of the energy 
storage device from the output of the boost regulator to the 
input of the boost regulator comprises switching (816) the 
output of the energy storage device in response to receiving 
a first signal. For example, in accordance with Some embodi 
ments, selector 310 in FIG. 3A switches the output of energy 
storage device 205 from the output of boost regulator 308 to 
the input of boost regulator 308 in response to a pfail signal 
(e.g., pfail signal 325). In accordance with Some embodi 
ments, selector 310 in FIG. 3B switches the output of energy 
storage device 205 from the output of boost regulator 308 to 
the input of boost regulator 308 in response to a switchover 
signal (e.g., Switchover signal 332). 

In some embodiments, the first signal is a power fail 
signal (818) generated by a first controller on the storage 
device. In some embodiments, the first controller corre 
sponds to the first section of the storage device. In some 
embodiments, the first controller is a storage device con 
troller (e.g., storage device controller 128, FIG. 1). In some 
embodiments, the first controller is a component of a Super 
visory module (e.g., PCP 202, FIG. 2). Alternatively, in 
Some embodiments, the power fail signal is received from a 
device or source external to the storage device. For example, 
a power fail signal received from computer system 110 in 
FIG. 1 (e.g., via control line 111). 

In some embodiments, the first signal is a switchover 
signal (820), the Switchover signal generated in response to 
a voltage output of the energy storage device falling below 
a predetermined threshold. For example, selector 310 in 
FIG. 3B switches the output of energy storage device 205 
from the output of boost regulator 308 to the input of boost 
regulator 308 in response to switch signal 332. In some 
embodiments, the Switchover signal is generated by a com 
parator (e.g., comparator 330, FIG. 3B) coupled to the 
output of the energy storage device. 

In some embodiments, the predetermined threshold cor 
responds to (822) a minimum input voltage required by a 
first regulator to supply useable power to the first portion of 
the memory. In some embodiments, the first regulator is 
coupled to the output of the boost regulator and is used to 
Supply power to a first portion of the storage device. In some 
embodiments, a plurality of regulators are coupled to the 
output of the boost regulator and are used to Supply power 
to a first portion of the storage device and the plurality of 
regulators include the first regulator. In some embodiments, 
the first regulator is a component of a regulator module 
coupled to the output of the boost regulator (e.g., regulator 
module 314, FIG. 3A). As a non-limiting example, in some 
embodiments, the first regulator is a buck regulator used to 
Supply a first voltage (e.g., 2.85 volts) from an input Voltage 
(e.g., V, 312, FIG. 3A). In this example, the buck 
regulator is unable to Supply the first voltage once the input 
Voltage drops below a minimum input voltage requirement 
of 3 volts. In some embodiments, the predetermined thresh 
old corresponds to a minimum input Voltage required by one 
or more Voltage regulators to operate correctly, where the 
one or more Voltage regulators are coupled to the output of 
the energy storage device and correspond to the first section 
of the storage device. 
The power fail operation (806) further includes perform 

ing (824) data hardening on the first section of the storage 
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device. As used herein, data hardening is the process of 
saving data to non-volatile memory. The data optionally 
includes mission critical data and/or metadata. In some 
embodiments, the storage device (e.g., storage device 120, 
FIG. 1) comprises volatile memory and non-volatile 
memory and data hardening comprises transferring data 
from the volatile memory to the non-volatile memory. In 
Some embodiments, the storage device includes volatile 
memory corresponding to a first controller (e.g., NVM 
controller 130-1, FIG. 1) and the first controller performs 
data hardening by transferring data from the corresponding 
volatile memory to non-volatile memory (e.g., NVMs 140). 
For example, in some embodiments, the first section of the 
memory device corresponds to a plurality of controllers, 
each controller of the plurality of controllers having asso 
ciated Volatile memory. In this example, performing data 
hardening on the first section of the storage device com 
prises transferring data from the associated volatile memory 
to non-volatile memory. 

In some embodiments, in addition to using the energy 
storage device to provide power during power fail opera 
tions, the storage device utilizes (826) the energy storage 
device to buffer power spikes received from the power 
Source used during normal operation of the storage device. 

In some embodiments, the storage device comprises one 
or more three-dimensional (3D) memory devices and cir 
cuitry associated with operation of memory elements in the 
one or more 3D memory devices. 

In Some embodiments, the circuitry and one or more 
memory elements in a respective 3D memory device, of the 
one or more 3D memory devices, are on the same Substrate. 

Semiconductor memory devices include volatile memory 
devices, such as dynamic random access memory 
(“DRAM) or static random access memory (“SRAM) 
devices, non-volatile memory devices, such as resistive 
random access memory (“ReRAM), electrically erasable 
programmable read only memory (“EEPROM), flash 
memory (which can also be considered a Subset of 
EEPROM), ferroelectric random access memory 
(“FRAM), and magnetoresistive random access memory 
(“MRAM), and other semiconductor elements capable of 
storing information. Each type of memory device may have 
different configurations. For example, flash memory devices 
may be configured in a NAND or a NOR configuration. 
The memory devices can be formed from passive and/or 

active elements, in any combinations. By way of non 
limiting example, passive semiconductor memory elements 
include ReRAM device elements, which in some embodi 
ments include a resistivity Switching storage element, Such 
as an anti-fuse, phase change material, etc., and optionally a 
steering element, such as a diode, etc. Further by way of 
non-limiting example, active semiconductor memory ele 
ments include EEPROM and flash memory device elements, 
which in some embodiments include elements containing a 
charge storage region, such as a floating gate, conductive 
nanoparticles, or a charge storage dielectric material. 

Multiple memory elements may be configured so that they 
are connected in series or so that each element is individu 
ally accessible. By way of non-limiting example, flash 
memory devices in a NAND configuration (NAND 
memory) typically contain memory elements connected in 
series. ANAND memory array may be configured so that the 
array is composed of multiple strings of memory in which a 
string is composed of multiple memory elements sharing a 
single bit line and accessed as a group. Alternatively, 
memory elements may be configured so that each element is 
individually accessible (e.g., a NOR memory array). NAND 
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and NOR memory configurations are exemplary, and 
memory elements may be otherwise configured. 
The semiconductor memory elements located within and/ 

or over a Substrate may be arranged in two or three dimen 
sions, such as a two dimensional memory structure or a three 
dimensional memory structure. 

In a two dimensional memory structure, the semiconduc 
tor memory elements are arranged in a single plane or a 
single memory device level. Typically, in a two dimensional 
memory structure, memory elements are arranged in a plane 
(e.g., in an X-Z direction plane) which extends Substantially 
parallel to a major Surface of a Substrate that Supports the 
memory elements. The substrate may be a wafer over or in 
which the layer of the memory elements are formed or it 
may be a carrier substrate which is attached to the memory 
elements after they are formed. As a non-limiting example, 
the Substrate may include a semiconductor Such as silicon. 
The memory elements may be arranged in the single 

memory device level in an ordered array, Such as in a 
plurality of rows and/or columns. However, the memory 
elements may be arrayed in non-regular or non-orthogonal 
configurations. The memory elements may each have two or 
more electrodes or contact lines, such as bit lines and word 
lines. 
A three dimensional memory array is arranged so that 

memory elements occupy multiple planes or multiple 
memory device levels, thereby forming a structure in three 
dimensions (i.e., in the x, y and Z directions, where the y 
direction is substantially perpendicular and the X and Z 
directions are substantially parallel to the major surface of 
the substrate). 
As a non-limiting example, a three dimensional memory 

structure may be vertically arranged as a stack of multiple 
two dimensional memory device levels. As another non 
limiting example, a three dimensional memory array may be 
arranged as multiple vertical columns (e.g., columns extend 
ing Substantially perpendicular to the major Surface of the 
Substrate, i.e., in they direction) with each column having 
multiple memory elements in each column. The columns 
may be arranged in a two dimensional configuration (e.g., in 
an X-Z plane), resulting in a three dimensional arrangement 
of memory elements with elements on multiple vertically 
stacked memory planes. Other configurations of memory 
elements in three dimensions can also constitute a three 
dimensional memory array. 
By way of non-limiting example, in a three dimensional 

NAND memory array, the memory elements may be coupled 
together to form a NAND string within a single horizontal 
(e.g., X-Z) memory device level. Alternatively, the memory 
elements may be coupled together to form a vertical NAND 
string that traverses across multiple horizontal memory 
device levels. Other three dimensional configurations can be 
envisioned wherein some NAND strings contain memory 
elements in a single memory level while other strings 
contain memory elements which span through multiple 
memory levels. Three dimensional memory arrays may also 
be designed in a NOR configuration and in a ReRAM 
configuration. 

Typically, in a monolithic three dimensional memory 
array, one or more memory device levels are formed above 
a single Substrate. Optionally, the monolithic three dimen 
sional memory array may also have one or more memory 
layers at least partially within the single Substrate. As a 
non-limiting example, the Substrate may include a semicon 
ductor Such as silicon. In a monolithic three dimensional 
array, the layers constituting each memory device level of 
the array are typically formed on the layers of the underlying 
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memory device levels of the array. However, layers of 
adjacent memory device levels of a monolithic three dimen 
sional memory array may be shared or have intervening 
layers between memory device levels. 

Then again, two dimensional arrays may be formed 
separately and then packaged together to form a non 
monolithic memory device having multiple layers of 
memory. For example, non-monolithic stacked memories 
can be constructed by forming memory levels on separate 
Substrates and then stacking the memory levels atop each 
other. The substrates may be thinned or removed from the 
memory device levels before stacking, but as the memory 
device levels are initially formed over separate substrates, 
the resulting memory arrays are not monolithic three dimen 
sional memory arrays. Further, multiple two dimensional 
memory arrays or three dimensional memory arrays (mono 
lithic or non-monolithic) may be formed on separate chips 
and then packaged together to form a stacked-chip memory 
device. 

Associated circuitry is typically required for operation of 
the memory elements and for communication with the 
memory elements. As non-limiting examples, memory 
devices may have circuitry used for controlling and driving 
memory elements to accomplish functions such as program 
ming and reading. This associated circuitry may be on the 
same Substrate as the memory elements and/or on a separate 
substrate. For example, a controller for memory read-write 
operations may be located on a separate controller chip 
and/or on the same Substrate as the memory elements. 
The term “three-dimensional memory device' (or 3D 

memory device) is herein defined to mean a memory device 
having multiple memory layers or multiple levels (e.g., 
sometimes called multiple memory device levels) of 
memory elements, including any of the following: a memory 
device having a monolithic or non-monolithic 3D memory 
array, Some non-limiting examples of which are described 
above; or two or more 2D and/or 3D memory devices, 
packaged together to form a stacked-chip memory device, 
Some non-limiting examples of which are described above. 
One of skill in the art will recognize that this invention is 

not limited to the two dimensional and three dimensional 
exemplary structures described but cover all relevant 
memory structures within the spirit and scope of the inven 
tion as described herein and as understood by one of skill in 
the art. 

It will be understood that, although the terms “first.” 
“second,' etc. may be used herein to describe various 
elements, these elements should not be limited by these 
terms. These terms are only used to distinguish one element 
from another. For example, a first contact could be termed a 
second contact, and, similarly, a second contact could be 
termed a first contact, which changing the meaning of the 
description, so long as all occurrences of the “first contact’ 
are renamed consistently and all occurrences of the second 
contact are renamed consistently. The first contact and the 
second contact are both contacts, but they are not the same 
COntact. 

The terminology used herein is for the purpose of describ 
ing particular embodiments only and is not intended to be 
limiting of the claims. As used in the description of the 
embodiments and the appended claims, the singular forms 
“a”, “an and “the are intended to include the plural forms 
as well, unless the context clearly indicates otherwise. It will 
also be understood that the term “and/or” as used herein 
refers to and encompasses any and all possible combinations 
of one or more of the associated listed items. It will be 
further understood that the terms “comprises” and/or “com 
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22 
prising,” when used in this specification, specify the pres 
ence of Stated features, integers, steps, operations, elements, 
and/or components, but do not preclude the presence or 
addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
As used herein, the term “if may be construed to mean 

“when or “upon” or “in response to determining or “in 
accordance with a determination' or “in response to detect 
ing,” that a stated condition precedent is true, depending on 
the context. Similarly, the phrase “if it is determined that a 
stated condition precedent is true’ or “if a stated condition 
precedent is true’ or “when a stated condition precedent is 
true may be construed to mean “upon determining or “in 
response to determining or “in accordance with a determi 
nation” or “upon detecting or “in response to detecting 
that the stated condition precedent is true, depending on the 
COInteXt. 
The foregoing description, for purpose of explanation, has 

been described with reference to specific embodiments. 
However, the illustrative discussions above are not intended 
to be exhaustive or to limit the claims to the precise forms 
disclosed. Many modifications and variations are possible in 
view of the above teachings. The embodiments were chosen 
and described in order to best explain principles of operation 
and practical applications, to thereby enable others skilled in 
the art. 

What is claimed is: 
1. A circuit to protect data in a storage device, the circuit 

comprising: 
an energy storage device; 
a boost regulator for boosting an input voltage; 
a load Switch for selectively coupling a power source to 

the input of the boost regulator, wherein the load switch 
is configured to de-couple the power source from the 
input of the boost regulator in response to receiving a 
power fail signal; 

a selector for selectively coupling the energy storage 
device to either an input or an output of the boost 
regulator; 
wherein the selector is configured to couple the energy 

storage device to the output of the boost regulator 
during normal operation of the storage device; and 

wherein the selector is further configured to couple the 
energy storage device to the input of the boost 
regulator in response to receiving a first signal; and 

a plurality of regulators coupled to the output of the boost 
regulator for Supplying power to a first portion of the 
storage device. 

2. The circuit of claim 1, wherein the first signal is the 
power fail signal. 

3. The circuit of claim 1, wherein the first signal is a 
Switchover signal, the Switchover signal generated in 
response to a Voltage output of the energy storage device 
falling below a predetermined threshold. 

4. The circuit of claim 3, wherein the predetermined 
threshold corresponds to a minimum input Voltage required 
by at least one regulator in the plurality of regulators to 
Supply useable power to the first portion of the storage 
device. 

5. The circuit of claim 1, further comprising a comparator 
having an output comprising the first signal. 

6. The circuit of claim 1, wherein the energy storage 
device comprises one or more capacitors. 

7. The circuit of claim 1, wherein the first signal corre 
sponds to a power fail operation. 
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8. The circuit of claim 1, wherein, during normal opera 
tion, the energy storage device is used to buffer power 
spikes. 

9. A method of protecting data in a storage device 
comprising volatile memory and non-volatile memory, the 
method comprising: 

performing a power fail operation on a first section of the 
storage device, the power fail operation including: 
Supplying power, via an energy storage device, to the 

first section of the storage device: 
wherein the energy storage device is distinct from a 
power source used during normal operation of the 
storage device; and 

wherein supplying power via the energy storage 
device includes switching the output of the energy 
storage device from an output of a boost regulator 
to an input of the boost regulator; and 

performing data hardening on the first section of the 
storage device. 

10. The method of claim 9, wherein switching the output 
of the energy storage device from the output of the boost 
regulator to the input of the boost regulator comprises 
Switching the output of the energy storage device in response 
to receiving a first signal. 

11. The method of claim 10, wherein the first signal is a 
power fail signal generated by a first controller on the 
storage device. 

12. The method of claim 10, wherein the first signal is a 
Switchover signal, the switchover signal generated in 
response to a Voltage output of the energy storage device 
falling below a predetermined threshold. 

13. The method of claim 12, wherein the predetermined 
threshold corresponds to a minimum input voltage required 
by a first regulator to supply useable power to the first 
portion of the storage device. 

14. The method of claim 9, wherein the energy storage 
device comprises one or more capacitors. 

15. The method of claim 9, further comprising utilizing 
the energy storage device to buffer power spikes received 
from the power source used during normal operation of the 
storage device. 

16. The method of claim 10, wherein the power fail 
operation is performed on the first section of the storage 
device in response to a second signal. 
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17. A non-transitory computer readable storage medium, 

storing one or more programs for execution by one or more 
processors of a storage device, the one or more programs 
including instructions for: 

performing a power fail operation on a first section of the 
storage device, the power fail operation including: 
Supplying power, via an energy storage device, to the 

first section of the storage device: 
wherein the energy storage device is distinct from a 

power source used during normal operation of the 
storage device; and 

wherein supplying power via the energy storage 
device includes switching the output of the energy 
storage device from an output of a boost regulator 
to an input of the boost regulator; and 

performing data hardening on the first section of the 
storage device. 

18. The computer readable storage medium of claim 17, 
wherein Switching the output of the energy storage device 
from the output of the boost regulator to the input of the 
boost regulator comprises switching the output of the energy 
storage device in response to receiving a first signal. 

19. The computer readable storage medium of claim 18, 
wherein the first signal is a power fail signal generated by a 
first controller on the storage device. 

20. The computer readable storage medium of claim 18, 
wherein the first signal is a switchover signal, the switchover 
signal generated in response to a voltage output of the 
energy storage device falling below a predetermined thresh 
old. 

21. The computer readable storage medium of claim 20, 
wherein the predetermined threshold corresponds to a mini 
mum input Voltage required by a first regulator to supply 
useable power to the first portion of the storage device. 

22. The computer readable storage medium of claim 17, 
wherein the energy storage device comprises one or more 
capacitors. 

23. The computer readable storage medium of claim 17, 
further comprising utilizing the energy storage device to 
buffer power spikes received from the power source used 
during normal operation of the storage device. 

24. The computer readable storage medium of claim 18, 
wherein the power fail operation is performed on the first 
Section of the storage device in response to a second signal. 


