wo 2007/061671 A3 |10 0 000 0 O O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization Vd”Ij

) IO O T O A

International Bureau

(43) International Publication Date
31 May 2007 (31.05.2007)

(10) International Publication Number

WO 2007/061671 A3

(51) International Patent Classification:
GOGF 9/44 (2006.01)

(21) International Application Number:
PCT/US2006/044062

(22) International Filing Date:
13 November 2006 (13.11.2006)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

11/281,839 17 November 2005 (17.11.2005) US

(71) Applicant (for all designated States except US): EEYE
DIGITAL SECURITY [US/US]; 111 Theory, Suite 250,
Irvine, CA 92617-3039 (US).

(72) Inventor; and

(75) Inventor/Applicant (for US only): ROSS, Robert F.
[US/US]; 74 SEACOUNTRY LANE, Rancho Santa
Margarita, CA 92688 (US).

(74) Agent: FOLSOM, Brent, A.; MacPherson Kwok Chen &
Heid LLP, 2033 Gateway Place, Suite 400, San Jose, CA
95110 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS,
JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS,
LT, LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MY,
MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS,
RU, SC, SD, SE, SG, SK, SL, SM, SV, SY, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

(88) Date of publication of the international search report:
14 May 2009

(54) Title: SYSTEMS AND METHODS FOR DETECTING AND DISABLING MALICIOUS SCRIPT CODE

202 [ 204
CLIENT SERVER
220
DISPLAY TRANSCEIVER 250 260
32 [CTRANSCEIVER | {~ WEB SERVER
252 Ve EAGE
WEB PAGE 2
- 234 M
PROCESSOR 210 254 *
22 MEMORY (o PROCESSOR * Y
ME WEB PAGE #N
KEYBOARD 224 208 D MBEMORY
B ocEss
PROCESSING 212
ENGINE (WEB
BROWSER)
240
DETECTION ENGINE
242
SCRIPT INJECTOR
(BROWSER PLUG-IN)
244
| HOOK SCRIPT GENERATOR ; e 200
-~ 246
‘ COMMUNICATION OBJECT J
FIG 2

(57) Abstract: In accordance with at least one embodiment of the present invention, a device (200) for receiving and processing
data content having at least one original function call includes a hook script generator(244) and a script processing engine (224).
The hook script generator (244) is configured to generate a hook script having at least one hook function. Each hook function is
configured to supersede a corresponding original function. The script processing engine (224) is configured to receive and process a
combination of the hook script and the data content. The hook function corresponding to the data content original function is executed
when the original function is called. The hook function provides a run-time detection and control of the data content processing.
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