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Reliable reporting in wireless mesh network

FIELD OF THE INVENTION

The invention generally relates to a method for enhancing the reliability of
reporting from a node, via a parent node, to a further node in a wireless mesh network. The
invention further relates to such a node implementing the method and to a computer program

product for performing the method.

BACKGROUND OF THE INVENTION

US 8275313 B1 discloses a node, in a network, selecting a parent node based
on a combination of a number of hops to a common destination, a received signal strength, a
number of associated child nodes, and a remaining battery power of the potential parent node.

WO 2009/057863 A1 discloses a node, in a network, selecting a parent node
based on the residual energy information of each of the neighboring sensor nodes.

In a wireless mesh network nodes cooperate in the distribution of data. In
systems designed for, for example, smart homes such wireless mesh networks can be used to
operate at a higher reliability compared to traditional wireless networks.

Nodes in a wireless mesh network can operate as an end node (non routing
node) or a routing node. As an example, in a wireless mesh network based lighting system, a
lighting device could operate as a routing node as it is continuously powered and available
for routing messages. However, a battery operated wall switch in the same network operating
as a routing node would deplete the battery too quickly. Therefore, such a battery operated
wall switch will typically operate as an end node and will communicate in the wireless mesh
network via a parent node (one of the routing nodes). It will then receive and send messages
via the parent node. This parent node will receive and store messages destined for this end
node from further nodes, allowing the end node to periodically poll its parent node to check
for such messages. Likewise, the end node can send a message destined for a further node via
its parent node. One benefit of such an approach is limiting power consumption of the end
node communicating via the parent node.

In wireless mesh networks, such as a ZigBee network, selection of the parent

node by the end node is performed e.g. based on signal strength. The parent node acts on
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behalf of the end node for the routing of the messages received from and/or destined for the
end node. For end nodes that perform reporting, this is potentially a suboptimal solution as
the most optimal route may not be used, and there is no guarantee that important reports will
actually get delivered to the further node. There is a need for enhancing the reliability of

reporting from such end nodes.

SUMMARY OF THE INVENTION

It is an object to provide a method and device for controlling a node in a
wireless mesh network, as well as a computer program product for executing the method,
which enhance the reliability of message transmission from a node to a further node, the node
having a parent node. The phrase ‘parent node’ should be interpreted broadly and covers any
type of routing node fit for the purpose of relaying a message.

In a first aspect, a method of controlling a node in a wireless mesh network is
provided. The method comprises the node selecting a parent node, via which messages are
sent to a further node and based on acknowledgements received calculating a reliability
indicator. When the reliability indicator reaches a threshold, the node selects a new parent
node. This is beneficial as when the parent node is unreliable (or more specifically,
transmission from the end node via the parent node to the further node is unreliable), a new
parent node is selected to mitigate the impact of an unreliable parent node on the message
flow from the node to the further node.

The selecting of a parent node, through which the node will communicate with
one or more further nodes in the wircless mesh network, is based on first selection criteria.
As an example, the first selection criteria can be signal strength of the signal received from
the parent node as measured by the node. The method further comprises the node sending one
or more messages destined for at least one of the one or more further nodes in the wireless
mesh network via the parent node. The parent node will thus receive a message from the
node and pass this message on, ¢.g. via other nodes in the wireless mesh network, to the
further node which the message is destined for. Acknowledgements are received for all,
certain or some messages from the further node when the message has arrived. The
acknowledgement can be explicitly requested in the message sent to the further node or the
wireless mesh network can be configured to send acknowledgements by default; e.g. for all
messages, certain message types, every N minutes and/or every N-th message.

Calculating the reliability indicator of the parent node is performed by the

node through polling the parent node to determine the number of messages for which an
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acknowledgement has been received from the further node(s) the messages were destined for.
Typically, the node will receive the acknowledgement messages from the parent node and
perform the relevant calculations. The ratio of messages expected, e.g. based on the number
of messages sent, versus the number of acknowledgements received is an example of such a
reliability indicator. When an acknowledgement is expected for each message sent and after
ten messages only three acknowledgements have been received, a reliability indicator of e.g.
30%, low or <50% can be determined. As further examples, the total number of missing
acknowledgements, the number of acknowledgements missing sequentially, etc. can be the
basis for calculating the reliability indicator.

The method concludes in the node selecting a new parent node, based on
second selection criteria. This is performed only when the reliability indicator exceeds a
predetermined threshold (e.g. is lower than, greater than or reaches a specific number such as
‘for 90% or less of the messages for which an acknowledgement is expected, an
acknowledgement is received’ or ‘three acknowledgements in a row are missing’). Thus, as
long as reliability of the parent node is sufficient, the node makes use of the parent node.
When the reliability indicator is indicative of a parent node being unreliable, the node
searches for another node to act as parent node. As an example, the second selection criteria
can be the same as the first selection criteria, yet excluding the unreliable parent node from
the nodes to select from. The routing node with the second strongest signal strength would
then be selected as new parent node.

In an embodiment of the method according to the first aspect, the step of the
node selecting a new parent node is conditional. The conditionality is based on one or more
of: the time passed since the last selection of a new parent node (e.g. at least 10 minutes), the
number of times a new parent node has been selected in a predetermined time period (e.g. no
more than three times a day), and the number of nodes capable of functioning as a parent
node from which a new parent node can be selected (e.g. not selecting a new parent node if
there is only one node to select from). This is advantageous as it prevents the node from
repeatedly selecting a new parent node, thereby increasing power consumption of the node as
the process of searching and selecting a parent node can impose a considerable power
consumption.

In another embodiment of the method according to the first aspect, the node is
a sensor node sending messages destined for a collector node. In a lighting system, for
example, presence sensors, ambient light level sensors and other sensors are to report their

sensor readings to a collector node which can further process the received sensor readings.
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The collector node can pass collected sensor readings on to, for example, a building
management system or visualize information extracted from the received data for a user such
as via a user interface (e.g. showing a temperature graph based on temperature sensor
readings).

In yet another embodiment of the method according to the first aspect, the
method further comprises: the node selecting, based on the reliability indicator, a
retransmission strategy for retransmitting a message for which no acknowledgement has been
received. As an example, the retransmission strategy comprises resending messages of a first
type (messages triggered by a single event and/or a periodic update) and not resending
messages of a second type (burst event). Examples of a single event are: a sensor detecting
presence, a user pressing a switch, etc. Examples of a periodic update are: a sensor reporting
an ambient light level, a sensor reporting a continued presence, etc. Examples of a burst event
are: a user controlling a dimmer (each part of a rotation can then be a message, thus a single
user movement can comprise a burst of messages), a user using a color wheel, etc.
Continuing the example, if in a lighting system a user operated a (rotary of other) dimmer,
then several messages are sent in a short period of time as the user dims up or down.
Resending such messages is not necessarily beneficial, as illustrated in the following two
examples. As a first example, if each message comprises a dim up command and the lighting
device being controlled dims up based on having received such a command, the user will
keep dimming up until the appropriate light level is reached. When a message (e.g. third dim
up message) is missing, the next message (fourth message) will in any case be a dim up
message as the user has not reached the desired light level and thus keeps dimming up. As a
second example, if each message comprises the absolute level the lighting device should dim
to, then resending the message can be detrimental to the dim up sequence. A first message
dims up to 10%, a second message to 20% and so on until the eight message dimming up to
80% when the user lets go of the dim up button as the desired light level is reached. Suppose
the seventh message is not acknowledged, then the node resending this message can cause
the lighting device to dim up from 60% to 80% (skipping the missing 70%) and then back to
70% (when the message is resent; since resending can only be done after some timeout to
allow for the reception of the acknowledgement, by the time of the resending of the 70%
message, the 80% message has already been sent). This causes an undesirable user
experience.

Examples of a messages that are to be resent include single events and

periodic reporting. A single event can comprise, for example, a user turning on or off a
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lighting device, a user setting a scene and a presence sensor sending a signal to indicate
presence has been detected. If such a message does not reach its destination, the system does
not respond as the user expects (e.g. the lighting device does not turn on despite the user
pressing the on button or despite the presence sensor having detected presence). Therefore, it
is beneficial if such a message is resent if no acknowledgement is received. Periodic
reporting can be implemented in a wireless mesh network such that a sensor, e.g. an ambient
light level sensor or a temperature sensor, reports every five minutes. The reported
information can be used in another system, such as a building management system, or can be
displayed in a user interface, such as a wall panel, for the user to see. When a message
comprising periodic reporting data is not received, e.g. by a collector node, then the data is
not up-to-date. Again it can be beneficial to resend this message. However, as another option
a node can be configured to not resend a periodic reporting message if the next report is to
occur within a predetermined timeframe (e.g. within one minute).

The retransmission strategy can comprise resending a message as a unicast
message via the parent node when no acknowledgement is received, resending it as a
broadcast message via the parent node, resending it directly to the further node or another
node (either as unicast, broadcast or multicast message), etc. Although a broadcast message
uses more network resources, it increases the chance of the message arriving at the e.g.
collector node. Circumventing an unreliable parent node is yet another way of resending a
message which, in normal operating circumstances may be undesirable, yet which increases
the chance of the message reaching its destination when the parent node is unreliable. When
the reliability indicator is high and a message is not acknowledged the node can resend as a
unicast via the parent, essentially using the same message transmission path as for the
message that has not been acknowledged. However, when the reliability indicator is low, the
node can select a retransmission strategy that has a greater chance of success compared to
using the parent node with the low reliability. Further, the type of message can be taken into
account such that a message that is less critical (¢.g. a sensor reading that is not indicative of
a change since the last report by that sensor), will be sent via a more power conscious
retransmission than one that is more critical (e.g. a user pressing an on button to turn on a
lighting device or a presence sensor detecting presence).

In a second aspect, a computer program product is provided for performing the
method according to the first aspect when run on a computer device. The computer device

can be a network node, such as a sensor device.
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In a third aspect, a device is provided which is arranged for operating as a
node in a wireless mesh network. An example of such a device is a wireless mesh network
sensor device. The device comprises an interface and a processor. The interface is arranged
for communicating with nodes in the wireless mesh network. The processor is arranged for
sending and receiving messages via the interface and is further arranged for selecting a parent
node, sending messages via the parent node, calculating a reliability indicator of the parent
node and selecting a new parent node when the reliability indicator exceeds a predetermined
threshold. The processor selects based on first selection criteria a parent node through which
the device will communicate with one or more further nodes in the wireless mesh network. It
sends one or more messages destined for at least one of the one or more further nodes in the
wireless mesh network via the selected parent node. It calculates a reliability indicator of the
parent node by polling the parent node (or otherwise receiving from the parent node) to
determine the number of messages for which an acknowledgement has been received from
the one or more further nodes said messages were destined for. For example, the node
receives the acknowledgements from the parent node and based upon this determine the
number of acknowledgements missing. It selects a new parent node, based on second
selection criteria, when the reliability indicator exceeds a predetermined threshold.

Although the device can be implemented based on any of the embodiments of
the method according to the first aspect, only one embodiment is explicitly reiterated here. In
an embodiment of the device according to the third aspect, the processor is further arranged
for selecting, based on the reliability indicator, a retransmission strategy for retransmitting a

message for which no acknowledgement has been received.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention will be apparent from and elucidated
further with reference to the embodiments described by way of example in the following
description and with reference to the accompanying drawings, in which:

Fig. 1 shows schematically and exemplarily a wireless mesh network,

Fig. 2 shows schematically and exemplarily a message flow in the wireless
mesh network of Fig. 1, and

Fig. 3 shows schematically and exemplarily a method of controlling a node in

a wireless mesh network.

DETAILED DESCRIPTION OF EMBODIMENTS
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In Fig. 1 a wireless mesh network 100 is shown. It comprises a node 110, such
as a sensor node, which communicates through a parent node 120 with a further node 130,
such as a collector node. For example, the node 110 can send sensor data to the further node
130 which collects this data for further processing. The node 110 can, for example, be a
battery operated node, an energy harvesting node or a node which for another reason
manages its power resources to be power efficient. Using a parent node 120 alleviates the
node 110 from having to be available in the wireless mesh network 100 at all times. The node
110 can, for example, turn on its wireless mesh network interface only when it needs to send
a message or when it needs to check whether the parent node 120 is holding a message for it
and be in a power-saving mode for the remainder of the time.

A message sent by the node 110, such as a sensor reading, will reach the
further node 130 via the parent node 120. Thus, the message is passed on from the node 110
over a first wireless route segment 122 to the parent node 120 and from the parent node 120
over a second wireless route segment 124 to the further node 130. In this simplified example,
there are two other nodes 140, 150 that can function as a parent node. The parent node 120 is
selected by the node 110 based on signal strength. One of the first alternative parent node 140
and the second alternative parent node 150 can alternatively be selected as parent node
instead of the parent node 120. If the first alternative parent node 140 is selected by the node
110 as parent node, then a message is routed from the node 110 over a third route segment
142 to the first alternative parent node 140 and continues over a fourth route segment 144 to
the further node 130. If the second alternative parent node 150 is selected by the node 110 as
parent node, then a message is routed from the node 110 over a fifth route segment 152 to the
second alternative parent node 150 and continues over a sixth route segment 154 to the
further node 130.

Not shown in this example are routes between node 120 and node 140 nor
between node 120 and node 150. This is to simplify the example given. In a mesh network
typically these routes do exist.

As a first example, the node 110 has selected the parent node 120 to relay its
messages to the further node 130. The node 110 can calculate a reliability indicator indicative
of the reliability of routing a message via the parent node to another node in the network, in
this example to the further node 130. When the further node 130 acknowledges the receipt of
messages, then the node 110 would for each, certain or some messages sent via the parent
node 120 receive a reply acknowledgement message. Based on these acknowledgement

messages, a reliability indicator can be calculated. For example, if for each message sent an
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acknowledgement message is expected, a percentage of messages sent by the node 110 that
are verifiably received by the further node 130 can be calculated. When this percentage drops
below, for example, 90% or when this percentage starts to go down compared to an average
(e.g. on average it can be 80%, yet it drops to 60%), or when the number of messages that are
not acknowledged passes a threshold (e.g. when five messages in a row, or ten messages out
of the last hundred are not acknowledged), the node 110 can select another node than its
parent node 120 to operate as new parent node. In this example, the node 110 can select
either the first alternative parent node 140 and the second alternative parent node 150 as new
parent node.

The selection criteria for selecting a new parent node can be the same as the
selection criteria initially used by the node 110 to select the parent node 120, such as signal
strength. The selection criteria for selecting the new parent node can exclude the parent node
120 from the nodes to select a new node as parent from. This can be conditional, for example
it might be beneficial to keep the parent node 120 if there are no other nodes that can be
selected or if the signal strength of other nodes that can be selected is very low. Reliability
data can be stored such that when a new node is to be selected as parent node, reliability data
can be taken into account in determining which node to select as new parent node. For
example, when all nodes that can be selected as parent node having a signal strength above a
predetermined threshold have been used and each of these nodes has low reliability, this
signal strength threshold could be lowered.

In Fig. 2 it is illustrated how in the wireless mesh network 100 of Fig. 1 the
message flow is directed. The node 110 sends a message 222 destined for the further node
130 via the parent node 120. The parent node 120 may acknowledge 223 the receipt of the
message 222, yet such an acknowledgement does not indicate the further node 130 having
received the message. Still, the node can optionally apply a separate retransmission strategy
for messages that are not acknowledged by the parent node 120. Further, the node 110 can
either leave messages that are not acknowledged by the parent node 120 out of the
calculation of the reliability indicator or take these into account.

The message 222 is passed on 224 to the further node 130 by the parent node
120. When the further node 130 sends an acknowledgment 225 for having received said
passed on message 224, the acknowledgement 225 is held by the parent node for the node
110 to retrieve 226.

As mentioned, this is a simplified view of a wireless mesh network. Typically,

there would be more nodes in the wireless mesh network and messages can be routed making
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use of these other nodes. General terminology is used in describing these figures, as the
method can be applied to various wireless mesh networks. In particular, however, it is
suitable for a wireless mesh network, such as Thread, a ZigBee (Light Link) wireless mesh or
any other wireless mesh network used for e.g. a wireless lighting system.

Fig. 3 shows an embodiment of a method 300 of controlling a node in a
wireless mesh network. The method comprises: selecting 310 a parent node, sending 320
messages to a further node, calculating 330 a reliability indicator and selecting 340 a new
parent node. The selecting 310 of the parent node is based on first selection criteria, such as
signal strength of the signal emitted by the parent node to be. The node will communicate
with one or more further nodes in the wireless mesh network via the selected parent node.
Typically, in a wireless mesh network, the node will send a message to the parent node which
in turn will relay it to the node the message is destined for. Also, the node will poll the parent
node periodically to check if there are any messages being held by the parent node for the
node to retrieve.

The sending 320 of messages by the node destined for at least one of the one
or more further nodes in the wireless mesh network via the selected parent node will trigger
acknowledgement messages to be sent to the node by the at least one of the one or more
further nodes (i.c. the node that the message is destined for acknowledged having received
it). Calculating 330 a reliability indicator of the parent node can then be performed by the
node by polling the parent node for (or otherwise receiving from the parent node) the number
of messages for which an acknowledgement has been received from the one or more further
nodes said messages were destined for. Typically, this is performed by the node receiving
cach individual acknowledgement the parent node has received for messages that were sent
where such an acknowledgement was requested. The node can then perform, for example, the
calculation of the number of messages for which an acknowledgement is missing. When the
reliability indicator exceeds a predetermined threshold, such as when it drops below a
percentage of messages acknowledged versus messages sent for which acknowledgement is
expected, the node will start the process of selecting 340 a new parent node. This selection is
done based on second selection criteria. An example of these second selection criteria is the
selection of the node, capable of acting as a parent node, with the greatest signal strength (as
measured by the node) however excluding the parent node with the low reliability indicator
from the list of nodes to select from. The first and second selection criteria are, in an

embodiment, different criteria. Although the wording first selection criteria and second
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selection criteria are used, this does not exclude that the first and/or second selection criteria
comprise single criteria.

While the invention has been illustrated and described in detail in the drawings
and foregoing description, such illustration and description are to be considered illustrative or
exemplary and not restrictive; the invention is not limited to the disclosed embodiments.
Other variations to the disclosed embodiments can be understood and effected by those
skilled in the art in practicing the claimed invention, from a study of the drawings, the
disclosure, and the appended claims. In the claims, the word "comprising” does not exclude
other elements or steps, and the indefinite article "a" or "an" does not exclude a plurality. The
mere fact that certain measures are recited in mutually different dependent claims does not
indicate that a combination of these measures cannot be used to advantage. The reference to

first, second, third, etc. does not indicate any order or relationship. Any reference signs in the

claims should not be construed as limiting the scope.
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CLAIMS:
1. A method of controlling a node in a wireless mesh network, the method
comprising:

- the node selecting (310), based on first selection criteria, a parent
node through which it will communicate with one or more further nodes in the wireless mesh
network, wherein the first selection criteria comprise signal strength,

- the node sending (320) one or more messages destined for at least one
of the one or more further nodes in the wireless mesh network via the selected parent node,

- the node calculating (330) a reliability indicator of the parent node by
receiving from the parent node acknowledgements received from the one or more further
nodes said messages were destined for, and

- the node selecting (340) a new parent node, based on second selection
criteria, when the reliability indicator exceeds a predetermined threshold, wherein the second
selection criteria comprise signal strength;
wherein the step of the node selecting (340) a new parent node is conditional based on one or
more of: the time passed since the last selection of a new parent node, the number of times a
new parent node has been selected in a predetermined time period, and the number of nodes

capable of operating as a parent node from which a new parent node can be selected.

2. A method according to claim 1, wherein the node selects as parent node a
node, capable of functioning as a parent node, having the greatest signal strength as measured

by the node.

3. A method according to claim 2, wherein, although the second selection criteria
are signal strength, preference is given to selecting as parent node a node other than the

current parent node.

4. A method according to any one of the preceding claims, wherein the node is a

sensor node sending messages destined for a further node operating as a collector node.
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5. A method according to any one of the preceding claims, wherein the method
further comprises:
- the node selecting, based on the reliability indicator, a retransmission
strategy for retransmitting a message for which no acknowledgement has been received, and
- the node executing the retransmission strategy when a message is not

acknowledged by the further node said message was destined for.

6. A method according to claim 5, wherein the retransmission strategy comprises

resending messages of a first type and not resending messages of a second type.

7. A method according to claim 6, wherein messages of the first type are
messages triggered by a single event and/or a periodic update and/or wherein messages of the

second type are messages triggered by a burst event.

8. A method according to claim 5, wherein the retransmission strategy comprises
resending a message as a unicast message via the parent node when no acknowledgement is

received.

9. A method according to claim 5, wherein the message is resent as a broadcast

message via the parent node when no acknowledgement is received.

10. A method according to claim 5, wherein the message is resent as a unicast or
broadcast message through a further node, not being the parent node, and/or directly from the

node, when no acknowledgement is received.

11. A method according to any one of claims 5-10, wherein a message is resent no

more than a predetermined maximum number of times.

12. A computer program product arranged for, when executed on a processor,
cause the processor to perform all the steps of a method according to any one of the

preceding claims.

13. A device (110) arranged for operating as a node in a wireless mesh network,

the device comprising:
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- an interface arranged for communicating with the wireless mesh
network,

- a processor arranged for sending and receiving messages via the
interface,
wherein the processor is further arranged for:

- selecting, based on first selection criteria, a parent node through
which the device will communicate with one or more further nodes in the wireless mesh
network, wherein the first selection criteria comprise signal strength,

- sending one or more messages destined for at least one of the one or
more further nodes in the wireless mesh network via the selected parent node,

- calculating a reliability indicator of the parent node by receiving from
the parent node acknowledgements for which an acknowledgement has been received from
the one or more further nodes said messages were destined for, and

- selecting a new parent node, based on second selection criteria, when
the reliability indicator exceeds a predetermined threshold, wherein the second selection
criteria comprise signal strength;
wherein the processor selecting a new parent node is further is conditional based on one or
more of: the time passed since the last selection of a new parent node, the number of times a
new parent node has been selected in a predetermined time period, and the number of nodes

capable of operating as a parent node from which a new parent node can be selected.

14. A device (110) according to claim 13, wherein the processor is further
arranged for selecting, based on the reliability indicator, a retransmission strategy for
retransmitting a message for which no acknowledgement has been received, and wherein the
processor is arranged for executing the selected retransmission strategy when a message is

not acknowledged by the further node said message was destined for.
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