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(57) Abstract: Techniques are provided for performing dy-
namic DNS-SD. In an embodiment, an apparatus includes
one or more databases, one or more transceivers to receive a
first Domain Name System (DNS) query from a first com-
puting device, the first DNS query defining a first service
discovery name space, and one or more processors in com-
munication with each of the one or more databases and the
one or more transceivers. The one or more processors gener-
ate and append a first metadata associated with the first
computing device to the first DNS query. The one or more
transceivers transmit the first DNS query and the first
metadata to a Domain Name System (DNS) server com-
puter, receive, from the DNS server computer, a first re-
sponse responsive to the first DNS query, and relay, to the
first computing device, the first response.
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DYNAMIC DNS-BASED SERVICE DISCOVERY

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to U.S. Patent Application No. 14/447,475 filed
on July 30, 2014, which is hereby incorporated by reference in its entirety for all purposes as

if fully set forth herein.

FIELD OF THE DISCLOSURE
[0002] The present disclosure relates to communication networks. The disclosure relates
more specifically to computer-implemented techniques for performing dynamic service

discovery based upon the domain name system (DNS).

BACKGROUND

[0003] The approaches described in this section are approaches that could be pursued, but
not necessarily approaches that have been previously conceived or pursued. Therefore,
unless otherwise indicated, it should not be assumed that any of the approaches described in
this section qualify as prior art merely by virtue of their inclusion in this section.

[0004] A domain name system (DNS) query is generally used to obtain an Internet
Protocol (IP) address corresponding to a particular domain name and associated with a
particular device in a network. A standard DNS query may also facilitate service discovery.
A standard DNS query may be constructed to discover instances of a desired service available
within a network or domain. This type of service discovery is referred to as DNS-based
Service Discovery (DNS-SD).

[0005] In response to a DNS query associated with DNS-SD, a responding computer
provides a list of device instances within a domain that are capable of providing a desired
service specified by the requesting device. The requesting device specifies in the DNS query
the type of desired service and the specific domain in which the requesting device is looking
for that service. For example, the requesting device may be looking for printer services
within its local network and may send a DNS query to find out which printer services are
available in the network. If a second device also makes the same DNS query, the same list of

device instances is returned to this second device; the same DNS query generally returns the
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same response. Once the requesting device has obtained a list of available printer services, it
can provision a subsequent DNS query to find out exactly how to contact that service (e.g.,
via the name and/or the IP address of the device providing the service).

[0006] However, not every device instance in the response list may actually be relevant
or useful to the requesting device. For example, if the requesting device is located in building
A of a geographically large campus domain that includes buildings A through Z, then
receiving a list of printer capable instances in buildings A through Z may be more than the
requesting device needs. It is unlikely that a user of the requesting device will print to a

printer capable instance located outside of building A.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In the drawings:

[0008] FIG. 1 illustrates an example system for performing dynamic DNS-SD according
to some embodiments.

[0009] FIG. 2 illustrates an example flow diagram for performing dynamic DNS-SD in
the system of FIG. 1 according to some embodiments.

[0010] FIG. 3 illustrates an example block diagram showing additional details about the
dynamic service discovery synthesizer included in the system of FIG. 1 according to some
embodiments.

[0011] FIG. 4 illustrates a block diagram of an example computer system upon which

embodiments of the present disclosure may be implemented.

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0012] In the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present disclosure. It
will be apparent, however, that the present disclosure may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block diagram

form in order to avoid unnecessarily obscuring the present disclosure.

1.0  OVERVIEW

[0013] In an embodiment, an apparatus, comprising: one or more databases; one or more
transceivers to receive a first Domain Name System (DNS) query from a first computing
device, the first DNS query defining a first service discovery name space; and one or more

processors in communication with each of the one or more databases and the one or more
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transceivers. The one or more processors generate and append a first metadata associated
with the first computing device to the first DNS query, at least a portion of the first metadata
obtained from the one or more databases. The one or more transceivers transmit the first
DNS query and the first metadata to a Domain Name System (DNS) server computer,
receive, from the DNS server computer, a first response responsive to the first DNS query,
the first response comprising identification of one or more service providing computing
devices within a subset of the first service discovery name space in accordance with the first
DNS query and the first metadata associated with the first computing device, and relay, to the
first computing device, the first response.

[0014] In an embodiment, a data processing method comprising: receiving, at a Domain
Name System (DNS) server computer, a Domain Name System-based Service Discovery
(DNS-SD) query generated by a first computing device; using the DNS server computer,
dynamically selecting one or more service providing computing devices from DNS resource
records based on the DNS-SD query and metadata associated with the first device; using the
DNS server computer, synthesizing a query response corresponding to the dynamically
selected one or more service providing computing devices, the query response including
pointer (PTR) resource records associated with the dynamically selected one or more service
providing computing devices; using the DNS server computer, transmitting the query
response to the first computing device; and wherein the method is performed by one or more
computing devices.

[0015] In an embodiment, a non-transitory computer-readable data storage medium storing
one or more sequences of instruction which, when executed by one or more processors, cause
performing a method comprising: receiving, at a Domain Name System (DNS) server
computer, a Domain Name System-based Service Discovery (DNS-SD) query generated by a
first computing device; dynamically selecting one or more service providing computing
devices from DNS resource records based on the DNS-SD query and metadata associated
with the first computing device; synthesizing a query response corresponding to the
dynamically selected one or more service providing computing devices, the query response
including pointer (PTR) resource records associated with the dynamically selected one or
more service providing computing devices; and transmitting the query response to the first

computing device.
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2.0 STRUCTURAL & FUNCTIONAL EXAMPLE

[0016] In an embodiment, a programmatic method enables performing dynamic Domain
Name System (DNS)-based Service Discovery (DNS-SD) using standard Domain Name
System (DNS) queries. A device wishing to discover a list of available instances of a
particular service type generates a standard DNS-SD query. The DNS-SD query is sent to a
DNS server via at least one relay machine or computer. Metadata describing or associated
with the requesting device is also provided with the DNS-SD query to or at the DNS server.
The metadata may be generated by the requesting device, the relay machine, and/or the DNS
server. In an embodiment, the DNS server performs dynamic discovery of instances of the
particular service type within the domain named in the DNS-SD query based on the metadata
associated with the device; thus, in some embodiments the metadata may be the source of
constraints on the scope of a search or the scope or relevant data returned in a discovery
response. In other embodiments, the DNS server performs dynamic discovery of instances of
the particular service type within the domain named in the DNS-SD query based on the
metadata associated with the requesting device and a pre-defined selection rule. Metadata
comprises one or more characteristics associated with and/or describing the device, an
account, a user, or an environment. The pre-defined selection rule comprises an additional
instance selection constraint that may not necessarily be device specific. In other
embodiments, the search domains used by the device performing service discovery are
configured by responses from the DNS server, which are themselves selected based on the
metadata associated with the requesting device and/or service discovery browser.

[0017] The dynamic DNS-SD techniques described herein may provide a way for a
service discovery browser in the querying device to be automatically configured with
potentially different search domain lists for the same query. Even without changes to the
service discovery browser or the DNS-SD query, the dynamic DNS-SD techniques described
herein provide a way to flexibly restrict service discovery to a particular logical domain or a
subset of the domain actually defined in the DNS-SD query. Consequently, the same DNS-
SD query issued by different service discovery browsers or by the same service discovery
browser at different times may return different query responses. If the same query is made by
two different devices, each of the two devices may receive a different list of instances
because the metadata associated with each of the two devices may be different from each

other. If the same query is made by the same device in two different device states, then the
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query may also cause a different list of instances to be returned each time. The particular
device state is reflected in the metadata associated with the requesting device.

[0018] Various modifications to the embodiments will be readily apparent to those skilled
in the art, and the generic principles defined herein may be applied to other embodiments and
applications without departing from the spirit and scope of the disclosure. Moreover, in the
following description, numerous details are set forth for the purpose of explanation.
However, one of ordinary skill in the art will realize that embodiments of the disclosure may
be practiced without the use of these specific details. In other instances, well-known
structures and processes are not shown in block diagram form in order not to obscure the
description of the disclosure with unnecessary detail. Thus, the present disclosure is not
intended to be limited to the embodiments shown, but is to be accorded the widest scope
consistent with the principles and features disclosed herein.

[0019] FIG. 1 illustrates an example system 100 to facilitate dynamic DNS-SD
techniques according to some embodiments. System 100 includes a DNS server 102, a
database 106, a Dynamic Host Configuration Protocol (DHCP) server 108, a relay 110, a
database 112, one or more devices 114, one or more instances 118, and a network 120. Each
of the DNS server 102, database 106, DHCP server 108, relay 110, and at least one or more
of the instances 118 is in wired or wireless communication with the network 120. Each of the
devices 114, database 112, and at least one or more of the instances 118 is in wired or
wireless communication directly or indirectly with the relay 110.

[0020] DNS server 102 comprises one or more servers, computers, processors, or
databases configured to communicate with the database 106, DHCP server 108, and/or relay
110 via network 120. DNS server 102 may be located at one or more geographically
distributed locations. DNS server 102 stores and maintains a plurality of DNS resource
records (RRs) that map domain names to Internet Protocol (IP) and Internet Protocol Version
6 (IPv6 or IP6) addresses. The DNS RRs also include information about the respective
resources associated with the IP/IP6 addresses in pointer (PTR) records, service locator
(SRV) records, text (TXT) records, and the like. The DNS RRs may also be referred to as
DNS-SD records or DNS-SD RRs, and RRs may also be referred to as records. Additional
details about DNS RRs are provided in Internet Engineering Task Force (IETF), Request for
Comments (RFC) 6763, DNS-Based Service Discovery, February 2013 (hereinafter “RFC
6763). DNS server 102 includes a dynamic service discovery synthesizer 104, discussed in
detail below, to facilitate implementation of dynamic DNS-SD techniques. DNS server 102

handles DNS queries, as discussed in detail below.
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[0021] Database 106 comprises one or more databases or storage devices for storing data
and/or instructions for use by the DNS server 102. Database 106 may include at least some
of the DNS RRs, additional data associated with DNS RRs (for which no standard records
have been defined), or other information associated with the mapped resources. Database
106 is configured to communicate with the DNS server 102 via network 120. Alternatively,
database 106 may communicate with the DNS server 102 without use of the network 120. In
some embodiments, when DNS server 102 is capable of storing all of the DNS related data,
database 106 may be optional. In some embodiments, database 106 may be included in DNS
server 102.

[0022] DHCP server 108 comprises one or more servers, cComputers, processors, or
databases configured to assign an IP address to a new resource and create DNS RRs
corresponding to the new assignment. During the assignment process, the DHCP server 108
can also obtain or determine additional information about the resource that supplements the
DNS RRs. For example, ownership information may be obtained. Once assignment is
completed, the DNS RRs are sent to the DNS server 102 to facilitate handling of DNS
queries. Data supplementing the DNS RRs can be maintained on the DHCP server 108, sent
to the DNS server 102, and/or sent to the database 106. DHCP server 108 communicates
with the DNS server 102 via network 120. Alternatively, DHCP server 108 may
communicate with the DNS server 102 without the use of network 120.

[0023] Relay 110 comprises one or more relay agents. Examples of relay agents that may
be used in various embodiments include routers, switches, gateways, firewalls, repeaters, and
the like. In an embodiment, relay 110 serves as the intermediary to the DNS server 102 for
devices 114 via network 120. Relay 110 facilitates traffic monitoring and management of
data communications within its local network. Relay 110 includes a database and/or
communicates with an external database, such as database 112, to potentially analyze,
process, format, and/or append information to received data prior to forwarding the received
data to the intended recipient. Relay 110 communicates via wired and/or wireless connection
to each of the devices 114. Relay 110 communicates with the DNS server 102 via network
120.

[0024] Devices 114 comprise computing devices. Examples of devices 114 that may be
used in various embodiments include work stations, personal computers, general purpose
computers, laptops, Internet appliances, hand-held devices, wireless devices, wired devices,
portable devices, wearable computers, cellular or mobile phones, portable digital assistants

(PDAs), smart phones, tablets, multi-processor systems, microprocessor-based or
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programmable consumer electronics, game consoles, set-top boxes, network PCs, mini-
computers, and the like. Each of devices 114 includes applications, software, or instructions
to facilitate dynamic DNS-SD described herein. In an embodiment, each of the devices 114
hosts or executes a service discovery browser 116 that is configured to process DNS requests
in the manner described further herein. Devices 114 may also include additional applications
or other necessary interface capabilities to communicate with the DNS server 102, relay 110,
and/or one or more of the instances 118. Devices 114 may be located geographically
dispersed from each other and/or the relay 110. For purposes of illustrating a clear example,
two (2) devices 114 are shown in FIG. 1, but in other embodiments any number of devices
may be included in system 100. Devices 114 are also referred to as clients, hosts, requesting
devices, requesting clients, requesting hosts, requesting machines, requestors, and the like.
[0025] Instances 118 comprise computing devices capable of providing one or more
services (or one or more types of services) requested by devices 114, including but not
limited to, printers, facsimile machines, scanners, photocopiers, displays, projectors,
televisions, set-top boxes, gaming consoles, multi-media consumption devices, video output
devices, audio output devices, storage devices, input devices, output devices, network
services devices, network management systems, SDN controllers, mobility controllers,
authentication servers, time servers, Internet of Things-type devices, thermostats, light
switches, refrigerators, dishwashers, coffee makers, washers, dryers, building security
controller, residential or commercial building appliances, or other service-providing devices.
In some embodiments, instances 118 may comprise the service requesting devices and the
devices 114 the corresponding service providing devices. In other embodiments, each of the
devices 114 and instances 118 may both request a service and provide a service to other ones
of the devices 114 and instances 118. Each of instances 118 includes applications, software,
or instructions to facilitate dynamic DNS-SD described herein and to communicate with the
DNS server 102, relay 110, and/or one or more devices 114. Instances 118 are also referred
to as clients, devices, service providing devices, service providing clients, service providers,
targets, target devices, and the like.

[0026] FIG. 1 shows two (2) groups of the instances 118, a first group within wired or
wireless communication range of the relay 110 and a second group within wired or wireless
communication range of the network 120. The first group of instances 118 along with the
devices 114 may comprise devices within a local network, while the second group of
instances 118 may comprise devices outside the local network but still accessible by the

devices 114 via the relay 110 and network 120.
-7-
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[0027] Network 120 comprises a communications network, such as any combination of a
local area network (LAN), a wireless LAN (WLAN), a wide area network (WAN), a wireless
WAN (WWAN), a metropolitan area network (MAN), an ad hoc network, an intranet, an
extranet, a virtual private network (VPN), a portion of the Internet, the Internet, a portion of a
public switched telephone network (PSTN), or a cellular network. When network 120
comprises a public network, security features (e.g., VPN/SSL secure transport) may be
included to ensure authorized access within system 100. In some embodiments, network 120
comprises a wider network than the local network including instances 118, relay 110, and
devices 114.
[0028] In one embodiment, the DNS query for dynamic service discovery is constructed
using special DNS fully qualified domain names (FQDNs), which are composed of one of
five special prefixes and an appropriate DNS domain, and requesting SRV records. There are
five special prefixes reserved for configuration of the service discovery browsing domain, as
set forth in RFC 6763:

b._dns-sd._udp.

db._dns-sd._udp.

r._dns-sd._udp.

dr._dns-sd._udp.

Ib._dns-sd._udp.
[0029] For an example domain named “example.com,” the associated RR names would
be:

b._dns-sd._udp.example.com.

db._dns-sd._udp.example.com.

r._dns-sd._udp.example.com.

dr._dns-sd._udp.example.com.

Ib._dns-sd._udp.example.com.
And by performing PTR record requesting queries for these RR names, the conventional
query results comprise:

e For b._dns-sd._udp. (also referred to as the b.query): A list of instance names
recommended for browsing.
¢ For db._dns-sd._udp. (also referred to as the db.query): A single recommended

default domain for browsing.
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e Forr._dns-sd._udp. (also referred to as the r.query): A list of domains recommended
for registering services using Dynamic Update.
e For dr._dns-sd._udp. (also referred to as the dr.query): A single recommended default
domain for registering services.
e For Ib._dns-sd._udp. (also referred to as the lb.query): The “legacy browsing” or
“automatic browsing” domain or domains.
Reference is made to RFFC 6763 for additional details relating to the special prefixes.
[0030] For example, assume an organization has a domain named “example.com,” and
that the DNS namespace for the organization is split into at least four parts, one for each of
the first floor of building BXB200, second floor of building BXB200, first floor of building
SJCO1, and second floor of building SJCO1. A device 114 enters a building of the
organization and wants to know which instance(s) 118 in the organization’s domain are
capable of providing a certain service. The DNS query formed by the device 114 to obtain
this information may be: b._dns-sd._udp.example.com.
[0031] FIG. 2 illustrates an example process of performing dynamic DNS-SD according
to some embodiments. FIG. 2 is described below in conjunction with FIGs. 1 and 3. FIG. 3
illustrates a block diagram showing additional details about the dynamic service discovery
synthesizer 104 included in the DNS server 102 according to some embodiments.
[0032] In block 202 of FIG. 2, a device 114 receives and/or generates a DNS query for a
desired service. A DNS query for a desired service, also referred to as a DNS-SD query, is
configured by the service discovery browser 116 included in the device 114. The extent to
which the DNS query is automatically generated depends upon the features of the service
discovery browser 116. For example, a user interfacing with the device 114 can input the
DNS query directly; the browser 116 can provide a user interface (Ul) to aid the user in
composing a proper DNS query; the user can indicate the desired service in the browser 116
and the browser 116 constructs the DNS query based on the desired service; the user attempts
to access a service (e.g., user initiates printing a document) and the browser 116
automatically generates a DNS query to fulfill the service request; or the browser 116
automatically generates a DNS query when the device 114 enters a new network area or
experiences a certain state change.
[0033] In one embodiment, the DNS query requests a list of FQDN of specific instances
of a service. These FQDNSs are stored in TXT RRs identified by the FQDN of the service of
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interest. The list of all service names is maintained in the Internet Assigned Numbers
Authority (IANA) Service Name and Transport Protocol Port Number Registry.
[0034] For example, the Internet Printing Protocol (IPP) is a popular printing service,
widely used by commonly used networked printers. To find a device providing the IPP
service, a query for _ipp._tcp.example.com may return:

_ipp._tcp.example.com PTR printerl. _ipp._tcp.example.com

_ipp._tcp.example.com PTR printer2. _ipp._tcp.example.com,
indicating that there are two instances of the IPP service, named printer]l and printer2.
[0035] Next in block 204, the browser 116 accesses device metadata and/or user metadata
to append to the DNS query generated in block 202. Device metadata comprises data about
the device 114 including, but not limited to, device 114’s IP address (also referred to as
source IP address), device 114’s system information such as its operating system (e.g., i0S,
Android, Windows, MacOS, Linux, Blackberry), device 114’s connection characteristics
(e.g., wired or wireless, estimated bandwidth), authorization information associated with the
device 114, device 114’s geographic location, measure of device 114’s workload, device
114’s topological location in the network, and the like. User metadata comprises data about
the user interfacing with the device 114 including, but not limited to, user identifier
information, user preferences based on user selected preferences or user history (e.g., user
prefers color printers over monochrome printers), authorization information associated with
the user, and the like. Because a plurality of device and user metadata may exist, the browser
116 may merely use a portion of such metadata. For instance, particular metadata that is also
available in the relay 110 or DNS server 102 need not be appended to the DNS query. As
another example, the particular metadata appended to the DNS query may depend upon the
particular service requested. As another example, the device 114 may be in the best position
to have certain current data and thus is a natural source for collecting and sharing such data
with other components within the system 100. In any case, the particular device and/or user
metadata selected/generated to supplement the DNS query is data that facilitates dynamic
service discovery.
[0036] In some embodiments, block 204 may be optional depending on availability or
handling of metadata associated with the device 114 in relay 110 and/or DNS server 102. As
an example, the relay 110 or DNS server 102 may prefer to use its metadata associated with
the device 114 for authentication purposes. As another example, the browser 116 may be
configured for minimal communication complexity or bandwidth usage, and thus, data that is

in addition to the DNS query is discouraged. In other embodiments, the browser 116 may not
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be configured to append metadata to the DNS query prior to send the DNS query to relay
110. In still other embodiments, the browser 116 comprises a conventional service discovery
browser configured to generate a DNS query, and the communication technique used to
transmit the DNS query to the relay 110 automatically appends to the DNS query some
device- and/or user-associated metadata with the transmission. Header information, for
example, may be part of the communication packet that identifies the source of the
transmission.

[0037] Once the DNS query and device/user metadata, if applicable and/or available, are
constructed, the browser 116 transmits the DNS query and applicable device/user metadata to
relay 110 in block 206. The device 114 transmits via a wired or wireless connection to the
relay 110. FIG. 1 shows an example communication 130 between a particular requesting
device (e.g., devicel 114) and the relay 110. The communication 130 comprises a uni-cast
transmission of the DNS query (denoted as “Q”) and applicable device/user metadata
(denoted as “M”) to the relay 110.

[0038] The transmitted DNS query and applicable device/user metadata are received by
the relay 110 in block 208 (see FIG. 2). Next in block 210, relay 110 accesses relay metadata
associated with the device 114. Relay metadata comprises data about the device 114 known
or maintained by the relay 110. Relay metadata may duplicate at least some of the
device/user metadata sent by the device 114. Relay metadata is accessed to confirm the
accuracy of at least a portion of the received device/user metadata, to supplement the
received device/user metadata, to replace at least a portion of the device/user metadata, to
confirm authenticated access to the local network, and/or to provide metadata to the DNS
server 102 in the absence of metadata from the device 114.

[0039] In response to receiving the DNS query, relay 110 accesses identity management
services to, for example, confirm authenticated access and look up the identity of the
particular device 114. The device identity maps to the device’s IP address, which can be
appended to the DNS query. Internal configuration information of the relay 110 may include
relay metadata associated with the particular device 114 and/or user associated with the
particular device 114. For example, if the relay 110 is a wireless relay, wireless location
services are accessed to gather information from the access points and triangulate the location
of the device 114 using wireless signal strengths. As another example, if the relay 110 is a
wired relay, the relay 110 determines the device 114’s location using known information
about the location of each of the endpoint of the wired connections. Such location

information can be appended to the DNS query. Identity and internal configuration
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information is included in the relay 110 and/or database 112. As another example, the
particular metadata appended to the DNS query may depend upon the particular service
requested.

[0040] In some embodiments, block 210 may be optional if the metadata will be provided
by the DNS server 102, as discussed herein for block 216.

[0041] Next, in block 212, the relay 110 sends both the DNS query and metadata
(appropriate and/or available device metadata, user metadata, and/or relay metadata) to the
DNS server 102, via network 120. In FIG. 1, an example communication 132 is shown
denoting the transmission from the relay 110 to DNS server 102. The communication 132
comprises a uni-cast transmission of the DNS query (denoted as “Q”) and appended metadata
(denoted as “M’”).

[0042] Communication 132 is received by the DNS server 102 at block 214. In response,
at block 216, the dynamic service discovery synthesizer 104 included in the DNS server 102
accesses server metadata associated with the particular device 114 making the query. Server
metadata comprises data about the device 114 known or maintained by the DNS server 102,
DHCEP server 108, and/or database 106 as well as other data that may be relevant to reply to
the query. Server metadata may duplicate some of the metadata sent by the relay 110. Server
metadata is accessed to confirm authenticity of at least a portion of the received metadata, to
supplement the received metadata, to replace at least a portion of the metadata, and/or to
confirm authenticated access to the DNS server 102. Examples of server metadata include,
but are not limited to, requesting machine or subscriber identity (e.g., via DHCP or AAA
lookup of the device 114’s IP address), geographic location of the source of the query (e.g., a
building identifier, a floor of a particular building, a section of a particular building, via
DHCP or AAA lookup, via location of relay 110), machine or subscriber organizational
affiliation (e.g., via DHCP or AAA lookup), date or time of day, current load or availability
of target devices (e.g., instances 118), target device characteristics, machine or subscriber
system information (e.g., Android, i0S, MacOS, Windows, Linux, application), machine or
subscriber connection characteristics (e.g., wired or wireless, estimated bandwidth), and the
like.

[0043] At least a portion of the server metadata may be obtained by the DHCP server 108
during an IP address assignment process for the particular device 114, when the requesting
device was first added to the system 100. The DHCP server 108 may have requested the
device 114 to provide certain information, such as its organizational affiliation or identity

information (via an authorization process), and/or automatically obtained or detected other
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information about the device 114, such as location information (via prior knowledge of
locations of relay agents), in order to map the device’s IP address to metadata relating to the
device. The DHCP server 108 may then push the IP address and associated metadata to the
DNS server 102 for storage and maintenance. DNS server 102, in turn, may store such
information in the database 106. Alternatively, such information may be retained by the
DHCEP server 108, and the DNS server 102 can request the information from the DHCP
server 108 when a DNS query is made by the particular device 114.

[0044] Each of the instances 118 similarly undergoes an IP address assignment process
with the DHCP server 108 when first added to the system 100. When an instance 118 is first
added to the system 100, the instance 118 sends out a DNS message advertising the
availability of its service(s). For example, if the particular instance 118 is a color printer, it
advertises its printing capability. The DNS message is received by the DNS server 102. The
DNS server 102, in turn, coordinates with the DHCP server 108 to generate a set of DNS-SD
records for that instance 118 along with provision of a unique IP address. Information about
the instance 118 is also captured at this time, similar to the discussion above. For example,
where the instance 118 is located (e.g., in which building), ownership or organizational
affiliation of the instance 118, identity information (e.g., user friendly assigned name), the
specific kind of service(s) it is capable of providing (e.g., color printing as opposed to
monochrome printing), and the like. In some embodiments, such information about the
instance 118 is stored in the DNS-SD records. In other embodiments, such information may
be stored in a separate record or database, or as metadata maintained by the DHCP server or
DNS server 102 but not within the DNS-SD records.

[0045] In some embodiments, the DNS server 102 may be in a position to supplement the
metadata previously obtained by the DHCP server 108 for the device 114 and/or instances
118. For example, metadata that may be contemporaneous to the DNS query, such as the
current date and/or time of day or current location of the requesting device 114 (e.g., via
known location of the relay 110 forwarding the DNS query, in which the location of the relay
110 is assumed to be a proxy for that of the device 114 due to the short communication range
capability of the relay 110). Also, metadata that may be contemporaneous to the DNS query
and concerning the instances 118, such as the current load, availability, or other conditions
relevant to providing service by each of the instances 118 of interest.

[0046] The server metadata may accordingly comprise two parts: metadata maintained or

known by the DNS server 102 and/or DHCP server 108 that is associated with the device
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114, and metadata maintained or known by the DNS server 102 and/or DHCP server 108 that
is associated with the instances 118.
[0047] In some embodiments, block 216 may be optional if the metadata is provided by
the device 114 and/or relay 110 as discussed above.
[0048] In block 218, the dynamic service discovery synthesizer 104 dynamically selects
one or more instance(s) 118 from the set of instances 118 matching the DNS query and
metadata. The dynamic service discovery synthesizer 104 performs service discovery based
on more than just the DNS query in a manner transparent to the requesting device 114. In
one embodiment, the synthesizer 104 performs the dynamic selection in accordance with a
pre-defined selection rule or constraints based on the DNS query and metadata associated
with the requesting device 114. As discussed above in connection with blocks 204, 210, and
216, metadata associated with the requesting device 114 comprises device metadata and/or
user metadata provided by the device 114; relay metadata provided by the relay 110; and/or
server metadata provided by the DNS server 102 and/or DHCP server 108.
[0049] FIG. 3 illustrates an example block diagram depicting the dynamic selection
performed by the synthesizer 104. A DNS query 302 and metadata 304 associated with the
requesting device 114 are inputs to the synthesizer 104. The synthesizer 104 includes one or
more pre-defined selection rules or constraints 308. Based on the DNS query 302, metadata
304, and selection rules/constraints 308, the synthesizer 104 outputs a dynamic response list
306 of instance(s) 118 matching the selection criteria. The dynamic response list 306
comprises a list of PTR records corresponding to the matching instance(s) 118.
[0050] The selection rules/constraints 308 may comprise any rule defining which and/or
how the DNS query 302 and metadata 304 should be used to search for matching instance(s)
118. The selection rules/constraints 308 may comprise an additional selection criterion that is
not device 114- or instance 118-specific or is in addition to the DNS query and metadata.
Examples of selection rules/constraints 308 include, but are not limited to:
e To achieve load balancing: Instance(s) 118 found based on the DNS query 302 and
metadata 304 are further refined based on current load conditions of those instance(s)
118 to achieve load balancing.
e To prove differentiation among different classes of users (e.g., student, faculty,
administrator): At least the user associated with the requesting device 114 identified
in the metadata 304 is used to determine the class of user, and then different classes of

users map to specific instance(s) 118.
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To assign a class of devices to one set of services by providing a specific search
domain

To achieve power management: Certain instance(s) 118 may be shut down at certain
hours or days to save power so as to make them unavailable at those times.

To take into account real-time or near real-time conditions of the instances 118:
Instances 118 that are currently unavailable due to a malfunction, maintenance, or
other unavailability are excluded from the dynamic response list 306.

To specify which of the metadata 304 to use: As discussed above, metadata 304 may
comprise a plurality of information about the device 114. This rule specifies which of
the particular information from among the plurality of information to use in querying
the DNS-SD records. For example, location proximity may be the top searching
criteria. As another example, location proximity and fastest connection may be the
top searching criteria.

To maintain secured access to instances 118: If a matching instance 118 is located in
a secured area requiring passing through a security guard or other security measures
but the user associated with the device 114 does not have security clearance or
otherwise will not be allowed into the secured area at the current time, such instance
118 is excluded from the dynamic response list 306.

To restrict to a reasonable location proximity to each other: Only instance(s) 118
located within the same building, same floor of a building, or other pre-defined same
proximity distance to the device 114 may be included in the response list 306.
Current time of day

Combinations of two or more rules above

No rule/constraint.

The particular selection rules/constraints 308 used by the synthesizer 104 can change over

time as more or different rules are added and/or as the rules themselves may be applicable in

accordance with a pre-defined schedule.

[0051]

The DNS server 102 dynamically discovers one or more instances 118 using at

least the SRV and TXT records of the DNS-SD records matching the DNS query 302,

metadata 304 associated with the device 114, and the selection rules/constraints 308. The

metadata 304 and/or the selection rules/constraints 308 cause service discovery to be

restricted to a particular logical domain or subset domain that is narrower in scope than the

actual domain named in the DNS query 302. The limited service discovery occurs even
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though the DNS query generated and transmitted to the DNS server 102 comprises a
conventional or standard DNS query including an FQDN prefix and domain.
[0052] Alternatively, the selections rules/constraints 308 may be omitted and the dynamic
response list 306 can be determined based on searching the DNS-SD records based on the
DNS query 302 and metadata 304.
[0053] Returning to FIG. 2, once the instance(s) 118 matching the search or query criteria
are found, the synthesizer 104 synthesizes the dynamic response list 306 in real-time or near
real-time in block 220. Synthesis of the PTR record list may comprise textual construction of
the PTR records using textual string manipulation. Continuing the example above, further
assume that the selection rules/constraints 308 comprise restricting service discovery to the
same building in which the requesting device 114 is currently located. In large organizations,
it may not be desirable for the browsers 116 to perform service discovery over the entire
organization’s service discovery name space. Returning a list of matching instances 118
located in all buildings for the organization, especially when there are many buildings, is not
particularly useful for the user. Instead, the list of matching instances can be controlled in
one embodiment, by the search domain returned to the browser, such as BXB200-
l.example.com. The b._dns-sd._udp.example.com query (e.g., DNS query 302) made by the
device 114 located in building BXB200 returns only those PTR records associated with
matching instances 118 also located in building BXB200 (e.g., response list 306):
b._dns-sd._udp.example.com. PTR BXB200-1.example.com
b._dns-sd._udp.example.com. PTR BXB200-2.example.com,
in which the first instance 118 is located in the first floor of building BXB200 and the second
instance is located in the second floor of building BXB200.
[0054] Conversely, if the same requesting device 114 is located in building SJICO01, the
same b._dns-sd._udp.example.com query causes only those PTR records associated with
matching instances 118 located in building SJICO1 to be returned to the device 114:
b._dns-sd._udp.example.com. PTR SJCO1-1.example.com
b._dns-sd._udp.example.com. PTR SJC02-2.example.com,
in which the first instance 118 is located in the first floor of building SJCO1 and the second
instance is located in the second floor of building SJCO2.
[0055] Thus, the same DNS query may return different PTR records associated with
different instances 118 depending on the metadata appended with the DNS query. This is in
contrast to conventional DNS-SD, in which the same query returns the same list of PTR

records regardless of characteristics or attributes of the device 114 that issued the query.
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Under conventional DNS-SD, the b._dns-sd._udp.example.com query returns PTR records
for instances 118 located in all buildings of the organization, namely:
b._dns-sd._udp.example.com. PTR BXB200-1.example.com
b._dns-sd._udp.example.com. PTR BXB200-2.example.com
b._dns-sd._udp.example.com. PTR SJCO1-1.example.com
b._dns-sd._udp.example.com. PTR SJC02-2.example.com.
[0056] In another embodiment, the list of PTR responses may be synthesized by the DNS
server 102 based on the metadata associated with the query and other information available to
the DNS server 102. For example, consider four instances of the IPP printing service
available at example.com:
_ipp._tcp.example.com PTR printerl._ipp._tcp.example.com
_ipp._tcp.example.com PTR printer2._ipp._tcp.example.com
_ipp._tcp.example.com PTR printer3_ipp._tcp.example.com
_ipp._tcp.example.com PTR printer4_ipp._tcp.example.com
If the DNS server 102 receives a query for _ipp._tcp.example.com, it will evaluate the
metadata associated with the query, along with other information available to the DNS server
102, and synthesize a list of PTR RRs of interest to the query. In this example, if printer] is
in a different building from the requesting device and printer3 is powered off, the DNS server
102 would return only the RRs for printer2 and printer4 to the requesting device.
[0057] The synthesized response list is transmitted by the DNS server 102 to relay 110,
via network 120, in block 222. In block 224, the relay 110 receives the response list from the
DNS server 102 and relays the response list to the requesting device 114. In some
embodiments, the relay 110 may perform one or more processing operations and/or append
information (e.g., header or authentication information) to the response list prior to relaying
to the device 114.
[0058] In response, the device 114 receives the response list corresponding to the DNS
query in block 226. FIG. 1 illustrates an example communication 134 denoting the return of
the response list from the DNS server 102 to the device 114 in response to the DNS query,
via network 120 and relay 110. The communication 134 comprises a uni-cast transmission of
the response list (denoted as “R”). Returning to FIG. 2, the service discovery browser 116
included in the device 114 presents the response list on a display of the device 114 in block
228. In some embodiments, the browser 116 may display a user-friendly version of the
response list on the device 114, such as displaying a list of user recognizable names of the

instance(s) 118 identified in the response list, rather than the PTR records per se. The
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browser 116 may also provide information about each of the listed instance(s) 118 such as
indicating where each is located relative to the device 114. Hence, the dynamic DNS-SD
techniques described herein permit differential configuration of the browsers116 in
accordance with the differential configuration information or names corresponding to
instances 118 returned in the response list.

[0059] In block 230, the device 114 receives a user selection of a particular instance 118
from among the response list (or equivalent thereof). And responsive to the user selection,
the browser 116 generates and transmits a DNS query for the SRV RR corresponding to the
selected instance 118 in block 232. This DNS query requests the FQDN and other
information associated with the selected instance 118, as contained in the SRV RR for the
specific instance. This DNS query is generated in preparation of establishing a connection
between the device 114 and the selected instance 118 to obtain the desired service from the
selected instance 118.

[0060] The DNS query is received by the relay 110 and relayed by the relay 110 to the
DNS server 102 in block 234. Relay 110 may perform one or more processing operations
and/or append information to the DNS query prior to transmission to the DNS server 102. In
block 236, the DNS server 102 receives the DNS query. In response, the DNS server 102
performs a lookup in the DNS RRs associated with the selected instance 118 to obtain the
requested FQDN and other information associated with the selected instance 118 (located in
the SRV RR) and also the IP address or addresses associated with the FQDN (located in the
A and/or AAAA RRs), in block 238. The FQDN and IP address(es) are returned, in block
240, from the DNS server 102 to the relay 110.

[0061] The relay 110, in turn, relays the DNS name and the IP address to the device 114
in block 242. The IP address received by the device 114, in block 244, is used by the device
114 to establish a connection with the selected instance 118 in block 246.

[0062] Accordingly, dynamic DNS-SD techniques are described herein that provides
flexibility in restricting service discovery to a particular logical domain within a domain even
though the DNS-SD query itself is configured for service discovery over the entire name
space of the domain. The DNS server responds to the DNS-SD query by searching the name
space of the domain specified in the query in accordance with metadata associated with the
device making the query. Metadata appended to the DNS-SD query includes information
pertaining to the identity, characteristics, and/or attributes of the device and/or user associated
with the device making the query. The metadata comprises information that cannot be

encoded in the DNS query prefix used to located appropriate configuration names of
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instances. The metadata may be provided by the device making the DNS query, any relay
forwarding the DNS query to the DNS server, and/or the DNS server. Metadata comprises
additional query parameters that are transparent to the device making the query. Example
metadata includes, but is not limited to, location, identity, role, or source IP address. In some
embodiments, the selection criteria may further include selection rules or constraints that may
be independent of the device making the request. Examples of selection rules or constraints
include, but are not limited to, power saving management rules, current load of target
instances, or current availability of target instances.

[0063] By returning variable or different replies (e.g., different lists of PTR records
corresponding to target devices) to a same given DNS-SD query, a technique is provided in
which different service discovery browsers included in requesting devices can be configured
with different search domain lists for the same given DNS-SD query. The configuration
information or names returned in response to the same given DNS-SD query need not be
constant or fixed regardless of the characteristics of the requesting device. In this manner,
target devices identified in the DNS-SD query reply are dynamically selected to be directly
relevant to the current state of the particular device making the query and the state of the

surrounding environment.

3.0 HARDWARE OVERVIEW

[0064] According to one embodiment, the techniques described herein are implemented
by one or more special-purpose computing devices. The special-purpose computing devices
may be hard-wired to perform the techniques, or may include digital electronic devices such
as one or more application-specific integrated circuits (ASICs) or field programmable gate
arrays (FPGAs) that are persistently programmed to perform the techniques, or may include
one or more general purpose hardware processors programmed to perform the techniques
pursuant to program instructions in firmware, memory, other storage, or a combination. Such
special-purpose computing devices may also combine custom hard-wired logic, ASICs, or
FPGAs with custom programming to accomplish the techniques. The special-purpose
computing devices may be desktop computer systems, portable computer systems, handheld
devices, networking devices or any other device that incorporates hard-wired and/or program
logic to implement the techniques.

[0065] For example, FIG. 4 is a block diagram that illustrates a computer system 400
upon which an embodiment of the disclosure may be implemented. Computer system 400

includes a bus 402 or other communication mechanism for communicating information, and a
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hardware processor 404 coupled with bus 402 for processing information. Hardware
processor 404 may be, for example, a general purpose microprocessor.

[0066] Computer system 400 also includes a main memory 406, such as a random access
memory (RAM) or other dynamic storage device, coupled to bus 402 for storing information
and instructions to be executed by processor 404. Main memory 406 also may be used for
storing temporary variables or other intermediate information during execution of instructions
to be executed by processor 404. Such instructions, when stored in non-transitory storage
media accessible to processor 404, render computer system 400 into a special-purpose
machine that is customized to perform the operations specified in the instructions.

[0067] Computer system 400 further includes a read only memory (ROM) 408 or other
static storage device coupled to bus 402 for storing static information and instructions for
processor 404. A storage device 410, such as a magnetic disk or optical disk, is provided and
coupled to bus 402 for storing information and instructions.

[0068] Computer system 400 may be coupled via bus 402 to a display 412, such as a
cathode ray tube (CRT) or liquid crystal display (LCD), for displaying information to a
computer user. An input device 414, including alphanumeric and other keys, is coupled to
bus 402 for communicating information and command selections to processor 404. Another
type of user input device is cursor control 416, such as a mouse, a trackball, or cursor
direction keys for communicating direction information and command selections to processor
404 and for controlling cursor movement on display 412. This input device typically has two
degrees of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

[0069] Computer system 400 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic
which in combination with the computer system causes or programs computer system 400 to
be a special-purpose machine. According to one embodiment, the techniques herein are
performed by computer system 400 in response to processor 404 executing one or more
sequences of one or more instructions contained in main memory 406. Such instructions may
be read into main memory 406 from another storage medium, such as storage device 410.
Execution of the sequences of instructions contained in main memory 406 causes processor
404 to perform the process steps described herein. In alternative embodiments, hard-wired
circuitry may be used in place of or in combination with software instructions.

[0070] The term “storage media” as used herein refers to any non-transitory media that

store data and/or instructions that cause a machine to operation in a specific fashion. Such
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storage media may comprise non-volatile media and/or volatile media. Non-volatile media
includes, for example, optical or magnetic disks, such as storage device 410. Volatile media
includes dynamic memory, such as main memory 406. Common forms of storage media
include, for example, a floppy disk, a flexible disk, hard disk, solid state drive, magnetic tape,
or any other magnetic data storage medium, a CD-ROM, any other optical data storage
medium, any physical medium with patterns of holes, a RAM, a PROM, and EPROM, a
FLASH-EPROM, NVRAM, any other memory chip or cartridge.

[0071] Storage media is distinct from but may be used in conjunction with transmission
media. Transmission media participates in transferring information between storage media.
For example, transmission media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise bus 402. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio-wave and infra-red data
communications.

[0072] Various forms of media may be involved in carrying one or more sequences of
one or more instructions to processor 404 for execution. For example, the instructions may
initially be carried on a magnetic disk or solid state drive of a remote computer. The remote
computer can load the instructions into its dynamic memory and send the instructions over a
telephone line using a modem. A modem local to computer system 400 can receive the data
on the telephone line and use an infra-red transmitter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in the infra-red signal and
appropriate circuitry can place the data on bus 402. Bus 402 carries the data to main memory
406, from which processor 404 retrieves and executes the instructions. The instructions
received by main memory 406 may optionally be stored on storage device 410 either before
or after execution by processor 404.

[0073] Computer system 400 also includes a communication interface 418 coupled to bus
402. Communication interface 418 provides a two-way data communication coupling to a
network link 420 that is connected to a local network 422. For example, communication
interface 418 may be an integrated services digital network (ISDN) card, cable modem,
satellite modem, or a modem to provide a data communication connection to a corresponding
type of telephone line. As another example, communication interface 418 may be a local
area network (LAN) card to provide a data communication connection to a compatible LAN.
Wireless links may also be implemented. In any such implementation, communication
interface 418 sends and receives electrical, electromagnetic or optical signals that carry

digital data streams representing various types of information.
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[0074] Network link 420 typically provides data communication through one or more
networks to other data devices. For example, network link 420 may provide a connection
through local network 422 to a host computer 424 or to data equipment operated by an
Internet Service Provider (ISP) 426. ISP 426 in turn provides data communication services
through the world wide packet data communication network now commonly referred to as
the “Internet” 428. Local network 422 and Internet 428 both use electrical, electromagnetic
or optical signals that carry digital data streams. The signals through the various networks
and the signals on network link 420 and through communication interface 418, which carry
the digital data to and from computer system 400, are example forms of transmission media.
[0075] Computer system 400 can send messages and receive data, including program
code, through the network(s), network link 420 and communication interface 418. In the
Internet example, a server 430 might transmit a requested code for an application program
through Internet 428, ISP 426, local network 422 and communication interface 418.

[0076] The received code may be executed by processor 404 as it is received, and/or
stored in storage device 410, or other non-volatile storage for later execution.

4.0 OTHER DISCLOSURE

[0077] 1. An apparatus, comprising:

one or more databases;

one or more transceivers to receive a first Domain Name System (DNS) query from a
first computing device, the first DNS query defining a first service discovery name space;

one or more processors in communication with each of the one or more databases and
the one or more transceivers,

wherein the one or more processors generate and append a first metadata associated
with the first computing device to the first DNS query, at least a portion of the first metadata
obtained from the one or more databases,

wherein the one or more transceivers transmit the first DNS query and the first
metadata to a Domain Name System (DNS) server computer, receive, from the DNS server
computer, a first response responsive to the first DNS query, the first response comprising
identification of one or more service providing computing devices within a subset of the first
service discovery name space in accordance with the first DNS query and the first metadata
associated with the first computing device, and relay, to the first computing device, the first

response.
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[0078] 2. The apparatus of clause 1, wherein the first metadata comprises at least one of a
device identity, a user identity, a geographic location, a device organizational affiliation, a user
organizational affiliation, a date or time of day, a current load of the one or more of the service
providing computing devices, a current availability of the one or more of the service providing
computing devices, a device system information, a device operating system information, a
device connection characteristic, a device connection type, or a device characteristic, wherein
[0079] 3. The apparatus of clause 1, wherein the first response comprises identification of
the one or more service providing computing devices within the subset of the first service
discovery name space in accordance with the first DNS query, the first metadata associated
with the first computing device, and a second metadata associated with the first computing
device from the DNS server computer.
[0080] 4. The apparatus of clause 1, wherein at least one of the service providing
computing devices identified in the first response is located within a local network of the first
computing device or outside the local network of the first computing device, wherein the first
DNS query includes a Fully Qualified Domain Name (FQDN) comprising a domain name
and one of special prefixes, the domain name defining the first service discovery name space.
[0081] 5. The apparatus of clause 1, wherein the one or more transceivers receive the first
DNS query via a wired or wireless connection with the first computing device.
[0082] 6. The apparatus of clause 1, wherein the apparatus comprises at least one of a
relay, a router, a switch, a gateway, a firewall, or a repeater.
[0083] 7. A data processing method comprising:

receiving, at a Domain Name System (DNS) server computer, a Domain Name System-
based Service Discovery (DNS-SD) query generated by a first computing device;

using the DNS server computer, dynamically selecting one or more service providing
computing devices from DNS resource records based on the DNS-SD query and metadata
associated with the first device;

using the DNS server computer, synthesizing a query response corresponding to the
dynamically selected one or more service providing computing devices, the query response
including pointer (PTR) resource records associated with the dynamically selected one or more
service providing computing devices;

using the DNS server computer, transmitting the query response to the first computing
device;

wherein the method is performed by one or more computing devices.
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[0084] 8. The method of clause 7, wherein the DNS-SD query includes a Fully Qualified
Domain Name (FQDN) composed of a domain name and one of special prefixes, the domain
name defining a service discovery name space and the metadata restricting service discovery to
a particular logical domain within the service discovery name space.
[0085] 9. The method of clause 7, further comprising:

receiving a second DNS-SD query generated by a second computing device, wherein
the second DNS-SD query is identical to the DNS-SD query;

dynamically selecting one or more second service providing computing devices from
the DNS-SD resource records based on the second DNS-SD query and second metadata
associated with the second computing device;

synthesizing a second query response corresponding to the dynamically selected one or
more second service providing computing devices, wherein the second query response is
different from the query response;

transmitting the second query response to the second computing device.
[0086] 10. The method of clause 7, wherein receiving the DNS-SD query comprises
receiving the metadata appended with the DNS-SD query.
[0087] 11. The method of clause 10, wherein the metadata is generated by a relay
communicatively located between the first computing device and the DNS server computer.
[0088] 12. The method of clause 10, wherein the metadata is generated by the first
computing device.
[0089] 13. The method of clause 7, wherein the metadata is generated by the DNS server
computer or Dynamic Host Configuration Protocol (DHCP) server.
[0090] 14. The method of claim 7, wherein dynamically selecting the one or more service
providing computing devices comprises dynamically selecting the one or more service
providing computing devices from the DNS-SD resource records in accordance with a pre-
defined selection rule based on the DNS-SD query and the metadata associated with the first
computing device.
[0091] 15. A non-transitory computer-readable data storage medium storing one or more
sequences of instruction which, when executed by one or more processors, cause performing a
method comprising:

receiving, at a Domain Name System (DNS) server computer, a Domain Name System-

based Service Discovery (DNS-SD) query generated by a first computing device;
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dynamically selecting one or more service providing computing devices from DNS
resource records based on the DNS-SD query and metadata associated with the first computing
device;

synthesizing a query response corresponding to the dynamically selected one or more
service providing computing devices, the query response including pointer (PTR) resource
records associated with the dynamically selected one or more service providing computing
devices;

transmitting the query response to the first computing device.
[0092] 16. The non-transitory computer-readable data storage medium of clause 15,
wherein the DNS-SD query includes a Fully Qualified Domain Name (FQDN) comprising a
domain name and one of special prefixes, the domain name defining a service discovery name
space and the metadata restricting service discovery to a particular logical domain within the
service discovery name space.
[0093] 17. The non-transitory computer-readable data storage medium of clause 15, further
comprising instructions which when executed cause:

receiving a second DNS-SD query generated by a second computing device, wherein
the second DNS-SD query is identical to the DNS-SD query;

dynamically selecting one or more second service providing computing devices from
the DNS-SD resource records based on the second DNS-SD query and second metadata
associated with the second computing device;

synthesizing a second query response corresponding to the dynamically selected one or
more second service providing computing devices, wherein the second query response is
different from the query response;

transmitting the second query response to the second computing device.
[0094] 18. The non-transitory computer-readable data storage medium of clause 15,
wherein receiving the DNS-SD query comprises receiving the metadata appended with the
DNS-SD query.
[0095] 19. The non-transitory computer-readable data storage medium of claim 18,
wherein the metadata is generated by at least one of a relay communicatively located between
the first computing device and the DNS server computer, the first computer device, and the
DNS server computer or Dynamic Host Configuration Protocol (DHCP) server.
[0096] 20. The non-transitory computer-readable data storage medium of clause 15,
wherein dynamically selecting the one or more service providing computing devices comprises

dynamically selecting the one or more service providing computing devices from the DNS-SD
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resource records in accordance with a pre-defined selection rule based on the DNS-SD query
and the metadata associated with the first computing device, wherein the pre-defined selection
rule comprises at least one of a power management rule, a physically accessible rule, a load

balancing rule, a device class differentiation rule, or a device class service differentiation rule.

5.0 EXTENSIONS AND ALTERNATIVES

[0097] In the foregoing specification, embodiments of the disclosure have been described
with reference to numerous specific details that may vary from implementation to
implementation. The specification and drawings are, accordingly, to be regarded in an
illustrative rather than a restrictive sense. The sole and exclusive indicator of the scope of the
disclosure, and what is intended by the applicants to be the scope of the disclosure, is the
literal and equivalent scope of the set of claims that issue from this application, in the specific

form in which such claims issue, including any subsequent correction.
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CLAIMS

What is claimed is:

1. An apparatus, comprising:

one or more databases;

one or more transceivers to receive a first Domain Name System (DNS) query from a
first computing device, the first DNS query defining a first service discovery name space;

one or more processors in communication with each of the one or more databases and
the one or more transceivers,

wherein the one or more processors generate and append a first metadata associated
with the first computing device to the first DNS query, at least a portion of the first metadata
obtained from the one or more databases,

wherein the one or more transceivers transmit the first DNS query and the first
metadata to a Domain Name System (DNS) server computer, receive, from the DNS server
computer, a first response responsive to the first DNS query, the first response comprising
identification of one or more service providing computing devices within a subset of the first
service discovery name space in accordance with the first DNS query and the first metadata
associated with the first computing device, and relay, to the first computing device, the first

response.

2. The apparatus of claim 1, wherein the first metadata comprises at least one of a
device identity, a user identity, a geographic location, a device organizational affiliation, a user
organizational affiliation, a date or time of day, a current load of the one or more of the service
providing computing devices, a current availability of the one or more of the service providing
computing devices, a device system information, a device operating system information, a

device connection characteristic, a device connection type, or a device characteristic.

3. The apparatus of any one of claims 1-2, wherein the first response comprises
identification of the one or more service providing computing devices within the subset of the
first service discovery name space in accordance with the first DNS query, the first metadata
associated with the first computing device, and a second metadata associated with the first

computing device from the DNS server computer.
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4. The apparatus of any one of claims 1-2, wherein at least one of the service
providing computing devices identified in the first response is located within a local network
of the first computing device or outside the local network of the first computing device,
wherein the first DNS query includes a Fully Qualified Domain Name (FQDN) comprising a
domain name and one of special prefixes, the domain name defining the first service discovery

name space.

5. The apparatus of any one of claims 1-2, wherein the one or more transceivers

receive the first DNS query via a wired or wireless connection with the first computing device.

6. The apparatus of any one of claims 1-2, wherein the apparatus comprises at least

one of a relay, a router, a switch, a gateway, a firewall, or a repeater.

7. A data processing method comprising:

receiving, at a Domain Name System (DNS) server computer, a Domain Name
System-based Service Discovery (DNS-SD) query generated by a first computing device;

using the DNS server computer, dynamically selecting one or more service providing
computing devices from DNS resource records based on the DNS-SD query and metadata
associated with the first device;

using the DNS server computer, synthesizing a query response corresponding to the
dynamically selected one or more service providing computing devices, the query response
including pointer (PTR) resource records associated with the dynamically selected one or
more service providing computing devices;

using the DNS server computer, transmitting the query response to the first computing
device;

wherein the method is performed by one or more computing devices.

8. The method of claim 7, wherein the DNS-SD query includes a Fully Qualified
Domain Name (FQDN) composed of a domain name and one of special prefixes, the domain
name defining a service discovery name space and the metadata restricting service discovery

to a particular logical domain within the service discovery name space.

0. The method of any one of claims 7-8, further comprising:
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receiving a second DNS-SD query generated by a second computing device, wherein
the second DNS-SD query is identical to the DNS-SD query;

dynamically selecting one or more second service providing computing devices from
the DNS-SD resource records based on the second DNS-SD query and second metadata
associated with the second computing device;

synthesizing a second query response corresponding to the dynamically selected one
or more second service providing computing devices, wherein the second query response is
different from the query response;

transmitting the second query response to the second computing device.

10. The method of any one of claims 7-8, wherein receiving the DNS-SD query

comprises receiving the metadata appended with the DNS-SD query.

11. The method of claim 10, wherein the metadata is generated by a relay

communicatively located between the first computing device and the DNS server computer.

12. The method of claim 10, wherein the metadata is generated by the first

computing device.

13. The method of any one of claims 7-8, wherein the metadata is generated by the

DNS server computer or Dynamic Host Configuration Protocol (DHCP) server.

14. The method of any one of claims 7-8, wherein dynamically selecting the one or
more service providing computing devices comprises dynamically selecting the one or more
service providing computing devices from the DNS-SD resource records in accordance with a
pre-defined selection rule based on the DNS-SD query and the metadata associated with the

first computing device.

15. A non-transitory computer-readable data storage medium storing one or more
sequences of instruction which, when executed by one or more processors, cause performing a
method comprising:

receiving, at a Domain Name System (DNS) server computer, a Domain Name

System-based Service Discovery (DNS-SD) query generated by a first computing device;
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dynamically selecting one or more service providing computing devices from DNS
resource records based on the DNS-SD query and metadata associated with the first
computing device;

synthesizing a query response corresponding to the dynamically selected one or more
service providing computing devices, the query response including pointer (PTR) resource
records associated with the dynamically selected one or more service providing computing
devices;

transmitting the query response to the first computing device.

16. The non-transitory computer-readable data storage medium of claim 15,
wherein the DNS-SD query includes a Fully Qualified Domain Name (FQDN) comprising a
domain name and one of special prefixes, the domain name defining a service discovery
name space and the metadata restricting service discovery to a particular logical domain

within the service discovery name space.

17. The non-transitory computer-readable data storage medium of any one of claims
15-16 further comprising instructions which when executed cause:

receiving a second DNS-SD query generated by a second computing device, wherein
the second DNS-SD query is identical to the DNS-SD query;

dynamically selecting one or more second service providing computing devices from
the DNS-SD resource records based on the second DNS-SD query and second metadata
associated with the second computing device;

synthesizing a second query response corresponding to the dynamically selected one
or more second service providing computing devices, wherein the second query response is
different from the query response;

transmitting the second query response to the second computing device.
18. The non-transitory computer-readable data storage medium of any one of claims

15-16, wherein receiving the DNS-SD query comprises receiving the metadata appended with

the DNS-SD query.
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19. The non-transitory computer-readable data storage medium of claim 18,
wherein the metadata is generated by at least one of a relay communicatively located between
the first computing device and the DNS server computer, the first computer device, and the

DNS server computer or Dynamic Host Configuration Protocol (DHCP) server.

20. The non-transitory computer-readable data storage medium of any one of claims
15-16, wherein dynamically selecting the one or more service providing computing devices
comprises dynamically selecting the one or more service providing computing devices from the
DNS-SD resource records in accordance with a pre-defined selection rule based on the DNS-
SD query and the metadata associated with the first computing device, wherein the pre-defined
selection rule comprises at least one of a power management rule, a physically accessible rule,
a load balancing rule, a device class differentiation rule, or a device class service differentiation

rule.
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