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(57) Abstract: Provided is a method of a host device managing at least one external device connected to the host device through a
management server. The method includes: obtaining measurement information measured by the at least one external device; request ing authorization by the management server; transmitting the obtained measurement information to the management server when the
authentication succeeds; receiving management information for managing the at least one external device, where the management in
formation is generated based on the measurement information by the management server; and managing the at least one external
device based on the received management information.

Description
Title of Invention: METHOD OF MANAGING EXTERNAL
DEVICES, METHOD OF OPERATING EXTERNAL DEVICE,
HOST DEVICE, MANAGEMENT SERVER, AND EXTERNAL
DEVICE
Technical Field
[1]

One or more exemplary embodiments relate to a method of managing an external

device, which is performed by a host device for managing at least one external device
connected to the host device through a management server, a method of managing an
external device, which is performed by a management server, a method of operating an
external device, a host device, a management server, and an external device.

Background Art
[2]

With the gradual development of communication technologies, a device may execute
an application in connection with various peripheral devices, and may control the

various peripheral devices through the application.
[3]

Also, with the increase in the development of peripheral devices which can be

connected to a device through an application, a peripheral device managing system for
integrally managing peripheral devices, providing bi-directional interaction between a
device and a peripheral device, and remotely interacting with a peripheral device is
desired.

Disclosure of Invention
Solution to Problem
[4]

One or more exemplary embodiments may include a method of managing an external

device, wherein at least one device connected to a host device is effectively managed
through a management server, and a system for managing an external device.

Advantageous Effects of Invention
[5]

one or more exemplary embodiments, the host device effectively manages at least
one external device connected to the host device through a management server.

Brief Description of Drawings
[6]

hese and/or other aspects will become apparent and more readily appreciated from
the following description of the embodiments, taken in conjunction with the ac

companying drawings in which:
[7]

FIG. 1 is a block diagram of a system for managing an external device, according to

an exemplary embodiment;
[8]

FIG. 2 is a flowchart illustrating a method of a host device registering and connecting

an external device, according to an exemplary embodiment;
[9]

FIG. 3 is a flowchart illustrating a method of registering an external device in a
management server, according to an exemplary embodiment;

[10]

FIG. 4 is a flowchart illustrating a method of registering an external device in a
management server by connecting the external device to an account, according to an
exemplary embodiment;

[11]

FIGS. 5A through 5D are diagrams of a user interface (UI) for automatically
detecting an external device and registering the external device in a management
server, according to an exemplary embodiment;

[12]

FIGS. 6A through 6D are diagrams of a UI for registering an external device in a
management server, according to an exemplary embodiment;

[13]

FIGS. 7A through 7D are diagrams of a UI for providing information about an
external device, according to an exemplary embodiment;

[14]

FIGS. 8A through 8C are diagrams of a UI for releasing registration of an external
device, according to an exemplary embodiment;

[15]

FIGS. 9A through 9C are diagrams of a database of a management server, according
to exemplary embodiments;

[16]

FIG. 10 is a flowchart illustrating a method of a host device transmitting m ea
surement information to a management server, according to an exemplary em
bodiment;

[17]

FIG. 11 is a flowchart illustrating a method of a management server receiving m ea
surement information of an external device through an authenticated host device,
according to an exemplary embodiment;

[18]

FIG. 12 is a flowchart illustrating a method of a host device filtering measurement in
formation to be transmitted to a management server, according to an exemplary em
bodiment;

[19]

FIG. 13 is a diagram for describing a method of filtering measurement information
based on whether an external device is a medical device, according to an exemplary
embodiment;

[20]

FIGS. 14A through 14C are diagrams of a UI of a host device for receiving a
selection from a user with respect to a type of measurement information to be
transmitted to a management server, according to an exemplary embodiment;

[21]

FIG. 15 is a flowchart illustrating a method of an external device directly
transmitting measurement information to a management server, according to an
exemplary embodiment;

[22]

FIG. 16 is a diagram for describing a management server collecting exercise in
formation of a user, according to an exemplary embodiment;

[23]

FIG. 17 is diagrams for describing a management server collecting meal information

of a user, according to an exemplary embodiment;
[24]

FIG. 18 is a flowchart illustrating a method of a host device transmitting m ea
surement information to a management server in an emergency, according to an
exemplary embodiment;

[25]

FIG. 19 is a flowchart illustrating a method of a host device generating a control
command for controlling an external device, according to an exemplary embodiment;

[26]

FIG. 20 is a flowchart illustrating a method of a management server transmitting a
control command for controlling an external device to the external device through a
host device, according to an exemplary embodiment;

[27]

FIG. 2 1 is a flowchart illustrating a method of a management server directly con
trolling an external device, according to an exemplary embodiment;

[28]

FIG. 22 is a flowchart illustrating a method of transmitting a control command to an
external device by stages, according to an exemplary embodiment;

[29]

FIG. 23 is a diagram for describing a method of a management server providing pre
scription or diagnosis information about a user by using measurement information,
according to an exemplary embodiment;

[30]

FIG. 24 is a diagram for describing a method of a management server controlling an
external device (a blood sugar meter) by using blood sugar measurement information,
according to an exemplary embodiment;

[31]

FIG. 25 is a diagram for describing a method of a management server providing rec
ommendation information, according to an exemplary embodiment;

[32]

FIG. 26 is a diagram for describing a method of a management server providing
exercise recommendation information, according to an exemplary embodiment;

[33]

FIGS. 27A and 27B illustrate diagrams of screens of an external device and host
device, which display recommendation information, according to an exemplary em
bodiment;

[34]

FIG. 28 is a diagram for describing a method of a management server controlling an
external device (a pill case) based on administration information, according to an
exemplary embodiment;

[35]

FIGS. 29A and 29B are diagrams of screens of an external device (a pill case) and
host device, respectively, which display alarm information, according to an exemplary
embodiment;

[36]

FIG. 30 is a block diagram of a system for managing a sub-external device,
according to an exemplary embodiment;

[37]

FIG. 3 1 is a diagram for describing a method of a management server managing an
external device through a home gateway, according to an exemplary embodiment;

[38]

FIG. 32 is a diagram for describing a method of a management server providing rec
ommended/not-recommended diet information, according to an exemplary em-

[39]

bodiment;
FIG. 33 is a block diagram of a system for a management server to control a second
external device by using measurement information obtained by a first external device,
according to an exemplary embodiment;

[40]

FIGS. 34A and 34B are diagrams for describing a system for a management server to
control a second external device by using measurement information obtained by a first
external device, according to an exemplary embodiment;

[41]

FIG. 35 is a diagram for describing a method of a management server updating an
external device, according to an exemplary embodiment;

[42]

FIG. 36 is a flowchart illustrating a method of updating firmware of a plurality of
external devices, according to an exemplary embodiment;

[43]

FIG. 37 is a diagram for describing a method of a management server managing con
sumables of an external device, according to an exemplary embodiment;

[44]

FIG. 38 is a flowchart illustrating a method of a host device (a teacher's device)
managing an external device (a student' s device) through a management server,
according to an exemplary embodiment;

[45]

FIG. 39 is a diagram for describing a method of outputting an alarm generated/ set in
an external device to a plurality of external devices, according to an exemplary em
bodiment;

[46]

FIG. 40 is a block diagram of a host device according to an e exemplary mbodiment;
and

[47]

FIG. 4 1 is a block diagram of a management server according to an exemplary em
bodiment.

Best Mode for Carrying out the Invention
[48]

One or more exemplary embodiments may include a method of managing an external
device, wherein at least one device connected to a host device is effectively managed
through a management server, and a system for managing an external device.

[49]

Additional aspects will be set forth in part in the description which follows and, in
part, will be apparent from the description, or may be learned by practice of the
presented embodiments.

[50]

According to an aspect of an exemplary embodiment, a method of a host device
managing at least one external device connected to the host device through a
management server, includes: obtaining measurement information measured by the at
least one external device; requesting authentication by the management server;
transmitting the obtained measurement information to the management server when the
authentication succeeds; receiving management information for managing the at least
one external device, which is generated by the management server based on the mea-

surement information; and managing the at least one external device based on the
received management information.
[51]

The requesting authentication may include transmitting at least one of account in
formation of the host device and identification information of the host device to the
management server.

[52]

The obtaining of the measurement information may include obtaining health-related
measurement information of a user.

[53]

The health-related measurement information may include at least one of physical in
formation, administration information, environment information, meal information,
and exercise information.

[54]

The obtaining of the measurement information may include obtaining information of
a state of consumables used in the at least one external device.

[55]

The transmitting of the measurement information may include: extracting a part of
the measurement information according to a predetermined standard; and transmitting
the extracted part of the measurement information.

[56]

The extracting of the part may include extracting the part of the obtained m ea
surement information based on whether the at least one external device that transmitted
the measurement information is a medical device.

[57]

The extracting of the part may include extracting the part of the obtained m ea
surement information based on a type of the obtained measurement information.

[58]

The extracting of the part may include: pre- selecting, based on a user input, a type of
the measurement information to be transmitted to the management server; and
comparing the type of the obtained measurement information and the pre- selected type
of the measurement information.

[59]

The receiving of the management information may include receiving at least one of
diagnosis information, prescription information, food recommendation information,
exercise recommendation information, environment configuration information, alarm
information, and update information for updating the at least one external device,
which are generated based on the measurement information.

[60]

The managing of the at least one external device may include: generating a control
command corresponding to the at least one external device, based on the management
information; and transmitting the generated control command to the at least one
external device.

[61]

The generating of the control command may include: changing the generated control
command according to a control protocol of the at least one external device; and
transmitting the changed control command.

[62]

The managing of the at least one external device may include controlling the at least
one external device to output at least one of an alarm, a warning, and recommendation

information.
[63]

The managing of the at least one external device may include changing a setting
value of the at least one external device.

[64]

The managing of the at least one external device may include updating a program
installed in the at least one external device.

[65]

The managing of the at least one external device may include displaying
management information for managing the at least one external device on a screen of
the host device.

[66]

The method may further include transmitting registration request information with
respect to the at least one external device to the management server, wherein the reg
istration request information includes at least one of identification information of the at
least one external device, application information related to the at least one external
device, connection information for a connection with the at least one external device,
identification information of the host device, and account information.

[67]

According to an aspect of another exemplary embodiment, a method of a
management server managing an external device, includes: a management server
receiving an authentication request from a host device to which at least one external
device is connected; authenticating the host device in response to the authentication
request; receiving measurement information measured by the at least one external
device from the authenticated host device; and managing the at least one external
device based on the received measurement information.

[68]

The authenticating of the host device may include: receiving, from the host device, at
least one of account information of the host device and identification information of
the host device; and authenticating the host device based on at least one of the account
information of the host device and the identification information of the host device.

[69]

The method may further include receiving, from the host device, registration request
information with respect to the at least one external device; and registering the at least
one external device based on the registration request information.

[70]

The registration request information may include at least one of identification in
formation of the at least one external device, application information related to the at
least one external device, connection information for a connection with the at least one
external device, identification information of the host device, and account information.

[71]

The registering of the at least one external device may include mapping and storing
in a memory at least one of account information of the host device and identification
information of the host device, and identification information of the at least one
external device.

[72]

The registering of the at least one external device may include installing an ap
plication related to the at least one external device, based on the registration request in-

formation.
[73]

The receiving of the measurement information may include classifying the received
measurement information based on at least one of identification information of the host
device, account information, and application information related to the at least one
external device.

[74]

The managing of the at least one external device may include: generating
management information for managing the at least one external device based on the
received measurement information; and transmitting the generated management in
formation to the host device.

[75]

The generating of the management information may include: determining a health
state of a user by analyzing the received measurement information; and generating the
management information for managing the at least one external device according to a
result of the determining.

[76]

The managing of the at least one external device may include: generating a control
command for controlling the at least one external device based on the received m ea
surement information; and transmitting the generated control command to the at least
one external device.

[77]

The transmitting of the generated control command may include transmitting the
control command to the at least one external device through the host device.

[78]

The generating of the control command may include changing the control command
according to a control protocol of the at least one external device.

[79]

The managing of the at least one external device may include: generating at least one
of food recommendation information and exercise recommendation information based
on the received measurement information; and transmitting at least one of the food rec
ommendation information and the exercise recommendation information to the host
device or the at least one external device.

[80]

The managing of the at least one external device may include: transmitting the
received measurement information to a medical device connected to the management
server; receiving diagnosis information corresponding to the measurement information
from the medical device; and transmitting the received diagnosis information to the
host device or the at least one external device.

[81]

The managing of the at least one external device may include, when consumables
used in the at least one external device are insufficient or the at least one external
device malfunctions, controlling the host device or the at least one external device to
output an alarm signal.

[82]

The managing of the at least one external device may further include ordering the in
sufficient consumables from a sales server.

[83]

According to an aspect of another exemplary embodiment, a method of operating an

external device, includes: requesting authorization by a management server, the re
questing performed by at least one external server connected to a host device; when the
authentication succeeds, transmitting measurement information measured by the at
least one external device to the management server; receiving a control command,
from the management server, generated based on the measurement information server;
and performing the control command.
[84]

The requesting authentication may include: receiving authentication information
from the host device; and transmitting the received authentication information to the
management server.

[85]

The authentication information may include at least one of account information of
the host device and identification information of the host device.

[86]

The receiving of the control command may include receiving the control command
from the management server or the host device.

[87]

The performing of the control command may include outputting, from the at least
one external device, at least one of an alarm, a warning, and recommendation in
formation, changing a setting value, or updating a pre-installed program.

[88]

According to as aspect of another exemplary embodiment, a host device includes: a
memory for storing at least one program; and a control unit for managing at least one
external device by executing the at least one program, wherein the at least one program
includes commands for: obtaining measurement information measured by the at least
one external device; requesting authentication by the management server; transmitting
the obtained measurement information to the management server when the authen
tication succeeds; receiving management information for managing the at least one
external device, wherein the management information is generated based on the me a
surement information by the management server; and managing the at least one
external device based on the received management information.

[89]

According to an aspect of another exemplary embodiment, a management server
includes: an authentication unit for receiving an authentication request from a host
device to which at least one external device is connected, and authenticating the host
device in response to the authentication request; a communication unit for receiving
measurement information measured by the at least one external device from the a u
thenticated host device; and a control unit for managing the at least one external device
based on the received measurement information.

[90]

According to an aspect of another exemplary embodiment, an external device
includes: a memory for storing at least one program; and a control unit for performing
a control command by executing the at least one program, wherein the at least one
program includes commands for: requesting authentication by a management server;
when the authentication succeeds, transmitting measurement information to the

management server; receiving a control command generated based on the measurement
[91]

information from the management server; and performing the control command.
According to an aspect of another exemplary embodiment, a computer-readable
recording medium having recorded thereon a program for executing the method
described above is included.

Mode for the Invention
[92]

All terms including descriptive or technical terms which are used herein should be
generally construed as having meanings that are obvious to one of ordinary skill in the
art. However, the terms may be interpreted to have different meanings according to the

intention of one of ordinary skill in the art, precedent cases, or the appearance of new
technologies. Also, some terms may be arbitrarily defined by the applicant, and in this
case, the meaning of the selected terms will be described in detail in the detailed d e
scription of the invention. Thus, the terms used herein should be defined based on the
meaning of the terms together with the description throughout the specification.
[93]

Also, when a part "includes" or "comprises" an element, unless there is a particular
description contrary thereto, the part may further include other elements. In the
following description, terms such as "unit" and "module" indicate a unit for processing
at least one function or operation, wherein the unit and the module may be embodied
as hardware or software or may be embodied by combining hardware and software.

[94]

Throughout the specification, the term "application" means a group of computer
programs designed to perform particular tasks. The applications described in the speci
fication may be any of different types. For example, an application may be, but is not
limited to, a game application, a musical instrument application, a moving picture r e
production application, a map application, a broadcasting application, an exercise
support application, or a payment application.

[95]

Throughout the specification, the term "topology" means the arrangement of devices
(or nodes). The topology may include physical topology and logical topology. That is,
the topology may be defined according to physical or logical connections between the
devices that belong to a topology structure. For example, different topologies may be
defined by at least one of a cooperative relationship between the devices, a method of
connecting the devices, a data transmission speed between the devices, a flow of data
exchanged between the devices, a type of a signal exchanged between the devices, and
a type of an application installed in each of the devices.

[96]

Also, throughout the specification, the definitions of a host terminal, a main external
device, and a sub external device may be determined according to the position of
devices, and an absolute or relative role of the devices within a topology structure.
Thus, a device may operate as at least one of the host terminal, the main external

device, and the sub external device in the topology structure.
[97]

One or more exemplary embodiments will now be described more fully with
reference to the accompanying drawings. However, the one or more embodiments may
be embodied in many different forms, and should not be construed as being limited to
the descriptions set forth herein; rather, these descriptions are provided so that this
disclosure will be thorough and complete, and will fully convey the concept of the one
or more embodiments to those of ordinary skill in the art. In the following description,
well-known functions or constructions are not described in detail since they would
obscure the description of the one or more embodiments with unnecessary detail, and
like reference numerals in the drawings denote like or similar elements throughout the
specification.

[98]

As used herein, the term "and/or" includes any and all combinations of one or more

of the associated listed items. Expressions such as "at least one of," when preceding a
list of elements, modify the entire list of elements and do not modify the individual
elements of the list.
[99]

FIG. 1 is a block diagram of a system for managing an external device, according to

an exemplary embodiment.
[100]

As shown in FIG. 1, the system may include a host device 100, at least one external

device 200, and a management server 300. However, components shown in FIG. 1 are
not all essential, and the system may include more or fewer components.
[101]

For example, the system may further include at least one of a gateway for connecting
the host device 100 to the at least one external device 200; a health information storage
server such as an electronic medical record (EMR), an electronic health record (EHR),
or a personal health record (PHR); a medical device such as a clinical decision system,
a medical doctor device, or a hospital server; a caregiver server; and an external device
server, as will be described in detail later.

[102]

The host device 100 may be connected to the at least one external device 200 via
wires or wirelessly. In detail, according to an exemplary aspect, the host device 100
may be connected to the at least one external device 200 through short-range commu
nication. Examples of short-range communication include a wireless local area
network (WLAN) such as Wi-Fi, near field communication (NFC), Bluetooth,
Bluetooth low energy (BLE), Zigbee, Wi-Fi direct (WFD), and an ultra wideband
(UWB), but are not limited thereto.

[103]

The host device 100 may execute a predetermined application related to the external
device 200 to control the external device 200. When a predetermined application is
executed, the host device 100 may automatically search for and connect to the external
device 200 related to the predetermined application. For example, the host device 100
may execute a healthcare application to control the external device 200.

[104]

The host device 100 may obtain measurement information measured by the external
device 200 from the external device 200. Also, the host device 100 may generate a
control command to be transmitted to the external device 200, according to a control
protocol of the external device 200.

[105]

The host device 100 may communicate with the management server 300 via a wired
or wireless network. Examples of a wired network include a LAN, a wide area network
(WAN), and a value added network (VAN), and examples of a wireless network
include a mobile communication network, a NFC network, and a satellite commu
nication network.

[106]

The host device 100 may connect to the management server 300 by using account in
formation, or identification (ID) information (such as a device ID, a serial number, or a
media access control (MAC) address) of the host device 100. The host device 100 may
transmit registration request information, for the external device 200 connected
through a predetermined application, to the management server 300, or may transmit
the measurement information obtained from the external device 200 to the
management server 300. The host device 100 may receive a control command from the
management server 300 and transmit the received control command to the external
device 200.

[107]

The host device 100 may be any one of various devices. For example, the host device
100 described herein may be a mobile phone, a smart phone, a laptop, a tablet personal

computer (PC), an electronic book terminal, a digital broadcasting terminal, a personal
digital assistant (PDA), a portable multimedia player (PMP), a navigation system, a
smart television (TV), or a consumer electronics (CE) device such as a refrigerator or
air conditioner including a display panel, but is not limited thereto.
[108]

The external device 200 may be a device connected through an application executed
by the host device 100. The number of external devices 200 may be one or more
according to embodiments.

[109]

The external device 200 may be connected to the host device 100 through shortrange communication. The external device 200 may transmit measurement information
or input/output data to the host device 100 and receive a control command from the
host device 100 through the short-range communication.

[110]

Herein, "measurement information" may denote results of the external device 200
measuring a user, an element or elements in the surroundings, or a surrounding en
vironment. The external device 200 may measure the surrounding environment or a
health state of the user by using various sensors.

[Ill]

Examples of the measurement information include health-related information of a
user (such as blood sugar, blood pressure, a heart rate, a weight, meal information,
exercise information, administration information, and sleep information), surroundings

information (such as residual amounts of consumables, malfunctions, firmware version
information, and updates), and surrounding environment information (such as a tem
perature, humidity, a weather, an air pollution level, and noise), but are not limited
thereto.
[112]

The external device 200 may be directly connected to the management server 300, or
indirectly connected to the management server 300 through the host device 100. A c
cordingly, the external device 200 may transmit the measurement information directly
to the management server 300 or indirectly to the management server 300 through the
host device 100. Also, the external device 200 may receive a control command directly
from the management server 300 or indirectly through the host device 100.

[113]

The external device 200 may vary. The external device 200 may include an input
device, an output device, and a control device, and examples of the external device 200
include a medical device (for example a blood sugar meter or a blood pressure gauge),
a sporting apparatus (for example, a bicycle, a treadmill, a hula hoop, a dumb-bell, or a
smith machine), a CE device (for example, an air conditioner, an oven, a refrigerator,
or a fan), a microphone, a speaker, a pedal, a joystick, a musical instrument (for
example, a piano, an organ, an electronic keyboard, a guitar, a violin, or a cello), a
game manipulation apparatus, or a doll.

[114]

The management server 300 is a server for managing the at least one external device
200 connected to the host device 100, and may be at least one of a cloud server, a
personal server, and a medical institute server, but is not limited thereto.

[115]

The management server 300 may include an intelligent engine, and the management
server 300 may analyze the measurement information measured by the external device
200 and provide information for controlling the external device 200 to the host device
100 through the intelligent engine. For example, when the external device 200 is a

humidity measuring device, the management server 300 may control the external
device 200 to measure humidity at one hour intervals when the user is at home, and to
measure humidity at two hour intervals when the user is not at home.
[116]

When the management server 300 is a client server, the management server 300 may
receive predetermined information from a separate service providing server or a device
such as a medical institute server, a caregiver device, an external device provider
server, an exercise information providing server, or a food recommendation server.

[117]

The management server 300 may authenticate the host device 100 and collect m ea
surement information measured by the external device 200 through the authenticated
host device 100. Also, the management server 300 may authenticate the external
device 200 and receive the measurement information directly from the authenticated
external device 200.

[118]

According to an aspect, the management server 300 may transmit management in-

formation for managing the external device 200 to the host device 100 such that the
host device 100 manages the external device 200. According to another aspect, the
management server 300 may directly manage the external device 200 based on the
measurement information.
[119]

A method of the host device 100 registering and connecting the external device 200
will now be described with reference to FIG. 2.

[120]

FIG. 2 is a flowchart illustrating a method of the host device 100 registering and

connecting to the external device 200, according to an exemplary embodiment of the
present invention.
[121]

In operation S210, the host device 100 may detect generation of first short-range

communication. The first short-range communication may be NFC or BLE commu
nication.
[122]

When the first short-range communication is NFC, the host device 100 may detect
the generation of the first short-range communication if the external device 200 is
within a radius of the NFC. When the first short-range communication is BLE comm u
nication, the host device 100 may detect the generation of the first short-range commu
nication when the external device 200 receives a signal broadcasted based on
Bluetooth communication.

[123]

In operation S220, the host device 100 may receive device information about the

external device 200 through the first short-range communication. The device in
formation about the external device 200 may include at least one of ID information of
the external device 200, connection information for a second short-range commu
nication, a type of the external device 200, capability provided by the external device
200, a category, and a protocol used to control the external device 200. Examples of
the capability provided by the external device 200 include supportable communication
capability, voice output capability, video output capability, voice recording capability,
image capturing capability, and humidity detecting capability, but are not limited
thereto.
[124]

The second short-range communication may be WLAN communication or Bluetooth
communication, but is not limited thereto. WLAN (Wi-Fi) may include an infras
tructure mode using an access point (AP), such as a wireless router, and an ad hoc
mode for transmitting and receiving data in a peer to peer (P2P) manner without
having to use an AP.

[125]

Accordingly, the connection information for the second short-range communication
may include a communication method of the external device 200, connection in
formation of the WLAN used by the external device 200 (for example, subsystem ID
(SSID), an internet protocol (IP) address, a MAC address, a channel number, or a
security key), a MAC address of the external device 200, a Bluetooth address of the

external device 200, a product name of the external device 200, and profile information
of the external device 200. Examples of the communication method include WLAN
(an ad hoc mode or an infrastructure mode), Bluetooth, Zigbee, WFD, and UWB.
[126]

The device information about the external device 200 may further include application
information. Examples of the application information include ID information of an ap
plication (for example, an application ID, an application name, and an application clas
sification code), version information of an application, and link information of an ap
plication, but are not limited thereto.

[127]

In operation S230, the host device 100 may search for a pre-installed application
related to the external device 200, based on the application information received from
the external device 200. If it is determined that the application related to the external
device 200 is not installed in operation S240, the host device 100 may download and
install the application related to the external device 200 in operation S250.

[128]

The host device 100 may execute the application in operation S260. Also, in
operation S270, the host device 100 may perform a second short-range communication
connection. For example, when the second short-range communication is Bluetooth
communication, the host device 100 may activate a Bluetooth communication module,
and when the second short-range communication is WLAN communication, the host
device 100 may activate a Wi-Fi module. Then, the host device 100 may request to be
connected to the external device 200. In operation S280, when the external device 200
accepts the connection, the host device 100 and the external device 200 may be
connected to each other via the second short-range communication.

[129]

In operation S290, the host device 100 may transmit the device information about the
external device 200 to the management server 300 so as to register the external device
200 in the management server 300, as will be described in detail below with reference
to FIG. 3.

[130]

FIG. 3 is a flowchart illustrating a method of registering the external device 200 in
the management server 300, according to an exemplary embodiment.

[131]

In operation S310, the host device 100 may receive the device information about the
external device 200 from the external device 200. The device information about the
external device 200 may include ID information of the external device 200, connection
information for connection to the external device 200, application information related
to the external device 200, and control protocol information of the external device 200.
Since operation S3 10 corresponds to operation S220 of FIG. 2, details thereof will not
be repeated here.

[132]

In operation S320, the host device 100 transmits the device information about the
external device 200 to the management server 300 while requesting that the
management server 300 register the external device 200. Here, the host device 100

may transmit at least one of account information and ID information of the host device
100 to the management server 300.

[133]

In operation S330, the management server 300 may store the device information

about the external device 200 in a list of registered external devices. Here, according to
an embodiment, the management server 300 may map and manage at least one of the
account information and the ID information of the host device 100, and ID information
of the external device 200. A method of the management server 300 connecting to and
registering an account of the external device 200 will be described in detail later with
reference to FIG. 4.
[134]

In operation S340, the management server 300 may search for a pre-installed ap

plication related to the external device 200, based on the received application in
formation. If it is determined that the application related to the external device 200 is
not installed in operation S350, the management server 300 may download and install
the application related to the external device 200 in operation S360.
[135]

In operation S370, the management server 300 may execute the application related to

the external device 200. Then, in operation S380, the management server 300 may
perform direct communication connection with the external device 200 based on the
connection information. In other words, the management server 300 may request a
communication connection with the external device 200, according to a commu
nication method supported by the external device 200.
[136]

In operation S390, when the external device 200 accepts the communication

connection, the management server 300 and the external device 200 may be directly
connected to each other without having to use the host device 100. According to an
embodiment, an order of operations S3 10 through S390 may be changed, or some op
erations may be skipped.
[137]

FIG. 4 is a flowchart illustrating a method of registering the external device 200 in

the management server 300 by connecting the external device 200 to an account,
according to an exemplary embodiment.
[138]

In operation S410, the host device 100 may determine physical connection with the

external device 200. The physical connection may be an active connection, a passive
connection, a remote connection, a wired connection, a wireless connection, or a shortrange communication connection.
[139]

In operation S420, the host device 100 may authenticate the external device 200. For

example, the host device 100 may authenticate the external device 200 based on a u
thentication information received from the external device 200.
[140]

The authentication information is used to authenticate whether the external device
200 is controllable by an application executed in the host device 100, or to authenticate
whether the external device 200 is allowed to be connected to the host device 100.

When the number of external devices 200 connectable to the host device 100 is N, the
N external devices 200 may include the same number of pieces of authentication in
formation.
[141]

The external device 200 may also authenticate the host device 100 based on authen
tication information received from the host device 100. The authentication information
received from the host device 100 may be used to authenticate whether an application
is installable in the host device 100 or to authenticate whether the host device 100 is

allowed to receive measurement information measured by the external device 200.
[142]

In operation S430, the host device 100 may determine whether the external device

200 that is physically connected is an external device whose account needs to be
registered. For example, when an account needs to be used for the external device 200
to synchronize measurement information with the management server 300, the host
device 100 may determine that the external device is an external device whose account
needs to be registered. Also, when an account registration request is received from an
external device 200 that is physically connected, the host device 100 may determine
that the external device 200 is an external device whose account needs to be registered.
[143]

When the external device 200 that is physically connected is an external device
whose account needs to be registered, the host device 100 may log in to the
management server 300 in operation S440. In other words, the host device 100 may
transmit account information (for example, an ID and a password) to the management
server 300.

[144]

If the login succeeds based on the account information of the host device 100 in
operation S450, the host device 100 may transmit registration request information on
the external device 200 to the management server 300 in operation S460. Here, the
management server 300 may connect to and register the account information of the
external device 200.

[145]

FIGS. 5A through 5D are diagrams of a user interface (UI) for automatically
detecting the external device 200 and registering the external device 200 in the
management server 300, according to an exemplary embodiment.

[146]

As shown in FIG. 5A, the host device 100 may provide a list 510 of external devices

200 registered in the management server 300 to a user. The user may determine
whether information of his/her external device 200 is registered in the management
server 300 through the list 510.
[147]

When "auto-detect" 520 is set as shown in FIG. 5B, the host device 100 may output a
window 530 for inquiring whether to register the external device 200 (for example,
Accessory K) in the management server 300 when the external device 200 is connected
to the host device 100 via wires or wirelessly.

[148]

As shown in FIG. 5C, when the external device 200 (for example Accessory K) is a

device whose account needs to be registered, the host device 100 may display a
window 540 for the user to log in based on account information. The host device 100
may receive the account information (for example, ID: abcd@edf.hci, password: ****)
from the user and transmit the received account information to the management server
300, while requesting registration on the external device 200.
[149]

As shown in FIG. 5D, when the external device 200 (for example, Accessory K) is

registered in the management server 300, the host device 100 may display the list 510
to which ID information (for example, 'Accessory K') of the newly registered external
device 200 is added.
[150]

FIGS. 6A through 6D are diagrams of a UI for registering the external device 200 in
the management server 300, according to an exemplary embodiment.

[151]

As shown in FIG. 6A, when "auto-detect" is not set, the host device 100 may not

output the "auto-detect" 520 even when the external device 200 is found in the vicinity
of the host device 100, but may add and manage ID information of the external device
200 to a list 610 of external devices found nearby the host device 100. When a user
gesture requesting for the list 610 is detected, the host device 100 may provide the list
610. Here, the user may select and register an external device, such as Accessory 12,

from the list 610.
[152]

As shown in FIG. 6B, when a selection (for example, a tap gesture) of the user on the

Accessory 12 from the list 610 is detected, the host device 100 may output a window
620 inquiring whether to register the Accessory 12 in the management server 300.
Here, the host device 100 may receive a registration request of the user on the
Accessory 12.
[153]

As shown in FIG. 6C, when the Accessory 12 is a device whose account needs to be

registered, the host device 100 may display a window 630 for the user to input account
information. The host device 100 may receive the account information (for example,
ID: abcd@edf.hci, password: ****) from the user and transmit the received account in

formation to the management server 300, while requesting to register the Accessory
12.

[154]

As shown in FIG. 6D, when the Accessory 12 is registered in the management server

300, the host device 100 may display a list 640 of external devices, to which ID in

formation (for example, 'Accessory 12') of the newly registered external device, is
added.
[155]

FIGS. 7A through 7D are diagrams of a UI for providing information about the
external device 200, according to an exemplary embodiment.

[156]

As shown in FIG. 7A, when a user gesture requesting a list 710 of external devices

found nearby is detected, the host device 100 may provide the list 710. Here, the user
may select an external device, such as Accessory 12, from the list 710.

[157]

As shown in FIG. 7B, when a selection (for example, a swipe gesture) of the user on

the Accessory 12 is detected from the list 710, the host device 100 may provide
detailed information about the Accessory 12. For example, the host device 100 may
provide ID information of a selected external device, a type of a selected external
device, capability provided by a selected external device, and information about a
category. Here, the user may check the detailed information about the Accessory 12,
and determine whether to register Accessory 12 in the management server 300.
[158]

As shown in FIG. 7C, the host device 100 may output a window 720 inquiring

whether to register the Accessory 12 in the management server 300. Also, the host
device 100 may receive a registration request of the user on the Accessory 12.
[159]

As shown in FIG. 7D, when the Accessory 12 is registered in the management server

300, the host device 100 may display a list 730 of registered external devices to which

ID information (for example, 'Accessory 12') of the newly registered external device
is added.

[160]

FIG. 8A through 8C are diagrams of a UI for releasing registration of the external

device 200, according to an exemplary embodiment.
[161]

As shown in FIG. 8A, the host device 100 may provide a list 810 of external devices

registered in the management server 300 to a user. Here, the host device 100 may
detect a user input (for example, a swipe gesture) for selecting an external device, such
as Accessory 1, from the list 810.
[162]

As shown in FIG. 8B, the host device 100 may provide detailed information about

the Accessory 1. For example, the host device 100 may provide ID information of a
selected external device, a type of a selected external device, capability provided by a
selected external device, and information about a category. Here, the user may check
the detailed information and determine whether to release the registration of the
Accessory 1.
[163]

As shown in FIG. 8C, the host device 100 may output a window 820 inquiring

whether to release the registration of the Accessory 1. Also, the host device 100 may
receive a registration release request of the user on the Accessory 1. Here, the host
device 100 may transmit the registration release request to the management server 300,
and delete the Accessory 1 from the list 810.
[164]

FIGS. 9A through 9C are diagrams of a database (DB) of the management server
300, according to exemplary embodiments.

[165]

As shown in FIG. 9A, according to an embodiment, the management server 300 may

hierarchically manage the external devices 200 by mapping the external devices 200 to
account information and ID information of the host device 100. A plurality of host
devices may be connected to one account or a plurality of external devices may be
connected to one host device. Alternatively, one external device may be connected to a

plurality of host devices or a plurality of accounts. For example, a scale that is the
external device 200 may be connected to each of a mother's device (or a mother's
account) or a father's device (or a father's account). Thus, a family may commonly use
the external device 200, i.e., the scale. Here, measurement information measured by
the external device 200, i.e., the scale, may be managed according to accounts.
[166]

As shown in FIG. 9B, according to another embodiment, the management server 300
may classify and manage the host device 100 or the external device 200 according to
accounts (refer to Database 1), or may classify and manage the host device 100 or
accounts according to external devices (refer to Database 2).

[167]

Also, the management server 300 may set and manage a plurality of external devices
as one external device group, or set and manage a plurality of host devices as one host

device group.
[168]

Alternatively, the management server 300 may manage information about the
registered external device 200 by using an inner storage unit or an external server.

[169]

As shown in FIG. 9C, according to another embodiment, the management server 300
may add a flag 910 to an external device 200 that transmitted measurement in
formation to the management server 300, from among the registered external devices
200. Here, the management server 300 may manage the measurement information
measured by the external device 200. The measurement information may include at
least one of physical information, administration information, environment in
formation, meal information, exercise information, and state information of con
sumables used in an external device. A method of the management server 300
collecting measurement information measured by the external device 200 will now be
described in detail.

[170]

FIG. 10 is a flowchart illustrating a method of the host device 100 transmitting m ea
surement information to the management server 300, according to an exemplary em
bodiment.

[171]

In operation S1010, the host device 100 may obtain measurement information
measured by the at least one external device 200. According to an embodiment, the
host device 100 may receive the measurement information from the external device
200 through a wired communication, a wireless communication, or a short-range com
munication (for example, Bluetooth or WLAN).

[172]

In operation S1020, the host device 100 may request authentication from the
management server 300. For example, the host device 100 may request authentication
any may transmit at least one of account information and ID information of the host
device 100 to the management server 300.

[173]

In operation S1030, the host device 100 may determine whether the authentication
succeeds based on a response of the management server 300 regarding the request. If

the authentication failed, the host device 100 may request authentication again by
transmitting the account information and/or the ID information of the host device 100
to the management server 300.
[174]

In operation S1040, if the authentication succeeded, the host device 100 may transmit

the measurement information measured by the at least one external device 200 to the
management server 300. Here, the host device 100 may transmit only a part of the
obtained measurement information to the management server 300.
[175]

In other words, according to an embodiment, the management server 300 may collect

the measurement information measured by the external device 200 only through the
authenticated host device 100. For example, since it is important secure health in
formation, such as personal medical information or personal physical information, only
the authenticated host device 100 is able to transmit the measurement information to
the management server 300, as will be described in detail with reference to FIG. 11.
[176]

FIG. 11 is a flowchart illustrating a method of the management server 300 receiving

measurement information of the external device 200 through the authenticated host
device 100, according to an exemplary embodiment.
[177]

In operation S I 110, the host device 100 may be connected to the external device 200

through second short-range communication (for example, Bluetooth or WLAN). Then,
in operation S I 120, the external device 200 may measure health-related information of
a user. Here, the measuring may include collecting surrounding environment in
formation or receiving information from the user. According to an embodiment, an
order of operations S 1110 and S 1120 may be changed.
[178]

In operation S I 130, the external device 200 may transmit the measurement in

formation to the host device 100. The host device 100 may transmit the measurement
information periodically or when a certain event is generated. Examples of the certain
event include an input event from the user and an event generated when a measured
value exceeds a predetermined range.
[179]

The external device 200 may encode and transmit the measurement information to
the host device 100.

[180]

In operation S I 140, when the measurement information is received from the external

device 200, the host device 100 may request to be authenticated by the management
server 300 . For example, the host device 100 may request authentication while
transmitting at least one of account information (ID and password) and ID information
of the host device 100 to the management server 300.
[181]

In operation S I 150, the management server 300 may perform authentication based

on at least one of the account information and the ID information of the host device
100, in response to the authentication request of the host device 100. For example, the

management server 300 may compare the account information or ID information

received from the host device 100 with pre-registered information, and perform a u
thentication of the host device 100.
[182]

In operation S I 160, if the authentication succeeds, the host device 100 may transmit
the measurement information obtained from the external device 200 to the
management server 300. According to an embodiment, whenever the measurement in
formation is transmitted to the management server 300, the host device 100 may
request to be authenticated by the management server 300 . Also, the host device 100
may transmit the measurement information to the management server 300 several
times based on having been authenticated once if the connection to the management
server 300 is maintained.

[183]

In operation S I 170, the management server 300 may store the measurement in
formation. Here, the management server 300 may classify and store the measurement
information according to the external devices 200, according to account information,
or according to the host devices 100.

[184]

In operation S I 180, the management server 300 may analyze the measurement in
formation. In operation SI 190, the management server 300 may manage the at least
one external device 200 based on the measurement information. Here, the management
server 300 may determine a health state of the user by using the measurement in
formation, or may generate food recommendation information, exercise recom
mendation information, a warning, or an alarm for the user, as will be described in
detail below.

[185]

FIG. 12 is a flowchart illustrating a method of the host device 100 filtering m ea
surement information to be transmitted to the management server 300, according to an
exemplary embodiment.

[186]

In operation S1210, the host device 100 may be connected to the external device 200
via a wired or wireless communication. In operation S1220, the external device 200
measures health-related information of a user, and in operation S1230, the host device
100 may receive measurement information measured by the external device 200. Since

operations S1210 through S1230 correspond to operations SI 110 through S I 130 of
FIG. 11, details thereof will not be repeated here.
[187]

In operation S1240, the host device 100 may filter the obtained measurement in
formation according to a predetermined standard. According to an embodiment, the
host device 100 may extract a part of the measurement information based on whether
the at least one external device 200 that transmitted the measurement information is a
medical device. For example, the host device 100 may classify the measurement in
formation measured by the external device 200 defined to be a medical device not to
be transmitted to the management server 300. In other words, since measurement in
formation measured by the medical device is very private information, the host device

100 may block the measurement information from being transmitted to the

management server 300 to prevent the measurement information from being exposed.
[188]

Alternatively, the host device 100 may filter the measurement information based on
whether a route for transmitting the measurement information is a secure network. For
example, the host device 100 may extract only measurement information obtained
through a secure network as the part of measurement information to be transmitted to
the management server 300.

[189]

According to another embodiment, the host device 100 may extract a part of the me a
surement information based on a pre-set type of measurement information. For
example, the host device 100 may pre-receive a selection of the user with respect to a
type of measurement information to be transmitted to the management server 300.
Also, the host device 100 may compare the type of the obtained measurement in
formation and the type of the pre-selected measurement information to filter the
obtained measurement information.

[190]

In operation S1250, the host device 100 may transmit the part of measurement in
formation to the management server 300. In operation S1260, the management server
300 may store the part of measurement information in a DB. Also, in operation S1270,
the management server 300 may analyze the part of measurement information to
determine a health state of the user. In operation S1280, the management server 300
may manage the at least one external device 200 based on the part of the measurement
information.

[191]

FIG. 13 is a diagram for describing a method of filtering measurement information
based on whether the external device 200 is a medical device, according to an
exemplary embodiment.

[192]

As shown in FIG. 13, the external device 200 may include a sensing unit, a control
unit, and an authentication chip. The sensing unit may measure a surrounding en
vironment or a health state of a user by using various sensors, or may detect in
formation input from the user.

[193]

The control unit may transmit measurement information sensed by the sensing unit to
the host device 100, together with authentication information stored in the authen
tication chip. Here, the authentication information stored in the authentication chip
may include identification code indicating that the external device 200 is a medical
device.

[194]

Accordingly, the host device 100 may check the authentication information received
from the external device 200, and determine that the external device 200 that
transmitted the measurement information is a medical device. When the external
device 200 that transmitted the measurement information is determined to be a medical
device, the host device 100 may not transmit the measurement information to the

management server 300.
[195]

Meanwhile, in order to secure the measurement information, the external device 200
may encode the measurement information by using an encoding code pre-negotiated
with the management server 300 or the medical device (for example, a doctor' s device,
a pharmacist's terminal, or a medical institute server), and transmit the encoded m ea
surement information to the host device 100. Here, the pre-negotiated encoding code
may be stored in the authentication chip.

[196]

When the encoded measurement information is received from the external device 200
through the host device 100, the management server 300 may decode the encoded m ea
surement information through an authentication module and store the decoded me a
surement information in a storage unit. The external device 200 may directly transmit
the encoded measurement information to the management server 300.

[197]

Also, when the measurement information is medical data, the external device 200
may encode the measurement information according to a medical information standard
(for example, HL7, DICOM, or IEEE1 1073), and transmit the encoded measurement
information to the host device 100. When the host device 100 transmits the encoded
measurement information to the management server 300, the management server 300
may decode the encoded measurement information.

[198]

FIG. 14A through 14C are diagrams of a UI of the host device 100 for receiving a
selection from a user with respect to a type of measurement information to be
transmitted to the management server 300, according to an exemplary embodiment.

[199]

As shown in FIG. 14A, the host device 100 may add a management server account
according to a user request. Then, as shown in FIG. 14B, the host device 100 may
determine whether to synchronize the management server account. In other words, the
host device 100 may automatically transmit the measurement information of the
external device 200 to the management server 300 by using the management server
account. The host device 100 may upload the measurement information at regular
cycles, or may upload the measurement information to the management server 300
when the measurement information is obtained.

[200]

As shown in FIG. 14C, the host device 100 may provide a setting window for setting
a type of measurement information to be transmitted to the management server 300
through a predetermined application. Here, the user may select a synchronization
parameter to be transmitted to the management server 300 through the setting window.
For example, the user may select blood pressure and a weight as synchronization p a
rameters to be transmitted to the management server 300. Here, from among the me a
surement information, the host device 100 may transmit blood pressure and a weight to
the management server 300 and may not transmit a heart rate to the management server
300.

[201]

FIG. 15 is a flowchart illustrating a method of the external device 200 directly

transmitting measurement information to the management server 300, according to an
exemplary embodiment.
[202]

In operation S1510, the external device 200 may measure health-related information

of a user. Also, the external device 200 may measure surrounding environment in
formation or remaining state information of consumables (such as a blood sugar strips)
or medicines (such as insulin).
[203]

In operation S I 520, the external device 200 may request authentication information

from the host device 100 so as to directly communicate with the management server
300. In response to the request, the host device 100 may transmit the authentication in

formation to the external device 200 in operation SI 530. For example, the host device
100 may transmit at least one of account information (for example, an ID and a

password) and ID information (for example, a device ID) of the host device 100 to the
external device 200, as the authentication information.
[204]

In operation S I 540, the external device 200 may request that the host device be a u

thenticated by the management server 300 while transmitting the authentication in
formation (for example, the account information or the ID information of the host
device 100) obtained from the host device 100 to the management server 300.
[205]

In operation S1550, in response to the request for authentication, the management

server 300 may perform authentication on at least one of the account information and
the ID information of the host device 100. For example, the management server 300
may compare the account information or the ID information received from the external
device 200 with pre-registered information to perform the authentication.
[206]

In operation S1560, when the authentication succeeds, the external device 200 may

transmit the measurement information to the management server 300. According to an
embodiment, the external device 200 may request that the host device be authenticated
by the management server 300 whenever the measurement information is transmitted
to the management server 300. Alternatively, the external device 200 may transmit the
measurement information to the management server 300 several times based on a
single authentication while the external device 200 and the management server 300 are
maintained to be connected to each other.
[207]

In operation S I 570, the management server 300 may store the measurement in

formation. Here, the measurement server 300 may classify and store the measurement
information according to the external devices 200, according to account information,
or according to the host device 100 to which the external device 200 is connected.
[208]

In operation S1580, the management server 300 may analyze the measurement in

formation and determine a health state of the user.
[209]

FIG. 16 is a diagram for describing the management server 300 collecting exercise

information of a user, according to an exemplary embodiment.
]

As shown in FIG. 16, exercise information measured in a bicycle 1610, a dumb-bell
1620, a hula hoop 1630, and a bench press 1640 may be transmitted to the

management server 300 through the host device 100, or directly to the management
server 300. The bicycle 1610, the dumb-bell 1620, the hula hoop 1630, and the bench
press 1640 may each include a sensing unit for measuring exercise information and a
communication unit for communicating with the host device 100 or the management
server 300. For example, the bicycle 1610, the dumb-bell 1620, the hula hoop 1630,
and the bench press 1640 may each include a motion sensor, an acceleration sensor, an
NFC tag, or a BLE tag, but are not limited thereto.
]

FIG. 17 is diagrams for describing the management server 300 collecting meal in
formation of a user, according to an exemplary embodiment.

]

As shown in FIG. 17, when the user tags a personal device 1720 (for example, an
employee ID, a student ID, or a mobile phone) to a kiosk 1710 in a restaurant, the
personal device 1720 may obtain diet information from the kiosk 1710, and transmit
the obtained diet information to the management server 300. Here, the personal device
1720 may transmit the diet information to the management server 300 directly or

through the host device 100. The personal device 1720 may transmit the diet in
formation to the management server 300, together with account information. The
management server 300 manages a diet and a meal portion of the user through the
account information.
]

The host device 100 obtains the diet information from the personal device 1720 or
the management server 300, and may output the obtained diet information on a screen.
Alternatively, the management server 300 may obtain the diet information directly
from the kiosk 1710.

]

FIG. 18 is a flowchart illustrating a method of the host device 100 transmitting m ea
surement information to the management server 300 in an emergency, according to an
exemplary embodiment.

]

In operation S1810, the host device 100 may detect a physical connection to the
external device 200. Here, in operation S 18 15, the host device 100 may determine
whether a current mode is an emergency mode. According to an embodiment, the
emergency mode may be activated via an input of a user of the external device 200 or
via remote control.

]

In operation S I 820, when the current mode is not an emergency mode, the host
device 100 may perform a general account login process. In operation S I 825, when the
current mode is an emergency mode, the host device 100 may request to be a u
thenticated by the management server 300 by using emergency account information.
An emergency account may be operated separately from a personal account. In

operation SI 830, the management server 300 may perform authentication on the
emergency account information.
[217]

In operation S I 835, the external device 200 may measure health-related information
of the user. Then, in operation S I 840, the external device 200 may transmit m ea
surement information to the host device 100.

[218]

In operation S1845, the host device 100 may transmit the measurement information
obtained from the external device 200 to the management server 300 through the
emergency account. The management server 300 may analyze the measurement in
formation in operation S I 850, and the management server 300 may transmit a result of
the analyzing to the host device 100 in operation S I 855. Then, the host device may
display the result on a screen. Examples of the result may include current state in
formation of the user, information for dealing with an emergency, and a type of m ea
surement information that is additionally required.

[219]

In operation S1860, the management server 300 may transmit the measurement in
formation to an external server, for example, a medical institute server, and obtain
diagnosis/prescription information from the external server. Then, the management
server 300 may transmit the diagnosis/prescription information to the host device 100.
In an emergency, the host device 100 may transmit health information measured by
another user using the external device 200 to the management server 300 or a medical
institute server by using emergency account information, and receive suitable feedback
from the management server 300 or the medical institute server.

[220]

According to an embodiment, an order of operations S1810 through S I 860 may be
changed, or some operations may be omitted.

[221]

FIG. 19 is a flowchart illustrating a method of the host device 100 generating a
control command for controlling the external device 200, according to an exemplary
embodiment.

[222]

In operation S1910, the host device 100 may obtain measurement information from
the external device 200. In operation S1920, the management server 300 may a u
thenticate the host device 100. If the authentication succeeds, the host device 100 may
transmit the measurement information obtained from the external device 200 to the
management server 300 in operation S1930. Since operations S1910 through S1930
correspond to operations SI 110 through S I 130 of FIG. 11, details thereof will not be
repeated here.

[223]

In operation S1940, the management server 300 may analyze the measurement in
formation measured by the external device 200. According to an embodiment, the
management server 300 may analyze a current health state of the user by comparing
the measurement information measured by the external device 200 and pre-stored
health information, such as a PHR.

[224]

Alternatively, the management server 300 may determine a health state of the user by
comparing measurement information of other users having a similar disease and the
measurement information measured by the external device 200.

[225]

The management server 300 may transmit the measurement information to an
external server, such as a medical institute server, and receive diagnosis/prescription
information corresponding to the measurement information to analyze the health state
of the user.

[226]

For example, the management server 300 may determine the health state of the user
by analyzing measurement information, such as blood pressure or blood sugar,
obtained through the external device 200, such as a blood pressure gauge or a blood
sugar meter. Alternatively, the management server 300 may calculate a suitable
exercise amount for the user in association with an EMR, and compare the calculated
suitable exercise amount with an actual exercise amount measured by a sporting
apparatus. Here, the management server 300 may analyze whether the actual exercise
amount is insufficient or excessive based on a result of the comparison.

[227]

The management server 300 may analyze environment information (for example, a
temperature or humidity) measured by the external device 200 including an en
vironment sensor, or may determine a replace cycle of a strip of a blood sugar meter or
medical consumables like insulin. Also, the management server 300 may analyze and
manage administration information of the user, or analyze program version in
formation of the external device 200. Meanwhile, the management server 300 may
search for exercise recommendation information or food recommendation information
from an external server, by using the measurement information.

[228]

In operation S1950, the management server 300 may transmit management in
formation for managing the external device 200 to the host device 100. For example,
the management server 300 may transmit at least one of diagnosis information, pre
scription information, food recommendation information, exercise recommendation in
formation, environment setting information, alarm information, and update information
for updating the at least one external device 200, which are generated based on the
measurement information, to the host device 100.

[229]

In operation S1960, the host device 100 may display the management information
received from the management server 300 on a screen. For example, the host device
100 may display diagnosis information, prescription information, food recom

mendation information, exercise recommendation information, environment setting in
formation, consumables replacement information, or firmware update information on
the screen. Alternatively, the host device 100 may output a warning or an alarm about
medicine administration.
[230]

The host device 100 may manage the at least one external device 200 based on the

management information.
[231]

For example, in operation S1970, the host device 100 may generate a control
command for controlling the external device 200 based on the management in
formation. Here, the host device 100 may convert the control command according to a
control protocol of the at least one external device 200.

[232]

In operation S1980, the host device 100 may transmit the control command to the

external device 200. For example, the host device 100 may transmit a control
command enabling the at least one external device 200 to output at least one of an
alarm, a warning, and recommendation information. Alternatively, the host device 100
may transmit a control command enabling the at least one external device 200 to
change a setting value, or enabling the at least one external device 200 to update a
program installed therein.
[233]

In operation S1990, the external device 200 may perform the control command

received from the host device 100.
[234]

FIG. 20 is a flowchart illustrating a method of the management server 300

transmitting a control command for controlling the external device 200 to the external
device 200 through the host device 100, according to an exemplary embodiment.
Unlike the method of FIG. 19, the management server 300 may directly generate a
control command for controlling the external device 200 in the method of FIG. 20.
[235]

In operation S2010, the host device 100 may receive measurement information from

the external device 200. In operation S2020, the measurement server 300 may a u
thenticate the host device 100. In operation S2030, the measurement server 300 may
receive the measurement information measured by the external device 200 from the a u
thenticated host device 100. In operation S2040, the host device 100 may analyze the
measurement information measured by the external device 200. Since operations
S2010 through S2040 correspond to operations S1910 through S1920 of FIG. 19,
details thereof will not be repeated here.
[236]

In operation S2050, the management server 300 may directly generate a control

command for controlling the external device 200 based on the measurement in
formation measured by the external device 200.
[237]

For example, if blood sugar or blood pressure that is usually periodically measured is
not measured, the management server 300 may generate a control command for the
external device 200 or the host device 100 to output an alarm. Alternatively, if the user
eats food that generates an allergic reaction, the management server 300 may generate
a control command for the external device 200 or the host device 100 to output a
warning message. Alternatively, the management server 300 may generate a control
command for the external device 200 or the host device 100 to output exercise recom
mendation information or a diet menu based on daily exercise information or daily

meal information of the user.
[238]

According to an embodiment, the management server 300 may generate a control
command for the at least one external device 200 to change a setting value or to update
a program installed in the at least one external device 200.

[239]

If consumables used by the external device 200 are insufficient, the management
server 300 may automatically order consumables from a sales server selling the con
sumables, or may generate a control command for the external device 200 to output a
warning message about the insufficiency of consumables.

[240]

In operation S2060, the management server 300 may transmit the control command
to the host device 100. Here, the management server 300 may change the control
command according to a control protocol of the at least one external device 200, and
transmit the changed control command to the host device 100.

[241]

In operation S2070, the host device 100 may transmit the control command received
from the management server 300 to the external device 200. Here, the host device 100
may change the received control command according to the control protocol of the at
least one external device 200, and transmit the changed control command to the
external device 200.

[242]

In operation S2080, the external device 200 may perform the control command
received from the host device 100.

[243]

FIG. 2 1 is a flowchart illustrating a method of the management server 300 directly
controlling the external device 200, according to an exemplary embodiment.

[244]

In operation S21 10, the management server 300 may analyze measurement in
formation measured by the external device 200. Since operation S21 10 corresponds to
operation S1940 of FIG. 19, details thereof will not be repeated here.

[245]

In operation S2120, the management server 300 may execute an application related
to the external device 200. By executing the application related to the external device
200, the management server 300 may form a communication session capable of
directly communicating with the external device 200 without having to use the host
device 100.

[246]

In operation S2130, the management server 300 may generate a control command
according to a control protocol of the external device 200. In other words, the
management server 300 may change the control command generated based on a result
of analyzing the measurement information, according to the control protocol of the
external device 200.

[247]

In operation S2140, the management server 300 may directly transmit the control
command to the external device 200 without having to use the host device 100. The
management server 300 may transmit the control command to the external device 200
through a wired or wireless network.

[248]

In operation S2150, the external device 200 may perform the control command
received from the management server 300.

[249]

FIG. 22 is a flowchart illustrating a method of transmitting a control command to the
external device 200 by stages, according to an exemplary embodiment.

[250]

In operation S2200, the management server 300 may analyze measurement in
formation measured by the external device 200. Then, in operation S2210, the
management server 300 may execute an application related to the external device 200
to form a communication session capable of communicating with the external device
200.

[251]

In operation S2220, the management server 300 may generate a first control
command based on a result of analyzing the measurement information. In operation
S2230, the management server 300 may transmit the first control command. For
example, if the external device 200 does not transmit weight measurement information
at certain intervals, the management server 300 may transmit the first control
command to the external device 200 to transmit the weight measurement information.

[252]

In operation S2240, the external device 200 may perform the first control command.
Then, in operation S2250, the external device 200 may transmit a result of performing
the first control command, for example first measurement information. For example, if
the weight measurement information of the user is stored, the external device 200 may
transmit the weight measurement information to the management server 300. Alter
natively, if the user has not yet measured the weight, the external device 200 may
output an alarm for the user to measure the weight. Here, if the user measures the
weight by using an external device, such as a scale, the scale may transmit the weight
measurement information (first measurement information) to the management server
300.

[253]

In operation S2260, the management server 300 may generate a second control
command based on the result of performing the first control command received from
the external device 200. For example, if the current weight of the user is remarkably
increased compared to the weight measured a week before based on analyzing the
result of performing the first control command, the management server 300 may
generate the second control command requesting the external device 200 to analyze
body composition, such as a body fat percentage, a body mass index, an abdominal fat
percentage, muscle distribution, or basic metabolic rate).

[254]

Alternatively, when the current weight of the user is similar to the weight measured a
week before based on analyzing the result of performing the first control command, the
management server 300 may not generate the second control command.

[255]

In operation S2270, the management server 300 may transmit the second control
command to the external device 200. In operation S2280, the external device 200 may

additionally perform the second control command. In operation S2290, the external
device 200 may transmit a result of performing the second control command to the
management server 300. For example, the external device 200 may transmit a result of
analyzing the body composition (second measurement information) to the management
server 300.
[256]

FIG. 23 is a diagram for describing a method of the management server 300
providing prescription or diagnosis information about a user by using measurement in
formation, according to an exemplary embodiment. The host device 100 mentioned
hereinafter may be a device authenticated by the management server 300.

[257]

As shown in FIG. 3, an external device 2300 for measuring health information, such
as a blood sugar meter, a blood pressure gauge, or a scale, may transmit measurement

information, such as blood sugar, blood pressure, or a weight, to the host device 100 in
operation ®. Here, the host device 100 may transmit the received measurement in
formation to the management server 300 in operation ®.
[258]

The management server 300 may store the measurement information in a health in
formation storage server 400 in operation ®. The health information storage server 400
may be a storage unit of the management server 300, or as a separate server. Examples
of the health information storage server 400 include an EMR server, an EHR server, or
a PHR server.

[259]

The management server 300 may view health information of the user stored in the
health information storage server 400 in operation ©. The health information storage
server 400 may classify and store the measurement information according to accounts,
according to external devices 200, or according to host devices 100.

[260]

The management server 300 may transmit the measurement information measured by
the external device 2300 and/or health information obtained from the health in
formation storage server 400 to a medical device 500 in operation ©. Also, if it is d e
termined that the user has a health problem based on analyzing the measurement
obtained from the external device 2300, the management server 300 may transmit a
push alarm to the medical device 500.

[261]

The medical device 500 may include at least one of a medical institute server, a
doctor' s device, and a pharmacist' s device, but is not limited thereto. The medical
device 500 may analyze the received measurement information and the health in
formation of the user, and transmit prescription information corresponding to the m ea
surement information to the management server 300 in operation ©.

[262]

The management server 300 may transmit the prescription information to the host
device 100 in operation ® . Here, the host device 100 may output the prescription in
formation on a screen. The user may check the prescription information through the
host device 100.

[263]

Also, the management server 300 may transmit control information for controlling
the external device 2300 to the host device 100, based on the prescription information.
Here, the host device 100 may generate a control command based on the control in
formation, and transmit the generated control command to the external device 2300 in
operation ®.

[264]

According to an embodiment, the medical device 500 connected to the management
server 300 may remotely prescribe a medicine or diagnose a patient. Also, the user is
able to check a feedback of the medical device 500 about the measurement information
measured by the external device 2300 through the external device 2300 or the host
device 100.

[265]

FIG. 24 is a diagram for describing a method of the management server 300 con
trolling an external device 2400 (a blood sugar meter) by using blood sugar m ea
surement information, according to an exemplary embodiment.

[266]

The management server 300 may receive blood sugar measurement guide in
formation from a caregiver device 600. For example, the management server 300 may
receive information recommending to measure blood sugar three times a day from the
caregiver device 600.

[267]

The management server 300 may receive blood sugar measurement information
measured by the external device 2400 through the host device 100. Here, the blood
sugar measurement information may include a blood sugar level and a blood sugar
measurement time. The management server 300 may compare actual blood sugar m ea
surement information (for example, once a day) and the blood sugar measurement
guide information (for example, three times a day). If measurement schedules do not
match, the management server 300 may provide an alarm to the caregiver device 600
or the host device 100 about a blood sugar measurement schedule. At this time, a
caregiver may call the user to describe his or her blood sugar measurement cycles.

[268]

Also, the host device 100 may output alarm information received from the
management server 300 or control the external device 2400 based on the alarm in
formation. For example, the host device 100 may control the external device 2400 to
output a warning message related to a measurement schedule.

[269]

If a setting value of the external device 2400 is wrongly set, the management server
300 may change the setting value through the host device 100.

[270]

According to another embodiment, the management server 300 may transmit the
blood sugar measurement guide information to the host device 100, and the host device
100 may compare the blood sugar measurement guide information with the m ea

surement information measured by the external device 2400. According to an em
bodiment, the host device 100 may transmit information about a certain event to the
management server 300 when the certain event occurs, for example, when a blood

sugar level is a critical level or an actual measurement period does not match a me a
surement period in measurement guide information. Here, the management server 300
may transmit the information about the certain event to the caregiver device 600, and
receive feedback on the certain event from the caregiver device 600. The management
server 300 may control the host device 100 or the external device 2400 based on the
feedback on the certain event.
[271]

FIG. 25 is a diagram for describing a method of the management server 300
providing recommendation information, according to an exemplary embodiment.

[272]

The management server 300 may receive measurement information measured by an
external device 2500 through the host device 100 that is authenticated, and then store
the received measurement information in the health information storage server 400.
Meanwhile, the management server 300 may view health information of a user stored
in the health information storage server 400.

[273]

The management server 300 may search for health-related information from an
external server based on the measurement information measured by the external device
2500 and the health information viewed from the health information storage server
400. Also, the management server 300 may generate recommendation information, for
example, food recommendation information, exercise recommendation information,
temperature recommendation information, or humidity recommendation information,
based on a result of the searching.

[274]

Here, the management server 300 may transmit the recommendation information to
the host device 100. The recommendation information transmitted by the management
server 300 may be realized in a text form, an image form, or a uniform resource locator
(URL) form. The host device 100 may display the received recommendation in
formation on a screen.

[275]

The host device 100 may generate a control command for controlling the external
device 2500 based on the received recommendation information. For example, a room
temperature and humidity suitable for a health state of the user may be respectively
25°C and 50%, but if a current temperature and current humidity are respectively 28°C

and 30%, the host device 100 may generate a control command to change setting
values of a humidifier and air conditioner.
[276]

FIG. 26 is a diagram for describing a method of a management server providing
exercise recommendation information, according to an exemplary embodiment.

[277]

The management server 300 may collect measurement information such as a weight,
a height, a body fat percentage, a heart rate, blood pressure, blood sugar, an exercise
amount, and sleep information from first through n-th external devices 2600-1 through
2600-n. Here, the management server 300 may receive the measurement information
through the host device 100 or directly from the first through n-th external devices

2600-1 through 2600-n.
[278]

The management server 300 may record the measurement information on the health
information storage server 400, and view everyday exercise information or health state
information of a user from the health information storage server 400.

[279]

The management server 300 may compare the measurement information measured
by the first through n-th external devices 2600-1 through 2600-n with the everyday
exercise information and health state information of the user, and generate suitable
(recommended) exercise information, such as an exercise type, an exercise time, a
distance, and a course. The management server 300 may transmit the suitable
(recommended) exercise information to the host device 100 or the first through n-th
external devices 2600-1 through 2600-n. Also, if an exercise amount of the user
exceeds a suitable level, the management server 300 may transmit a notification
message about the exercise amount to the host device 100 or the first through n-th
external devices 2600-1 through 2600-n.

[280]

Hereinafter, it is assumed that a suitable exercise amount is 1400 kcal and a user X
wants to gain 3 kg, wherein the user X having cardiac arrhythmia is riding a cycle

while wearing a heart rate monitor.
[281]

When a current one-day exercise amount of the user X is 1300 kcal, an exercise time
is 1 hour, and an average heart rate is 120 bpm upon analyzing measurement in

formation obtained from an external device, such as the cycle or the heart rate monitor,
the management server 300 may control the host device 100 or the external device,
such as the cycle or the heart rate monitor, to output a notification message notifying

the user X that he or she has nearly reached a recommended exercise amount. Also, the
management server 300 may provide weight loss information expected if the user X
exercises at a current pace to the host device 100 or one of the first through n-th
external devices 2600-1 through 2600-n.
[282]

If a one-day exercise amount of the user X exceeds the recommended exercise
amount, the management server 300 may transmit a message notifying the user X that
a recommended heart rate, a recommended exercise time, and the recommended
exercise amount have been exceeded to the host device 100 or the external device,
such as the cycle or the heart rate monitor.

[283]

According to another embodiment, when sleep efficiency of a user Y is low, for
example, when the user Y did not sleep well, upon analyzing sleep measurement in
formation of the user Y, the management server 300 may recommend the user Y an
exercise amount lower than an average suitable exercise amount as a current suitable
exercise amount. Also, the management server 300 may provide a suitable exercise
type, a time, a distance, a course, and an interval to the host device 100 or the external

device 200 before the user Y starts to exercise.

[284]

FIGS. 27 A and 27B illustrate diagrams of screens of the external device 200 and the
host device 100, which display recommendation information, according to an
exemplary embodiment. In FIG. 27, the external device 200 is a treadmill 2700.

[285]

As shown in FIG. 27A, the treadmill 2700 may display exercise recommendation in
formation according to a control command received from the host device 100 or the
management server 300. For example, the treadmill 2700 may display a recommended
exercise time to be 30 minutes and a recommended exercise level to be level 3.

[286]

The treadmill 2700 may change a pre-set value according to the control command
received from the host device 100 or the management server 300. For example, when a
user presses a start button in the treadmill 2700, the treadmill 2700 is basically set to
start from level 1, but the treadmill 2700 may change a setting value to start from level
3 when the user presses the start button according to the control command received
from the host device 100 or the management server 300.

[287]

As shown in FIG. 27B, the host device 100 may display exercise recommendation in
formation according to a control command received from the management server 300.
For example, the host device 100 may display a recommended exercise type to be a
treadmill, a recommended exercise time to be 30 minutes, and a recommended exercise
level to be level 3.

[288]

Meanwhile, the host device 100 may transmit the control command received from
the management server 300 to the treadmill 2700. The host device 100 may control the
treadmill 2700 based on the exercise recommendation information received from the
management server 300. Here, the host device 100 may control the treadmill 2700 by
executing an application related to the treadmill 2700.

[289]

FIG. 28 is a diagram for describing a method of the management server 300 con
trolling an external device (a pill case) 2800 based on administration information,
according to an exemplary embodiment. In FIG. 28, the external device 200 is the pill
case 2800.

[290]

The pill case 2800 may measure administration information, such as an admin
istration time and an administered medicine type, and medicine presence/absence in
formation. For example, when the pill case 2800 is divided into spaces corresponding
to a week and morning/noon/evening, and a medicine to be administered by a user is
disposed in each space, the pill case 2800 may check whether the user administered the
medicine and an administered time, based on the medicine presence/absence in
formation of each space.

[291]

The pill case 2800 may receive alarm information. For example, when the user has to
administer a medicine at 7:00, 13:00, and 19:00, the user may set the pill case 2800 to
generate an alarm at the corresponding time.

[292]

The pill case 2800 may transmit the administration information, the medicine

presence/absence information, and the alarm information to the host device 100, and
the host device 100 may transmit the received administration information, the received
medicine presence/absence information, and the received alarm information to the
management server 300. According to another embodiment, the user may input alarm
information to the host device 100 so that the pill case 2800 generates an alarm.
[293]

The management server 300 may compare prescription information obtained from
the caregiver device 600 and the administration information measured by the pill case
2800. Also, the management server 300 may transmit feedback, such as an alarm, a
compliment, a warning, or an administration status, to the host device 100, according
to a result of the comparing.

[294]

The host device 100 may control the pill case 2800 based on the feedback from the
management server 300. For example, the host device 100 may control an output unit,
such as a light-emitting diode (LED), a sound output unit, or a display unit, of the pill
case 2800.

[295]

The management server 300 may provide information about a prescribed medicine, a
medicine that should not be administered together, food which the user is to be
cautious about, and drugstores where the user may buy a medicine (a drugstore name,
location, and business hours), to the host device 100 or the pill case 2800, based on the
prescription information.

[296]

Also, the management server 300 may adjust an administration time in connection
with meal information of the user, such as a meal time or a meal portion, and notify the
adjusted administration time to the host device 100 or the pill case 2800. If a time zone
of the pill case 2800 is changed as the user travels, the management server 300 may
adjust a pre-set administration time by recognizing a situation.

[297]

FIGS. 29A and 29B are diagrams of screens of an external device (a pill case) 2900
and the host device 100, respectively, which display alarm information, according to
an exemplary embodiment.

[298]

As shown in FIG. 29A, the pill case 2900 may display administration notification in

formation according to a control command received from the host device 100 or the
management server 300. For example, the pill case 2900 may turn on an LED 2910 or
include a graphic user interface (GUI) to provide information about whether a user ad
ministered a medicine. If the user is supposed to take blood pressure medicine at 18:00
but it is determines that the blood pressure medicine has not yet been administered at
18:30 upon analyzing measurement information measured by the pill case 2900, the

management server 300 or the host device 100 may control the pill case 2900 to output
a notification message 2920,"Take blood pressure medicine", on a display unit of the
pill case 2900.
[299]

Alternatively, the management server 300 may provide prescription information to

the pill case 2900. Here, when the user selects "CHECK PRESCRIPTION" 2930, the
pill case 2900 may display the prescription on the display unit.
[300]

As shown in FIG. 29B, the host device 100 may display an administration noti
fication message. For example, when the user has not taken blood pressure medicine at
a certain period, the host device 100 may output a notification message, for example,
"YOU HAVEN'T TAKEN BLOOD PRESSURE MEDICINE. TAKE IT", based on
the administration notification information received from the management server 300.

[301]

The host device 100 may control the pill case 2900 based on the administration noti
fication information received from the management server 300. Here, the host device
100 may control the pill case 2900 by executing an application related to the pill case

2900.
[302]

FIG. 30 is a block diagram of a system for managing a sub-external device 220,
according to an exemplary embodiment.

[303]

As shown in FIG. 30, the system may include the host device 100, a main external
device 210, the sub-external device 200, and the management server 300. Since details
about the host device 100 and the management server 300 overlap with those of FIG.
1, only the main external device 210 and the sub-external device 220 will be described

in detail.
[304]

The main external device 210 may be connected to and controlled by the host device
100 through a first application installed in the host device 100. The sub-external device

220 may be connected to and controlled by the main external device 210 through a
second application installed in the main external device 210.
[305]

The main external device 210 may obtain measurement information measured by the
sub-external device 220 through wired communication, wireless communication, or
short-range communication. Also, the main external device 210 may transmit the m ea
surement information to the management server 300 through the host device 100 or
directly.

[306]

The main external device 210 may receive a control command for controlling the
sub-external device 220 from the management server 300 directly or through the host
device 100.

[307]

Meanwhile, the main external device 210 may change the control command received
from the management server 300 or the host device 100 according to a control protocol
of the sub-external device 220. In other words, the main external device 210 may
control the sub-external device 220 based on the control command received from the
management server 300 or the host device 100.

[308]

The main external device 210 may be a gateway. The gateway may be a wireless
relay base station. For example, the main external device 210 may be a wired/wireless
internet router having internet sharing capability. Alternatively, the main external

device 210 may be an AP having capability of interlocking wired communication and
wireless communication, or a wireless router having capability of sharing the Internet
with an AP.
]

The sub-external device 220 may be a device measuring health-related information of
a user. Examples of the sub-external device 220 include a medical device, such as a
blood sugar meter or a blood pressure gauge, a sporting apparatus, such as a bicycle, a
treadmill, a hula hoop, a dumb-bell, a jump rope, or a smith machine, and a CE device,
such as an air conditioner, an oven, a refrigerator, or a fan, but are not limited thereto.

]

FIG. 3 1 is a diagram for describing a method of the management server 300
managing first through n-th external devices 220- 1 through 220-n, through a home
gateway 210', according to an exemplary embodiment

]

As shown in FIG. 31, the host device 100 may obtain environment-related in
formation, such as humidity, illumination, atmosphere, and movement, measured by
the first through n-th external devices 220-1 through 220-n. Here, the host device 100
may transmit the obtained environment-related information to the management server
300.

]

The management server 300 may record the environment-related information in the
health information storage server 400. Also, the management server 300 may extract
health-related information of a user from the health information storage server 400.

]

The management server 300 may analyze a surrounding environment of the user
based on the environment-related information, such as humidity, illumination, a t
mosphere, and movement, measured by the first through n-th external devices 220-1
through 220-n, and the health-related information extracted from the health in
formation storage server 400. For example, the management server 300 may analyze
whether a current environment is suitable or harmful to a user with asthma.

]

The management server 300 may transmit a result of the analyzing and/or rec
ommended environment setting information to the host device 100. The host device
100 may generate control information for controlling the first through n-th external

devices 220-1 through 220-n based on the result of analyzing and/or the recommended
environment setting information. The control information may include ventilation
necessity, an illumination setting value, window adjusting information, a temperature
setting value, or a humidity setting value, but is not limited thereto.
]

The host device 100 may transmit the generated control information to the home
gateway 210' that is a main external device. The home gateway 210' may control the
first through n-th external devices 220-1 through 220-n connected to the home gateway
210', based on the control information received from the host device 100. For example,
the home gateway 210' may close or open a window, change illumination, or control a
humidifier or air conditioner.

[316]

FIG. 32 is a diagram for describing a method of the management server 300
providing recommended/not-recommended diet information, according to an
exemplary embodiment.

[317]

The host device 100 may receive health-related information of a user, such as
exercise amount information, diet information, sleep state information, and blood sugar
and blood pressure information, respectively, from first through fourth external devices
3210, 3220, 3230, and 3240. The host device 100 may transmit the health-related in
formation to the management server 300. The management server 300 may record the
health-related information in the health information storage server 400, and view
health information of the user recorded in the health information storage server 400.

[318]

The management server 300 may generate recommended/not-recommended diet in
formation based on the health-related information (for example, an exercise amount,
administration, blood pressure, blood sugar, and a sleep state) and the viewed health
information (for example, a disease). Alternatively, the management server 300 may
generate recommended diet information based on recent diet information and exercise
amount information of the user.

[319]

The management server 300 may transmit the recommended/not-recommended diet
information to the host device 100. Here, the host device 100 may display the received
recommended/not-recommended diet information on a screen. According to another
embodiment, the management server 300 may transmit information about an exercise
amount compared to a caloric intake, and information about a salt intake to the host
device 100.

[320]

FIG. 33 is a block diagram of a system for the management server 300 to control a
second external device 3320 by using measurement information obtained by a first
external device 3310, according to an exemplary embodiment.

[321]

As shown in FIG. 33, the host device 100 may obtain measurement information
measured by the first external device 3310 from the first external device 3310. Then,
the host device 100 may transmit the obtained measurement information to the
management server 300. Here, the management server 300 may analyze the m ea
surement information measured by the first external device 3310, and generate control
information for controlling the second external device 3320 based on a result of the
analyzing.

[322]

The management server 300 may transmit the generated control information to the
host device 100. The host device 100 may control the second external device 3320
according to the received control information. Alternatively, the management server
300 may obtain the measurement information directly from the first external device
3310, and directly control the second external device 3320.

[323]

According to an embodiment, an external device providing measurement information

to the management server 300 or the host device 100 may be different from an external
device being controlled by the management server 300 or the host device 100.
[324]

FIGS. 34A and 34B are diagrams for describing a system for the management server
300 to control a second external device by using measurement information obtained by
a first external device, according to an exemplary embodiment.

[325]

As described above with reference to FIG. 32, the management server 300 may

generate recommended/not-recommended food information based on health-related in
formation, such as an exercise amount, administration, a sleep state, blood sugar, and
blood pressure, obtained from each of the first through fourth external devices 3210
through 3240, and disease information of the user.
[326]

Here, the management server 300 may generate a control command for controlling a
refrigerator 3400 such that the recommended/not-recommended food information is
displayed on a display unit 3410 of the refrigerator 3400. Also, the management server
300 may transmit the control command to the refrigerator 3400 directly or through the
host device 100 or the home gateway 210'. In other words, the management server 300
may control the refrigerator 3400 that is an external device different from a medical
device, a blood sugar meter, a blood pressure gauge, or a pill case, which provided
measurement information.

[327]

As shown in FIG. 34 (a), the refrigerator 3400 may display a daily target caloric

intake, calorie left until target calorie, recommended food, and not-recommended food
on the display unit 3410 according to the control command.
[328]

Meanwhile, as shown in FIG. 34 (b), the host device 100 may also display target
calorie, caloric intake, left calorie, and recommended food on a screen based on the
control command of the management server 300.

[329]

FIG. 35 is a diagram for describing a method of the management server 300 updating

an external device 3500, according to an exemplary embodiment.
[330]

As shown in FIG. 35, the host device 100 may request the external device 3500 to

perform a test. In response to the request, the external device 3500 may perform the
test and transmit a test result to the host device 100. The host device 100 may analyze
the received test result. If it is determined that a system error occurred in the external
device 3500 based on the analyzing, the host device 100 may report the system error to
the management server 300.
[331]

The management server 300 may request and receive revision/update data to deal
with the system error from an external device provider server 700. The management
server 300 may transmit revision/update information and state analysis information to
the host device 100.

[332]

Here, the host device 100 may update the external device 3500 or perform calibration
on the external device 3500 based on the revision/update information and the state

analysis information received from the management server 300.
[333]

FIG. 36 is a flowchart illustrating a method of updating firmware of a plurality of

external devices, according to an exemplary embodiment.
[334]

In operation S3610, new firmware may be registered in a predetermined external
device. According to an embodiment, the new firmware may be registered in the
external device provider server 700 or an application providing server. The external
device provider server 700 may provide information about the registration of the new
firmware to the management server 300.

[335]

In operation S3620, the management server 300 may obtain a list of a plurality of
users (accounts) using the predetermined external device. In operation S3630, the
management server 300 may check a firmware version of an external device corre
sponding to each of the plurality of users (accounts). When the checked firmware
version is lower than a new firmware version, the management server 300 may check
the host device 100 according to the users (accounts) in operation S3640. Then, the
management server 300 may provide a notification about the registration of the new
firmware to the host device 100 in operation S3650.

[336]

If it is determined that an update agreement message of the user is not received
through the host device 100 in operation S3660, the management server 300 may again
provide the notification about the registration of the new firmware to the host device
100.

[337]

If it is determined that the update agreement message of the user is received through
the host device 100 in operation S3660, the management server 300 may provide the
new firmware to the host device 100 or the predetermined external device in operation
S3670.

[338]

It is determined whether the management server 300 received a message about
completing the firmware update in the predetermined external device from the host
device 100 or the predetermined external device in operation S3680. If the message is
received, the management server 300 may update firmware version information of the
predetermined external device in operation S3690.

[339]

If the new firmware is registered in the external device provider server 700 and the
external device provider server 700 obtains the list of plurality of users (accounts) from
the management server 300, operations S3630 through S3690 may be performed by the
external device provider server 700.

[340]

FIG. 37 is a diagram for describing a method of the management server 300

managing consumables of an external device 3700, according to an exemplary em
bodiment. In FIG. 37, the external device 3700 is a blood sugar meter.
[341]

The host device 100 may obtain state information (presence/absence or a remaining
amount) of consumables, such as strips, measured by the external device 3700. The

host device 100 may transmit the obtained state information to the management server
300. The management server 300 may analyze the state information. If it is determined
that the consumables need to be replaced/added based on a result of the analyzing, the
management server 300 may provide a notification to the caregiver device 600 so that
a caregiver may replace/add the consumables.
[342]

Also, the management server 300 may provide purchase/charge information of con
sumables to the host device 100. For example, the management server 300 may
provide webpage information or seller contact information for purchasing the con
sumables to the host device 100.

[343]

FIG. 38 is a flowchart illustrating a method of the host device 100 (a teacher's
device) managing the external device 200 (a student's device) through the management
server 300, according to an exemplary embodiment

[344]

In operation S3800, the host device 100 may receive device information about the
external device 200 from the external device 200. The device information about the
external device 200 may include identification information of the external device 200,
connection information for connection with the external device 200, application in
formation related to the external device 200, and control protocol information of the
external device 200. Since operation S3800 corresponds to operation S220 of FIG. 2,
details thereof will not be repeated here.

[345]

In operation S3810, the host device 100 may transmit the device information about
the external device 200 to the management server 300 while requesting that the
management server 300 register the external device 200. Here, the host device 100
may transmit at least one of account information and identification information about
the host device 100 to the management server 300.

[346]

In operation S3820, the management server 300 may store the device information
about the external device 200 in a list of registered external devices. Here, according to
an embodiment, the management server 300 may map and manage the identification
information of the external device 200 and at least one of the account information and
the identification information of the host device 100.

[347]

In operation S3830, the management server 300 may receive a request from the host
device 100 to control the external device 200. In operation S3 840, the management
server 300 may generate a control command for controlling the external device 200,
based on the request from the host device 100. In operation S3850, the management
server 300 may transmit the control command to the external device 200. In operation
S3860, the management server 300 may perform the control command.

[348]

For example, the management server 300 may connect to the external device 200 and
and register an account (or a group of accounts) of the external device 200, i.e., a
student's device, to an account of the host device 100, i.e., a teacher's device,

according to a request of the host device 100. Here, the management server 300 may
receive, from the host device 100, a control request for controlling the external device
200 to open a textbook, reproduce certain content, automatically download homework,
or close a test application when a test is over. According to the request, the
management server 300 may control the external device 200 to open a textbook,
reproduce certain content, download an assignment, or close a test application when
the test is over.
[349]

In operation S3870, the external device 200 may upload data to the management

server 300. Here, in operation S3880, the management server 300 may transmit the
uploaded data to the host device 100. In operation S3890, the host device 100 may
display the received data on a screen.
[350]

For example, the external device 200 may upload assignment result data to the
management server 300. Here, the management server 300 may check the host device
100 connected to the external device 200, and provide the assignment result data to the

host device 100. A teacher may check the assignment result data displayed on the host
device 100. Meanwhile, the management server 300 may transmit information about
an application executed in the external device 200 to the host device 100.
[351]

According to an embodiment, an order of operations S3800 through S3890 may be
changed, or some operations may be skipped.

[352]

FIG. 39 is a diagram for describing a method of outputting an alarm generated/set in

a first external device 3910 to second through fifth external devices 3920 through
3950, according to an exemplary embodiment.
[353]

A user may set an alarm in the first external device 3910. Here, the first external
device 3910 may transmit alarm information to the management server 300. The
management server 300 may transmit an alarm output command to the second through
fifth external devices 3920 through 3950 that are pre-set to share the alarm information
with the first external device 3910, based on the received alarm information. Here, the
second through fifth external devices 3920 through 3950 output the alarm.

[354]

For example, when the user sets an alarm in a mobile phone to output vibration and/
or music at 7:00, the mobile phone may transmit alarm information to the management
server 300. Then, the management server 300 may transmit a control command to a
watch, glasses, a PC, and a blood sugar meter so that the watch, the glasses, the PC,
and the blood sugar meter generate the alarm at 7:00, as well as the mobile phone. A c
cordingly, the user is able to check the alarm in external devices (for example, the
watch, the glasses, the PC, and the blood sugar meter) other than the mobile phone in
which the alarm is set.

[355]

According to another embodiment, when a push alarm is generated in the first
external device 3910, the first external device 3910 may transmit push alarm

generation information to the management server 300. Here, the management server
300 may transmit an alarm output command to the second through fifth external
devices 3920 through 3950 that are pre- set to share alarm information with the first
external device 3910, based on the push alarm generation information. Here, the
second through fifth external devices 3920 through 3950 output the push alarm.
[356]

The user may set a plurality of external devices to share an alarm output. For
example, the user may set the first through fifth external devices 3910 through 3950 as
a first external device group to share an alarm. Here, when an alarm is set or a push
alarm is generated in one of the first through fifth external devices 3910 through 3950,
the management server 300 may control the first through fifth external devices 3910
through 3950 to simultaneously output the alarm or the push alarm.

[357]

The host device 100 may connect to the management server 300 to remotely control
at least one of the first through fifth external devices 3910 through 3950.

[358]

FIG. 40 is a block diagram of the host device 100 according to an exemplary e m
bodiment.

[359]

As shown in FIG. 40, the host device 100 may include a communication unit 110, an
output unit 120, a user input unit 130, an audio/video (A/V) input unit 140, a control
unit 150, and a memory 160. However, the components shown in FIG. 40 are not all
essential. In other words, the host device 100 may include more or fewer components
than shown in FIG. 40.

[360]

The above components will now be sequentially described.

[361]

The communication unit 110 may include at least one component enabling comm u
nication between the host device 100 and the at least one external device 200 or
between the host device 100 and the management server 300. For example, the com
munication unit 110 may include a mobile communication unit 111, a short-range
communication unit 112, a wired communication unit 113, and a wireless commu
nication unit 114.

[362]

Examples of a short-range communication technology include WLAN such as Wi-Fi,
Bluetooth, ZigBee, WFD, UWB, infrared data association (IrDA), and BLE, but are
not limited thereto.

[363]

The output unit 120 is used to output an audio signal, a video signal, or a vibration
signal, and may include a display unit 121, a sound output unit 122, and a vibration
motor 123.

[364]

The display unit 121 displays information processed by the host device 100. For
example, the display unit 121 may display management information for managing the
external device 200 received from the management server 300.

[365]

When the display unit 121 has a touch screen structure in which the display unit 121
forms a layered structure with a touch pad, the display unit 121 may serve both as an

output device and an input device. The display unit 141 may include at least one of a
liquid crystal display (LCD), a thin film transistor-liquid crystal display (TFT-LCD),
an organic light-emitting diode (OLED) display, a flexible display, a 3D display, and
an electrophoretic display. The host device 100 may include at least two display units
121 depending on an implemented structure of the host device 100. The at least two

display units 121 may be disposed opposite to each other with a hinge therebetween.
[366]

The sound output unit 122 may output audio data received from the communication
unit 110 or stored in the memory 160. The sound output unit 122 may output a sound
signal (for example, a call signal reception sound or a message reception sound) related
to a function performed by the host device 100. The sound output unit 122 may include
at least one of a speaker and a buzzer.

[367]

The vibration motor 123 may output a vibration signal. For example, the vibration
motor 123 may output a vibration signal corresponding to an output of audio data or
video data, such as a call signal reception sound or a message reception sound. The
vibration motor 123 may also output a vibration signal when there is a touch input on a
touch screen.

[368]

The user input unit 130 is a unit via which a user inputs data for controlling the host
device 100. For example, the user input unit 130 may be a keypad, a dome switch, a
touch pad (that is, a contact-type electrostatic capacity touch pad, a pressure-type
resistive touch screen, an infrared ray detection-type touch pad, a surface ultrasonic
wave conduction-type touch pad, an integrated tension measurement-type touch pad, a
piezoelectric effect-type touch pad, or the like), a jog wheel, or a jog switch, but is not
limited thereto.

[369]

The A/V input unit 140 is a unit for receiving an audio signal or a video signal, and
may include a camera 141 and a microphone 142. The camera 141 may obtain an
image frame of a still image or a moving picture in a video call mode or a shooting
mode via an image sensor. An image captured by the image sensor may be processed
by the control unit 150 or a separate image processing unit (not shown). A processed
image frame may be displayed on the display unit 121, stored in the memory 160, or
externally transmitted through the communication unit 110. Two or more cameras 141
may be included according to an embodiment of the host device 100.

[370]

The microphone 142 may receive an external sound signal and process the received
external sound signal into electric voice data in a call mode, a recording mode, or a
voice recognition mode. The electric voice data may be converted and output in a form
transmittable to a mobile communication base station through the mobile commu
nication unit 111 in a call mode.

[371]

The control unit 150 controls overall operations of the host device 100. That is, the
control unit 150 may control the communication unit 110, the output unit 120, the user

input unit 130, the A/V input unit 140, and the memory 160 by executing programs
stored in the memory 160.
[372]

The control unit 150 may include an application processor and a communication
processor. The application processor may control executing of various applications
stored in the memory 160, and the communication processor may control various com
munication functions.

[373]

The memory 160 may store programs of processes and controls performed by the
control unit 150, and input/output data, such as device information about the external
device 200, measurement information measured by the external device 200, an ap
plication related to the external device 200, and management information for managing
the external device 200.

[374]

The memory 160 may include at least one storage medium from among a flash
memory, a hard disk, a multimedia card micro, a card-type memory such as a secure
digital (SD) or extreme digital (XD) memory, random access memory (RAM), static
random access memory (SRAM), read-only memory (ROM), electrically erasable pro
grammable read-only memory (EEPROM), programmable read-only memory
(PROM), a magnetic memory, a magnetic disc, and an optical disc. Additionally, the
host device 100 may operate a web storage unit for performing a storage function of
the memory 160 on the Internet.

[375]

The programs stored in the memory 160 may be classified into a plurality of modules
according to functions. For example, the programs may be classified into a UI module
161, a camera module 162, a touch screen module 163, an alarm module 164, and an

application module 165.
[376]

The UI module 161 may provide a specialized UI or GUI for each application that
operates with the external device 200. The camera module 162 may capture and
process an image of an object. Since functions of the UI module 161 and camera
module 162 are intuitively inferred based on their names, details thereof are omitted
herein.

[377]

The touch screen module 163 may detect a user's touch gesture on a touch screen
and transmit information about the touch gesture to the control unit 150. The touch
screen module 163 may be implemented as a separate hardware controller.

[378]

Various types of sensors may be disposed inside or near the touch screen, in order to
detect a touch or a proximity touch on the touch screen. An example of a sensor for
detecting a touch on the touch screen may be a tactile sensor. A tactile sensor is a
sensor for detecting a contact of a specific object to such a degree that humans may
feel it or to a higher degree. The tactile sensor may detect various types of information
such as information about a roughness of a contact surface, a hardness of a contact
object, or a temperature at a contact point.

[379]

Touch gestures of a user may be a tap, a touch and hold, a double-tap, a drag,
panning, a flick, a drag-and-drop, and a swipe.

[380]

A "tap" is a gesture in which a user touches a screen by using a finger or a touch tool,
for example, an electronic pen, and then, immediately lifts it off from the screen
without dragging on the screen.

[381]

A "touch and hold" is a gesture in which a user touches a screen by using a finger or
a touch tool, for example, an electronic pen, and holds the touch for more than a
critical period of time, for example, 2 seconds. That is, a difference in time between
time points of a touch on and a lift-off from the screen is longer than the critical period
of time, for example, 2 seconds. If the touch input is held for more than the critical
period of time to make a user recognize whether the touch input is a tap or a touch and
hold, a feedback signal may be visually, aurally, or tactually provided. The critical
period of time may vary according to exemplary embodiments.

[382]

A "double tap" is a gesture in which a user touches a screen twice by using a finger
or a touch tool which may be a stylus.

[383]

A "drag" is a gesture in which a user touches a screen by using a finger or a touch
tool and moves the finger or the touch tool to another location in the screen while
holding the touch. When the drag is performed, an object moves, or a panning gesture,
which is described below, is performed.

[384]

A "panning" gesture is a gesture in which a user performs a drag without selecting an
object. As the panning does not select a specific object, an object does not move in a

page, and the page moves in the screen or a group of objects moves in the page.
[385]

A "flick" is a gesture in which a user performs a drag at a critical speed or at a higher
speed, for example, 100 pixels per second, by using a finger or a touch tool. The flick

may be distinguished from the drag or the panning based on whether a moving speed
of a finger or a touch tool is equal to or higher than the critical speed, for example, 100
pixels/s.
[386]

A "drag and drop" is a gesture in which a user drags an object to a predetermined
place in a screen by using a finger or a touch tool, and then, lifts the finger or touch
tool off the screen.

[387]

A "pinch" is a gesture in which a user touches a screen with two fingers and moves
the two fingers in different directions. The pinch may be a pinch-open gesture for
zooming-in to an object or a page, or a pinch-close gesture for zooming-out from an
object or a page. A zoom-in or zoom-out value is determined according to a distance
between the two fingers.

[388]

A "swipe" is a gesture for touching an object in a screen by using a finger or a touch
tool and moving the finger or the touch tool in a horizontal or vertical direction for a
certain distance. Moving in a diagonal direction may or may not be recognized as a

swipe event.
[389]

The memory 160 may include a voice recognition module (not illustrated) for rec
ognizing a voice of a user by using a voice recognition engine and transmitting the
recognized voice signal to the control unit 150.

[390]

The alarm module 164 may generate a signal for notifying generation of an event in
the host device 100. Examples of the event generated in the host device 100 may
include call signal reception, message reception, key signal input, and schedule noti
fication. The alarm module 164 may output an alarm signal in the form of a video
signal via the display unit 121 or in the form of an audio signal via the sound output
unit 122. The alarm module 164 may also output an alarm signal in the form of a
vibration signal via the vibration motor 123.

[391]

The alarm module 164 may provide a snooze function. For example, if a user sets the
number of alarm repetitions to be, for example, 5 times, or an alarm interval to be, for
example, 3 minutes, the alarm module 164 may output an alarm signal by a prede
termined number of times, for example, 5 times, or at a predetermined interval, for
example, every 3 minutes.

[392]

The application module 165 may be connected to an application DB or an external
device DB. The application DB may store applications for controlling the external
device 200, but is not limited thereto. For example, the application DB may store a
healthcare application for managing a medical device, a fitness application for con
trolling a sporting apparatus, and a reminder application for outputting a notification.
The external device DB may store device information about the external device 200
and measurement information measured by the external device 200.

[393]

The application module 165 may control the external device 200 by using the ap
plication for controlling the external device 200. Also, the application module 165 may
provide the application for controlling the external device 200 to the management
server 300.

[394]

FIG. 4 1 is a block diagram of the management server 300 according to an exemplary
embodiment.

[395]

As shown in FIG. 41, the management server 300 may include a communication unit
310, an authentication unit 320, a control unit 330, and a memory 340. However, the
components shown in FIG. 4 1 are not all essential. The management server 300 may
be realized by using more or less components than shown in FIG. 41.

[396]

The above components will now be sequentially described in detail.

[397]

The communication unit 310 may include at least one component enabling comm u
nication between the management server 300 and the at least one external device 200,
between the management server 300 and the host device 100, or between the
management server 300 and an external server. According to an embodiment, the com-

munication unit 310 may receive measurement information measured by the external
device 200 from the external device 200 or the host device 100. Also, the commu
nication unit 310 may transmit management information for managing the external
device 200 to the host device 100. The communication unit 310 may transmit a control
command to the host device 100 or the external device 200.
[398]

The authentication unit 320 may authenticate the host device 100. For example, the
authentication unit 320 may authenticate account information (for example, an ID and
a password) received from the host device 100, or identification information of the host
device 100. Also, the authentication unit 320 may check authentication information
received from the external device 200. Meanwhile, the authentication unit 320 may
decode encoded measurement information by using a pre-defined decoding key.

[399]

The control unit 330 controls overall operations of the management server 300. For
example, the control unit 330 may control the communication unit 310, the authen
tication unit 320, and the memory 340, or control the external device 200 and the host
device 100, by using programs stored in the memory 340.

[400]

The memory 340 may store programs of processes and controls performed by the
control unit 330, or store input/output data, such as device information about the
external device 200, measurement information measured by the external device 200, an
application related to the external device 200, information about the host device 100
interworking with the external device 200, and management information for managing
the external device 200.

[401]

The programs stored in the memory 340 may be classified into a plurality of modules
according to functions. For example, the programs may be classified as a measurement
information analyzing module 341, a control command generating module 342, and an
application module 343.

[402]

The measurement information analyzing module 341 may determine a health state of
a user by analyzing received measurement information. Also, the measurement in
formation analyzing module 341 may analyze the measurement information to
determine a replacement cycle of consumables and whether firmware is required to be
updated. Meanwhile, the measurement information analyzing module 341 may
generate recommended/not-recommended food information or exercise recom
mendation information.

[403]

The control command generating module 342 may generate a control command for
managing the host device 100 or the at least one external device 200. Here, the control
command generating module 342 may convert the control command according to a
control protocol of the host device 100 or the at least one external device 200.

[404]

The application module 343 may be connected to an application DB and an external
device DB by using an application for controlling the external device 200. The ap-

plication DB may store applications for controlling the external device 200, but is not
limited thereto. For example, the application DB may store a healthcare application for
controlling a medical device, a fitness application for controlling a sporting apparatus,
and a remainder application for outputting a notification. The external device DB may
store device information about the external device 200, measurement information

measured by the external device 200, information about the host device 100 connected
to the external device 200, and account information.
[405]

The application module 343 may control the external device 200 by using the ap
plication for controlling the external device 200.

[406]

The methods described above may be recorded on a computer readable recording
medium by being realized in computer programs executed by using various computers.
The computer readable recording medium may include at least one of a program
command, a data file, and a data structure. The program commands recorded in the
computer readable recording medium may be specially designed or well known to one
of ordinary skill in the computer software field. Examples of the computer readable
recording medium include read-only memory (ROM), random-access memory (RAM),
CD-ROMs, magnetic tapes, floppy disks, optical data storage devices, etc. Examples of
the computer command include mechanical codes prepared by a compiler, and highlevel languages executable by a computer by using an interpreter.

[407]

While one or more embodiments have been described with reference to the figures, it
will be understood by those of ordinary skill in the art that various changes in form and
details may be made therein without departing from the spirit and scope of the
inventive concept as defined by the following claims.
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Claims
A method of a host device managing at least one external device,
wherein the at least one external device is connected to the host device
through a management server, the method comprising:
obtaining measurement information measured by the at least one
external device;
requesting authentication by the management server ;
upon authentication, transmitting the measurement information to the
management server;
in response to the transmitting the measurement information, receiving
management information, for managing the at least one external device,
from the management server, wherein the management information is
generated by the management server based on the measurement in
formation; and
managing the at least one external device based on the management in
formation.
The method of claim 1, wherein the requesting authentication
comprises transmitting at least one of account information of the host
device and identification information of the host device to the
management server.
The method of claim 1, wherein the obtaining the measurement in
formation comprises obtaining health-related measurement information
of a user.
The method of claim 1, wherein the obtaining the measurement in
formation comprises obtaining information of a state of consumables
used in the at least one external device.
The method of claim 1, wherein the transmitting the measurement in
formation comprises:
extracting a part of the measurement information according to a prede
termined standard; and
transmitting the part of the measurement information.
The method of claim 5, wherein the extracting the part of the m ea
surement information comprises extracting the part of the measurement
information based on whether the at least one external device that
transmitted the measurement information is a medical device.
The method of claim 5, wherein the extracting the part of the m ea
surement information comprises extracting the part of the measurement
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information based on a type of the measurement information.
The method of claim 1, wherein the receiving the management in

formation comprises receiving at least one of diagnosis information,
prescription information, food recommendation information, exercise
recommendation information, environment configuration information,
alarm information, and update information for updating the at least one
external device.
The method of claim 1, wherein the managing the at least one external

device comprises:
generating a control command corresponding to the at least one
external device, based on the management information; and
transmitting the generated control command to the at least one external
device.
The method of claim 9, wherein the generating the control command

comprises:

changing the control command according to a control protocol of the at
least one external device; and
transmitting the changed control command.
The method of claim 1, wherein the managing the at least one external

device comprises controlling the at least one external device to output
at least one of an alarm, a warning, and recommendation information.

The method of claim 1, wherein the managing the at least one external

device comprises changing a setting value of the at least one external
device.
The method of claim 1, wherein the managing the at least one external

device comprises updating a program installed in the at least one
external device.
The method of claim 1, wherein the managing the at least one external

device comprises displaying management information for managing the
at least one external device on a screen of the host device.

A host device comprising:
a memory which stores at least one program; and
a control unit which manages at least one external device by executing
the at least one program,

wherein the at least one program comprises commands for:

obtaining measurement information measured by the at least one
external device;
requesting authentication by a management server;
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transmitting the measurement information to the management server
upon authentication;

receiving management information for managing the at least one
external device, which is generated based on the measurement
formation; and

managing the at least one external device based on the received

management information.
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