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on a hardware configuration or hardware components of the computing
device. The selected firmware volumes are loaded.
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SELECTING AND LOADING FIRMWARE VOLUMES

BACKGROUND
[0001] Modern computers and computer-based systems include platform
firmware or code representing instructions and non-instruction-type data stored on
non-volatile “firmware” memory and used for initializing and/or for low-level
functionality of the computer-based system. Traditionally, firmware for computing
systems is compiled as a single monolithic image for that computing system. The
code base in the monolithic image for the firmware for a computing system would
include compilation of appropriate files for a given platform that the computing

system uses and its supporting computer architecture.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1is a block diagram of a computing system including a computing
device capable of loading firmware volumes from a memory accessible by other

computing devices, according to an example;

[0004] FIG. 2 is a block diagram of a computing device capable of loading
firmware volumes from a memory accessible by other computing devices,

according to an example;
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[0005] FIG. 3 is a block diagram of a system including nodes capable of
selecting firmware volumes to load based on hardware components of the

respective nodes, according to an example;

[0006] FIG. 4 is a flowchart of a method for a computing device to load
selected firmware volumes from a memory located at another computing device,

according to an example; and

[0007] FIG. 5 is a block diagram of for a computing device to load selected
firmware volumes from a memory located at another computing device, according

to an example.

DETAILED DESCRIPTION
[0008] Modern System Firmware (SFW) implementations are built and
deployed as a single, monolithic image created specifically to run on a specific
hardware platform. While such implementations may come from code bases
structured to support multiple platforms and/or architectures, deploying a
monolithic image from such a code base to a system can cause challenges to
efficiently supporting a heterogeneous mix of hardware and computer
architectures. Further, with monolithic SFW images, it is challenging to support
hardware for a specific role or a specific workload within an ecosystem where the

same hardware configuration in the system is tasked differently.

[0009] To support a multitude of platform and central processing unit (CPU)
architectures, a development team would typically structure its code base in a way
that would enable compilation of the appropriate files for a given platform and its
supported CPU architecture. Examples of CPU architecture include reduced
instruction set computing (RISC) architecture and complex instruction set
computing architecture (CISC) such as x86, x64, Advance RISC Machines,
Microprocessor without Interlocked Pipeline Stages (MIPS), Precision Architecture
RISC, Power architecture, scalable processor architecture, etc. Further, system
boards may be available from various manufacturers to support the architectures.
Moreover, the CPUs used by the respective system boards may be different.
There is development efficiency gained with the approach, however in a system
2
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with a mix of hardware and CPU architectures, a different monolithic image would

be needed per hardware instantiation.

[0010] Thus, there is an inefficiency of having to build and deploy a separate
image to each different configuration of hardware in the system. An alternative to
this approach would be to compile a single monolithic image to support any and all
hardware configurations and take specific code paths by detecting which
hardware the image is running on. However, as the system of mixed hardware
grows, the potential size of such an image can become large and the performance
of determining correct code paths can adversely affect boot times of the

computing system and/or particular nodes of the computing system.

[0011]  To configure hardware for a specific role and/or workload within the
system, monolithic SFW images can either go through the build/deployment
inefficiencies described above (building a specific image per role/workload), or
support an ever-increasing number of tunable parameters and menu options for a
user or administrator to choose from. The latter approach will then allow the user
or administrator to set how specific portions of the SFW will execute and/or

configure the platform.

[0012] Challenges with this approach are that the image size increases with
every tunable parameter and selectable option underneath it because code is to
be written to accommodate those. Further, the complexity for the user or
administrator to know which selections to make in order to tune the system to a

particular workload increases as well.

[0013] Management software can mitigate some of the complexity by
deploying profiles to specific systems. The profiles can automate the setting of
relevant options and/or parameters. However, using profiles on monolithic SFW
images still has the inefficiency that if a new parameter is to additionally be
supported, the entire image is updated and the new parameter set described to
the management tool. Moreover, the monolithic image would traditionally reside

locally on the computing system and be executed by the local computing system.
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[0014]  Accordingly, the SFW code base and the build/deployment environment
can be structured in a way that isolates the SFW code into separate libraries or
firmware volumes that can be deployed independently to hardware based on
certain criteria, for example, the CPU architecture, a desired role/function of the
device within the system, a workload to be executed on the device, combinations
thereof, etc. Moreover, the firmware volumes can be stored in a location in a
computing system that can be accessible to multiple computing devices of the
system. This way, the respective device(s) can pull the firmware volumes and/or a
manager of the system can push the firmware volumes down to the respective
devices. As used herein firmware is software that can be executed by hardware to
provide low-level control of a device. Firmware may be used to provide an
interface and/or services to higher-level software, such as an operating system. In
one example, a firmware volume can be compiled and each variation of settings of
the corresponding firmware library can be set using separate data information. In
another example, separate firmware volumes can be compiled for different

settings.

[0015]  As used herein a “firmware device” is a persistent (e.g., non-volatile)
physical repository that includes firmware code and/or data. Moreover, as used
herein, a “firmware volume” is a logical firmware device. Examples of how a
firmware volume can be implemented are included in the Platform Initialization

Specification from the Unified Extensible Firmware Interface forum.

[0016] A firmware volume or set of firmware volumes can be located on the
device and can include boot reset vector code and early crawl-out code. The
firmware volume can be placed in a Read Only Memory (ROM) or another
approach can be used to utilize the firmware volume, for example, a hardware
assist to map a portion of nonvolatile memory into a CPU’s address space. In
some examples, the firmware volume can also include code to access and/or map

a non-volatile memory so that additional firmware volumes can be mapped.

[0017]  Other SFW modules can be organized and grouped into the other

firmware volumes based on criteria. One criteria used can include the hardware
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used in the device (e.g., processor type, specific revision of hardware design,
etc.). Another criteria can include security (e.g., separating security-sensitive SFW
modules into separate firmware volumes). A further criteria can include a license
(e.g., some SFW modules may be available if a license is present). Moreover,
another criteria can include updatability, for example, a SFW can be separated if it
can be updated and/or applied without reboot from those that require a reboot to
take effect. In some examples, the boot firmware from the boot firmware volume
can discover the additional firmware volumes, determine which firmware volumes
are relevant (e.g., determine whether the firmware volume matches a correct

hardware), and dispatch the SFW modules in the additional firmware volumes.

[0018] In a system comprising of multiple machines or “nodes,” SFW libraries
can be deployed using firmware volumes according to the specifics of the node
that the firmware is being deployed. For example, a node with an x64 CPU could
use a set of SFW volumes that configure the x64 processors for use within the
system. In another example, a node with particular security provisions could use a
set of SFW volumes including the security provisions. In yet another example, a
node or set of nodes may support a real-time or low-latency application suite.

SFW volumes with a low runtime execution profile may be used in this case.

[0019] To use multiple SFW volumes on particular nodes, the SFW volumes
can be matched with the hardware of the respective nodes and/or a profile as
further described herein. In one example, the SFW volumes can be placed at pre-
determined offsets within the SFW image space on the node based on their
relative location within the SFW execution flow. In another example, wrappers can
be placed around the firmware volumes or a table, list, or filesystem may be

constructed to allow more flexibility for placement.

[0020] Moreover, updating the SFW volumes with fixes and/or enhancements
could be accomplished by allowing the relevant node(s) (e.g., the nodes using the
respective SFW volume) pull down or directly execute the updated SFW volume
when a change occurs. This can further avoid the overhead of sending a large

monolithic image to each affected node. In one example, the location of the SFW
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volume that was changed could be stored in a mapfile, a table, a list, a filesystem,
etc. for the deploying component to parse. In one example, the update can be
accomplished using an in-place replacement. In another example, the update can
be accomplished using a mechanism to support an along-side replacement in
order to keep a copy of the previous version of the SFW volume. With this
approach, a presumably working copy of a compatible firmware volume is saved
in case a rollback is to be used.

[0021]  FIG. 1 is a block diagram of a computing system including a computing
device capable of loading firmware volumes from a memory accessible by other
computing devices, according to an example. FIG. 2 is a block diagram of a
computing device capable of loading firmware volumes from a memory accessible

by other computing devices, according to an example.

[0022] In one example, computing device 102 of system 100 includes a boot
engine 110, a selection engine 112, a firmware load engine 114, and a hardware
configuration 116. The hardware configuration can include a number of hardware
components 118. The computing device 102 can access a memory 140 that
includes a plurality of firmware volumes 142 that are also available to a plurality of
other computing devices 150a — 150n. In some examples, as shown in FIG. 2, the
computing device 102 further includes a profile engine 120, a license engine 122,
a management engine 124, a processor 230, memory 232, and input/output
interfaces 234. The input/output interfaces 234 can be connected to an input
device 240, an output device 242, input/output devices, etc. Examples of
computing devices 102, 150a — 150n can include computers such as servers,
blade servers, workstations, desktop computers, etc. In some examples, the
computing devices 102, 150 can be part of a system 100 that uses the individual

computing devices 102, 150 as nodes.

[0023] Boot engine 110 can be used to boot the computing device 102 into a
state where the computing device 102 is capable of accessing memory 140. The
memory 140 is available to a plurality of other computing devices 150a — 150n.

The memory is a persistent memory. Examples of persistent memory include
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memristors, phase change memory, flash memory, ferroelectric random access
memory, magnetoresistive random access memory, etc. In some examples, the
persistent memory can also be a main memory of at least one device of the
system 100. Moreover, in some examples, the memory 140 can be made up of
multiple memories. As such, some of the firmware volumes 142 can be located
on one computing device and other firmware volumes located on other computing

devices.

[0024] The boot engine 110 can use a SFW volume to boot the device into the
state. The SFW volume can be located at a particular location in the computing
device’s 102 memory to load, for example, at a boot reset vector. As such, the
SFW volume can be considered early crawl-out code. Similarly, in some
examples the selection engine 112 and/or firmware load engine 114 can be
implemented using machine executable SFW volumes located on the computing
device 102. In other examples, the selection engine 112 and/or firmware load
engine 114 may be implemented using machine executable SFW volumes 142.
For example, in one example, a hardware capability may be implemented where
the boot reset vector is remapped to memory 140, where one or more parts of
boot engine 110, selection engine 112, and/or firmware load engine 114 may
reside within the firmware volumes 142. In some examples, the boot engine 110,
selection engine 112, and firmware load engine 114 can be implemented using a

single SFW volume. In other examples, multiple SFW volumes can be used.

[0025] As noted above, memory 140 includes a plurality of firmware volumes
142. In some examples, the firmware volumes 142 are connected via a high
speed connection (e.g., gigabit Ethernet). In other examples, other types of
connections can be used, for example, a photonic connection. The firmware
volumes 142 can include firmware volumes for use with the hardware
configuration 116 of computing device 102 as well as firmware volumes for use
with other hardware components. In some examples, the respective firmware
volumes 142 are configured for particular components or sets of components
(e.g., a processor, a processor type, a system board, encryption/decryption

accelerators, video encode engines, video compression engines, physical

7
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sensors, communication devices, etc.). Further, in some examples, some of the
firmware volumes 142 can also be configured for particular functionality, for

example, based on a profile or license.

[0026] A selection engine 112 can be used to select a subset of the firmware
volumes 142 for use with the hardware configuration 116 of computing device
102. In some examples, one firmware volume can be selected, in other examples,
multiple firmware volumes can be selected. The hardware configuration 116 is a
set of hardware components 118 available at the computing device 102. In one
example, part of the selection process and/or boot process can include detecting
hardware components 118 of the computing device 102 that make up the
hardware configuration 116. In one example, hardware components 118 may
respectively be associated with an order. For example, a system board with a
socket for a peripheral device may be associated in the order to be initialized
before the peripheral device itself. The selection engine 112 can select firmware
volumes 142 to use based on the hardware configuration 116. For example,
particular firmware volumes 142 may be associated to particular hardware
components 118. Different firmware volumes 142 can be selected for different
hardware components 118. For example, a first firmware volume can be selected
for a first hardware component and a second firmware volume can be selected for

a second hardware component.

[0027] A mapping can be used during the selection process. For example, a
management engine 124 can be used to select associated firmware volumes 142.
The management engine 124 can provide management access of the computing
device 102 to an administrator (e.g., as a web page, as an application
programming interface to the computing device 102, etc.). In some examples, the
management engine 124 can be accessible when the computing device 102 is

powered down.

[0028] In one example, the management engine 124 can be used to select
firmware volumes 142 to use with the hardware configuration 116. Moreover, in

one example, multiple firmware volumes can be associated with a hardware
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component 118. The volumes may be different based on varying factors (e.g.,
version number, particular licenses used to implement the firmware, a particular

implementation used by a profile, etc.).

[0029] In one example, the management engine 124 can be used to choose
the firmware volumes based on profiles. For example, a profile can be set for a
particular function of the computing device 102 in the system 100. In one
example, the computing device 102 may be associated with particular security
features. As such, corresponding firmware volumes associated with
implementations of the security features can be selected. In another example,
computing device 102 can be associated with a particular processor 230.
Corresponding firmware volumes can be selected based on the presence of the
processor 230. In a further example, the computing device 102 may be used for a
real-time or low-latency application suite, as such, firmware volumes associated
with a low runtime execution profile can be selected. A profile engine 120 can be
used to manage the use of profiles. Profile settings can be used to help select a

firmware volume for a hardware component.

[0030] In another example, the presence of a license can be used for selection
of the firmware volumes. For example, license engine 122 can be used to
determine what licenses are present for the computing device 102. This can be
implemented using, for example, tokens indicating whether particular licenses are
present or another licensing scheme. In one example, the licensing scheme can
include the number of processors of cores to be implemented. In another
example, the licensing scheme may be used to allow usage of a portion of the
hardware components, for example, by including a threshold that can be used by
the computing device 102 (e.g., an Ethernet bandwidth threshold, a processing
threshold, etc.). In a further example, a licensing scheme may be used to allow
functionality of particular hardware components.

[0031]  As such, when the computing device 102 boots, the boot engine 110
can initialize the computing device 102 to be able to communicate to memory 140.

The boot engine 110 can also determine what hardware components 118 are
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located on the computing device 102. In some examples, the boot engine 110
can begin execution of data from memory 140 to find some of the hardware
components 118. For example, the boot engine 110 can point to a memory
location of an updated list of possible components. In some examples, associated
firmware volumes can also be available on a data structure accessible by the
computing device 102. In some examples, management engine 124 can be used
to provide such a data structure locally onto the computing device 102. In other
examples, the data structure can be read from the memory 140 once the memory
140 is accessible. As noted, profiles, profile settings, and/or licensing information

can be used to select firmware volumes.

[0032] Firmware load engine 114 can be used to load the selected firmware
volumes. In one example, a first firmware volume can be loaded for a first
hardware component and a second firmware volume can be loaded for a second
hardware component. In some examples, loading the firmware volume can
include initializing an associated hardware component using the firmware volume.

In some examples, the loading can occur directly from the memory 140.

[0033] In some examples, the firmware volumes are loaded by mapping the
respective firmware volumes to a memory address associated with firmware for
the computing device 102. Moreover, the memory 140 may be accessible to the
computing device 102 and/or the other computing devices 150 as a fabric-
attached memory. A fabric-attached memory is a memory subsystem attached to
the computing device 102 and/or the other computing devices 150 through a high

speed network, for example, via a photonic connection.

[0034] In one example, a firmware volume used by the computing device 102
is updated. The firmware volume can be updated remotely, that is, by a device
other than the computing device 102, such as one of the other computing device
150 or using another remote management approach. In one example, when the
volume is updated, a volume management system can be used to let
management engines on computing devices know of the update via a message.

Various approaches can be used, for example, a publisher/subscriber approach,

10
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using a list, etc. As such, in the example, when the firmware volume is updated, a
message indicating the update is sent to the management engine 124. The
management engine 124 can then cause the firmware load engine 114 to re-load
the updated firmware volume. In some examples, a reboot is not necessary to
update the firmware volume used. Moreover, in some examples, the firmware
volumes can be individually updated. In other examples, a message need not be
sent, but instead the updated firmware volume can be implemented the next time

the computing device 102 boots.

[0035] The system 100 can include a computing device 102 that
communicates with other devices via a communication network (e.g., via a
input/output interface 234). In certain examples, the devices can be computing
devices, such as servers, client computers, desktop computers, mobile computers,
etc. In other examples, the devices can include special purpose machines. The
device may be implemented via a processing element, memory, and/or other

components.

[0036] The communication network can use wired communications, wireless
communications, or combinations thereof. Further, the communication network
can include multiple sub communication networks such as data networks, wireless
networks, telephony networks, etc. Such networks can include, for example, a
public data network such as the Internet, local area networks (LANs), wide area
networks (WANSs), metropolitan area networks (MANs), cable networks, fiber optic
networks, combinations thereof, or the like. In certain examples, wireless
networks may include cellular networks, satellite communications, wireless LANS,
etc. Further, the communication network can be in the form of a direct network
link between devices. Various communications structures and infrastructure can

be utilized to implement the communication network(s).

[0037] By way of example, the devices communicate with each other and other
components with access to the communication network via a communication
protocol or multiple protocols. A protocol can be a set of rules that defines how

nodes of the communication network interact with other nodes. Further,

11
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communications between network nodes can be implemented by exchanging
discrete packets of data or sending messages. Packets can include header
information associated with a protocol (e.g., information on the location of the
network node(s) to contact) as well as payload information. System 100 can
connect one or more computing devices 102, 150 to the communication network
to provide communications to other devices. This can enable use of the system

for various purposes, for example, database use, web site serving, etc.

[0038] The engines 110, 112, 114, 120, 122, 124 include hardware and/or
combinations of hardware and programming to perform functions provided
herein. Moreover, the modules (not shown) can include programming functions
and/or combinations of programming functions to be executed by hardware as
provided herein. When discussing the engines and modules, it is noted that
functionality attributed to an engine can also be attributed to the corresponding
module and vice versa. Moreover, functionality attributed to a particular module
and/or engine may also be implemented using another module and/or engine.
As noted above, some of the engines can be implemented as hardware

executing firmware volumes.

[0039] A processor 230, such as a central processing unit (CPU) or a
microprocessor suitable for retrieval and execution of instructions and/or electronic
circuits can be configured to perform the functionality of various engines and
modules described herein. In certain scenarios, instructions and/or other
information, such as address information of firmware volumes, can be included in
memory 232 or other memory. Input/output interfaces 234 may additionally be
provided by the computing device 102. For example, input devices 240, such as a
keyboard, a sensor, a touch interface, a mouse, a microphone, etc. can be utilized
to receive input from an environment surrounding the computing device 102.
Further, an output device 242, such as a display, can be utilized to present
information to users. Examples of output devices include speakers, display
devices, amplifiers, etc. Moreover, in certain examples, some components can be
utilized to implement functionality of other components described herein.

Input/output devices such as communication devices like network communication

12
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devices or wireless devices can also be considered devices capable of using the

input/output interfaces 234.

[0040] FIG. 3 is a block diagram of a system including nodes capable of
selecting firmware volumes to load based on hardware components of the
respective nodes, according to an example. System 300 can include a number of
nodes 302a, 302b — 302m. The respective nodes can include respective memory
304a, 304b — 304m and respective hardware components 306a, 306b — 306m.
Memory 304 of the nodes can be interconnected using a fabric 320. The fabric
320 can be implemented as a high speed connection, such as a photonic
connection. Further, in one example, the memory 304 may be a direct load
memory via the fabric 320. A direct load memory is a memory that allows certain
hardware access to a main system memory (e.g., memory 304) independently of a

central processing unit.

[0041] In certain examples, firmware volumes 308 can be accessible by the
nodes via the fabric 320. Further, one or more of the nodes 302 can use the
firmware volumes 308 to load selected firmware onto the respective hardware
components 306. FIG. 3 shows the firmware volumes 308 located on node 302m,
however, it is intended that firmware volumes 308 can be located on the node
302m, on multiple nodes as redundancy, and/or split among multiple nodes.

[0042] In some examples, some of the nodes, for example, node 302a can
include a boot volume 312 that include early initialization code that can be
executed by hardware. The boot volume 312 can be small and include enough
functionality to initialize the node 302 to a state where the node 302a can access

the firmware volumes 308 (e.g., using the fabric 320).

[0043] Using the boot volume 312, the node 302 can determine the hardware
components 306a (e.g., by scanning for hardware, using a data structure from a
management system of the node 302, etc.). The node 302a can then select a
subset of the firmware volumes 308 to implement (e.g., by executing the
respective firmware volumes) on the node 302a based on the determined

hardware. In some examples, the subset is also based on a profile as discussed
13
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above. Further, some of the firmware volumes can be selected based on a
license as discussed above.

[0044] The node 302a can load the selected firmware volumes for the
hardware components 306a. As noted above, other nodes can similarly use the
firmware volumes 308. In one example, node 302b can include hardware
components 306b that are in the same hardware configuration as hardware
components 306a, but different firmware volumes are selected. In this case, a
profile for node 302b can be different. As such, the selected subset of firmware

volumes to implement are different.

[0045] In one example, a firmware update to a firmware volume can occur
using the volume management engine 310 and/or new firmware volumes can be
added. In one example, when a new volume is compiled, the volume can be
added to a firmware repository including the firmware volumes. Further, the
volume management engine 310 may associate the firmware volume with one or
more profiles, profile settings, licenses, hardware configurations, etc. A
notification can be sent to nodes using the firmware volume, for example, node
302a. Node 302a can then begin using the new firmware volume. In some
examples, a reboot is not needed and the firmware volume can be implemented
on the fly. In other examples, the new firmware volume can be used after a
reboot. Though volume management engine 310 is shown in node 302m,
firmware management engine 310 may be located in another device, such as one
of the other nodes with access to memory 304m or an external device capable of

updating the firmware volumes.

[0046] In some examples, the firmware update to the firmware volumes or
addition of new firmware volumes can occur remotely from the node consuming
the firmware volume. In some examples, the volume management engine 310 is
used to perform the update. In other examples, the new firmware volume can be

built and uploaded remotely from the node 302m.

[0047]  Moreover, the volume management engine 310 can be used to manage
the firmware volumes 308. For example, certain firmware volumes associated

14



WO 2017/052528 PCT/US2015/051623

with a particular stage of production or revision of a machine is made, the
respective firmware volumes can be tracked and protected. In one example, the
firmware volumes can be associated with a particular type of node (e.g., web
server node in a particular configuration). The firmware volumes can be tagged as
such and protected (e.g., marked read only). Moreover, firmware volumes can be
backed up. Moreover, the volume management engine 310 may generate an
index of the firmware volumes 308. The index can be sent to the nodes 302

during boot up to facilitate loading of the firmware volumes.

[0048] For example, the index can be kept at a particular memory location that
the respective nodes read during execution of a boot volume 312. When firmware
volumes are selected, the location of the firmware volume in the memory 304m
can be determined from the index. In some examples, this type of interaction can
take place with a management subsystem of the nodes instead of during the boot
process. In some examples, the index (or other data structure) can include which
firmware volume to use for respective hardware components, profile, license, or a
combination thereof. In some examples, a profile may limit the code base to a
particular set (e.g., default). In other examples, the profile may indicate that the
node should run the latest firmware volume. Similarly, the profile may indicate
whether a stable build or beta build is can be used. For example, a set of test
nodes can have a profile that uses beta builds while a set of production nodes

have a profile that uses production tested builds of the firmware volumes.

[0049] In one example, because the respective nodes need not include all of
the firmware volumes, but instead use a boot volume 312, nodes can be
manufactured and shipped with a final boot volume. Thus, the majority of the
firmware need not be finalized when the nodes are manufactured. The firmware
volumes can be finalized and added to the system 300 at a later time than
manufacturing. This is advantageous compared to a single monolithic firmware
image that would traditionally be required to be complete before manufacturing

and boxing of computing devices.
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[0050] In some examples, the volume management engine 310 can push
selected firmware volumes for a particular node (e.g., node 302a) to the node
302a for loading. In one example, during boot or before boot, the node 302a (e.g.,
via a management engine or via a process in a boot engine) can provide the
volume management engine 310 with information about the hardware
components 306a and/or profile information and/or license information. The
volume management engine 310 uses the received information to select firmware
volumes to load for the hardware components. As noted above, the selection can
be based on the hardware components, the profile information, the license
information, or a combination thereof. The selected firmware volumes can be
loaded onto the node 306a, for example, by pushing the selected firmware
volumes to local memory 304a of node 302a. In some examples, the local
memory 304a is also accessible by other nodes. Moreover, the volume
management engine 310 can cause loading of the firmware volumes for multiple

ones of the nodes of the system 300.

[0051] In some examples, the nodes can execute the selected firmware
volumes from local memory during boot. For example, the volume management
engine 310 can select a subset of firmware volumes 308 for node 302b based on
hardware components 306b, profile information, license information, or a
combination thereof. The subset of firmware volumes can be provided to memory
304b. Node 302b can then execute the selected subset of firmware volumes. In
one example, node 304b can include the same hardware configuration of
hardware components, but load and execute a different subset of firmware

volumes. This can be based, for example, on a profile.

[0052] FIG. 4 is a flowchart of a method for a computing device to load
selected firmware volumes from a memory located at another computing device,
according to an example. FIG. 5 is a block diagram of for a computing device to
load selected firmware volumes from a memory located at another computing
device, according to an example. Although execution of method 400 is described
below with reference to computing device 500, other suitable components for

execution of method 400 can be utilized (e.g., computing device 102). Method
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400 may be implemented in the form of executable instructions stored on a
machine-readable storage medium, such as storage medium 520, and/or in the
form of electronic circuitry. Some of the instructions can be in the form of a local

firmware volume.

[0053] The computing device 500 includes, for example, a processor 510, and
a machine-readable storage medium 520 including instructions 522, 524, 526 for
booting the computing device 500 to a state where the computing device can
access and load firmware volumes from a memory located at another device. In
certain examples, the memory can be non-volatile. Further, in some examples,
the memory can be part of a main memory of the other device. The memory can
be connected, for example, by a fabric. Computing device 500 may be, for

example, a server, a workstation, a desktop computer, a thin client, etc.

[0054] Processor 510 may be, at least one central processing unit (CPU), at
least one semiconductor-based microprocessor, at least one graphics processing
unit (GPU), other hardware devices suitable for retrieval and execution of
instructions stored in machine-readable storage medium 520, or combinations
thereof. For example, the processor 510 may include multiple cores on a chip,
include multiple cores across multiple chips, multiple cores across multiple devices
(e.g., if the computing device 500 includes multiple node devices), or combinations
thereof. Processor 510 may fetch, decode, and execute instructions 522, 524,
526 to implement method 400 as well as additional functionality. As an alternative
or in addition to retrieving and executing instructions, processor 510 may include
at least one integrated circuit (IC), other control logic, other electronic circuits, or
combinations thereof that include a number of electronic components for

performing the functionality of instructions 522, 524, 526.

[0055] Machine-readable storage medium 520 may be any electronic,
magnetic, optical, or other physical storage device that contains or stores
executable instructions. Thus, machine-readable storage medium may be, for
example, Random Access Memory (RAM), an Electrically Erasable

Programmable Read-Only Memory (EEPROM), a storage drive, a Compact
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Disc Read Only Memory (CD-ROM), and the like. As such, the machine-
readable storage medium can be non-transitory. As described in detail herein,
machine-readable storage medium 520 may be encoded with a series of

executable instructions for loading selected firmware volumes.

[0056] At 402, the processor 510 can execute the boot instructions 522 to
initialize the computing device 500 and boot the computing device 500 to a state
where the device is capable of accessing a memory available to multiple other
computing devices. The memory can be located at one of the other computing
devices and connected via a fabric as described above. Moreover, in some
examples, the memory can be a main memory for that device. Further, the
memory can be a non-volatile memory. In certain examples, computing device
500 is initialized to be able to directly address the memory. During initialization,
the computing device 500 can detect hardware components of the computing
device 500.

[0057] The detected hardware components can be used to select firmware
volumes to load for the computing device 500. At 404, firmware volumes can be
selected based on the hardware components, for example, by executing firmware
selection instructions 524. As noted above, the firmware volumes can also be
selected based on a profile and/or a license. At 406, the firmware load instructions
526 can be executed to load the selected firmware volumes. In one example, the
firmware can be loaded by mapping the firmware volume or copying parts of the
firmware volume for one of the hardware components to a memory (e.g., a volatile

or non-volatile memory) used by the hardware component.

[0058] In some examples the determination of the hardware components,
selection of firmware volumes, and loading of the firmware volumes can be rolling.
For example, the processor 510 can detect a system board, select a firmware
volume for the system board, and load the firmware volume for the system board.
Then, the processor 510 can detect a peripheral device attached to the system
board, select a firmware volume for the peripheral device, and load the firmware

volume.
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[0059] As noted above, one or more of the firmware volumes located on the
memory can be updated (e.g., updated by a remote system). The location of the
updated firmware can be provided to the computing device 500. The computing
device 500 can then load the updated firmware from the memory. In some
examples, the load can occur without rebooting of the computing device 500. In
some examples, the boot instructions 522, the firmware selection instructions 524,
and/or the firmware load instructions 526 can be part of an initial local firmware

volume.
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CLAIMS

What is claimed is:

1. A computing device comprising:

a boot engine to boot the computing device to a state where the computing
device is capable of accessing a memory available to a plurality of other
computing devices,

wherein the memory includes a plurality of firmware volumes;

a selection engine to select at least one of the firmware volumes based on a
hardware configuration of the computing device; and

a firmware load engine to load the at least one firmware volume.

2. The computing device of claim 1, further comprising:

a plurality of hardware components,

wherein a first one of the firmware volumes is loaded for a first one of the
hardware components, and

wherein a second one of the firmware volumes is loaded for a second one of the

hardware components.

3. The computing device of claim 1, further comprising:

a profile engine to determine a profile including a plurality of settings for the
hardware configuration,

wherein the selection engine is further to select the at least one firmware

volume based on the settings.

4. The computing device of claim 1, further comprising:

a plurality of hardware components; and

a license engine to determine a license associated with the hardware
components,

wherein the at least one firmware volume is further selected based on the

license.

5. The computing device of claim 1, wherein the at least one firmware

volume is loaded by mapping the at least one firmware volume to a memory
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address associated with firmware for the computing device and wherein the
memory is persistent and the memory is accessible via a memory fabric to each

of the other computing devices.

6. The computing device of claim 1, further comprising:

a management engine,

wherein the at least one firmware volume is updated,

wherein the management engine receives a message indicating that the at least
one firmware volume was updated, and

wherein the firmware load engine re-loads the updated at least one firmware

volume.

7. The computing device of claim 6, further wherein the management

engine is further to set a location of the at least one firmware volume.

8. A non-transitory machine-readable storage medium storing firmware

instructions that, if executed by at least one processor of a device, cause the

device to:

boot the device to a state where the device is capable of accessing a memory
available to a plurality of other computing devices and located remote
from the device,

wherein the memory includes a plurality of firmware volumes;

select at least one of the firmware volumes based on a plurality of hardware
components of the device; and

load the selected firmware volumes.

9. The non-transitory machine-readable storage medium of claim 8, further
comprising firmware instructions that, if executed by the at least one processor,
cause the device to:

detect the hardware components;

map a first one of the firmware volumes for a first one of the hardware

components to a non-volatile memory of the device.
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10.  The non-transitory machine-readable storage medium of claim 8, further
comprising firmware instructions that, if executed by the at least one processor,
cause the device to:

determine a profile including a plurality of settings for the hardware components,
wherein selection of the at least one firmware volume is further based on the

profile.

11.  The non-transitory machine-readable storage medium of claim 8, further
comprising firmware instructions that, if executed by the at least one processor,
cause the device to:

determine a license associated with one of the hardware components,

wherein selection of one of the at least one firmware volume is based on the

license.

12.  The non-transitory machine-readable storage medium of claim 9, further

comprising firmware instructions that, if executed by the at least one processor,

cause the device to:

receive a location of an updated firmware volume for the at least one firmware
volume;

use the updated firmware volume in place of the at least one firmware volume.

13. A system comprising:

a plurality of nodes;

a plurality of firmware volumes accessible by the plurality of nodes via fabric
attached memory,

wherein one of the nodes includes a plurality of hardware components,

wherein the firmware volumes are located external to the one node,

wherein a subset of the firmware volumes are selected to load for the one node
based on the hardware components and a profile;

wherein the one node is to:

execute the selected firmware volumes for the hardware components.
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14.  The system of claim 13, wherein at least one of the selected firmware
volumes is further selected based on a license for usage of one of the hardware

components.

15.  The system of claim 13, wherein a second one of the nodes includes a
plurality of other hardware components in a same hardware configuration as the
one node, wherein a second plurality of firmware volumes are selected for the
other hardware components based on a second profile, wherein the second one
node is further to:

execute the second selected firmware volumes,

wherein the second selected firmware volumes are different from the selected

firmware volumes.
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