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id-kiec—arcCertReseponse OBJECT IDENTIFIER
korea(410) kiec(200032) certificate(2) 2 }
ARCCertResponse ::= CHOICE ({

arcCertInfo [0] EXPLICIT ARCCertInfo,
arcErrorNotice [1] EXPLICIT ARCErrorNotice }

::= { iso(1) member—body (2)
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ARCCertInfo

:= SEQUENCE {
version [0] EXPLICIT ARCVersion DEFAULT vl,

serialNumber SerialNumber,
issuer GeneralNames,
dateOfIssue GeneralizedTime,
dateOfExpire DateOfExpiration,
policy ARCCertificatePolicies,
requestInfo RequestInfo,
target TargetToCertifly,
extionsions [1] EXPLICIT Extensions OPTIONAL }
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ooo000o0oaoao
OO0o0o0oo00oo0ao
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ARCVersion ::= INTEGER {v1(1), v2(2), v9(9)}
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SerialNumber ::= INTEGER
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[#10]

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] OtherName,
rfc822Name [1] IA5String,
dNSName (2] IA5String,
x400Address [3] ORAddress,
directoryName (4] Name,
ediPartyName [5] EDIPartyName,

uniformResourceldentifier
iPAddress

registeredID

[8] OBJECT IDENTIFIER }

Name ::= CHOICE ({
RDNSequence }

type AttributeType,
value AttributeValue }

AttributeValue ::= ANY DEFINED

DirectoryString ::= CHOICE {
teletexString
printableString
universalString

utf8String

bmpString

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

RelativeDistinguishedName ::= SET OF AttributeTypeAndValue

AttributeTypeAndValue ::= SEQUENCE {

AttributeType ::= OBJECT IDENTIFIER

[6] IA5String,
[7] OCTET STRING,

BY AttributeType

TeletexString (SIZE (1..MAX)),
PrintableString (SIZE (1..MAX)),
UniversalString (SIZE (1..MAX)),

UTF8String (SIZE (1..MAX)),
BMPString (SIZE (1..MAX)) }
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[£1 2]

ARCCertificatePolicies ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE {

policylIdentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF

PolicyQualifierInfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE {

policyQualifierld PolicyQualifierld,
qualifier ANY DEFINED BY policyQualifierld }
PolicyQualifierId ::= OBJECT IDENTIFIER ( id-qt-ecps | id-qt-unotice )

Qualifier ::= CHOICE {
cPSuri CPSuri,

userNotice UserNotice }
UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,

explicitText DisplayText OPTIONAL}

NoticeReference ::= SEQUENCE {

organization DisplayText,

noticeNumbers SEQUENCE OF INTEGER }

DisplayText ::= CHOICE {

iabString IA5String (SIZE (1..200)),

visibleString VisibleString (SIZE (1..200)),

bmpString BMPString (SIZE (1..200)),

utf8String UTF8String (SIZE (1..200)) }
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[%13]
AIE B i 4H Bk 01D Qualifier
A5 REFH & 1.2.410.200032. 6. 1 “E(SIERHE”
ZAGRE & 1.2.410.200032. 6. 2 “ZIEIERAE”
) "B Rk BA & 1.2.410.200032. 6. 3 “RE B ZERA &
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[#£1 4]
RequestInfo ::= CHOICE f{
arcCertRequest ARCCertRequest,
null NULL }
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[#%15]

TargetToCertify ::= CHOICE {

opRecord [0] EXPLICIT OperationRecord,

orgAndIssued [1] EXPLICIT OriginalAndIssuedDocumentInfo,

dataHash [2] EXPLICIT HashedDatalnfo

distributionInfos [10] EXPLICIT DistributionInfos }

DistributionInfos ::= SEQUENCE OF DistributionInfo

DistributionInfo ::= SEQUENCE {

senderAdd UTF8String,

receiverAdd UTF8String,

dateOfSend GeneralizedTime,

dateOfReceive [0] EXPLICIT GeneralizedTime

OPTIONAL,

dateOfReceiveConfirm [1] EXPLICIT GeneralizedTime OPTIONAL,

distributionld UTF8String,

numberOfFiles INTEGER,

distributedFileInfos DistributedFilelnfos }
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[#1 6]

DistributedFileInfos ::= SEQUENCE OF DistributedFile

DistributedFile ::= SEQUENCE ({

fileHashedData HashedDatalInfo,

fileld [0] EXPLICIT UTF8String
OPTIONAL,

fileName [1] EXPLICIT UTF8String OPTIONAL }

HashedDataInfo ::= SEQUENCE ({

hashAlg HashAlgorithm,
hashedData BIT STRING }
HashAlgorithm ::= Algorithmldentifier
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BEAR7 4 —NVF N K REE
version N—T g v v9
serialNumber — K5 32byte D ELEK
issuer AERA E R E B4 IBEHEED subject DN
dateOfIssue alk B 3 o FEfa B GeneralizedTime
dateOfExpire SERAEO Y H i B GeneralizedTime
0ID : 1.2.410.200032.6.1 (%18)
policy ik B 5 BR : 1.2.410.200032.6.2 (3%(8)
:1.2.410.200032.6.3 (B1%)
requestInfo SERAEEE X v — U null
target aiF B s 42 DistributionInfos & {# F
senderAdd EEEHDLNRE ST F L AUTF8String
receiverAdd TIEHDNREFT KL AUTF8String
dateOfSend A5 H R GeneralizedTime, # %8
dateOfReceive %5 H k¥ GeneralizedTime, 1R
dateOfReceiveConfirm SZ{EMEZL H GeneralizedTime, J#R
distributionId it 18 7 Bl UTF8String
numberOfFiles ik 7 7 A VEEK
distributedFileInfos H&i% 7 7 A L IEH 12 kD DistributedFile
DistributedFile
fileHashedData ‘7 7A NNy Vo “SHA256
fileld 774/ 1D fileld & fileName 2-2®D 7 4 — /L
FDH>HD 1 2 MAE
fileName 77 A IV
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