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(57) ABSTRACT 

An embodiment of the present invention provides a proceSS 
and System for restricting access to a method in a distributed 
computing environment. An embodiment of the invention 
includes maintaining a list of methods in the distributed 
commuting environment. Further, the proceSS and System 
restrict access to a method in the distributed computing 
environment by generating a key that Specifies that the 
method is blocked and deleting the key when the method is 
not blocked. An exemplary embodiment includes capability 
to perform configuration of the System. 
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RESTRICTING ACCESS TO A METHOD IN A 
COMPONENT 

FIELD OF THE INVENTION 

0001. This invention relates generally to computer pro 
gramming, and more particularly to component based devel 
opment of computer Software. 

BACKGROUND 

0002 Building better and more efficient software is a 
goal of Software firms. Significant developments have been 
made to address this goal, which has led to new and easier 
programming languages, better database Systems, and Sig 
nificant improvements in object oriented programming. One 
Such improvement has been the advent of component based 
development. Component based development generally 
involves writing or developing Small components, where 
each Small component does Specific work, and integrating 
the Small components with other Small components to form 
large components or to form an application. 
0.003 Component based development is prevalent in dis 
tributed computing environments where information is 
shared in, generally, heterogeneous computer networks. For 
example, many mission-critical computer Software applica 
tions utilize distributed computing environments to share 
information. In a distributed computing environment, dif 
ferent components may perform different tasks and the 
different components may be disbursed over the distributed 
computing environment. Because the components may be 
disbursed and located remotely from each other, it may be 
difficult to control the components. 
0004. A problem with distributed computing environ 
ments is that quite often a component may behave unpre 
dictably. One cause of such unpredictable behavior often 
times is that certain methods of the component may create 
unpredictable behavior. Because of unpredictable behavior, 
it is desirable to be able to control a component regardless 
of where in the distributed computing environment the 
component is located. Further, it is desirable to be able to 
restrict access to a Specific method in a component from at 
least one other component. 
0005 Since components are often employed with distrib 
uted computing environments, and the distributed comput 
ing environment may include disparate platforms, operating 
Systems and or languages, it is desirable to have a uniform 
System for restricting acceSS which can be utilized on any 
platform, with any operating System or accessed regardless 
of the language used by the application. Accordingly, a need 
exists for restricting access to a method in a component. 

SUMMARY 

0006 An embodiment of the present invention provides 
a proceSS and System for restricting access to a method in a 
distributed computing environment. An embodiment of the 
invention includes maintaining a list of methods in the 
distributed commuting environment. Further, the proceSS 
and System restrict access to a method in the distributed 
computing environment by generating a key that specifies 
that the method is blocked and deleting the key when the 
method is not blocked. An exemplary embodiment includes 
capability to perform configuration of the System. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 is a block diagram illustrating the func 
tional blocks of an exemplary embodiment of the invention. 
0008 FIG. 1A illustrates an alternative embodiment of a 
block diagram of the functional blockS. 
0009 FIG. 2 illustrates a flow diagram of configuration 
in accordance with one embodiment of the present inven 
tion. 

0010 FIG. 3 illustrates a flow diagram of initialization in 
accordance with one embodiment of the present invention. 
0011 FIG. 4 illustrates a flow diagram of placing a block 
on a method in a publisher component in accordance with 
one embodiment of the present invention. 
0012 FIG. 5 illustrates a flow diagram of removing a 
block on a method in a publisher component with respect to 
more than one Subscriber component in accordance with one 
embodiment of the present invention. 
0013 FIG. 6 illustrates a flow diagram of removing a 
block on a plurality of methods in a publisher component 
with respect to a specific Subscriber component in accor 
dance with one embodiment of the present invention. 
0014 FIG. 7 illustrates a flow diagram of an alternative 
embodiment of the present invention where removing a 
block is based upon a time duration. 
0.015 FIG. 8 illustrates a flow diagram whereby an 
application maintains Status of methods in accordance With 
one embodiment of the present invention. 
0016 FIG. 9 illustrates a flow diagram of an alternative 
embodiment of the present invention where a dynamic 
method container is unavailable. 

0017 FIG. 10 illustrates a flow diagram of a deactivation 
counter in accordance with an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

0018 FIG. 1 depicts a block diagram of an exemplary 
embodiment of a distributed computing environment 100 
which may be used to restrict access to (also referred to as 
“block') a method in a component from being accessed by 
another component calling the restricted method. AS used 
herein, the term “method” refers to a software process or 
procedure that is executed and may, generally, be Synony 
mous with terms, including procedure, function, and routine. 
Further, the term “component” refers to an object that may 
have more than one associated method. For example, a 
method named “Text Color” may function to set color 
attributes of displayed textual information and “TextColor” 
may be associated with a component named “GraphicalD 
isplay Attributes' that has a number of associated methods 
which perform functions relating to a graphical display. 
0019. Shown in FIG. 1 is a distributed computing envi 
ronment 100 that includes a method control 105, a dynamic 
method container 110, a method store 115, a deactivation 
counter 117, an application 120, a publisher component 125, 
and a subscriber component 130. In an exemplary embodi 
ment, the method control 105, the dynamic method con 
tainer 110, the deactivation counter 117 and the method store 
115 are located on the same computer, e.g. Computing 
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System A. Further, the application 120, the publisher com 
ponent 125, and the subscriber component 130 are all 
located on Separate computing Systems, e.g. Computing 
Systems D, C, and F, respectively. In an alternate embodi 
ment as shown in FIG. 1A, the method control 105, the 
dynamic method container 110 and the deactivation counter 
117 are located on the same computer and the method store 
115 is located on a different computer. In an exemplary 
embodiment, the deactivation counter 117 is contained with 
the method control 105, whereas in an alternative embodi 
ment, the deactivation counter 117 is separate from the 
method control 105. 

0020. The placement of the method control 105, the 
dynamic method container 110, the method store 115, the 
deactivation counter 117, the application 120, the publisher 
component 125, and the subscriber component 130 on 
various computing Systems in the distributed computing 
environment 100 is illustrative and variations of the place 
ment of the method control 105, the dynamic method 
container 110, the method store 115, the deactivation counter 
117, the application 120, the publisher component 125, and 
the Subscriber component 130 will not further be discussed. 
0021. An exemplary embodiment of the present inven 
tion uses the JAVA programming language and environment. 
Implementation of an embodiment of the present invention 
is not restricted to JAVA, as an embodiment of the present 
invention may be applied to any other programming lan 
guage by one skilled in the art of programming. Further, 
implementation of an embodiment of the present invention 
may be realized by embedded Systems programming, e.g. by 
the use of an application programmer's interface ("API), 
Such as J2ME, to implement a microprocessor based System. 
An embodiment of the present invention assumes that a 
programmer has developed components utilizing conven 
tional programming practices and has compiled the compo 
nents using generally available compiling tools. Having 
compiled components, an embodiment of the invention 
functions to restrict access to a method while an application 
120 is executing or as is known in the art, at "runtime.” 
0022. As used herein, the term “subscriber component” is 
used to refer to a component which calls on the methods of 
another component. For example, in FIG. 1, Subscriber 
component 130 may use the methods of the publisher 
component 125. The term “publisher component” is used to 
refer to a component that provides at least one method. For 
example, as shown in FIG. 1, publisher component 125 may 
provide methods to various components, including Sub 
scriber component 130, in the distributed computing envi 
ronment 100. 

0023. In an exemplary embodiment, the method control 
105 functions as a controller to manage access of methods 
in the distributed computing environment 100. Further, the 
method control 105 functions as an interface to the appli 
cation 120 whereby the method control 105 communicates 
restrictions regarding the methods in the distributed com 
puting environment 100 to the application 120. The method 
control 105 may also manage access to the Subscriber 
components and publisher components in the distributed 
computing environment 100. 
0024. In an exemplary embodiment, the dynamic method 
container 110 functions as a data Structure. At runtime, the 
dynamic method container 110 holds information, termed a 
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"key,” regarding restricted methods of the publisher com 
ponent 125. The information includes, for example, a 
method name, a publisher component name, any Subscriber 
component names and a release time for each Subscriber 
component, if specified. The dynamic method container 110 
provides this information to the method control 105 when 
the application 120 SeekS access to a method in the distrib 
uted computing environment 100. 

0025. In an exemplary embodiment, the method store 115 
functions to Store the methods of the publisher component 
125. By having a central repository of the methods of the 
publisher component 125 and where the method control 105 
and the method store 115 are located on the same computer 
System, efficiencies in managing access to the methods of 
the publisher component 125 may be obtained. For example, 
time spent querying the publisher component 125 is mini 
mized because the method control 105 does not have to 
query the publisher component 125 each time the applica 
tion 120 requests access to a method of the publisher 
component 125. The method control 105 simply retrieves 
the methods from the method store 115. Further, communi 
cation latency between computing Systems in the distributed 
computing environment may be decreased each time the 
application 120 requests access to a method of the publisher 
component 125. In an exemplary embodiment, the method 
Store 115 also functions as a consistent copy of the dynamic 
method container 110. In Such an embodiment, if the method 
store 115 is unable, the dynamic method container 110 
performs the functions of the method store 115. 

0026. In an exemplary embodiment, the deactivation 
counter 117 tracks the methods that need to be released 
within a specific time-frame, e.g. in the next few minutes, 
where the term released refers to removing acceSS restric 
tions on the tracked method. The deactivation counter 117 
maintains a list of methods that may need to be released after 
a specified time duration and constantly checks the time to 
release each of the methods on the list. If a method is to be 
released, the deactivation counter 117 prompts the method 
control 105 to remove access restrictions on the released 
method. In an alternate embodiment, the deactivation 
counter 117 generates a thread for every method to be 
released. In another alternative embodiment, the deactiva 
tion counter 117 may be configured to either generate 
multiple threads for every method to be released or to 
generate multiple threads for every method to be released. 

0027 Shown in FIG. 1 is a subscriber component 130 
that calls upon methods in the publisher component 125 
where the publisher component 125 is registered with the 
application 120. In an alternate embodiment, a plurality of 
Subscriber components may call upon methods in a plurality 
of publisher components where each publisher component is 
also registered with the application 120. Shown in FIG. 1A 
is an example of an embodiment where the plurality of 
subscriber components 130, 150, 155 are located on separate 
computing Systems and call upon methods in a plurality of 
publisher components 125, 135, 140, 145 where the pub 
lisher components are also located on Separate computing 
Systems. 

0028. In operation, an exemplary embodiment of the 
invention restricts access to a method in a component from 
being accessed by another component calling the restricted 
method by (a) maintaining a list of methods in the distrib 
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uted programming environment 100, (b) restricting access to 
a method in the list of methods in the distributed program 
ming environment 100 by generating a key which specifies 
that the method is blocked, and (c) deleting the key when the 
method is not blocked. An exemplary embodiment of the 
present invention may further include the Step of configuring 
data Structures. An exemplary embodiment of the present 
invention may further include the Step of maintaining a 
Status of the methods of a component. 
0029. The step of maintaining a list of methods in the 
distributed programming environment 100 functions to pro 
vide notice to the application 120 of the methods available 
by the publisher components. In an exemplary embodiment, 
the function of maintaining a list of methods is provided by 
a persistent Storage object, e.g. the method Store 115 shown 
in FIGS. 1 and 1A. Further, the function of maintaining a 
list of methods may also be provided by dynamic Storage 
object, such as the dynamic method container 110 shown in 
FIGS. 1 and 1A. 

0030 The step of restricting access to a method in the list 
of methods in the distributed programming environment 100 
by generating a key which Specifies that the method is 
blocked functions to enable the blocking of methods pro 
Vided by publisher components. In an exemplary embodi 
ment, the function of restricting access to a method may be 
provided by a processor which manages access to a method 
in the distributed programming environment 100, such as 
the method control 110 shown in FIGS. 1 and 1A. 

0031. The step of deleting the key when the method is not 
blocked functions to remove restrictions regarding access to 
the method. In an exemplary embodiment, the function of 
deleting the key may be provided by a processor which 
allows access to a method in the distributed programming 
environment 100, Such as the method control 110 shown in 
FIGS. 1 and 1A. 

0032. In an alternative embodiment, the invention further 
includes the Step of configuring data Structures. The Step of 
configuring data Structures functions to enable the invention 
to be customizable and configurable. Such a step may be 
performed before run-time, at the beginning of run-time, or 
at any time that the application 120 desires to perform 
custom configuration of data Structures. 
0033. The step of maintaining status of the methods of a 
component functions to enable an application to determine 
the accessibility to requested methods and requires that a 
proceSS periodically update the list of methods So that the list 
of methods provides an accurate indication of blocked 
methods in the distributed computing environment 100. 
0034. The step of configuring data structures may include 
a configuration utility whereby configuration parameters 
regarding operation of an embodiment of the present inven 
tion is accomplished. Specifically, the configuration utility 
may allow the application 120 to Set configuration param 
eters including a trigger time, default block duration, event 
notification, log notification, response time, and poll value. 
In an exemplary embodiment of the present invention, the 
trigger time is a time when the method control 105 parses the 
dynamic method container 110 to determine whether 
blocked methods are to be released; the default block 
duration is a default time that a method is blocked when a 
method does not have a specified block duration; event 
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notification is a binary value which when Set requires the 
method control 105 to notify the application 120 before a 
blocked method 120 is to be released; log notification is a 
binary value which when Set logs events, response time 
Specifies a Specific period of time to wait for a response from 
the application 120 after notifying the application 120 of a 
release event; and a poll value Specifies the frequency at 
which the deactivation counter 117 checks the system time 
to release blocked methods. 

0035. As shown in FIG. 2, in an exemplary embodiment, 
the application 120 sets the trigger time 200. The application 
120 then sets the default block duration 205. The application 
then may set event notification 210. Notifying the applica 
tion 120 of a release event before it occurs enables the 
application 120 to decide whether or not to extend the 
duration of the blocked method. Further, the application may 
then Set log notification 215. Setting log notification keeps 
a history of events Such as the application 120 requesting a 
blocked method, release event of a blocked method, and 
setting of configuration parameters. Further shown in FIG. 
2, the application 120 sets the response time 220. If the 
application 120 does not respond within the response time, 
the method control 105 releases the blocked method. Then 
the application 120 may set a Poll Value 225. In an alternate 
embodiment, the Poll Value is preset to an initial value, e.g. 
30 microSeconds. Configuration concludes when the appli 
cation 120 sends 230 the configuration information to the 
method control 105. The method control 105 receives and 
reads the configuration information 235 received from the 
application 120. Based upon the received configuration 
information, the method control 105 generates a configura 
tion key 240 and stores the key 245 in the method store 115. 
The configuration key 240 Serves as Security against alter 
ations to the method control 105 and is needed whenever 
changes to the method control 105 are made. 
0036) As illustrated in FIG. 3, an exemplary embodiment 
of the present invention includes a startup Sequence whereby 
startup begins by the application 120 calling upon 300 the 
method control 105. The method control 105 then parses 305 
the method store 115 and retrieves the blocked methods 310. 
The method control 105 then retrieves the configuration key 
315 from the method store 115. The method control 105 then 
loads 320 the dynamic method container 110 and inserts the 
blocked methods 325 in the dynamic method container 110. 
The method control 105 then extracts the configuration key 
from the method store 115. Based upon the details of the 
configuration key, the method control 105 initializes the 
default block duration value 335, the trigger time value 340, 
the event notification value 345, the response time value 
350, and the poll value 355. 
0037. On successful startup 360 the method control 105 
notifies 365 the application 120 of the successful startup. In 
an alternative embodiment of the present invention, if ini 
tialization of the method control 105 fails, then notification 
of the failed initialization is communicated to a user. In yet 
another alternative embodiment, if initialization of the 
method control 105 fails, then notification of the failed 
initialization is communicated to the application 120 via an 
appropriate exception. In an exemplary embodiment, if the 
method control 105 initializes and the method store 115 is 
unable, then an alternate method store may be provided and 
the method control 105 may retrieve the list of methods from 
the alternate method store. The alternate method Store may 
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be a copy of the method store 115 and may be located on a 
fault tolerant computing System in the distributed computing 
System. If the configuration key is not found from either the 
method store 115 or the alternate method store, then the 
method control 105 may begin with a default configuration 
which may be preset in an embodiment of the invention. 

0.038. In an embodiment of the present invention, the 
application 120 may handle errors received from the method 
control 105 by performing actions including restarting the 
application 120, handling the error via appropriate error 
handling Software, and Spooling until the method control 
105 is able to handle requests from the application 120. As 
is known in the art, any number of error handling derivatives 
may be accommodated by the application 120 and will not 
be further discussed. 

0039 Shown in FIG. 4 is an example of a subscriber 
component being restricted from accessing a blocked 
method. In order to restrict a Subscriber component from 
calling on a method of a publisher component, the applica 
tion 120 calls 400 the method control 105 to list methods in 
the distributed computing environment 100. The method 
control 105 then retrieves the list of methods 405 from the 
method store 115 and returns the list of methods 410 to the 
application 120. The application 120 selects a method to be 
blocked 420 from the list of methods. The application selects 
a subscriber component 425 and sets the duration for 
restricting access to the blocked method by the Subscriber 
component 430. 

0040 For example, an exemplary embodiment of restrict 
ing access by Specific Subscriber components from a method 
of a publisher component is performed by executing the 
following object: 

0041) PubOne.add( 
).SubOne.(12:45:45). SubTVo.(14:32:00).S 
bThree.(21:00:00) 

0042. In this example, a publisher component named 
“PubOne,” has a method “add( )" blocked from being 
accessed by Subscriber components named “SubOne,”“Sub 
Two,” and “SubThree” for specific durations to be released 
at the times Specified. For example, Subscriber component 
“SubOne' will be released from the restriction to accessing 
“add( )" at a time 12:45:45. 
0.043 For another example, an exemplary embodiment of 
restricting acceSS by a plurality of Subscriber components 
from a method of a publisher component is performed by 
executing the following object: 

0044) PubTwo.mul(). (18:30:00) 
0.045. In this example, a publisher component named 
“PubTwo" has blocked its method “mul()" from being 
accessed by any Subscriber component requesting access to 
the method. Access to the method is blocked for a specific 
duration and is scheduled to be released at a time 18:30:00. 
In Such an example, a method can be blocked from being 
accessed by a plurality of Subscriber components including 
all the Subscriber components in the distributed computing 
environment. 

0046. In yet another example, an exemplary embodiment 
of restricting acceSS by a Subscriber component from a 
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method of a publisher component for two specific durations 
is performed by executing the following object: 

0047) PubOne.add(). SubOne.(12:45:45).(18:00:00) 
0048. In the above example, a publisher component 
named “PubOne” has blocked its method “add( )” from 
being accessed by Subscriber component “SubOne' at mul 
tiple instances of time. The above object allows the method 
“add()” to be released at a first instance of time of 12:45:45 
and at a second instance of time 18:00:00. As the invention 
can be scheduled to block a method the method control only 
needs to include the release duration(s). In an exemplary 
embodiment, blocking access to the method “add()" may be 
performed at any time after the block is released, e.g. 
12:45:45 in the above example. By specifying a block for 
multiple times, regeneration of the key is not necessary. 
0049. In yet another example, a specific Subscriber com 
ponent may be blocked from accessing a method without 
having to explicitly specify the duration of the block 435. In 
an exemplary embodiment, a block is performed without 
having to Specify a Start time. 
0050. In an exemplary embodiment, the application 120 
transferS information regarding the block to the method 
control 105 where the information includes the publisher 
component name, name of the method to be blocked, the 
Subscriber component names and the release time for each of 
the subscriber components of the block 445 to the method 
control 105. On receiving the information regarding the 
block, the method control 105 processes the information 450 
specified and generates 455 a method key. The method key 
encapsulates the information regarding the blocked method. 
In an alternate embodiment, when a plurality of components 
are chosen to be restricted from accessing a plurality of 
methods of a component, the method control 105 generates 
a separate method key for each blocked method. 
0051. In an exemplary embodiment, the method control 
105 stores the method keys 460 in the dynamic method 
container 110 and updates the method store 115 with the 
method keys 465. In an exemplary embodiment, on Suc 
cessfully Storing the method key in the dynamic method 
container 110 and the method store 115, the method control 
105 returns a message 470 to the application 120 indicating 
that the assigned task of blocking has been performed 
Successfully. 

0.052 As illustrated in FIG. 5, releasing a blocked 
method is similar to placing a restriction on a method to be 
blocked. In an exemplary embodiment of the invention, to 
release more than one instance of a Subscriber component 
from being blocked from accessing a particular method, the 
application 120 initially requests a list of blocked methods 
from the method control 500. To get a list of blocked 
methods, the method control parses 505 the dynamic method 
container 110 to retrieve 510 the list of blocked methods. 
The method control 105 then sends the list of the blocked 
methods 515 to the application 120. In an exemplary 
embodiment, the application 120, selects the method 520, 
which is to be released and the request is sent 525 to the 
method control 105 to release the selected method. In an 
exemplary embodiment, on receiving 530 the request to 
release a method from the application 120, the method 
control 105 parses 535 the dynamic method container 110, 
extracts the method key of the selected method 540, and 
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deletes 545 the method key of the selected method from the 
dynamic method container 110. The method control 105 
then parses 550 the method store 115 and deletes the method 
key of the selected method 555 from the method store 115. 
Deleting the method key of the selected method from the 
method store 115 deletes information in the method key of 
the Selected method and results in releasing the block on the 
Selected method with respect to every instance of a Sub 
Scriber component calling the Selected method. In an exem 
plary embodiment, the method control Subsequently returns 
a message 560 to the application 120 on successful comple 
tion of releasing the blocked method. 

0053. In an alternate embodiment, a plurality of blocked 
methods are released with respect to Subscriber components. 
Illustrated in FIG. 6 is an exemplary flow diagram to 
remove restrictions on a Subscriber component when the 
Subscriber component is restricted from accessing a plurality 
of methods of a publisher component. In an alternate 
embodiment, the application 120 may remove restrictions on 
a plurality of Subscriber components that are restricted from 
accessing a plurality of methods of a publisher component. 
In either case, the application 120 requests the method 
control 105 to display 600 the list of methods that are 
blocked with respect to a Subscriber component and the 
method control 105 parses 605 the dynamic method con 
tainer 110 to search 610 for methods that are blocked from 
being accessed by the Subscriber component. 

0054. In an exemplary embodiment of the invention, the 
application 120 selects the Subscriber component 625 to be 
released and Selects the methods that need to be released for 
the selected Subscriber component 630, 635. The application 
120 sends the release details 640 to the method control 105. 
The method control 105 reads the details 645 received from 
the application 120, parses 650 the dynamic method con 
tainer 110, and extracts the method keys 655 of the methods 
which are to be released with respect to the selected Sub 
scriber component. The method control 105 then deletes 
method keys 660, 665 of the Subscriber component of the 
selected methods. The method control 105 then parses 670 
the method store 115 and deletes the method keys 675 of the 
subscriber component, e.g. sub 1, in the method store 115. 
The method control 105, on completion of this task informs 
680 the application 120 of the successful completion of the 
task of releasing the restrictions on a Subscriber component 
from accessing methods of the publisher component. To 
remove restrictions relating to a plurality of Subscriber 
components, the method control 105 deletes method keys 
with respect to each Subscriber component requiring acceSS 
to the blocked methods. 

0055 As illustrated in FIG. 7, in an exemplary embodi 
ment of the invention, the method control 105 is configured 
to release one or a plurality of blocked methods in a 
publisher component at expiration of a block time for one or 
a plurality of methods with respect to a Subscriber compo 
nent. In an alternate embodiment, the method control 105 is 
configured to release one or a plurality of blocked methods 
in a publisher component at expiration of a block time for 
one or a plurality of methods with respect to a plurality of 
Subscriber components. 

0056. In an exemplary embodiment of the invention, 
when a trigger is initiated 700, the method control 105 
parses 705 the dynamic method container 110 and extracts 
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the method keys 710 from the dynamic method container 
110 and reads a duration parameter in the method keys to 
identify 715 which methods and what time each method is 
scheduled for release. The method control 105 prepares a list 
of methods that will be released shortly, e.g. within a time 
frame of five minutes, and notifies 720 the application 120. 
The method control 105 receives a confirmation 725 from 
the application 120 and releases 730 the selected method or 
a plurality of Selected methods. The release Sequence is as 
described in FIG. 6. 

0057. As illustrated in FIG. 8, in an exemplary embodi 
ment of the invention, the application 120 restricts a Sub 
Scriber component from accessing a method in a publisher 
component depending on whether the method has been 
blocked with respect the Subscriber component. If the appli 
cation 120 does not restrict a subscriber component from 
accessing a method in a publisher component, then the 
application 120 allows access to the method in the publisher 
component with respect to the unrestricted Subscriber com 
ponent. In an alternate embodiment, the application 120 
restricts a Subscriber component from accessing a plurality 
of methods in a publisher component, depending on whether 
such methods have been blocked with respect to such 
subscriber components. If the application 120 does not 
restrict the Subscriber component from accessing the plu 
rality of methods in the publisher component, then the 
application 120 allows access to the methods in the com 
ponent with respect to the unrestricted Subscriber compo 
nentS. 

0.058 As illustrated in FIG. 8, in an exemplary embodi 
ment, when a subscriber component 130 requests 800 the 
application 120 for access to a method. The application 120 
queries 805 the method control 105 to determine whether the 
Subscriber component 130 can access the requested method. 
The method control 105 then parses 810 the dynamic 
method container 110 to check acceSS restrictions on the 
requested method, which is requested by the Subscriber 
component 130. The method control may determine that the 
requesting Subscriber component 130 is blocked from access 
by the requested method and may Subsequently notify the 
application 120 that the requesting Subscriber component is 
blocked from accessing the requested method. Notifying is 
performed by returning a status 820 (e.g. whether the 
requested method is blocked for the requesting Subscriber 
component or if the method is blocked for all subscriber 
components) to the application 120. In an exemplary 
embodiment, if the Status is that the requested method is 
blocked, the application 120 will not process the request of 
the Subscriber component as the method is blocked from 
being used. If the application 120 is notified that the method 
being requested is currently blocked, then the application 
120 returns a message to the Subscriber component calling 
the blocked method. 

0059. In an exemplary embodiment of the invention, 
when a subscriber component 130 requests 830 the appli 
cation 120 for access to a method, the application 120 
queries 835 the method control 105 to determine whether the 
requesting Subscriber component 130 can access the 
requested method. The Method control parses the dynamic 
method container 840 to determine whether the requesting 
Subscriber component has access to the requested method. 
The determination is termed a “status” and information is 
sent to the application 120 by the method control 850. If the 
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requesting Subscriber component has access to the requested 
method, the application processes the request. If the appli 
cation 120 is notified that the method being requested is 
currently blocked form being used, then the application 
returns a message to the Subscriber component requesting 
the blocked method. 

0060. As illustrated in FIG. 9, in an exemplary embodi 
ment of the invention, if the method control 105 fails to 
retrieve information regarding blocked methods from the 
dynamic method container 110, e.g. because the dynamic 
method container 110 is not active or fails to respond, the 
method control 105 may still be able to process requests 
from the application 120. If the method control is unable to 
contact 910 the dynamic method container 110 to check the 
details of the access restrictions on the requested method, the 
method control 105 retrieves details 915 of access restric 
tions on the requested method from the method store 115. 
The method control 105 retrieves status information regard 
ing access to the requested method from the method Store 
115 and the method control 105 sends the status information 
925 to the application 120. In turn, the application 120 sends 
the Status information to the requesting Subscriber compo 
nent 130. 

0061 Alternate embodiments of the invention include a 
plurality of dynamic method containers where the dynamic 
method containers may be remotely located and distributed 
on heterogeneous computing environments. 
0062). As illustrated in FIG. 10, the method control 105 
sends details of the methods 1000 that need to be released 
before the next trigger time to the deactivation counter 117. 
The deactivation counter receives 1005 the Method Details 
and parses it 1010. The deactivation counter calculates the 
Time to Live 1015 for the Blockage, the Time to Poll 1020, 
and the Event Notification Time 1025. It then generates a 
thread to contain all the details of the various methods to be 
released 1030 and changes the state of the thread from active 
to sleep 1035. The deactivation counter generates another 
thread 1040 and sets the thread to notify 1045 the method 
control before the release of the blocked method. The 
deactivation counter then updates the method control 1050. 
0.063. While various embodiments of the invention have 
been described, it will be apparent to those of ordinary skill 
in the art that many more embodiments and implementations 
are possible that are within the Scope of this invention. 

1. A proceSS for restricting access to a method in a 
distributed computing environment, the proceSS comprising 
the Steps of: 

(a) maintaining a list of methods in the distributed com 
muting environment; 

(b) restricting access to a method in the list of methods in 
the distributed computing environment by generating a 
key which specifies that the method is blocked; and 

(c) deleting the key when the method is not blocked. 
2. The process of claim 1 wherein the method is associ 

ated with a publisher component. 
3. The process of claim 1 further comprising configuring 

at least one data Structure where the data Structure maintains 
configuration information relating to the process. 

4. The process of claim 1 further comprising the Step of 
initializing whereby startup information, including the list of 
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methods and a configuration key, is retrieved from a method 
Store and copied to a dynamic method container. 

5. The process of claim 1 wherein the method in the list 
of methods refers to Software of a publisher component in 
the distributed computing environment. 

6. The process of claim 1 wherein the Step of restricting 
access further comprises blocking a Subscriber component in 
the distributed computing environment from executing the 
method in the list of methods. 

7. The process of claim 1 wherein the step of restricting 
access further comprises parsing a dynamic method con 
tainer to retrieve information relating to the list of methods. 

8. The process of claim 1 wherein the Step of maintaining 
further comprises the Steps of 

(a) retrieving the key at a predetermined trigger time; and 
(b) releasing access to the method at an expiration of a 

predetermined response time. 
9. The process of claim 8 wherein a configuration utility 

Sets parameters including the predetermined trigger time and 
the predetermined response time. 

10. The process of claim 1 wherein the key is information 
including a method name, a publisher component name, at 
least one Subscriber component name, and a release time for 
the at least one Subscriber component. 

11. The process of claim 1 further comprising the Step of 
maintaining a status of the methods in the distributed 
programming environment. 

12. The process of claim 1 wherein at least one subscriber 
component is restricted from accessing the method in the list 
of methods. 

13. The process of claim 1 wherein a method control 
removes the key from the distributed computing environ 
ment when the Step of restricting access to the method is no 
longer required. 

14. The process of claim 1 wherein the Step of maintaining 
a list is performed on a computer different than the Step of 
restricting access. 

15. The process of claim 1 wherein the list of methods is 
Stored in a persistent memory. 

16. The process of claim 1 wherein the Step of maintaining 
a list is programmed in a language different than the Step of 
restricting access. 

17. The process of claim 1 wherein the Step of maintaining 
a list further comprises the Step of managing information 
relating to at least one Subscriber component blocked from 
accessing the method. 

18. The process of claim 17 wherein the information 
includes a name of the at least one Subscriber component, a 
block duration, and a method name. 

19. The process of claim 1 wherein the step of deleting the 
key occurs at a predetermined time. 

20. The process of claim 1 wherein the step of deleting the 
key occurs at a periodic interval of time. 

21. The process of claim 1 further comprising the Step of 
notifying an application with information that the Step of 
restricting acceSS is taking place. 

22. The process of claim 1 further comprising the Step of 
recording transactions in the distributed computing environ 
ment. 

23. The process of claim 22 wherein transactions include 
requesting the method, deleting the key, Setting of configu 
ration parameters, and restricting access. 
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24. The process of claim 1 further comprising: 
(a) notifying an application before performing the step of 

deleting the key; and 
(b) extending the Step of restricting access until the 

application requires that the Step of deleting the key be 
performed. 

25. The process of claim 1 wherein the Step of maintaining 
further comprises monitoring a block duration parameter of 
the key to determine when a block should be released. 

26. A process for restricting access to a method in a 
distributed computing environment, the proceSS comprising 
the Steps of: 

(a) maintaining a list of methods in the distributed com 
muting environment; 

(b) blocking at least one Subscriber component of access 
to least one method in the list of methods in the 
distributed computing environment by generating a key 
asSociated with the at least one method which specifies 
that the at least one method is blocked from being 
accessed by the at least one Subscriber component, and 

(c) monitoring a duration parameter of the associated key 
to determine when to modify the associated key So as 
to provide access to the method to the at least one 
Subscriber component. 

27. The process of claim 26 further comprising the step of 
retrieving a list of blocked methods associated with the at 
least one Subscriber component. 

28. A system for restricting access to a method in a 
distributed computing environment, the System comprising: 

(a) a method control which manages access to the method 
by at least one subscriber component in the distributed 
computing environment; and 

(b) at least one dynamic method container to hold infor 
mation relating to the method and the at least one 
Subscriber component, and to further include a key 
relating to access of the method by the at least one 
Subscriber component, 

wherein the method control retrieves the key relating to 
access of the method from the at least one dynamic 
method container to determine whether to provide 
access to the method to an application requesting 
access to the method. 

29. The system of claim 28 wherein the method is 
asSociated with a publisher component. 

30. The system of claim 28 further comprising at least one 
method store which maintains a list of methods in the 
distributed programming environment. 

31. The system of claim 30 wherein the key is stored in 
the at least one method Store if the at least one dynamic 
method container is unavailable to the method control. 
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32. The system of claim 31 wherein the method control 
interfaces with the at least one method store. 

33. The system of claim 31 wherein the method control 
and the method Store are located on Separate computers. 

34. The system of claim 28 further comprising a deacti 
Vation counter that monitors duration of time that restricting 
access to the method occurs. 

35. The system of claim 28 where the method control, the 
application, the at least one Subscriber component, and the 
method are located on Separate computing Systems. 

36. The system of claim 28 where the method control, the 
application, the at least one Subscriber component, and the 
method are developed in different programming languages. 

37. The system of claim 28 where the method and the at 
least one Subscriber component are located on Separate 
computing Systems. 

38. The system of claim 28 where the method control 
interfaces with the application that requests access to the 
method in the distributed computing System. 

39. The system of claim 28 where the method control is 
a processor based computing System. 

40. The system of claim 28 wherein the key is information 
including a method name, a publisher component name, at 
least one Subscriber component name, and a release time for 
the at least one Subscriber component. 

41. The system of claim 40 wherein the publisher com 
ponent name refers to an object which is available to be used 
by at least one component in the distributed computing 
environment, including the application and the at least one 
Subscriber component. 

42. The system of claim 40 wherein the at least one 
Subscriber component name refers to an object which calls 
on at least one component in the distributed computing 
environment, including the application and the method. 

43. The system of claim 28 wherein the method control 
retrieves a list of methods in the distributed computing 
environment. 

44. The system of claim 28 wherein the method control 
manages access to at least one method by at least on 
Subscriber component in the distributed computing environ 
ment. 

45. A System for restricting access to a method in a 
distributed computing environment, the proceSS comprising: 

(a) means for maintaining a list of methods in the dis 
tributed commuting environment; 

(b) means for restricting access to a method in the list of 
methods in the distributed computing environment by 
generating a key which Specifies that the method is 
blocked; and 

(c) means for deleting the key when the method is not 
blocked. 


