US011907928B2

United States Patent

(12) ao) Patent No.: US 11,907,928 B2
Chauhan et al. 45) Date of Patent: Feb. 20, 2024
(54) METHODS, DEVICES, AND SYSTEMS FOR 8,275,119 B2  9/2012 Kahn
MOBILE DEVICE OPERATIONS DURING 18’%3’%2 gé 13@813 {{/Znnggrsajé tefﬂal'
TELEPHONE CALLS 10,958,784 Bl 3/2021 Way et al.
. . . 11,106,515 Bl 8/2021 Fakhraie et al.
(71)  Applicant: Bank of America Corporation, 2004/0059672 Al 3/2004 Baig et al.
Charlotte, NC (US) 2010/0274563 Al* 10/2010 Malo ...coovcirrovrnn. HO4M 1/0202
704/E15.04
(72) Inventors: Sandeep Kumar Chauhan, Hyderabad (Continued)
(IN); Udaya Kumar Raju
Ratnakaram, Hyderabad (IN); Geetika FOREIGN PATENT DOCUMENTS
Lal, New Delhi (IN)
CA 2701431 Al * 10/2010 .......... GOG6F 3/0482
(73) Assignee: Bank of America Corporation, 1P 2020166644 A 10/2020
Charlotte, NC (US) KR 100639906 B1 * 10/2006
(*) Notice: Subject to any disclaimer, the term of this OTHER PUBLICATIONS
patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days. “An empirical examination of factors influencing the intention to
use mobile payment,” by Changsu Kim; Mirsobit Mirusmonov; and
(21) Appl. No.: 16/895,420 In Lee. Computers in Human Behavior 26 (2010). pp. 310-322.
(Year: 2010).*
(22) Filed: Jun. 8, 2020 (Continued)
(65) Prior Publication Data
US 2021/0383351 Al Dec. 9, 2021 Primary Examiner — Sara C Hamilton
(74) Attorney, Agent, or Firm — Banner & Witcoff, Ltd.
(51) Imt.CL
G06Q 20/32 (2012.01)
GI0L 15/08 (2006.01) (57) ABSTRACT
(52) US. CL
CPC ... G06Q 20/3223 (2013.01); GO6Q 20/327 Aspects of the disclosure relate to mobile device operations
(2013.01); GO6Q 20/3227 (2013.01); GI0L during an ongoing call. The mobile device operations may
15/08 (2013.01); GIOL 2015/088 (2013.01) relate to payment processing operations. The mobile device
(58) Field of Classification Search may determine contact information associated with a party
CPC ........... GO6Q 20/3223; GO6Q 20/3227; GO6Q in an ongoing call. The mobile device may determine, based
20/327; G10L 15/08; G10L 2015/088 on the contact information, information associated with a
USPC ittt 705/44 payment transaction request. The mobile device may send,
See application file for complete search history. based on the determined information the payment transac-
tion request. The mobile device may dynamically determine
(56) References Cited a user interface to be displayed during the call to facilitate

U.S. PATENT DOCUMENTS

6,519,571 Bl
7,693,771 Bl

2/2003 Gubheen et al.
4/2010 Zimmerman et al.

Intercept Call 1004
Is call tofframa
contact in database?

Display buttons corresponding to payment
related 1020

the various mobile device operations.

16 Claims, 11 Drawing Sheets

Determine user input to provess a
ayment ransaction 1024
Send a transaction request 1028




US 11,907,928 B2

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS
2011/0106736 Al 5/2011 Aharonson et al.
2013/0159170 Al* 6/2013 Gandhi .............. G06Q 20/3267
705/39
2015/0324900 Al  11/2015 Starikova et al.
2016/0162905 Al* 6/2016 Singh ............... G06Q 30/016
705/304
2017/0255974 Al 9/2017 Kulkarni
2017/0289305 Al 10/2017 Liensberger et al.
2018/0089658 Al 3/2018 Bell et al.
2018/0096302 Al 4/2018 Tseretopoulos et al.
2018/0097905 Al 4/2018 Todasco et al.
2018/0114127 Al 4/2018 Cole et al.
2018/0217728 Al 8/2018 Liu et al.
2018/0335928 Al  11/2018 Van Os et al.
2019/0075506 Al 3/2019 Coglon et al.
2019/0172117 Al 6/2019 Sharma et al.
2019/0251543 Al 8/2019 Gandhi et al.
2019/0371331 Al* 12/2019 Schramm HO04M 3/42263
2019/0387097 Al* 12/2019 Li ......... .. HO4M 1/72469
2020/0175962 Al* 6/2020 Thomson .............. G10L 15/183
2020/0211065 Al 7/2020 Govindarajalu et al.
2021/0051136 Al1* 2/2021 Critchley ............ HO04W 12/02
2021/0084150 Al* 3/2021 Nagy .......... HO04M 1/72469

OTHER PUBLICATIONS

Mar. 16, 2022—(U.S.) Non-Final Office Action—U.S. Appl. No.

16/895,286.

Sep. 29, 2022—(U.S.) Final Office Action—U.S. Appl. No. 16/895,286.
Aug. 14, 2023—(U.S.) Non-Final Office Action—U.S. Appl. No.

16/895,286.

* cited by examiner



US 11,907,928 B2

Sheet 1 of 11

Feb. 20, 2024

E

U.S. Patent

b — — - 7 1s0nbay
uofjoesuel] pusg
R Rt pes it
pe — Emp;mm pusg
Zc) uojewio
JUsWiAed pueg
¢} uoneuwojuy
JusWAed suLisleq
81T 4es ejeonUByINY
a7 « — —|— —— — — 4
9«4~ — —| UO[BWIOU] JoBUOD
pusg/euieeq € — —@
v ar | o s ks o7 70 20T
SINPO JoniBg | usuodwon SINPOY suodwion oIPOI P oseqeieq
ey juswiAed | LoReRL buugpusy sozfjeuy Joydeossu ssau|sh $10BJUO
| Juswihed uogoesuel | swhed L sng WEILOD

00T eo1neQ 8liqon




US 11,907,928 B2

Sheet 2 of 11

Feb. 20, 2024

U.S. Patent

"¢ "Did

g3 dn-duey

£-25L Japunuay jusuiAed 199

T-c &7 JuRulArg 159nbay

TT767 wusiuAed puss

- 782

| leze 1 O5 190IAGI] BDIAIBS 2D

I
|
|
|
-
[

0Lz

¥e Dl

i51u8uIARy

nes dn-guep

pedAay

Jeyeads

Yioolanig

2N

HED PRV

— 8¢

s P08

IDPIADIG BAIBE 0




US 11,907,928 B2

Sheet 3 of 11

Feb. 20, 2024

U.S. Patent

gt "Oid

jjen dn-Suey

gie pig
/ “;
i31e7 15anbay
N puiLSY pusy

0TS NOA SBMO T JINWN

¢it
AN
L 3RYN
s JiE o5 JBPIAGG BIAIRS (2D

Vi i

e dn-8uey

90¢ 908

[

/ ,
23 auAed
B PULIBY puas

AN Audtios)s eyl
C1 NP SLO0TS 04 HIO Y

021

Ann Auomos)y

IBPIACIE BOIAIRS 13D




US 11,907,928 B2

Sheet 4 of 11

Feb. 20, 2024

U.S. Patent

{de "9id

j1e2 dn-8uey

BEVE:Y sanbay
SN DY puss

XXX S unowy paisanboy
KOOIKKKY, 3UDO3TY uohRRulsSs(
T JNYN ST USILARG 1senbay

L

Jo\&m e oS

ISPIAGI4 BIAIRS 113D

£

£

3t "2id

iie3 dn-8uey

9127 usuiAed
3 puiiSy guas

¥XH S DUNDWY RDWAEH
YXXKKOEK JUAGISY uDjjeulisag

KOO AUNO3SY 234noS

Azt Avoulaalg 1oy puas

Ann Auomos)y

]

s i O

IBPIACIE BOIAIRS 13D




US 11,907,928 B2

Sheet 5 of 11

Feb. 20, 2024

U.S. Patent

b ——

45
JoAIDg

JuswiAed

14

‘Old

ger 1senbay
uoljoBsURI| pUsg
¢ TeF owsly
JusWhed puss
yey uoleuLo|
*€ =1 Juswed pusg
ep  uoneuLop|
Juswhed suiuLsia(]
02y usuifed
$8990.d 0] Induj
188 suwleid(
47
Aeydsig o) suophg
/N9 sulLLIgS(g
_
917 Xauon
I[eD suUMLS}RQ
e ———— 1 —— I P R ——
UOIJBULIOJU| JOBJUCD
O — ~ pusg/euRg €& — — @
,,,,,,, |
_
(33 507 07 o — S — |
- V-¢0b :
Jusuodwon ajnpon usuodwon anpoj m_wmﬂw_z mmm meo sseqRIEq w
uonenuj Buuspuay Jazheuy pleoghsy sordenieu 18 S1081100 sseUIsng
swAed uonoesuel | JusliAed Jews ’

00} ®dlAe(] SlIqoiy



US 11,907,928 B2

Sheet 6 of 11

Feb. 20, 2024

U.S. Patent

g% 9id

jles dn-Suey

N
. 0 N
__jiuawieg
4 158nboy
(95 : o ;
S5
9 g v
iuswied
A1 pues
85 £ 7 T |
/
IARS
955 |
08217
b YN ).( 266
Ue:v mmmm 5§ IBPIAOLY 901AISS |97

0is

¥§ "Oid

— 80§

AJO10a ]
dsiuauiieg pedAay iayeads
Gl ppv
Yiooienig FANN Heo ppy
905
L AWYN
¥05
Hﬁ% mmﬁ o¢ ISPIADLd BDIALBS 18D




US 11,907,928 B2

Sheet 7 of 11

Feb. 20, 2024

g9 "Oid

2D dr-8uey

V8 "Old

jje dn-gduex

ausuiuwoddy $1281UC
o 15 . ﬁwwmmwwu pedAaYy soyeads
959 90 .
.\,..M:;m 1@1BQ
WE T [ Bl
B doys 2207 38 T JNYN 382 Yyicoisniy 23N HE0 PRY
‘ SIS 00Y JepusEs
$59
L YN )r\ 760 ~ JBlR S umOouRUn
¥0%
Ja\.&m mmm, a5 JAPIACIE 33IAIDS 113D Ma\c\m 1A 93 JBPIADUY 331AISS 1[8]

U.S. Patent




US 11,907,928 B2

Sheet 8 of 11

Feb. 20, 2024

U.S. Patent

L 'Old

at
JBAIDS JuBWARY

TZ 92112( 3|10

TTZ JJomiaN
UonE3IUuNWWOoD

S S — 907
OTL 3INPON OTT wsuodwo) 80Z AMoaag aseqeleq AJOISIH
SIBpUIWIBY/SHBlY uoleIy| JuswAed sjuswAied uondesues | .
\ A A
A
Y J—
— 0L SINPON Jro—
80T 701 2|NPON
Fuiyoen snIpad »
| 9|NpoN Sulidpuay €D SARDIPSId 7 Joidaousiul e
uolyoesuel|
90T wauodwo) Y
A JozAjeuy JudWwAey
A A
\ 4
- (01 1-201
207 9|npon TOL sjiew3 aseqeleq aseqele(q
pJeogAs) Lews /se8essoiN ssaulshg $}0RU0D

70T aseqeleq

001 ®9iAe( &|Iqoi



U.S. Patent Feb. 20, 2024 Sheet 9 of 11 US 11,907,928 B2

Mobile Device 100

Memory 802

Payment Analyzer Component 106

Payment Rendering Module 108

Smart Keyboard Module
402

Other Modules, Components, and/or Databases

1 I

Host Processor(s) 804 4—'[

:

MAC Processor(s) 806 <>

Display Screen
i 812

PHY Processor(s) 808

TX/RX Module(s) 810

Communication
Network 714

FIG. 8



U.S. Patent

Feb. 20, 2024 Sheet 10 of 11

START

Intercept call 904

Is call to/from a NO

contact in database?
208

Retrieve transaction history associated
with contact 912

Determine, based on transaction history,
payment information 916

Send, based on the payment information,
a transaction request 920

US 11,907,928 B2



U.S. Patent Feb. 20, 2024

START

Sheet 11 of 11

Intercept Call 1004

US 11,907,928 B2

Is call to/from a NO
contact in database?
1008
YES
NO

Is call related to a

payment transaction?
1012

YES

Display buttons corresponding to payment
related functions 1020

Display default call function
buttons in GUI 1016

Determine user input to process a
payment transaction 1024

Send a transaction request 1028

A
STOP

FIG. 10



US 11,907,928 B2

1

METHODS, DEVICES, AND SYSTEMS FOR
MOBILE DEVICE OPERATIONS DURING
TELEPHONE CALLS

TECHNICAL FIELD

Aspects described herein generally relate to technologies
for facilitating mobile device operations during telephone
calls, and more specifically to technologies for smart ren-
dering of on-screen keyboards and initiating payment trans-
actions.

BACKGROUND

Mobile computing devices (such as smartphones, tablet
computers, laptop computers, etc.) may be equipped with
touch-sensitive display screens that may be used to provide
input. Virtual buttons may be rendered on a display screen
and an input may be provided by a user selecting the
rendered button. For example, a smartphone may render a
virtual keyboard during an ongoing call. The virtual key-
board may be used, for example, to input call commands
(e.g., hang-up a call, mute a call), input numbers, connect to
another device, activate speakerphone, etc.

Electronic payments may be initiated by a user via the
mobile computing device. Initiating payments may require a
user to manually access a payment portal (e.g., an applica-
tion, or a web interface) and enter payment details. This may
interrupt other activities that the user may be currently
performing on the computing device. For example, the user
may be on a call and initiating the payment may require the
user to exit/hold the call, access the payment portal, and
input payment details.

SUMMARY

Aspects of the disclosure provide solutions that address
and overcome technical problems associated with initiating
transactions during an ongoing user activity at a computing
device. In particular, one or more aspects of the disclosure
relate to displaying virtual keyboards and enabling payment
transactions during an ongoing telephone call.

In accordance with one or more arrangements, a payment
processing system may comprise a mobile device, associ-
ated with a first user, and a payment server. The mobile
device may comprise at least one first processor, a first
communication interface communicatively coupled to the at
least one first processor, and a first memory storing first
computer-readable instructions that, when executed by the at
least one first processor, cause the mobile device to perform
one or more steps. For example, the mobile device may
determine, during an ongoing call with a second user, a call
context associated with the call. The mobile device may
determine, based on the call context, virtual keyboard but-
tons to display on a display screen associated with the
mobile device, and display the virtual keyboard buttons. The
mobile device may determine a user input, via the virtual
keyboard buttons, to process a payment transaction, and
send, via the first communication interface to a payment
server, a transaction request to process the payment trans-
action. The mobile device may receive, from the payment
server, a confirmation message indicating that a transaction
corresponding to the transaction request has been processed.
The payment server may comprise at least one second
processor, a second communication interface communica-
tively coupled to the at least one second processor, and a
second memory storing second computer-readable instruc-
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2

tions that, when executed by the at least one second pro-
cessor, cause the payment server to perform one or more
steps. For example, the payment server may receive, via the
second communication interface, the transaction request.

In some arrangements, the determining the call context
may comprise determining keywords in call audio associ-
ated with the call. In some arrangements, the determining
the call context may comprise determining that the ongoing
call corresponds to the payment transaction, and wherein the
displaying the virtual keyboard may comprise displaying
one or more buttons for the user input to process the
payment transaction.

In some arrangements, the mobile device may determine,
during an ongoing call with a second user, contact informa-
tion associated with the second user. The mobile device may
further determine, based on the contact information, the
transaction request.

In some arrangements, the mobile device may determine,
based on the contact information, payment information,
wherein the payment information comprises at least one of:
source account information, destination account informa-
tion, and a transaction value. The transaction request may
comprise the payment information.

In some arrangements, the mobile device may display,
during the call and on the screen, the determined payment
information. The sending the transaction request may com-
prise receiving a user confirmation to send the transaction
request.

In some arrangements, the mobile device may determine,
based on the contact information, a transaction history
between the first user and the second user. The transaction
history may comprise transaction values corresponding to
prior transactions between the first user and the second user.
Further, the mobile device may determine, based on the
transaction history, the transaction value.

In some arrangements, the determining the payment infor-
mation may comprise authenticating the first user based on
at least one of: a password; a passcode; a biometric identity;
or combinations thereof. In some arrangements, the deter-
mining the payment information may comprise analyzing
prior communications between the first user and the second
user.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an illustrative event sequence for a payment
transaction, in accordance with one or more example
arrangements;

FIGS. 2A and 2B show illustrative graphical user inter-
faces (GUIs) for initiating a payment transaction during an
ongoing call, in accordance with one or more example
arrangements;

FIGS. 3A-3D show illustrative GUIs comprising infor-
mation rendered by the transaction rendering module, in
accordance with one or more example arrangements;

FIG. 4 shows an illustrative event sequence for rendering
virtual buttons based on call context, in accordance with one
or more example arrangements;

FIGS. 5A and 5B shows illustrative GUIs that may be
presented during an ongoing call, in accordance with one or
more example arrangements;

FIGS. 6A and 6B shows illustrative GUIs that may be
presented during an ongoing call, in accordance with one or
more example arrangements;

FIG. 7 shows an illustrative computing environment, in
accordance with one or more example arrangements;
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FIG. 8 shows an illustrative mobile device, in accordance
with one or more arrangements;

FIG. 9 shows an illustrative algorithm for a payment
transaction, in accordance with one or more example
arrangements; and

FIG. 10 shows an illustrative algorithm for rendering
virtual buttons on the mobile device for a payment transac-
tion, in accordance with one or more example arrangements.

DETAILED DESCRIPTION

In the following description of various illustrative
embodiments, reference is made to the accompanying draw-
ings, which form a part hereof, and in which is shown, by
way of illustration, various embodiments in which aspects of
the disclosure may be practiced. It is to be understood that
other embodiments may be utilized, and structural and
functional modifications may be made, without departing
from the scope of the present disclosure.

It is noted that various connections between elements are
discussed in the following description. It is noted that these
connections are general and, unless specified otherwise, may
be direct or indirect, wired or wireless, and that the speci-
fication is not intended to be limiting in this respect.

Virtual keyboards/buttons rendered on a display screen
associated with a mobile device (e.g., a smartphone, a tablet,
a laptop computer, etc.) may be used for various user inputs.
For example, during an ongoing call, buttons may be dis-
played on the screen that may enable a user to input various
commands (e.g., start a conference call, mute a microphone,
activate a speakerphone, open number pad, etc.). However,
the rendered keypad/buttons correspond to only a pre-
defined set of functions. For performing other functions, a
user may have to exit/hold the call and access an application
corresponding to a desired function. For example, electronic
payments may be initiated by the user via a payment
processing application and/or a payment portal on the
mobile device. Access to the payment portal and/or the
application may involve the user manually selecting the
application (or a web browser to access the portal) and
entering log-in information (e.g., user name and password).
Further, to initiate the transaction, the user may have to
manually input the transaction details (e.g., a source
account, a destination account, and/or a value of funds to be
transferred, etc.). Based on this information a payment
request may be generated and sent to a payment processor to
complete the transaction. If a user is currently on a call, this
procedure may be time-consuming, distracting, and non-
intuitive.

A mobile device with a smart keyboard module that
implements a deeplink virtual keyboard is described. The
mobile device may determine, during an ongoing call with
a second user, a call context associated with the call. For
example, the mobile device may determine keywords in a
call audio associated with the ongoing call. The mobile
device may determine, based on the call context, virtual
keyboard buttons to display on a display screen associated
with the smartphone. The mobile device may display, during
the ongoing call, the virtual keyboard buttons.

A payment processing system is described. The system
may comprise a mobile device, associated with a first user,
and a payment server. The mobile device may determine,
during an ongoing call with a second user, contact informa-
tion associated with the second user. Based on the contact
information, the mobile device may determine payment
information (e.g., one or more of the source account infor-
mation, the destination account information, and the trans-
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action value). For example, based on the contact information
of the second user, the mobile device (e.g., a payment
analyzer component of the mobile device) may determine, or
retrieve from memory, source account information (e.g.,
account information corresponding to the first user) and
destination account information (e.g., account information
corresponding to the second user). The payment analyzer
component may determine a transaction value (e.g., value of
funds to be transferred).

Based on the payment information, a graphical user
interface may be generated (e.g., by a transaction rendering
module). The user interface may be displayed on the mobile
device during the ongoing call, providing the first user with
options for initiating a payment transaction (e.g., options for
sending payment, requesting payment, and/or setting a pay-
ment reminder). The user interface may be displayed with-
out a user activating a payment processing application. The
user interface may further display details (e.g., as deter-
mined by the payment analyzer component) corresponding
to a payment transaction (e.g., the source account informa-
tion, the destination account information, the transaction
value, etc.) for user confirmation. Based on user confirma-
tion (e.g., via virtual keyboard buttons on the user interface),
the mobile device (e.g., a payment initiation component on
the mobile device) may send a transaction request to the
payment server.

FIG. 1 shows an illustrative event sequence for a payment
transaction, in accordance with one or more example
arrangements. A mobile device 100 (e.g., a smartphone,
tablet, a laptop computer, etc.) may comprise a plurality of
modules/components configured to implement various ele-
ments of a payment transaction. The modules/components
may correspond to routines, programs, objects, components,
data structures, and/or other machine-readable instructions
that when executed by a processor, associated with the
mobile device 100, perform various operations described
herein. Operations described with reference to FIG. 1 may
be performed during an ongoing telephone call.

At step 116, a call interceptor module 104 on the mobile
device 100 may determine, based on an incoming call from
(or an outgoing call to) a party, contact information associ-
ated with the party. For example, the call interceptor module
104 may determine a cellphone number (e.g., cellphone
number or telephone number) associated with the party and
access a database 102 to determine, based on the number,
contact information associated with the party. The contact
information may comprise identifying information (e.g., a
name) associated with the party.

The database 102 may comprise names and corresponding
numbers of parties that may have been added by a user
associated with the mobile device 100 and/or may have been
configured by a cellular service provider. The database 102
may comprise one or both of a contacts database 102-1 (e.g.,
comprising information associated with contacts added by
the user) and a business database 102-2 (e.g., comprising
information associated with businesses and/or utility com-
panies). The utility companies may be, for example, cable
companies, electricity supply companies, gas supply com-
panies, etc.

A payment processing application on the mobile device
100 may comprise a payments directory and a transaction
history database. The payments directory may comprise
information associated with parties with which the user may
initiate payment transactions. The payments directory may
comprise, for each party, corresponding one or more of, for
example, a name, an email addresses, a cellphone number, a
telephone number, a source account number, a destination
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account number, a routing number, etc. The transaction
history database may comprise information associated with
previous payment transactions via the payment processing
application (e.g., one or more of identifying information
associated with a party involved in the transaction, transac-
tion values, transaction dates, etc.).

The user may input a command to initiate a payment
transaction with the party. For example, the user may select
a button (e.g., on a graphical user interface (GUI) displayed
on a touch-sensitive display screen associated with the
mobile device 100) corresponding to a request to initiate a
payment transaction with the party.

FIG. 2A shows an example GUI 202 for initiating a
payment transaction during an ongoing telephone call, in
accordance with one or more example arrangements. The
GUI 202 may be presented on a display screen of the mobile
device 100 during the ongoing telephone call. The GUI 202
may display identitying information 204 associated with a
party with which a user is currently on call. The identifying
information may comprise contact information determined
by the call interceptor module 104. The GUI 202 may further
display other call information 206 (e.g., a call timer) and
buttons 208 corresponding to various call functions.

The call functions may comprise one or more of: an add
call function (e.g., to add another user in a conference call),
a mute function (e.g., to mute the call), a Bluetooth function
(e.g., to connect a Bluetooth device, such as a headset or an
external speaker, with the mobile device 100), a speaker
function (e.g., to activate a speakerphone), a keypad func-
tion (e.g., to activate a keypad), etc. The buttons 208 may
further comprise a payments button 210 which may be used
by the user to initiate a payment transaction with a party
associated with the call (e.g., “Name 1”). In an arrangement,
the payments button 210 may be displayed based on deter-
mining that information associated with the party is stored in
the database 102. The payments button 210 may be other-
wise omitted from the GUI 202.

FIG. 2B shows another example GUI 250 for initiating a
payment transaction during an ongoing telephone call, in
accordance with one or more example arrangements. The
GUI 250 may be displayed on the display screen, for
example, if the user selects the payments button 210. The
GUI 250 may present buttons 252 for various payment
options for initiating a payment transaction. The various
payment options may comprise, for example, one or more of
sending a payment, requesting a payment, setting a payment
reminder, etc. For example, to send a payment to Name 1,
the user may select a send payment button 252-2; to request
a payment from Name 1, the user may select a request
payment button 252-3; and to set a reminder for a future
payment transaction, the user may select a set payment
reminder button 252-3.

At step 118, a payment analyzer component 106 may
authenticate the user. For example, the payment analyzer
component 106 may render a prompt, on the display, for the
user to input authenticating information. The payment ana-
lyzer component 106 may render the prompt based on a user
input (e.g., via the payments buttons 210, the send payment
button 252-2, or the request payment button 252-2) to
initiate a payment transaction. The authenticating informa-
tion may correspond to a password, a passcode, a fingerprint,
eye scan, other biometric identification (e.g., a facial iden-
tity), etc. The payment analyzer component 106 may authen-
ticate the user based on inputted authenticating information.

At step 120, the payment analyzer component 106 may
determine payment information corresponding to the pay-
ment transaction, for example, based on the contact infor-
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6

mation determined by the call interceptor module 104. The
payment analyzer component 106 may determine the pay-
ment information using the transaction history database and
the payments directory. For example, the payment analyzer
component 106 may use the determined contact information
corresponding to the party to retrieve information corre-
sponding to the party from the transaction history database
and the payments directory. The payment information may
comprise one or more of a user name associated with the
party, an email address associated with the party, source
account number associated with the user, destination
account number associated with the party, a routing number
associated with a bank, a value of the payment transaction,
an indication of whether a payment is owed to the party or
whether a payment is being requested from the party, etc.

A predictive caching module may determine at least some
aspects of the payment information. In an arrangement, the
predictive caching module may determine the payment
information based on a transaction history (e.g., retrieved
from the transaction history database) between the party and
the user. The transaction history may comprise prior pay-
ments made to the party, prior payments received from the
party, prior payment requests to/from the party, etc. The
predictive caching module may determine payment infor-
mation based on other communications between the party
and the user (e.g., messages, emails, etc.).

The predictive caching module may determine if the
transaction history indicates periodic payment transactions
between the party and the user. For example, the transaction
history may indicate that a payment of $1000 is initiated
every month from the user to the party. Based on the
transaction history, during the call between the user and the
party, the predictive caching module may determine that a
$1000 payment may be due to the party. The predictive
caching module may determine that the value of the pay-
ment transaction is $1000.

The predictive caching module may consider a time/day
of the call to determine the payment information. For
example, the predictive caching module may determine that
a $1000 transfer may be due based on determining that the
$1000 transfer is initiated between the 1° and the 5% day of
every month, and the call between the party and the user is
within that range of days.

Multiple transactions between the user and the party may
be tracked and used to determine a value of the payment
transaction. For example, the predictive caching module
may determine that a payment request for $50 was previ-
ously made by the user, and subsequent to it, two payments
of $10 each were made by the party to the user. Based on this
information, the predictive caching module may determine
that an amount is owed to the user and may determine that
the value of a payment transaction is $30.

The predictive caching module may determine an out-
standing payment request that was sent, by the party, to the
user. For example, the predictive caching module may
determine that the party had previously sent, to the user, a
payment request indicating a request for a payment of $50.
Based on this information, the predictive caching module
may determine that an amount is owed by the user and may
determine that the value of a payment transaction is $50.

The predictive caching module may scan previous com-
munications (e.g., short messaging service (SMS) messages,
emails, etc.) between the user and the party to determine the
payment information. For example, the predictive caching
module may scan for keywords such as “amount due,” “bill
due,” “you owe me,” “I owe you,” etc. to determine that a
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payment is due between the user and the party. The predic-
tive caching module may also scan for a value of an amount
that may be owed.

For example, an email from a utility company may
comprise a text “Amount due: $100.” Based on this, during
an ongoing call with the utility company, the predictive
caching module may determine that an amount is owed by
the user, and may determine that a value of the payment
transaction is $100. As another example, a text message to
a contact may comprise the text “I paid $20 at the restau-
rant.” Based on this, during an ongoing call with the contact,
the predictive caching module may determine that an
amount is owed by the contact to the user, and may deter-
mine that a value of the payment transaction is $20.

At step 122, the payment analyzer component 106 may
send the determined payment information to the transaction
rendering module 108. The transaction rendering module
108 may render the determined payment information (e.g.,
one or more of the value of the payment transaction, the
source account number, the destination account number,
etc.) on the display associated with the mobile device. A user
may confirm may confirm the payment transaction by touch-
ing an on-screen button. The transaction rendering module
108 may further render one or more prior transactions
between the user and the party. The user may be able to edit
the rendered payment information on the screen prior to
confirmation.

FIG. 3A shows an example GUI 300 comprising infor-
mation rendered by the transaction rendering module 108, in
accordance with one or more example arrangements. The
GUI 300 may be displayed, for example, if the user selects
the payments button 210 or selects the send payment button
252-1 during an ongoing call. In an example, the GUI 300
may be displayed automatically during the call without any
user input. For example, during an ongoing call with an
electricity utility company, the predictive caching module
may determine (e.g., based on scanning emails correspond-
ing to the electricity utility company) an outstanding bill for
$100 that is owed to the electricity utility company. The
transaction rendering module 108 may render a prompt 302
on the display screen indicating an amount owed to the
party. The prompt 302 may indicate options for the user to
either send a payment (e.g., send payment button 304) to the
electricity utility company or to set a reminder for a future
payment (e.g., remind me later button 306).

FIG. 3B shows another example GUI 310 comprising
information rendered by the transaction rendering module
108, in accordance with one or more example arrangements.
The GUI 310 may be displayed, for example, if the user
selects the payments button 210 or selects the request
payment button 252-2 during an ongoing call. In an
example, the GUI 310 may be displayed automatically
during the call without any user input. For example, during
an ongoing call with a contact, the predictive caching
module may determine (e.g., based on scanning text mes-
sages between the user and the contact and/or based on prior
transactions) that the user is owed $10 by the contact. The
transaction rendering module 108 may render a prompt 312
on the display screen indicating the amount owed to the user.
The prompt 312 may further indicate options for the user to
either request the payment (e.g., request payment button
314) from the contact or to set a reminder (e.g., remind me
later button 316).

FIG. 3C shows another example GUI 320 comprising
information rendered by the transaction rendering module
108, in accordance with one or more example arrangements.
The GUI 320 may be displayed, for example, based on
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considerations described above with reference to the GUI
300. The transaction rendering module 108 may render a
prompt 322 on the display screen indicating the value of the
payment transaction, a source account number, a destination
account number, etc. The user may be able to edit the
information indicated in the prompt 322 by selecting the
prompt 322 and entering the edits using an on-screen
keyboard that may be rendered on the GUI 320. The prompt
322 may indicate options for the user to either send the
payment to the electricity utility company or to set a
reminder for a future payment.

FIG. 3D shows another example GUI 330 comprising
information rendered by the transaction rendering module
108, in accordance with one or more example arrangements.
The GUI 330 may be displayed, for example, based on
considerations described above with reference to the GUI
310. The transaction rendering module 108 may render a
prompt 332 on the display screen indicating the value of the
payment transaction, the source account number, the desti-
nation account number, etc. The user may be able to edit the
information indicated in the prompt 332. The prompt may
indicate options for the user to either request the payment
from the contact or to set a reminder.

At step 124, the transaction rendering module 108 may
send a payment memo to a payment initiation component
110 based on user confirmation of the payment transaction.
For example, the transaction rendering module may send the
payment memo if the user selects the send payment button
or a send request button (e.g., as rendered on the GUIs
described above with reference to FIGS. 3A-3D). The pay-
ment memo may comprise the determined payment infor-
mation (e.g., which may have been edited by the user via the
GUIs). The payment memo may further comprise an indi-
cation whether a payment is being sent to the party, or a
payment is being requested from the party. The payment
initiation component 110 may be associated with the pay-
ment processing application (e.g., the application corre-
sponding to the bank, a money transfer service provider,
etc.).

In an arrangement, the application may be activated on the
mobile device 100. Since the user may have been authen-
ticated at step 118, activation of the application may not
trigger a request for user authentication. An appropriate GUI
in the application, for the payment transaction, may be
displayed. Various entries on the screen may be pre-filled
based on the payment memo. The user may edit the payment
transaction and/or confirm the payment transaction by
selecting an appropriate button on the screen.

At step 126, the payment initiation component 110 may
send, to a payment server 112, a transaction request. The
payment server 112 may be associated with the bank or the
money transfer service provider. The transaction request
may comprise the payment information. The payment server
may process the payment to the party (e.g., from a source
account associated with the user to a destination account
associated with the party) based on the payment informa-
tion. Alternatively, if the transaction request is to request a
payment from the party, the payment server may send a
request for payment to the party based on the payment
information.

The payment server may send a confirmation message to
the wireless device if a payment has been transferred from/to
the party, and/or if a request for payment has been success-
fully sent to the party via the payment server 112. The
confirmation message may comprise one or more of a value
of the transfer, the source account information, the destina-
tion account information, identifying information associated
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with the party, an indication that a request for payment has
been successfully sent to the party, etc. The mobile device
100 may store information corresponding to the confirma-
tion message in the transaction history database.

Additionally, or alternatively, the transaction rendering
module 108 may send, to an alert module 114 (e.g., asso-
ciated with the bank or the money transfer service provider),
reminder information. In an example, the payment server
112 may comprise the alert module 114. The reminder
information may correspond to a request for a reminder of
the payment transaction. For example, the transaction ren-
dering module may send the reminder information if the user
selects the remind me later button (e.g., as rendered on the
GUIs described above with reference to FIGS. 3A-3D). The
reminder information may comprise the payment informa-
tion and a time/date at which the reminder is to be sent to the
user and/or the party regarding a pending payment transac-
tion. The alert module 114 may send, to the mobile device
100, reminder information corresponding to the payment
transaction at the specified time/date. Additionally, or alter-
natively, the reminder information may be shared with an
alerts/reminders module on the mobile device 100. The
alerts/reminders module may set an alert using a calendar
application on the mobile device 100.

In an arrangement, one or more of the steps described
with reference to FIG. 1 may be omitted, may be performed
in a different order, and/or may be performed by a different
module/component. For example, the payment analyzer
component 106 need not authenticate the user as described
above with respect to step 118 (e.g., if the user has already
input the authenticating information to unlock the mobile
device 100). As another example, the payment initiation
component 110 may authenticate the user when sending the
transaction request at step 126.

In an arrangement, steps performed by two or more of the
modules/components as described above may be performed
by a single module/component. For example, the payment
analyzer component 106 may perform operations described
above with reference to the transaction rendering module
108.

FIG. 4 shows an illustrative event sequence for rendering
virtual buttons based on call context, in accordance with one
or more example arrangements. The virtual buttons may
correspond to a virtual keyboard rendered for display during
an ongoing call.

At step 414, a call interceptor module 104 on the mobile
device 100 may determine, based on an incoming call from
(or an outgoing call to) a party, contact information associ-
ated with the party. For example, the call interceptor module
104 may determine a number (e.g., cellphone number,
telephone number) associated with the party and access a
database 102 to determine, based on the number, contact
information associated with the party. The contact informa-
tion may comprise identifying information (e.g., a name)
associated with the party. In an example, the call interceptor
module 104 may determine that the party is not associated
with any contact information stored in the database 102.

At step 416, a smart keyboard module 402 may determine
a call context associated with the ongoing call. Determining
the call context may comprise determining whether an
ongoing call conversation relates to a payment transaction,
determining whether the party is associated with contact
information stored in the database 102, determining a date/
time associated with the ongoing call, determining whether
the party may be known to user, etc. The smart keyboard
module 402 may comprise (or interact with) one or both of
a speech-to-text conversion module and a natural language
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processing module to determine the call context. For
example, the speech-to-text conversion module may convert
call audio to text, and the natural language processing
module may perform processing operations on the converted
call audio to determine the call context. In an example, the
natural language processing module may comprise an inte-
grated speech-to-text conversion module.

At step 418, the smart keyboard module 402 may deter-
mine a GUI and/or buttons to display based on the deter-
mined call context. Certain trigger words may be used to
determine a call context. For example, based on detecting
words related to payments or money transfer (e.g., “I owe
you,” “send money,” “utility bill is due”), the smart key-
board module 402 may determine that a call conversation
relates to a payment transaction between the party and the
user. The smart keyboard module 402 may, based on this
determination, determine a GUI (e.g., the GUI 202 with the
payments button 210, or the GUI with buttons 252 for
various payment options) for display. In another example,
the smart keyboard module 402 may determine a GUI (e.g.,
the GUI 202 with the payments button 210, or the GUI 250
with buttons 252 for various payment options) for display
based on determining that the call conversation relates to a
payment transaction, the party is associated with contact
information stored in the database 102, and/or information
corresponding to the party is present in the payments direc-
tory associated with the payment processing application. If
the smart keyboard module 402 determines that the call is
not related to a payment transaction and/or if the party is not
associated with any contact information stored in the data-
base 102, a default GUI, which does not comprise buttons
corresponding to payments related functions, may be dis-
played.

At step 420, the smart keyboard module 402 may deter-
mine a user input to process the payment transaction. For
example, the smart keyboard module 402 may determine
that the user has pressed the payments button 210 in the GUI
202 (as shown in FIG. 2A) or one of the buttons 252 in the
GUI 250 (e.g., as shown in FIG. 2B). Based on the user
input, the payment analyzer component 106, the transaction
rendering module 108, and/or the payment initiation com-
ponent 110 may perform the steps 422-428. Steps 422-428
may be similar or substantially similar to the steps 122-126
described above with reference to FIG. 1.

FIG. 5A shows an example GUI 502 that may be pre-
sented on a display screen of the mobile device 100 during
an ongoing telephone call. The GUI 502 may display
identifying information 504 associated with a party with
which a user is currently on call. The GUI 502 may further
display other call information 506 (e.g., a call timer) and
buttons 508 corresponding to various call functions. The
GUI 502 may comprise one or more buttons determined, by
the smart keyboard module 402, based on a call context.

The smart keyboard module 402 may determine that a call
conversation between the party (“Name 1”) and the user
relates to a payment transaction between the party and the
user. For example, using the natural language processing
module, the smart keyboard module 402 may detect words
related to payments or money transfer (e.g., “I owe you,”
“please send money”). The smart keyboard module 402 may
further determine if information corresponding to the party
is present in the payments directory associated with the
payment processing application. The smart keyboard mod-
ule 402 may determine to display an add to payments
directory button 510 based on determining that the call
conversation relates to payment transaction and/or based on
determining that payments directory does not comprise



US 11,907,928 B2

11

information corresponding to the party. If the user selects the
add to payments directory button 510, information associ-
ated with the party (e.g., a cellphone number corresponding
to the party, a name of the party) may be added to the
payments directory (e.g., without any further user input).
Alternatively, the user may be directed to a GUI in which the
user may input the information corresponding to the party.

FIG. 5B shows an example GUI 552 that may be pre-
sented on a display screen of the mobile device 100 during
an ongoing telephone call. Based on considerations
described above with reference to FIGS. 4 and 5A, the smart
keyboard module 402 may determine that a call conversa-
tion between the party and the user relates to a payment
transaction. The GUI 552 may be presented based on
determining that the call conversation between the party and
the user relates to a payment transaction. The GUI 552 may
comprise one or more of an indication 556 of a value of the
payment transaction, a keypad 554 that may be used to input
a transaction value, a send payment button 558, and/or a
request payment button 560. If the user selects the send
payment button 558 or the request payment button 560, the
smart keyboard module may send the inputted transaction
value to the transaction rendering module 108 and/or the
payment initiation component 110 for initiating the payment
transaction. The transaction rendering module 108 and/or
the payment initiation component 110 may perform one or
more operations described with reference to FIG. 1. For
example, the payment initiation component 110 may send, to
the payment server 112, a transaction request comprising the
inputted transaction value.

The smart keyboard module 104 may be used for opera-
tions other than payment transactions. FIG. 6 A shows an
example GUI 602 that may be presented on a display screen
of the mobile device 100 during an ongoing telephone call.
The call interceptor module 104 may determine that a call is
with a party for which contact information is not stored in
the database 102. As a result, the GUI 602 may comprise an
unknown caller indication 604.

The smart keyboard module 402 may determine a call
context and determine that the party may be known to the
user. For example, using the natural language processing
module, the smart keyboard module 402 may detect words/
phrases related to familiarity between the party and the user
(e.g., “its been a long time,” “how are you”). The smart
keyboard module 402 may additionally, or alternatively,
determine that the party may be known to the user based on
determining that a call duration exceeds a threshold call
duration. Based on determining that the party may be known
to the user, the smart keyboard module 402 may determine
to display an add to contacts button 606 on the GUI 602. If
the user selects the add to payments directory button 606, the
user may be directed to a GUI in which the user may input
information corresponding to the party (e.g., a name corre-
sponding to the party). For example, the user may be
directed to a GUI associated with an application that main-
tains the contacts database 102-1.

FIG. 6B shows an example GUI 652 that may be pre-
sented on a display screen of the mobile device 100 during
an ongoing telephone call. The smart keyboard module 402
may determine a call context and may determine that the call
is associated with setting up an appointment. For example,
using the natural language processing module, the smart
keyboard module 402 may detect words/phrases related to
setting up a time and/or to perform a specific action at a
particular time (e.g., “lets meet at the coffee shop,” “I will
call you tomorrow”). Based on determining that the call is
associated with setting up an appointment, the smart key-
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board module 402 may display a prompt 654 comprising
appointment information. The appointment information may
comprise information that may be determined by the natural
language processing module. If the user selects a set
appointment button 656 included in the prompt 654, the
appointment information may be added to an appointments
database maintained by a calendar application on the mobile
device 100.

One or more of the buttons included in various GUIs
described herein may be deeplink-enabled buttons that may
direct the user to specific interfaces within an application.
For example, the payments button 210, the send payment
button 252-2, the request payment button 252-2, the send
payment button 558, and/or the request payment button 560
may direct the user to an interface in the payment processing
application, thereby enabling the user to confirm a payment
transaction. The add to payments directory button 510 may
direct the user to an interface in the payment processing
application, enabling the user to input information (e.g., an
account number, an email address) corresponding to a party.
The add to contacts button 606 may direct the user to an
interface in an application that maintains the contacts data-
base 102-1. One or more fields in the interfaces may be
pre-filed based on information determined by the payment
analyzer component 106, the smart keyboard module 402,
the natural language processing module, etc. For example,
the interface in the payment processing application may
comprise payment information determined by the payment
analyzer component 106.

FIG. 7 depicts an illustrative computing environment 700,
in accordance with one or more example arrangements. The
computing environment 700 may comprise one or more
devices (e.g., computer systems, communication devices,
etc.). The computing environment 500 may comprise, for
example, a plurality of mobile devices (e.g., the mobile
device 102 associated with a user and a mobile device 712
associated with another party), the payment server 112,
and/or the like. One or more of the devices and/or systems,
may be linked over a communication network 714 (e.g., a
cellular communication network). The communication net-
work 714 may use wired and/or wireless communication
protocols.

Various components, modules, and/or databases in the
mobile device 100 may exchange/share information using
software interfaces and perform various operations
described herein. The mobile device 100 and the mobile
device 712 may be in an ongoing call. The call interceptor
module 104 may determine contact information correspond-
ing to the mobile device 712 using information stored in the
contacts database 102 and/or the business database. The
payment analyzer component 106 (and/or a predictive cach-
ing module 704) may use the determined contact informa-
tion to access messages/emails 702, a transaction history
database 706, and a payments directory 708 to determine
payment information (e.g., one or more of a user name
associated with the party, an email address associated with
the party, source account number associated with the user,
destination account number associated with the party, a
routing number associated with a bank, a value of the
payment transaction, an indication of whether a payment is
owed to the party or whether a payment is being requested
from the party, etc.). The transaction rendering module 108
may render the determined payment information on a GUIL.
The GUI may further comprise one or more buttons deter-
mined by the smart keyboard module 402 (e.g., a send
money button, a request money button, and/or other buttons
described with reference to GUIs described with reference to
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FIGS. 2A, 2B, 3A-3D, 5A, 5B, 6A, 6B, ctc.). Based on user
confirmation of a payment transaction, the payment initia-
tion component 110 may send a transaction request to the
payment server 112. In another example, based on a user
input, the mobile device 100 may store reminder informa-
tion corresponding to the payment transaction using an
alerts/reminders module 710.

The payment server 112 may comprise one or more
computing devices and/or other computer components (e.g.,
processors, memories, communication interfaces). The pay-
ment server 112 may be configured to process a payment
transaction between the user associated with the mobile
device 100 and the party associated with the mobile device
712. For example, the payment server may be linked to one
or more servers/databases storing information associated
with a source account and a destination account, and process
a payment transaction between the source account and the
destination account.

FIG. 8 shows an example mobile device 100 in accor-
dance with one or more arrangements. The mobile device
100 may comprise one or more of host processor(s) 804,
medium transaction control (MAC) processor(s) 806, physi-
cal layer (PHY) processor(s) 808, transmit/receive (TX/RX)
module(s) 810, memory 802, a display screen 812, and/or
the like. One or more data buses may interconnect the host
processor(s) 804, the MAC processor(s) 806, the PHY
processor(s) 808, the Tx/Rx module(s) 810, the display
screen 812, and/or the memory 802. The mobile device 100
may be implemented using one or more integrated circuits
(ICs), software, or a combination thereof, configured to
operate as discussed below. The host processor(s) 804, the
MAC processor(s) 806, and the PHY processor(s) 808 may
be implemented, at least partially, on a single IC or multiple
ICs. The memory 802 may be any memory such as a
random-access memory (RAM), a read-only memory
(ROM), a flash memory, or any other electronically readable
memory, or the like.

Messages transmitted from and received at devices in the
computing environment 700 may be encoded in one or more
MAC data units and/or PHY data units. For example, the
MAC processor(s) 806 and/or the PHY processor(s) 804 of
the 10T-enabled module 111 are configured to generate data
units, and process received data units, that conform to any
suitable wired and/or wireless communication protocol. For
example, the MAC processor(s) 806 may be configured to
implement MAC layer functions, and the PHY processor(s)
808 may be configured to implement PHY layer functions
corresponding to the communication protocol. The MAC
processor(s) 806 may, for example, generate MAC data units
(e.g., MAC protocol data units (MPDUSs)), and forward the
MAC data units to the PHY processor(s) 808. The PHY
processor(s) 808 may, for example, generate PHY data units
(e.g., PHY protocol data units (PPDUs)) based on the MAC
data units. The generated PHY data units may be transmitted
via the TX/RX module(s) 810 over the communication
network 714. Similarly, the PHY processor(s) 808 may
receive PHY data units from the TX/RX module(s) 714,
extract MAC data units encapsulated within the PHY data
units, and forward the extracted MAC data units to the MAC
processor(s). The MAC processor(s) 806 may then process
the MAC data units as forwarded by the PHY processor(s)
808.

One or more processors (e.g., the host processor(s) 804,
the MAC processor(s) 806, the PHY processor(s) 808,
and/or the like) of the mobile device 100 may be configured
to execute machine readable instructions stored in memory
802. The memory 802 may comprise (i) one or more
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program modules/engines having instructions that when
executed by the one or more processors cause the mobile
device 100 to perform one or more functions described
herein and/or (ii) one or more databases that may store
and/or otherwise maintain information which may be used
by the one or more program modules/engines and/or the one
or more processors. The one or more program modules/
engines and/or databases may be stored by and/or main-
tained in different memory units of the mobile device 100
and/or by different computing devices that may form and/or
otherwise make up the mobile device 100. For example,
memory 802 may have, store, and/or comprise the payment
analyzer component 106, the payment rendering module
108, the smart keyboard module 402, the predictive caching
module 704, the call interceptor module 104, the payment
initiation component 110, the alerts/reminders module 710,
a display driver, various databases (e.g., the database 102,
the transaction history database 706, the messages/emails
database 702, the payments directory 708) and/or the like.

FIG. 9 shows an illustrative algorithm for a payment
transaction, in accordance with one or more example
arrangements. The illustrative algorithm may be used at a
wireless device to send a transaction request to the payment
server 112. At step 904, the mobile device 100 (e.g., the call
interceptor module 104 in the wireless device) may intercept
a call to determine if the call is from/to a party for which
contact information stored in database 102. For example, the
call interceptor module 104 may determine a cellphone
number (e.g., cellphone number or telephone number) asso-
ciated with the party and access the database 102 to deter-
mine (e.g., at step 908), based on the number, whether
contact information associated with the party is stored in the
database 102.

At step 912, if contact information associated with the
party is stored in the database 102, the mobile device 100
(e.g., the payment analyzer component 106) may determine,
based on the contact information, transaction history asso-
ciated with the party. The transaction history may comprise
prior payments made to the party, prior payments received
from the party, prior payment requests to/from the party, etc.

At step 916, the mobile device 100 (e.g., a predictive
caching module associated with the payment analyzer com-
ponent 106) may determine payment information based on
the transaction history. The payment information may com-
prise, for example, a value of a payment transaction between
the party and a user associated with mobile device 100. The
mobile device 100 (e.g., the transaction rendering module
108) may display the payment information on a display
screen associated with the mobile device 100.

At step 920, the mobile device 100 (e.g., the payment
initiation component 110) may send, to the payment server,
a transaction request, for example, based on user input
confirming a payment transaction. The transaction request
may comprise the determined payment information.

FIG. 10 shows an illustrative algorithm for rendering
virtual buttons on the mobile device 100 for a payment
transaction, in accordance with one or more example
arrangements. The rendered virtual buttons may correspond
to payment transaction-related functions at the mobile
device 100. At step 1004, the mobile device 100 (e.g., the
call interceptor module 104 in the wireless device) may
intercept a call to determine if the call is from/to a party for
which contact information stored in database 102. For
example, the call interceptor module 104 may determine a
cellphone number (e.g., cellphone number or telephone
number) associated with the party and access the database
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102 to determine (e.g., at step 1008), based on the number,
whether contact information associated with the party is
stored in the database 102.

If contact information associated with the party is not
stored in the database 102, at step 1016, the mobile device
100 (e.g., the smart keyboard module 402) may determine a
default GUI for display on the display screen 812. The
default GUI may not comprise buttons corresponding to
payments related functions and may only comprise default
call function buttons (e.g., an add call button, a mute button,
a Bluetooth button, a speaker button, etc.)

If the contact information associated with the party is
stored in the database 102, at step 1012, the mobile device
100 (e.g., the smart keyboard module 402) may determine
whether the call is related to a payment transaction. For
example, the smart keyboard module 104 may use a natural
language processing module to determine if a call conver-
sation comprises keywords related to payments or money
transfer. If the call is not related to a payment transaction, at
step 1016, the mobile device 100 (e.g., the smart keyboard
module 402) may determine the default GUI for display on
the display screen 812. If the call is related to a payment
transaction, at step 1020, the mobile device 100 (e.g., the
smart keyboard module 402) may determine a GUI for
display on the display screen 812, wherein the GUI may
comprise, in addition to the default call function buttons,
buttons corresponding to payment related functions (e.g.,
send payment, request payment, etc.).

At step 1024, the mobile device 100 (e.g., the smart
keyboard module 402) may determine a user input to
process a payment transaction. The smart keyboard module
may determine, for example, that the user has selected a
button corresponding to a payment related function.

At step 1028, the mobile device 100 (e.g., the payment
initiation component 110) may send, to the payment server,
a transaction request, for example, based on user input
confirming a payment transaction. The transaction request
may comprise the payment information determined by the
payment analyzer component 106 and/or by the user.

Various arrangements described herein enable efficient
initiation of a payment transaction by a user during a call.
For example, the user may select payment options using
buttons displayed on a GUI associated with the call, without
opening and accessing a specific payment processing appli-
cation. A payment analyzer component in the mobile device
may automatically determine various details associated with
the payment transaction. A smart keyboard module may
flexibly generate a GUI with on-screen buttons for payment
operations and/or other mobile device functions.

One or more aspects of the disclosure may be embodied
in computer-usable data or computer-executable instruc-
tions, such as in one or more program modules, executed by
one or more computers or other devices to perform the
operations described herein. Generally, program modules
include routines, programs, objects, components, data struc-
tures, and the like that perform particular tasks or implement
particular abstract data types when executed by one or more
processors in a computer or other data processing device.
The computer-executable instructions may be stored as
computer-readable instructions on a computer-readable
medium such as a hard disk, optical disk, removable storage
media, solid-state memory, RAM, and the like. The func-
tionality of the program modules may be combined or
distributed as desired in various embodiments. In addition,
the functionality may be embodied in whole or in part in
firmware or hardware equivalents, such as integrated cir-
cuits, application-specific integrated circuits (ASICs), field
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programmable gate arrays (FPGA), and the like. Particular
data structures may be used to more effectively implement
one or more aspects of the disclosure, and such data struc-
tures are contemplated to be within the scope of computer
executable instructions and computer-usable data described
herein.

Various aspects described herein may be embodied as a
method, an apparatus, or as one or more computer-readable
media storing computer-executable instructions. Accord-
ingly, those aspects may take the form of an entirely
hardware embodiment, an entirely software embodiment, an
entirely firmware embodiment, or an embodiment combin-
ing software, hardware, and firmware aspects in any com-
bination. In addition, various signals representing data or
events as described herein may be transferred between a
source and a destination in the form of light or electromag-
netic waves traveling through signal-conducting media such
as metal wires, optical fibers, or wireless transmission media
(e.g., air or space). In general, the one or more computer-
readable media may be and/or include one or more non-
transitory computer-readable media.

As described herein, the various methods and acts may be
operative across one or more computing servers and one or
more networks. The functionality may be distributed in any
manner, or may be located in a single computing device
(e.g., a server, a client computer, and the like). For example,
in alternative embodiments, one or more of the computing
platforms discussed above may be combined into a single
computing platform, and the various functions of each
computing platform may be performed by the single com-
puting platform. In such arrangements, any and/or all of the
above-discussed communications between computing plat-
forms may correspond to data being accessed, moved,
modified, updated, and/or otherwise used by the single
computing platform. Additionally, or alternatively, one or
more of the computing platforms discussed above may be
implemented in one or more virtual machines that are
provided by one or more physical computing devices. In
such arrangements, the various functions of each computing
platform may be performed by the one or more virtual
machines, and any and/or all of the above-discussed com-
munications between computing platforms may correspond
to data being accessed, moved, modified, updated, and/or
otherwise used by the one or more virtual machines.

Aspects of the disclosure have been described in terms of
illustrative embodiments thereof. Numerous other embodi-
ments, modifications, and variations within the scope and
spirit of the appended claims will occur to persons of
ordinary skill in the art from a review of this disclosure. For
example, one or more of the steps depicted in the illustrative
figures may be performed in other than the recited order, and
one or more depicted steps may be optional in accordance
with aspects of the disclosure.

We claim:
1. A payment processing system, the system comprising:
a mobile device, associated with a first user, comprising
at least one first processor, a first communication
interface communicatively coupled to the at least one
first processor, and a first memory storing first com-
puter-readable instructions that, when executed by the
at least one first processor, cause the mobile device to:
determine, during an ongoing call with a second user,
a call context associated with the ongoing call,
determining the call context associated with the
ongoing call including:
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converting, via a speech-to-text conversion compo-
nent on the mobile device, call audio of the
ongoing call to text; and
processing, via a natural language processing com-
ponent on the mobile device, the text from the
converted call audio to detect one or more key-
words indicating the call context of the ongoing
call;
determine, based on the call context, whether the
ongoing call is related to a payment;
responsive to determining, based on the call context,
that the ongoing call is related to a payment:
determine, based on the call context, a first user
interface including a first plurality of virtual key-
board buttons to display on a display screen asso-
ciated with the mobile device, the first plurality of
virtual keyboard buttons including a payment but-
ton;
display, during the ongoing call, the determined first
user interface including the first plurality of virtual
keyboard buttons;
determine a user input, received via the payment
button of the first plurality of virtual keyboard
buttons, to process a payment transaction;
send, via the first communication interface to a
payment server, a transaction request to process
the payment transaction;
responsive to determining, based on the call context,
that the ongoing call is not related to a payment:
determine a second user interface, the second user
interface including a second plurality of virtual
keyboard buttons that does not include the pay-
ment button; and
display, during the ongoing call, the second user
interface including the second plurality of virtual
keyboard buttons;
and
the payment server comprising at least one second pro-
cessor, a second communication interface communica-
tively coupled to the at least one second processor, and
a second memory storing second computer-readable
instructions that, when executed by the at least one
second processor, cause the payment server to:
receive, via the second communication interface, the
transaction request.

2. The system of claim 1, wherein the first computer-
readable instructions that, when executed by the at least one
first processor, cause the mobile device to:

determine, during the ongoing call with the second user,

contact information associated with the second user;
and

determine, based on the contact information, the transac-

tion request.

3. The system of claim 2, wherein the first computer-
readable instructions that, when executed by the at least one
first processor, cause the mobile device to:

determine, based on the contact information, payment

information, wherein the payment information com-
prises at least one of:

source account information,

destination account information,

a transaction value, and

combinations thereof;

wherein the transaction request comprises the payment

information.
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4. The system of claim 3, wherein the first computer-
readable instructions, when executed by the at least one first
processor, causes the mobile device to:

display, during the ongoing call and on the display screen

of the mobile device, the determined payment infor-
mation, wherein the sending the transaction request
comprises receiving a user confirmation to send the
transaction request.

5. The system of claim 3, wherein the first computer-
readable instructions, when executed by the at least one first
processor, causes the mobile device to:

determine, based on the contact information, a transaction

history between the first user and the second user; and
determine, based on the transaction history, the transac-
tion value.

6. The system of claim 5, wherein the transaction history
comprises transaction values corresponding to prior trans-
action requests between the first user and the second user.

7. The system of claim 3, wherein the determining the
payment information comprises authenticating a user of the
mobile device based on at least one of:

a password;

a passcode;

a biometric identity; and

combinations thereof.

8. The system of claim 3, wherein the determining the
payment information comprises analyzing prior communi-
cations between the first user and the second user.

9. The system of claim 1, wherein the first computer-
readable instructions, when executed by the at least one first
processor, causes the mobile device to:

receive, from the payment server, a confirmation message

indicating that a transaction corresponding to the trans-
action request has been processed.

10. A method at a mobile device associated with a first
user, the method comprising:

determining, by a mobile device having at least one

processor and memory, and during an ongoing call with

a second user, a call context associated with the ongo-

ing call, determining the call context associated with

the ongoing call including:

converting, by the mobile device via a speech-to-text
conversion component on the mobile device, call
audio of the ongoing call to text; and

processing, by the mobile device via a natural language
processing component on the mobile device, the text
from the converted call audio to detect one or more
keywords indicating the call context of the ongoing
call;

determining, by the mobile device and based on the call

context, whether the ongoing call is related to a pay-
ment;

responsive to determining, based on the call context, that

the ongoing call is related to a payment:

determining, by the mobile device and based on the call
context, a first user interface including a first plural-
ity of virtual keyboard buttons to display on a display
screen associated with the mobile device, the first
plurality of virtual keyboard buttons including a
payment button;

displaying, by the mobile device and during the ongo-
ing call, the determined first user interface including
the first plurality of virtual keyboard buttons;

determining, by the mobile device, a user input,
received via the payment button of the first plurality
of virtual keyboard buttons, to process a payment
transaction;
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sending, by the mobile device and to a payment server,
a transaction request to process the payment trans-
action;

responsive to determining, based on the call context, that

the ongoing call is not related to a payment:

determining, by the mobile device, a second user
interface, the second user interface including a sec-
ond plurality of virtual keyboard buttons that does
not include the payment button; and

displaying, by the mobile device and during the ongo-
ing call, the second user interface including the
second plurality of virtual keyboard buttons.

11. The method of claim 10, further comprising:

determining, by the mobile device and during the ongoing

call with the second user, contact information associ-
ated with the second user; and

determining, by the mobile device and based on the

contact information, the transaction request.

12. The method of claim 11, further comprising:

determining, by the mobile device and based on the

contact information, payment information, wherein the
payment information comprises at least one of:
source account information,

destination account information,

a transaction value, and

combinations thereof;

wherein the transaction request comprises the payment

information.

13. The method of claim 12, further comprising:

displaying, by the mobile device and during the ongoing

call and on the display screen, the determined payment
information, wherein the sending the transaction
request comprises receiving a user confirmation to send
the transaction request.

14. The method of claim 12, further comprising:

determining, by the mobile device and based on the

contact information, a transaction history between the
first user and the second user; and

determining, by the mobile device and based on the

transaction history, the transaction value.

15. The method of claim 10, further comprising receiving,
by the mobile device and from the payment server, a
confirmation message indicating that a transaction corre-
sponding to the transaction request has been processed.

16. An apparatus comprising:

at least one processor;
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a communication interface communicatively coupled to
the at least one processor; and
a memory storing computer-readable instructions that,
when executed by the at least one processor, cause the
apparatus to:
determine, during an ongoing call with a user, a call
context associated with the ongoing call, determin-
ing the call context associated with the ongoing call
including:
converting, via a speech-to-text conversion compo-
nent on the apparatus, call audio of the ongoing
call to text; and
processing, via a natural language processing com-
ponent on the apparatus, the text from the con-
verted call audio to detect one or more keywords
indicating the call context of the ongoing call;
determine, based on the call context, whether the
ongoing call is related to a payment;
responsive to determining, based on the call context,
that the ongoing call is related to a payment:
determine, based on the call context, a first user
interface including a first plurality of virtual key-
board buttons to display on a display screen asso-
ciated with the apparatus, the first plurality of
virtual keyboard buttons including a payment but-
ton;
display, during the ongoing call, the determined first
user interface including the first plurality of virtual
keyboard buttons;
determine a user input, received via the payment
button of the first plurality of virtual keyboard
buttons, to process a payment transaction;
send, via the communication interface to a payment
server, a transaction request to process the pay-
ment transaction;
responsive to determining, based on the call context,
that the ongoing call is not related to a payment:
determine a second user interface, the second user
interface including a second plurality of virtual
keyboard buttons that does not include the pay-
ment button; and
display, during the ongoing call, the second user
interface including the second plurality of virtual
keyboard buttons.
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