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(57) Abstract: Itis proposed to copy protect data files
for transmission by incorporating DSV data patterns,
that is, data patterns which are difficult to encode with-
out causing DSV problems, in the data files. The data
in five audio streams and two video streams is placed,
by way of encoders (10) and a multiplexer (12) into
a stream of blocks of encoded data in the MPEG file
format (14). In this format, blocks of video data V are
arranged alternately with blocks of audio data A and
padding stream blocks P. DSV data patterns (16) are
incorporated into the MPEG file (14) by way of an en-
coder (18) to produce the copy protected data file (15).
The DSV data patterns (16) are incorporated into loca-
tions within the MPEG file which have no data content
such as padding stream blocks P and/or into unused
audio data blocks A. The DSV data patterns incorpo-
rated within the data blocks fed either to a monitor or
to a reproduction system will not interfere with the re-
production such that unfettered access is provided to
the transmitted information. However, a CD or DVD
writer will generally be caused to write a disc which,
when read, will result in a reader returning corrupted
data or information signalling a read error. Thus, the
data in the MPEG file (14) has been copy protected.
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COPY PROTECTION FOR TRANSMISSION OF INFORMATION

The present invention relates to a method of copy protecting data files for
the transmission of information and to a data file to be used in the transmission
of information.

Increasingly it is required to make information, such as films, music
videos, games and other multimedia presentations, available elebtronically. For
example, such information content may be transmitted by way of the internet, by
broadcast TV, or by cable for display on the screen of a computer or by a
television set. Thus, it may be required to make a film available electronically to
a user on the payment of an appropriate fee.

However, recordable CDs and CD writers for writing to such recordable
discs are readily available to the domestic consumer and recordable DVDs and
DVD writers are expected to become as readily available in the short term.
There is therefore the risk that when information content of the type described is
made available in electronic form, for example, by way of the internet, the
consumer may be enabled not only to use the content as intended but also to
make copies thereof onto appropriate optical discs.

There is therefore a need to control the use to which the transmitted
information can be put.

The present invention seeks to provide a method of copy protecting data
files for the transmission of information.

Throughout the specification and claims, the term “DSV data patterns”
means data patterns which are likely to be difficult to encode without the
encoded data causing DSV problems.

Thus, when “DSV data patterns” are encoded and written to an optical
disc, for example, by a writer, a reader or player of encoded data incorporating

the DSV data patterns will experience DSV problems.

According to a first aspect of the present invention there is provided a
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method of copy protecting data files for the transmission of information, where
the information has been encoded into a data file having a format suitable for
transmission, the method comprising incorporating into the data file DSV data
patterns as hereinbefore defined, the DSV data patterns being chosen and
located such that the data file cannot be accurately written to an optical disc.

The applicants have found that the inherent limitations of currently
available CD and DVD writers can be used in copy protection techniques. Thus,
and as described in their earlier application No. WO 02/11136, the applicants
have found that it is possible to provide DSV data patterns which, because of
their size and/or nature, cannot be accurately written onto a disc by a writer for
recordable discs such that the disc remains reliably readable. However, the
much more sophisticated encoders used in mastering houses, for example, the
encoder which controls a laser beam recorder, can be controlled to accurately
write the DSV data patterns to the glass master.

The encoder associated with a laser beam recorder has a relatively large
amount of memory and processing power at its disposal. Specifically, the
encoder uses sophisticated algorithms to analyse the information, including the
DSV data patterns, which is to be encoded and written {o the disc. The purpose
of these algorithms is to ensure that this information is encoded onto the glass
master in a manner which ensures that the information on the discs produced
using this glass master can be read correctly by all CD and DVD readers. Fora
CD, the encoder chooses the merge bits which are interspersed in the encoded
data as part of the encoding process and the chosen merge bit pattern ensures
the readability of the replica discs made from the glass master. Similarly, for a
DVD, the encoder chooses the sequence of channel bits to ensure readability.
These sophisticated encoders can compromise the readability of one area of
disc slightly, to ensure the readability of another area of disc, the overall effect
being to ensure that the whole disc has a uniformly high readability.

By contrast, commercially available CD and DVD writers are limited in the
processing power and memory which can be brought to bear on the problem of
encoding the data. Specifically, the encoder built into a writing device contains
simpler encoding algorithms because complicated algorithms require more
processing power, more memory and they are more expensive to design, write
and debug which reduces the profit margin on the writer. These simpler
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encoding algorithms may not make the ideal choices for merge bits or the
sequence of channel bits even when the better choices are readily available. If
one area of disc is easy to encode so as to ensure high readability and the
following region is difficult to encode and would have a low readability, the
simple encoders in writers do not have the foresight to trade-off the readability of
one area with another and the result is that the easily encoded region is
encoded well and the region which is difficult to encode is encoded badly and
when the disc is read, errors are found in this latter region.

In the applicants’ earlier application No. WO 02/111386, an authenticating
signature is applied to an optical disc, the signature having been chosen to -
utilise the inherent limitations of currently available disc writers and to provide
DSV problems.

In their copending application No. 0304015.1, filed on 21st February
2003, the applicants describe and claim the provision of DSV data patterns in an
application file to be carried on an optical disc, such that these DSV data
patterns work with the inherent limitations of optical disc writers to provide copy
protection for the application carried on the optical disc.

With embodiments of the present application, DSV data patterns are

. incorporated into data files for transmission. Where these data files are

received, for example, at a user computer or by a player of the transmitied data,
they can be accessed and used without difficulty. However, if the user writes the
received data files fo an optical disc the resultant copy will have readability
problems such that it will be difficult to play or use the information recorded on
the optical disc.

There may be circumstances where, for example, it is required to transmit
the data file, which incorporates the DSV data patterns, to a mastering house so
that the data file can be applied to a glass master. However, the encoder
associated with the laser beam recorder should be able to write the data file to
the glass master in a manner to ensure readability. Alternatively, and if required,
a special encoder could be used to write the data file to disc. In either case, the
resulting optical discs will, in their turn, be copy protected by the incorporated
DSV data patterns.
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In an embodiment, the data file comprises a stream of blocks of encoded
data, and the method further comprises incorporating the DSV data patterns into
one or more selected blocks in the stream which do not have information
content.

Preferably, the DSV data patterns are only incorporated into part of the or
each selected block.

The data file format may be, for example, MPEG, Windows compressed
media files, AVI files or any other file format for encoding and compressing
video.

Preferably, the DSV data patterns are chosen to cause DSV problems for
optical disc writers.

For example, the DSV data patterns may be chosen to ensure that the
DSV has a significant absolute value.

In an embodiment, the DSV data patterns are repeated patterns of
values. These patterns of values may be randomly chosen. '

The size of the DSV data patterns may be a predetermined amount.

It is generally thought that the effectiveness of the DSV data patterns is
maximised where the DSV data patterns are arranged to produce a DSV which
has a rapid rate of change.

In addition, it is preferred that the DSV data patterns are arranged to
produce a DSV which has a substantial low frequency component.

As is well known, the information in the data file may comprise one or
more of: audio data, numerical data, text data, video data, graphics data,
program data, animation data and/or any other data.

According to a further aspect of the present invention there is provided a
data file to be used in the transmission of information, the data file comprising a
stream of blocks into which the information has been encoded, and wherein
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DSV data patterns as hereinbefore defined have been incorporated into one or

more selected blocks in said stream of blocks.

In an embodiment, the DSV data patterns have only been incorporated
into part of the or each selected block.

Preferably, the DSV data patterns have only been incorporated into
selected blocks which are without information content.

The data file may have, for example, the format of MPEG, Windows
compressed media files, AVI files or any other file format for encoding and
compressing video.

Where the data file is in MPEG format and the stream of blocks
comprises video data, audio data and padding stream blocks arranged
alternately, the DSV data patierns are preferably incorporated in selected blocks
without information content. For example, the DSV data patierns may be
incorporated in padding stream blocks and/or in unused audio data blocks.

Preferably, said DSV data patterns have been chosen to cause DSV
problems for optical disc-writers.

In an embodiment, the DSV datia patterns are chosen to ensure that the
DSV has a significant absolute value.

The DSV data patterns may be repeated patterns of values.

The size of the DSV data patterns may be a predetermined amount.

It is preferred that the DSV data patterns are arranged to produce a DSV
which has a rapid rate of change. It is currently thought that this is the most

effective way to ensure reading problems for copy discs.

Preferably, the DSV data patterns are arranged to produce a DSV which
has a substantial low frequency component.
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The present invention also extends to an optical disc carrying a data file
as defined above.

An optical disc of the invention may be a legitimate, copy protected
optical disc, which has been produced using an encoder able to record and
encode the DSV data patterns without providing readability problems on the
resultant disc. Alternatively, an optical disc of the invention may be a copy disc
produced by a CD or DVD writer.

The present invention also extends to a storage device containing a data
file as defined above.

For example, the data file may be contained on the hard disc or in other
memory of a user's computer or of a server.

Embodiments of the present invention will hereinafter be described, by
way of example, with reference to the accompanying drawings, in which:

Figure 1 shows the surface of a compact disc, very much enlarged,
showing the pits thereon;

Figure 2 shows a cross-section of a pit illustrating the data associated
therewith;

Figure 3 shows the DSV associated with pits and lands of a compact disc;

Figure 4 shows the provision of a data file in MPEG format and the
application of DSV data patterns thereto;

Figure 5 shows schematically the transmission and decoding of the copy
protected data file of Figure 4; and

Figure 6 indicates the recording of the data file of Figure 4 onto an optical
disc.

The copy protection technique of this invention relies upon the use of
DSV data patterns as described, for example, in WO 02/11136. A brief
description explaining DSV and how it is utilised now follows. This description
begins specifically by reference to the encoding of a CD-ROM. However, it will
be appreciated that the present invention is not limited to use with a CD-ROM
and finds application to all data carrying optical discs. Specifically, the invention
is applicable to all formats of CDs and to all formats of DVDs.
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Figure 1 shows an enlarged view of part of a CD showing the pits 6
thereon. As is well known, these pits extend along a spiral track on the surface
of the disc and are separated by lands.

Figure 2 shows a section through a pit 6 and land 8 illustrating how data
is encoded on a CD. The pits and lands do not represent binary Os and 1s, but
instead represent transitions from one state to another. The data signal is
stored in NRZI form (Non-Return to Zero Inverted), where the signal is inverted
every time a 1 is encountered. ‘Figure 2 shows the binary value 00100010.

The data stream always consists of pits and lands of at least 3 bits and at
most 11 bits long. This is sometimes referred to as a 3T-11T where T is a 1 bit
period. A 3T pit has the highest signal frequency (720khz) and an 11T pit has
the lowest signal frequency (196khz).

A data signal is derived from the lengths of the pits and lands. The
produced signal forms a square wave known as an EFM signal. The digital sum
value (DSV) is the running difference between the number of T values where the
EFM represents a pit and the number of T values where the EFM represents a
land. As each data bit is read, the DSV is incremented or decremented
depending upon whether the data bit corresponds fo a pit or a land.

Figure 3 shows the DSV associated with pits and lands on a disc. Asis
indicated in Figure 3, the DSV is determined by assigning the value +1 to each
land T, and —1 to each pit T. Ideally, the DSV should stray as little as possible
from the zero level. If the DSV has a rapid rate of change over a significant
period of time or if the DSV has substantial low frequency components then the
transitions in the EFM signal may be shifted from their ideal values and/or the
ability of tracking and focus circuits in CD drives to maintain optimal head
positioning may be compromised. This typically causes read failures from the
CD.

Original data, in 8 bit bytes, is passed through a process called EFM
encoding to produce the 14 bit symbols, often referred to as channel bits. The
set of 14 bit symbols is especially designed:

to level out the number of pits and lands, to help maintain balanced DSV,
and
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to ensure that there are no symbols which break the EFM coding scheme
of 3T-11T.

Another way of regarding the 3T-11T coding scheme is that the number
of successive zeros must be greater than or equal to two and less than or equal
to ten. It is immediately apparent that this requirement may be compromised
where two 14 bit symbols follow one after the other. Accordingly, a set of 3
merge bits are added between each 14 bit symbol and the one following to
ensure that there are no violations of the 3T-11T coding scheme and to ensure
that a suitable DSV is maintained.

The merge bits contain no useful data and the algorithm used to generate
their values can differ from drive to drive. Once read, the merge bits are
discarded and the data contained in the 14 bit symbol is passed onto the next
process.

The above describes the basic encoding scheme for a CD and will be
known to those skilled in the art. Accordingly, further explanation thereof is not
required.

As set out above, embodiments of this invention utilise the inherent -
limitations of currently available CD or DVD writers.

The encoding of a CD is subject to two rigorous conditions and one more
vague requirement. The first strict rule is that the encoded data must decode
without errors into the data which the provider of the content wanted on the disc.
The second strict rule is that the encoding must obey the run-length limiting rules
so that no pits or lands are longer than 11T or shorter than 3T. The vague
requirement is that the DSV characteristics of the disc should be as good as
possible.

As set out above, DSV is a property of the encoded data. Itis a running
difference between the number of pit T states and the number of land T states.
It is desirable that the DSV should not have high absolute values, should not
change rapidly, and should not have low frequency components. This latter
requirement means that the DSV should not oscillate in a regular fashion.
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In order to maintain good DSV characteristics, the encoder often has a
choice in the merge bits to insert between the symbols which carry the data.
When encoding certain special patterns of data, the encoder has a very much
reduced ability to choose merge bits because the run-length limiting rules place
limitations on the merge bits which can precede or follow certain symbols. The
encoder effectively loses much of its control of the DSV while this data is being
encoded. ltis critical that it chooses correctly in the few locations where it has a
choice.

A sophisticated encoder, such as those which control laser beam
recorders, may have the foresight, or can be designed, to choose a pattern of
merge bits which is not optimal for the immediate locality where this area is
followed by one in which the run length limiting rules dictate the merge bits. The
result will be that the overall DSV for the two areas will have better properties.
The ability to detect upcoming areas where the merge bit choices are limited is
called “look-ahead”. Encoders with a larger look-ahead will be able io make
more preparations for encoding the troublesome data and hence the overall
encoding will be better. CD writers typically have very little ability to look ahead
and hence when they lose confrol of the DSV, it is more likely to result in an
unreadable disc.

The applicants have identified a number of symbol values which are
capable of causing DSV problems because of their EFM pattern ai the pits and
lands level. When the patterns for these values are processed through the EFM
decoder of a CD drive, the DSV accumulates or decrements and this can result
in read failures. Of course, and as indicated above, the encoding process for a
CD is designed to prevent values capable of causing DSV problems occurring in
the EFM pattern as well as providing robust error correction.

As will also be well known, DVDs are subject to encoding known as
EFMPIlus. In this scheme the 8 bit data words are encoded into 16 bit channel
bits and state machines are used to choose the 16 bit symbols. As this choice
can be made so that the coding scheme is not compromised, a flexibility given
by the increased number of bits in each symbol, merge bits are not required.

On decoding, the information that was present in the 8 bit data words is
recreated but the encoding scheme is lost.
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As set out above, this invention proposes that DSV data patterns, that is,
data patterns which are difficult to encode without causing DSV problems, be
incorporated in data files for transmission. The invention is described below and
illustrated with specific reference to the incorporation of DSV data patterns into
MPEG files. However, the invention is not limited to use with MPEG files and
can be used with any file format for encoding digital information. Where the
information is, for example, video and/or audio, the file format may be Windows
compressed media files or AVl files.

Figure 4 shows schematically the arrangement of audio and video data
into an MPEG file 14 and the subsequent application of DSV data patterns
thereto. In this respect, the file format shown specifically is MPEG 2, which is
currently widely used for the transmission of video, but the invention is equally
applicable to other types of MPEG file.

As is shown in Figure 4, the daia in five audio tracks and two video tracks
is placed, by way of encoders 10 and a muliiplexer 12 info a stream of blocks of
encoded data in the MPEG file format which is indicated at 14. In this format,
blocks of video data V are arranged alternately with blocks of audio data A and
with padding stream blocks P.

As is illustrated in Figure 4, DSV data patterns, indicated at 16, are
incorporated into the MPEG file 14 by way of an encoder 18 to produce the copy
protected data file 15. The DSV data patterns 16 are incorporated into locations
within the MPEG file which have no data content. Thus, and as illustrated, the
DSV data patterns may be incorporated into padding stream blocks P and/or
into unused audio data blocks A. The DSV data patterns 16 may be
incorporated such that they completely fill each of the selected blocks A and/or
P or the DSV data patterns 16 may be accommodated in part only of each
selected block A, P. Additionally, and/or alternatively, the DSV data patterns
may be inserted in blocks containing data but in an unused area thereof.

Figure 4 illustrates the incorporation of DSV data patterns into the MPEG
file 14 after the MPEG file has been created. Of course, the DSV data patterns
may alternatively be incorporated within the MPEG file during its creation.
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Figure 5 shows schematically the transmission of a copy protected MPEG
file 15 which incorporates the DSV data patterns 16. The data file 15 is
transmitted by transmission means, indicated at 20, to a receiver, indicated at
22. The transmission means 20 may be the internet, broadcast or satellite TV,
cable TV, or an alternative network. The receiver 22 is, as is well known,
provided with three buffers 24, 26 and 28. The buffer 24 receives the video
blocks, the buffer 26 receives the audio blocks, and the buffer 28 receives the
padding stream blocks. The video data from the buffer 24 is applied to a
monitor 30 for display whilst the audio data from the buffer 26 is applied to an
audio reproduction system indicated at 32. In this respect, the DSV data
patterns incorporated within the blocks fed either to the monitor 30 or to the
reproduction system 32 will not interfere with the reproduction such that the
consumer will have unfettered access to the transmitted information.

Figure 6 shows a writer 52 which is to be used to make a copy of the copy
protected MPEG file 15. In this respect, it is assumed that the MPEG file 15 has
been stored in memory 64 in a receiver computer. Alternatively, the MPEG file
15 may be stored on hard disc. The data in the MPEG file 15 is encoded by
encoder 54 and then written to a recordable optical disc 70, say a CD-R, ora
DVD-R, by way of a recording laser 58 and its controller 56. However, the data
file 15 incorporates the DSV data patterns 16 and the writer 52 will have
difficulty writing the data to the disc 70 without producing a resultant disc which
has severe readability problems. Accordingly, the writer 52 will write a disc
which, when read, will result in a reader returning corrupted data or information
signalling a read error. In this manner, therefore, the data in the MPEG file 14
has been copy protected.

Of course, there may be instances where it will be required to transmit the
copy protected MPEG file 15 to, for example, a mastering house for its
application to a glass master. Although the mastering process will then look the
same as is illustrated in Figure 6, the result will be different in that the encoder,
as 54, used at the mastering house will generally be sophisticated enough to
write the MPEG file 15 with its incorporated DSV data patterns without producing
a disc with readability problems. Alternatively, a special encoder can be used to
ensure that there are no readability problems with the discs produced from the
glass master.
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Where the invention is to be used, as indicated in Figure 5, to allow the
safe transmission of video for local use but to prevent the data from being
accurately written to an optical disc, the DSV data patterns incorporated in the
data file can be very robust and arranged to have maximum effect on a disc
writer. Where it is intended that the transmitted MPEG file will be recorded
legitimately onto a disc, for example, onto a glass master, care will need to be
taken as to the number and locations of the DSV data patterns to ensure that
there will be no readability problems with the resulting discs.

It will be apparent that if an MPEG file, as 15, with incorporated DSV
patterns, is encoded onto an optical disc, that disc will be copy protected. In this
respect, the application of files incorporating DSV data patterns to optical discs
to copy protect the information therein is described in the applicants’ copending
application No. 0304015.1, filed on 21st February 2003. As noted in that
copending application, the application of an MPEG file, for example,
incorporating DSV data patterns provides copy protection for the information on
the optical disc and is of particular relevance to the rental industry for CDs and
DVDs.

It will be appreciated that variations in, and modifications to, the
embodiments as described and illustrated may be made within the scope of the
accompanying claims.



10

20

25

30

35

WO 2004/075185 PCT/GB2004/000643

13

CLAIMS

1. A method of copy protecting data files for the transmission of information,
where the information has been encoded into a data file having a format suitable
for transmission, the method comprising incorporating into the data file DSV
data patterns as hereinbefore defined, the DSV data patterns being chosen and
located such that the data file cannot be accurately written to an optical disc
such that it can be reliably read back.

2. A method as claimed in Claim 1, wherein the data file comprises a stream
of blocks of encoded data, and the method further comprising incorporating the
DSV data patterns into one or more selected blocks in the stream which do not
have information content.

3. A method as claimed in Claim 2, wherein the DSV data patterns are only
incorporated into part of the or each selecied block.

4. A method as claimed in any preceding claim, wherein the data file format
is MPEG, Windows compressed media files, AVI files or any other file format for

encoding and compressing video.

5. A method as claimed in any preceding claim, wherein the DSV data
patierns are chosen fo cause DSV problems for optical disc writers.

6. A method as claimed in any preceding claim, wherein the DSV data
patterns are chosen to ensure that the DSV has a significant absolute value.

7. A method as claimed in any preceding claim, wherein the DSV data
patterns are repeated patterns of values.

8. A method as claimed in any preceding claim, wherein the size of the DSV
data patterns is a predetermined amount.

9. A method as claimed in any preceding claim, wherein the DSV data
patterns are arranged to produce a DSV which has a rapid rate of change.

10. A method as claimed in any preceding claim, wherein the DSV data
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patterns are arranged to produce a DSV which has a substantial low frequency
component.

11. A method as claimed in any preceding claim, wherein the information to
be transmitted comprises one or more of; audio data, numerical data, text data,
video data, graphics data, program data, animation data and/or any other data.

12. A data file to be used in the transmission of information, the data file
comprising a stream of blocks into which the information has been encoded, and
wherein DSV data patterns as hereinbefore defined have been incorporated into
one or more selected blocks in said stream of blocks.

13.  Adata file as claimed in Claim 12, wherein the DSV data patterns have
only been incorporated into part of the or each selected block.

14. A data file as claimed in Claim 12 or Claim 13, wherein the DSV data
patterns have only been incorporated info selected blocks which are without
information content.

15. A data file as claimed in any of Claims 12 to 14, wherein the DSV data
patterns have been incorporated in unused areas of blocks containing data:

16. A data file as claimed in any of Claims 12 to 15, wherein the data file has
the format of MPEG, Windows compressed media files, AVI files or any other
file format for encoding and compressing video.

17. A data file as claimed in any of Claims 12 to 16, wherein the data file is in
MPEG format and the stream of blocks comprises video data, audio data and
padding stream blocks arranged alternately, and wherein the DSV data patterns
are incorporated in selected blocks without information content.

18. A data file as claimed in Claim 17, wherein the DSV data patterns are

“incorporated in padding stream blocks.

19. A data file as claimed in Claim 17 or Claim 18, wherein the DSV data
patterns are incorporated in audio data blocks.
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20. A data file as claimed in any of Claims 12 to 19, wherein said DSV data
patterns have been chosen to cause DSV problems for optical disc writers.

21. A data file as claimed in any of Claims 12 to 20, wherein the DSV data
patterns are chosen to ensure that the DSV has a significant absolute value.

22. A data file as claimed in any of Claims 12 to 21, wherein the DSV data
patterns are repeated patterns of values.

23. A data file as claimed in any of Claims 12 to 22, wherein the size of the
DSV data patterns is a predetermined amount.

24. A data file as claimed in any of Claims 12 to 23, wherein the DSV data
patterns are arranged to produce a DSV which has a rapid rate of change.

25. A data file as claimed in any of Claims 12 to 24, wherein the DSV data
patterns are arranged to produce a DSV which has a substantial low frequency
component.

26.  An optical disc carrying a data file as claimed in any of Claims 12 to 25.

27. A storage device containing a data file as claimed in any of Claims 12
to 25.

28. A method of transmitting information substantially as hereinbefore
described with reference to the accompanying drawings.

29. A data file to be used in the transmission of information substantially as
hereinbefore described with reference to the accompanying drawings.
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