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ABSTRACT

In an active-active system, if write lock permission is granted to a second storage array, a first 

storage array sends to-be-written data and a lock revocation request together to a lock server; the 

5 lock server sends the lock revocation request carrying the to-be-written data to a second lock server; 

after storing the to-be-written data, the second lock server sends a lock revocation success message 

to the lock server; the lock server gives the write lock permission to the first storage array; and the 

first storage array obtains the write lock permission and stores the to-be-written data. By using the 

method, to-be-written data is stored in two storage arrays with relatively few procedures.
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TECHNICAL FIELD

[0001] The present invention relates to the computer field, and in particular, to a storage

technology.

BACKGROUND

[0002] In a storage area network (SAN) technology, a host is connected to a storage array by 

using a fibre channel (FC), and a storage system provides data storage services to the host.

[0003] To improve data stability, a storage system may use two storage arrays. Referring to FIG. 

1, there is a storage array 121 and a storage array 123 in a storage system, and the two storage 

arrays are connected to each other by using an FC. When a host writes data to the storage array 121, 

the storage array 121 not only stores the data into a local storage, but also sends the data to the 

storage array 123 for storing. Similarly, data received by the storage array 123 is also sent to the 

storage array 121 for storing. In this storage manner, the two storage arrays can provide storage 

services to the host, and same data is stored in the two storage arrays. This is referred to as an 

active-active storage system. In an active-active storage system, even if one storage array is faulty, a 

host can also obtain data from the other storage array, therefore improving data security.

[0004] Same content is written into the two storage arrays. Therefore, logical address segments 

of the two storage arrays correspond to each other. To avoid inconsistent data in the two storage 

arrays, in specific implementation, a global lock is used to ensure mutually exclusive write 

operations. In a same time period, only one storage array can obtain a write lock of a logical address 

segment by applying, and only this storage array that has obtained the write lock of the logical 

address segment can write data to the two storage arrays.

[0005] If the storage array 121 has obtained, by applying, a write lock of a logical address 

segment from a lock server 122, the storage array 123 cannot obtain the write lock, and therefore, 

cannot write data to a logical address segment corresponding to the storage array 123. The storage 

array 123 can obtain the write lock only after the write lock is withdrawn by the lock server 122 

from the storage array 121.

[0006] In a process of withdrawing the write lock, the two storage arrays need to communicate 

with the lock server 122. After the write lock is withdrawn, the two storage arrays also need to
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array 123.

[0007] The storage array 121 and the storage array 123 are usually far apart, for example, at a 

distance of 100 km to 300 km. Therefore, in a topology in FIG. 1, the storage array 121 is adjacent 

to the lock server 122, and a time of communication between the two may be ignored. However, 

communication between the lock server 122 and the storage array 123 and communication between 

the storage array 121 and the storage array 123 may take a lot of time. For example, the 

communication takes several milliseconds each time. If the lock server 122 is moved closer to the 

storage array 123, although communication between the lock server 122 and the storage array 123 

may take a shorter time, communication between the storage array 121 and the lock server 122 may 

correspondingly take a longer time.

[0008] Therefore, in a long-distance active-active system, how to reduce a total time of 

communication among a lock server and two storage arrays is a problem that needs to be resolved.

SUMMARY

[0009] A first aspect of the present invention provides a data write method, and the method is 

applied to a lock server. The lock server is connected to a first storage array and a second storage 

array. The first storage array and the second storage array may form an active-active storage system. 

The method includes: receiving a locking request from a first storage array, where the locking 

request carries a locking command, to-be-written data, and a write address, and the write address 

describes a location for storing the to-be-written data; sending, by the lock server, a lock revocation 

request to a second storage array if it is detected that write lock permission for the write address has 

already been granted to the second storage array, where the lock revocation request is used to 

withdraw the write lock permission, and the lock revocation request further carries the to-be-written 

data and the write address and is used to instruct the second storage array to store the to-be-written 

data according to the write address; and sending a lock allocation message to the first storage array 

after receiving a lock revocation success message sent by the second storage array, where the lock 

revocation success message is used to describe that the second storage array has finish the use of the 

write lock permission, and is further used to describe that the second storage array has written the 

to-be-written data, where the lock allocation message is used to allocate the write lock permission 

requested by the first storage array to the first storage array, and is further used to describe that the 

second storage array has completed the writing of the to-be-written data. It may be in an 

active-active storage system.

[0010] The method improves efficiency of writing data to the second storage array by the first
2
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[0011] In a first possible implementation manner of the first aspect, after receiving the lock 

revocation request, the second storage array stores the to-be-written data into a local storage 

according to the write address, and sends the lock revocation success message; and after receiving 

the lock allocation message, the first storage array stores the to-be-written data into a local storage 

according to the write address.

[0012] The method improves efficiency of writing same data at same locations of the first 

storage array and the second storage array in a case of a lock conflict.

[0013] With reference to the first possible implementation manner of the first aspect, optionally, 

the storing, by the second storage array, the to-be-written data into a local storage according to the 

write address specifically includes: combining, by the second storage array, other to-be-written data 

and the to-be-written data, and storing combined data into the local storage according to the write 

address.

[0014] The method further improves efficiency of writing data to the second storage array.

[0015] Optionally, the combining operation specifically includes: if the other to-be-written data 

and the to-be-written data share an address-overlapping part, storing the address-overlapping part as 

the to-be-written data.

[0016] The method provides a feasible measure for further improving the efficiency of data 

write to the second storage array.

[0017] In a second possible implementation manner of the first aspect, the first storage array 

and the second storage array each include a storage area network SAN storage controller and a 

storage connected to the SAN storage controller.

[0018] In a third possible implementation manner of the first aspect, the first storage array and 

the second storage array are object storage arrays, where the object storage array includes an object 

storage controller and an object storage.

[0019] In a fourth possible implementation manner of the first aspect, the write address is a 

logical unit number LUN ID and an address range in a LUN.

[0020] According to a second aspect, based on the first aspect and the various possible manners 

of the first aspect, the present invention further provides a corresponding lock management 

apparatus having a corresponding effect.

[0021] According to a third aspect, a system is provided in detail, and includes a lock server, a 

first storage array, and a second storage array.

[0022] The first storage array is configured to: receive a data write request, where the data write 

request carries to-be-written data and a write address, and the write address describes a location for

3
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request carries a locking command, the to-be-written data, and the write address. The lock server is 

configured to: receive the locking request, and if it is detected that write lock permission for the 

write address has already been granted to the second storage array, send a lock revocation request to 

the second storage array, where the lock revocation request is used to withdraw the write lock 

permission granted to the second storage array, and the lock revocation request further carries the 

to-be-written data and the write address. The second storage array is configured to: after receiving 

the lock revocation request, store the to-be-written data into a local storage according to the write 

address, and then send a lock revocation success message to the lock server, where the lock 

revocation success message is used to describe that the second storage array has finish the use of the 

write lock permission, and further, the lock revocation success message carries information that the 

to-be-written data is successfully written. The lock server is further configured to send a lock 

allocation message to the first storage array after receiving the lock revocation success message, 

where the lock allocation message is used to allocate the write lock permission requested by the 

first storage array to the first storage array, and is further used to describe that the second storage 

array has completed writing of the to-be-written data. The first storage array is further configured to 

store the to-be-written data into a local storage according to the write address after receiving the 

lock allocation message.

[0023] A fourth aspect of the present invention provides a storage controller, wherein the 

storage controller is connected to a storage and a lock server, and the storage controller comprises: 

an interface, configured to receive a data write request from a host, wherein the data write request 

carries to-be-written data and a write address, and the write address describes a location for storing 

the to-be-written data; and a processor, communicating with the transceiver module, configured to: 

after receiving the data write request by using the transceiver module, generate a locking request 

and send the locking request to the lock server by using the interface, wherein the locking request 

carries a locking command, the to-be-written data, and the write address;

[0024] The processor may further configured to: after receiving a lock allocation message sent 

by the lock server by using the interface, instruct the storage to store the to-be-written data 

according to the write address, wherein the lock allocation message is used to allocate write lock 

permission requested by the first storage controller to the first storage controller, and is further used 

to describe that another storage controller has written the to-be-written data according to the write 

address; and

[0025] The processor may further configured to: after writing the data to the storage, send a data 

writing completed message to the host by using the interface.

4



20
15

41
03

18
 

27
 M

ar
 2

01
7 [0026] A fifth aspect of the present invention provides a data write method, applied to a storage 

controller, wherein the storage controller is granted with write lock permission, and the storage 

controller is connected to a storage and a lock server, wherein the method comprises: receiving a 

lock revocation request sent by the lock server, wherein the lock revocation request is used to 

withdraw the write lock permission, and the lock revocation request further carries to-be-written 

data and a write address; instructing the storage to store the to-be-written data according to the write 

address; and sending a lock revocation success message to the lock server, wherein the lock 

revocation success message is used to describe that a second storage array has finish the use of the 

write lock permission, and further, the lock revocation success information carries information that 

the to-be-written data is successfully written.

[0027] Wherein the instructing, by the storage controller, the storage to store the to-be-written 

data according to the write address may specifically comprises: combining other to-be-written data 

in the storage controller and the to-be-written data, and instructing the storage to store combined 

data according to the write address.

[0028] A sixth aspect of the present invention provides a data write apparatus, wherein the data 

write apparatus is granted with write lock permission, and the data write apparatus communicates 

with a storage and a lock server, wherein the data write apparatus comprises: a transceiver module, 

configured to receive a lock revocation request sent by the lock server, wherein the lock revocation 

request is used to withdraw the write lock permission, and the lock revocation request further 

carries to-be-written data and the write address; and a processing module, configured to: instruct the 

storage to store the to-be-written data according to the write address, and generate a lock revocation 

success message, wherein the lock revocation success message is used to describe that a second 

storage array has finish the use of the write lock permission, and further, the lock revocation success 

information carries information that the to-be-written data is successfully written, wherein

[0029] The transceiver module may further configured to send the lock revocation success 

message to the lock server.

[0030] A seventh aspect of the present invention provides a storage controller, wherein the 

storage controller is granted with write lock permission, and the storage controller is connected to a 

storage and a lock server, wherein the storage controller comprises: an interface, configured to 

receive a lock revocation request sent by the lock server, wherein the lock revocation request is used 

to withdraw the write lock permission, and the lock revocation request further carries to-be-written 

data and the write address; and a processor, connected to the interface and configured to: instruct 

the storage to store the to-be-written data according to the write address, and generate a lock 

revocation success message, wherein the lock revocation success message is used to describe that a

5
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success information carries information that the to-be-written data is successfully written, wherein

the interface is further configured to send the lock revocation success message to the lock server.

[0031] The storage controller is configured to instruct the storage to store the to-be-written data 

according to the write address may specifically comprises: the storage controller is configured to 

combine other to-be-written data in the storage controller and the to-be-written data, and instruct the 

storage to store combined data according to the write address.

[0032] An active-active system solution is provided to improve efficiency of an active-active 

system. In other words, efficiency of writing same data at same locations of the first storage array 

and the second storage array is improved in a case of a lock conflict.

[0033] Correspondingly, the present invention further provides two data write methods, applied 

to a storage controller of a first storage array and a storage controller of a second storage array 

respectively. The two storage controllers may respectively execute operations of the first storage 

array and the second storage array in the first aspect and various possible implementation manners 

of the first aspect, and have corresponding effects. A difference lies in that the storage array has a 

controller, while for the storage controller, a storage may not be located locally in the storage 

controller. In addition, for the two additionally provided data write methods, the present invention 

further provides apparatuses corresponding to the two methods.

[0034] Further, in the present invention, the data write method executed by the first storage 

controller and the data write method executed by the second storage controller may be combined 

together. There are two combination manners. In one combination manner, the two methods are 

respectively executed by two storage controllers of a data write system, so as to write same 

to-be-written data to two storages. In another implementation manner, two methods are executed by 

a same storage controller. The storage controller plays a role of the controller in the first storage 

array in a process of writing the to-be-written data, and plays a role of the controller in the second 

storage array in another process of writing the to-be-written data.

[0035] Correspondingly, the present invention further provides a non-volatile computer readable

storage medium and a computer program product. When a memory of the storage device provided

in the present invention loads a computer instruction included in the non-volatile computer readable

storage medium and in the computer program product, a central processing unit (CPU) of the

storage device executes the computer instruction, so that the storage device executes the various

possible implementation solutions of the various aspects of the present invention.

6
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[0036] FIG. 1 is a topology diagram of an embodiment of a lock management system according 

to the present invention;

[0037] FIG. 2 is a topology diagram of an embodiment of a lock management system according 

to the present invention;

[0038] FIG. 3 is a flowchart of an embodiment of a data write method according to the present 

invention;

[0039] FIG. 4 is a structural diagram of an embodiment of a lock management apparatus 

according to the present invention;

[0040] FIG. 5 is a structural diagram of an embodiment of a lock server according to the present 

invention;

[0041] FIG. 6 is a structural diagram of an embodiment of a data write apparatus according to 

the present invention; and

[0042] FIG. 7 is a structural diagram of an embodiment of a storage controller according to the 

present invention.

DESCRIPTION OF EMBODIMENTS

[0043] The following clearly and completely describes the technical solutions in the 

embodiments of the present invention with reference to the accompanying drawings in the 

embodiments of the present invention. Apparently, the described embodiments are merely some but 

not all of the embodiments of the present invention.

[0044] A storage system including a lock server, a first storage array, and a second storage array 

is used as an example. In the prior art, after receiving to-be-written data from a host, the first 

storage array applies to the lock server for lock permission (which specifically may be write lock 

permission) according to a to-be-written address. If the write lock permission has been granted to 

the second storage array at this time (that is, a lock conflict exists), the lock server sends a lock 

revocation request to the second storage array, so that the second storage array releases the granted 

write lock permission in a timely manner after writing the data.

[0045] A process of data write is described in the following embodiment. It should be noted that 

data modification also belongs to data write.

[0046] After writing current data, the second storage array notifies the lock server that the write 

lock permission is released, that is, lock revocation succeeds. The lock server authorizes a write 

lock to the first storage array by sending an authorization message. After obtaining the write lock,

7
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second storage array by using a transmission channel between a first storage controller and a

storage controller of the second storage array, so that the second storage array writes the

to-be-written data. After both the first storage array and the second storage array write the

to-be-written data, the whole process of data write ends.

[0047] Obviously, if the first storage array and the lock server are integrated, long-distance 

message transmission needs to be performed three times as follows: The lock server sends the lock 

revocation request to the second storage array; the second storage array releases the lock permission 

to the lock server; and the first storage array sends the to-be-written data to the second storage array. 

[0048] In short, in this embodiment of the present invention, the third message may be 

combined into the other two messages, so as to reduce a quantity of times of data transmission, and 

a total time of the entire service. In addition, according to this embodiment of the present invention, 

the second storage controller may combine the to-be-written data received from the first storage 

array and data in a local storage, and store combined data into a non-volatile storage medium, so 

that time is saved in comparison with separately storing the two pieces of data into the non-volatile 

storage medium.

[0049] Further, in a lock revocation response process and a process of allocating the lock to the 

first storage array by the lock server, a data write response message may also be combined, 

producing a time-saving effect. A lock revocation success message not only describes that the 

second storage array has finish the use of the write lock permission and that the write lock 

permission is withdrawn by the lock server, but also may carry information that the second storage 

array has finish the use of the write lock permission. A lock allocation message sent by the lock 

server to the first storage array is not only used to allocate the write lock permission requested by 

the first storage array to the first storage array, but also used to notify the first storage array that the 

second storage array have finish write of the to-be-written data.

[0050] It can be understood that for the message combination, a combined message only needs 

to carry information of a message before being combined. Naming of the message and a 

transmission manner of the corresponding information (for example, packet header transmission or 

payload transmission may be used) are not limited in the present application. For example, as 

described above, the lock revocation success message carries two pieces of information: 

information one that revocation of the lock permission is allowed; and information two that the 

second storage array has finished the use of the write lock permission. Although the message is 

named "lock revocation success message", it does not mean a priority relationship between the 

information one and the information two, or limit locations of the two in the whole message, or
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[0051] Referring to FIG. 2, FIG. 2 is an architectural diagram of a storage system 20 according 

to the present invention. As shown in the figure, the storage system 20 includes a first storage array 

2 and a second storage array 3. A host 1 is connected to a storage controller 21 of the first storage 

array 2 and a storage controller 31 of the second storage array 3. The first storage array 2 further 

includes a first storage 22 connected to the first storage controller 21. The second storage array 3 

further includes a second storage 32 connected to the second storage controller 31. In addition, a 

lock server 23 and the second storage controller 31 are connected, for example, by using a fibre 

channel. Optionally, the host 1 may be connected to the second storage controller 31 of second 

storage array 3. The first storage array 2 may further include the lock server 23 connected to the 

first storage controller 21.

[0052] Data in the two storage arrays remains consistent, and when data is written to either of 

the storage arrays, the same data also needs to be written to the other storage array at the same 

location. For example, all data written to the first storage array 2 may also be written to the second 

storage array 3 at the same write address. The whole write process ends only if both the first storage 

array 2 and the second storage array 3 has completed writing.

[0053] In addition, the first storage array and the second storage array are consistent in terms of 

division and use of address space. That is, the first storage array and the second storage array have a 

same quantity of LUNs, LUN IDs correspond to each other in a one-to-one manner, and sizes of the 

LUNs also correspond to each other in a one-to-one manner. A same address range is used to store 

same data. Therefore, same data can be obtained from the two storage arrays according to a same 

address. When either of the storage arrays is faulty, the host can obtain required data from the other 

storage array.

[0054] The storage arrays in the present invention may be block (block)-based storage arrays, 

for example, a SAN; or may be object (object)-based storage arrays. For ease of description, the 

SAN is used as an example for description below.

[0055] The first storage array and the second storage array may be SAN storage arrays. The 

storage controller is equivalent to a computer, and may receive data from the host and send data to 

the storage for storing. The storage may be a non-volatile storage medium, for example, a hard disk 

or a solid-state hard disk, which may persistently store data.

[0056] As shown in FIG. 2, an embodiment of the present invention provides a storage system 

20 that includes a first storage array 2, a second storage array 3, and a lock server 23. The lock 

server 23 may be integrated in the first storage array 2. In the storage system, the first storage array 

2 and the second storage array 3 may not communicate with each other, but rely on the lock server

9
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the following.

[0057] The first storage array 2 is configured to: receive a data write request, where the data 

write request carries to-be-written data and a write address, and the write address describes a 

location for storing the to-be-written data; and then send a locking request to the lock server 23, 

where the locking request carries a locking command, the to-be-written data, and the write address.

[0058] The lock server 23 is configured to: receive the locking request, and if it is detected that 

write lock permission for the write address has already been granted to the second storage array 3, 

send a lock revocation request to the second storage array 3, where the lock revocation request is 

used to withdraw the write lock permission granted to the second storage array 3, and the lock 

revocation request further carries the to-be-written data and the write address.

[0059] The second storage array 3 is configured to: after receiving the lock revocation request, 

store the to-be-written data into a local storage according to the write address, and then send a lock 

revocation success message to the lock server 23, where the lock revocation success message is 

used to describe that the second storage array 3 has finish the use of the write lock permission, and 

further, the lock revocation success message carries information that the to-be-written data is 

successfully written.

[0060] The lock server 23 is further configured to send a lock allocation message to the first 

storage array 2 after receiving the lock revocation success message, where the lock allocation 

message is used to allocate the write lock permission requested by the first storage array 2 to the 

first storage array 2, and is further used to describe that the second storage array 3 has completed 

written of the to-be-written data. The first storage array 2 is further configured to store the 

to-be-written data into a local storage according to the write address after receiving the lock 

allocation message.

[0061] The following describes a method for storing data by using the architecture, referring to 

FIG. 3.

[0062] Step S31: A first storage controller receives a write request from a host. The write 

request carries to-be-written data and a write address.

[0063] The write request indicates that the carried to-be-written data needs to be stored. The

to-be-written data is data that needs to be stored in a first storage and a second storage. The write

address is an address used to store the to-be-written data into storage arrays. The write address may

include two parts: a LUN ID and an address range (address range). The LUN ID is used to mark a

LUN, and the address range further marks a specific location in the LUN. The address range is, for

example, a continuous address segment, and the address range may be described in two manners: a

10
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address plus a length of the to-be-written data.

[0064] In this embodiment of the present invention, write address space is used as a minimal 

granularity of permission management performed by a lock server. In another embodiment, another 

unit may be used as a granularity of permission management. This is not explained in detail in this 

embodiment.

[0065] Step S32: After receiving the write request, the first storage controller sends a locking 

request to a lock server, to request to obtain write lock permission for storage space described by 

the write address. The locking request further carries the to-be-written data and the write address, 

and the write address describes a location for storing the to-be-written data. The locking request 

may further carry lock permission information for describing permission desired by the first storage 

controller, and the lock permission information described in this embodiment is write lock 

permission.

[0066] In this embodiment, the lock server is configured to manage lock permission, for 

example, perform lock permission allocation, lock conflict detection, and lock revocation. The lock 

server may be an independent server; or as shown in FIG. 2, may be hardware or software that is 

located in a storage array and that communicates with a storage controller; or may be software or 

hardware integrated in a storage controller. Different from the prior art, the lock server in this 

embodiment of the present invention is further configured to: receive and send to-be-written data, 

and receive and send corresponding response messages.

[0067] In addition, the lock server may have a distributed architecture, that is, multiple lock 

servers jointly manage all the lock permission, and each lock server manages a part of the lock 

permission. For example, each storage array has a lock server, and each lock server has 

management permission for a partial address range. In a scenario of distributed lock management, 

the lock server in this embodiment of the present invention refers to a lock server having 

management permission for an address range that is applied for.

[0068] For example, if the write request is to partially update original data in the storage arrays, 

the data locking request may be represented as Lock(LUN ID, range, right, DeltaData). The Lock 

indicates that this is a locking request; the LUN ID is used to identify a LUN at a to be locked 

address; the range is used to identify an address range for locking in the LUN; the right describes 

desired permission (which, for example, may be write permission); and the delta data (Delta Data) 

is to-be-written data for which the write permission is applied this time, and specifically, is data that 

needs to be updated to the storage arrays during the current write request. Compared with the write 

request, the locking request has the right information, that is, the lock permission information.

11
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multiple Deltaltems according to a quantity of the included data segments. Each Deltaltem includes:

an offset (offset), a length (length), and content (content). The content is a continuous to-be-written

data segment, and all content together forms the to-be-written data; the offset indicates a starting

location of the Content in the DeltaData; and the length is a length in the Deltaltem.

[0070] Optionally, if the to-be-written data is continuous, the locking request may be 

represented as Lock (LUN ID, range, right, data). The data is continuous data. Therefore, the data 

does not need to be divided into Deltaltems. This locking request may be used in two possible 

cases. In one possible case, the whole to-be-written data is new and has not been stored in a first 

storage array. In another possible case, partial data (equivalent to DeltaData) is new, the remaining 

data is read from the storage array to form data having a continuous address, and a length of the 

data having a continuous address is the same as a length described by the range.

[0071] Step S33: After receiving the locking request from the first storage controller, the lock 

server checks whether the write address has already been locked by another storage controller.

[0072] If the write address is not locked by another storage controller, the first storage controller 

is authorized, that is, exclusive data write permission is allocated to the first storage controller 

according to an address range requested by the locking request. Next, the first storage controller 

writes the to-be-written data in the first storage, and sends the to-be-written data to a second storage 

controller, so that the second storage controller stores the to-be-written data into the second storage. 

After the first storage array successfully writes the to-be-written data locally, and receives, from the 

second storage array, a response message that the to-be-written data is successfully written, the 

whole write process is completed, and the process ends.

[0073] If the write address has already been locked by another storage controller, assuming that 

the lock permission is granted to the second storage array, the lock server sends a lock revocation 

request to the second storage controller. The lock revocation request is used to withdraw the write 

lock permission. The lock revocation request further carries the to-be-written data and the write 

address, and is used to instruct the second storage array to store the to-be-written data according to 

the write address.

[0074] The lock revocation request in this embodiment carries the write address and the

to-be-written data that are in the locking request, and is an enhanced lock revocation request.

Therefore, the revocation request actually carries two pieces of information: request information for

withdrawing the write lock permission, and information about the write address and the

to-be-written data. A conventional revocation request carries only the request information for

withdrawing the write lock permission.
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7 [0075] Step S34: After receiving a lock revocation request, a second storage controller 

processes the lock revocation request.

[0076] The processing of the lock revocation request includes two parts: a first part of writing 

the to-be-written data carried in the lock revocation request to the local second storage controller, 

and a second part of returning, to the lock server, a lock revocation success message and a message 

that the to-be-written data is successfully written. The lock revocation success message is used to 

describe that the second storage array has finish the use of the write lock permission, and notify the 

lock server that the second storage array no longer needs to use the write lock permission and the 

write lock permission may be withdrawn by the lock server.

[0077] In the first part, the second storage controller writes the to-be-written data to the second 

storage according to the write address.

[0078] In the second storage, if data other than the to-be-written data needs to be written to the 

second storage, the two pieces of data may be written separately. The other data is written first, and 

then the to-be-written data is written.

[0079] It can be learned from step S33 that, for a same write address, there is a write lock 

permission conflict between the first storage array and the second storage array. Therefore, the 

to-be-written data and the other data are located in a same address range. Therefore, the 

to-be-written data and the other data may be combined in the present application, and combined 

data is further written into the second storage. In this way, efficiency may be further improved. A 

time point at which the to-be-written data is written to the storage system is later than a time point 

at which the other to-be-written data is written to the storage system. Therefore, the former is newer 

data. Therefore, during the combination, if the other to-be-written data and the to-be-written data 

share an address-overlapping part, the address-overlapping part is stored as content belonging to the 

to-be-written data. In other words, for the address-overlapping part, content belonging to the other 

to-be-written data is abandoned.

[0080] In the second part, after completing the write operation, the second storage controller 

generates the lock revocation success message and the message that the to-be-written data is 

successfully written, and sends the two messages to the lock server. To reduce procedures, the two 

messages may be combined and sent, that is, the lock revocation success message carries 

information that the to-be-written data is successfully written. A new lock revocation success 

message is used to describe that the second storage array has finish the use of the write lock 

permission, and is further used to describe that the second storage array has completed writing of 

the to-be-written data.

[0081] The storage controller may determine data write success in two manners. In a first
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7 manner, the storage controller has sent all data that needs to be written. In a second manner, after

the storage has stored all received data, the storage controller receives a response message indicate

that the storage has completed storing.

[0082] Step S35: The lock server forwards a received lock revocation success message to the 

first storage controller. Alternatively, the lock server sends a writing completed message of the 

second storage array to the first storage controller, and sends a write lock permission allocation 

message to the first storage array, where the write lock permission allocation message is used to 

allocate the write lock permission for the write address to the first storage controller. The two 

messages may be combined into one, that is, the write lock permission allocation message carries 

the writing completed message of the second storage array. A new lock allocation message after the 

combination is used to allocate the write lock permission requested by the first storage array to the 

first storage array, and is further used to describe that the second storage array has completed the 

writing of the to-be-written data. Alternatively, the lock server sends a data write instruction to the 

first storage controller.

[0083] Step S36: After receiving the message sent by the lock server in step S35, the first 

storage controller writes the to-be-written data to the first storage according to the write address 

determined by the LUN ID and the range. Then, the first storage controller sends a write complete 

response message to the host, to notify the host that the whole process of writing the to-be-written 

data ends. At this time, both the storage of the first storage array and the storage of the second 

storage array store the to-be-written data at the same storage location.

[0084] It should be noted that in FIG. 2 and the foregoing process, the lock server is located in 

the first storage array, and the revocation request additionally carries the write address and the 

to-be-written data. This is equivalent to sending the two pieces of information at a time, so that a 

quantity of times of communication between the lock server and the second storage array is 

reduced, the corresponding response messages may also be combined, and time is saved. In 

addition, a quantity of times of communication between the two storage controllers and the lock 

server is also reduced.

[0085] The messages and the response messages between the first storage array and the lock 

server may also be combined. Therefore, in another embodiment, if the lock server is located 

between the two storage arrays, or the lock server is located in the second storage array, time may 

also be saved.

[0086] Referring to FIG. 4, an embodiment of the present invention further provides a lock

management apparatus 4. The lock management apparatus 4 may execute the steps of the lock

server mentioned in the foregoing method, and may be a lock server or software running in a lock
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7 server. The lock management apparatus 4 communicates with a first storage array and a second 

storage array. The lock management apparatus 4 includes: a transceiver module 41, configured to 

communicate with the first storage array and the second storage array; and a lock management 

module 42, communicating with the transceiver module 41 and specifically configured to: after 

receiving a locking request from the first storage array by using the transceiver module 41, generate 

a lock revocation request and send the lock revocation request to the second storage array by using 

the transceiver module 41, and after receiving a lock revocation success message from the second 

storage array by using the transceiver module 41, generate a lock allocation message and send the 

lock allocation message to the first storage array by using the transceiver module 41.

[0087] The locking request carries a locking command, to-be-written data, and a write address. 

The write address describes a location for storing the to-be-written data. The lock revocation 

request is used to withdraw write lock permission granted to the second storage array. The lock 

revocation request further carries the to-be-written data and the write address, and the lock 

revocation request is further used to instruct the second storage array to store the to-be-written data 

according to the write address. The lock revocation success message is used to describe that the 

second storage array has finish the use of the write lock permission, and is further used to describe 

that the second storage array has written the to-be-written data. The lock allocation message is used 

to allocate the write lock permission requested by the first storage array to the first storage array, 

and is further used to describe that the second storage array has completed the writing of the 

to-be-written data.

[0088] The write address is a logical unit number LUN ID and an address range in a LUN.

[0089] The lock management apparatus 4 and functions of the modules in the lock management 

apparatus 4 have already been described in detail in the method embodiment, and details are not 

described herein again.

[0090] Referring to FIG. 5, another embodiment of the present invention provides a lock server. 

A lock server 5 includes an interface 51 and a processor 52, and the interface 51 is connected to a 

first storage array and a second storage array. The lock server 5 may execute functions of the lock 

server mentioned in the foregoing method.

[0091] The processor 52 communicates with the interface 51, and is configured to: after 

receiving a locking request from the first storage array by using the interface 51, generate a lock 

revocation request and send the lock revocation request to the second storage array by using the 

interface 51; and after receiving a lock revocation success message from the second storage array 

by using the interface 51, generate a lock allocation message and send the lock allocation message 

to the first storage array by using the interface 51.
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7 [0092] Referring to FIG. 6, an embodiment of the present invention provides a data write

apparatus. The apparatus is a storage controller or software running in a controller, and functions as

the controller in the first storage array in the foregoing method embodiment. A data write apparatus

6 communicates with a storage and a lock server, and the data write apparatus 6 includes a

transceiver module 61 and a processing module 62.

[0093] The transceiver module 61 is configured to receive a data write request from a host, 

where the data write request carries to-be-written data and a write address, and the write address 

describes a location for storing the to-be-written data.

[0094] The processing module 62 communicates with the transceiver module 61, and is 

configured to: after the transceiver module 61 receives the data write request, generate a locking 

request and send the locking request to the lock server by using the transceiver module 61, where 

the locking request carries a locking command, the to-be-written data, and the write address.

[0095] The processing module 62 is further configured to: after receiving, by using the 

transceiver module 61, a lock allocation message sent by the lock server, instruct the storage to 

store the to-be-written data according to the write address, where the lock allocation message is 

used to allocate write lock permission requested by the first storage array to the first storage array, 

and is further used to describe that another storage controller has written the to-be-written data 

according to the write address.

[0096] The processing module 62 is further configured to: after writing the data to the storage, 

send a data writing completed message to the host by using the transceiver module 61.

[0097] The apparatus has functions of the controller in the first storage array in the foregoing 

method embodiment, and can execute corresponding steps. Therefore, reference may be made to the 

foregoing method embodiment, and details are not described herein again.

[0098] Referring to FIG. 7, the present invention further provides an embodiment of a storage 

controller. The storage controller is combined with a storage, has functions of the controller in the 

first storage array in the foregoing method embodiment, and can execute corresponding steps. For 

functions and executable operations of the storage controller, refer to the method embodiment. A 

storage controller 7 may be connected to a storage and a lock server. The storage controller 7 

includes an interface 71 and a processor 72.

[0099] The interface 71 is configured to receive a data write request from a host, where the data 

write request carries to-be-written data and a write address, and the write address describes a 

location for storing the to-be-written data.

[00100] The processor 72 communicates with the interface 71 and is configured to: after 

receiving the data write request by using the interface 71, generate a locking request and send the
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7 locking request to the lock server by using the interface 71, where the locking request carries a 

locking command, the to-be-written data, and the write address.

[00101] The processor 72 is further configured to: after receiving a lock allocation message sent 

by the lock server by using the interface 71, instruct the storage to store the to-be-written data 

according to the write address, where the lock allocation message is used to allocate write lock 

permission requested by the first storage controller to the first storage controller, and is further used 

to describe that another storage controller has written the to-be-written data according to the write 

address.

[00102] The processor 72 is further configured to: after writing the data to the storage, send a 

data writing completed message to the host by using the interface 71.

[00103] An embodiment of the present invention provides another data write apparatus, and a 

structure of the apparatus is the same as the structure of the foregoing data write apparatus. 

Therefore, reference may be made to FIG. 6. A data write apparatus 6 is a storage controller or 

software running in a controller, and functions as the controller in the second storage array in the 

foregoing method embodiment. Actually, for different services, one data write apparatus may 

implement not only functions of the first storage controller, but also functions of the second storage 

controller. Therefore, the data write apparatus in this embodiment and the data write apparatus 

mentioned in the foregoing embodiment may be combined into one data write apparatus.

[00104] In this embodiment, the data write apparatus 6 is granted with write lock permission. 

The data write apparatus communicates with a storage and a lock server, and the data write 

apparatus 6 includes:

a transceiver module 61, configured to receive a lock revocation request sent by the lock 

server, where the lock revocation request is used to withdraw the write lock permission, and the 

lock revocation request further carries to-be-written data and the write address; and a processing 

module 62, configured to: instruct the storage to store the to-be-written data according to the write 

address, and generate a lock revocation success message, where the lock revocation success 

message is used to describe that the data write apparatus has finish the use of the write lock 

permission, and further, the lock revocation success message carries information that the 

to-be-written data is successfully written. The transceiver module 61 is further configured to send 

the lock revocation success message to the lock server.

[00105] The present invention further provides an embodiment of a storage controller, and a 

structure of the storage controller is the same as the structure of the storage controller in the 

foregoing embodiment. Therefore, reference may also be made to FIG. 7.

[00106] A storage controller 7 in this embodiment is combined with a storage, and is equivalent
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7 to the storage controller in the second storage array in the foregoing method embodiment. For 

functions and executable operations of the storage controller 7, refer to the method embodiment.

[00107] The storage controller 7 is granted with write lock permission, and the storage controller 

is connected to a storage and a lock server.

[00108] An interface 71 is configured to receive a lock revocation request sent by the lock server, 

where the lock revocation request is used to withdraw the write lock permission, and the lock 

revocation request further carries to-be-written data and the write address. A processor 72 is 

connected to the interface 71 and is configured to: instruct the storage to store the to-be-written data 

according to the write address, and generate a lock revocation success message, where the lock 

revocation success message is used to describe that the storage controller has finish the use of the 

write lock permission, and further, the lock revocation success message carries information that the 

to-be-written data is successfully written. The interface 71 is further configured to send the lock 

revocation success message to the lock server.

[00109] A lock server includes a processor and an interface, and the interface is connected to a 

first storage controller and a second storage controller. Operations executed by the lock server are 

specifically executed by the processor. The lock server may further include a memory, and the 

processor runs a program in the memory so that the lock server executes the operations of the lock 

server.

[00110] There are two interpretations for the "storage array" in the foregoing embodiments of the 

present invention. In one interpretation, the storage array is a combination of a storage controller 

and a storage, and the "local storage" is a storage managed by the storage controller. In another 

interpretation, the storage array is a storage controller and does not include a storage, and the "local 

storage" is a storage managed by the storage controller.

[00111] The embodiments of the present invention may further be used to delete data, and a 

difference lies in that to-be-written data does not need to be sent, and only a deletion address needs 

to be provided.

[00112] Each aspect of the present invention or a possible implementation manner of each aspect 

may be specifically implemented as a system, a method, or a computer program product. Therefore, 

each aspect of the present invention or a possible implementation manner of each aspect may use 

forms of hardware only embodiments, software only embodiments (including firmware, resident 

software, and the like), or embodiments with a combination of software and hardware, which are 

uniformly referred to as "circuit", "module", or "system" herein. In addition, each aspect of the 

present invention or the possible implementation manner of each aspect may take a form of a 

computer program product, where the computer program product refers to computer-readable
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7 program code stored in a computer-readable medium.

[00113] The computer-readable medium may be a computer-readable signal medium or a 

computer-readable storage medium. The computer-readable storage medium includes but is not 

limited to an electronic, magnetic, optical, electromagnetic, infrared, or semi-conductive system, 

device, or apparatus, or any appropriate combination thereof, such as a random access storage 

(RAM), a read-only storage (ROM), an erasable programmable read only storage (EPROM or flash 

storage), an optical fiber, and a compact disc read only storage (CD-ROM).

[00114] A processor in a computer reads computer-readable program code stored in a 

computer-readable medium, so that the processor can perform a function and an action specified in 

each step or a combination of steps in a flowchart; an apparatus is generated to implement a 

function and an action specified in each block or a combination of blocks in a block diagram.
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1. A data write method, applied to a lock server, and the method comprises:

receiving a locking request from a first storage array, wherein the locking request carries a 

locking command, to-be-written data, and a write address, and the write address describes a location 

for storing the to-be-written data;

sending, by the lock server, a lock revocation request to a second storage array when it is 

detected that write lock permission for the write address has already been granted to the second 

storage array, wherein the lock revocation request is used to withdraw the write lock permission, 

and the lock revocation request further carries the to-be-written data and the write address, and is 

used to instruct the second storage array to store the to-be-written data according to the write 

address; and

sending a lock allocation message to the first storage array after receiving a lock revocation 

success message sent by the second storage array, wherein the lock revocation success message is 

used to describe that the second storage array has finish the use of the write lock permission, and is 

further used to describe that the second storage array has completed writing of the to-be-written 

data, wherein the lock allocation message is used to allocate the write lock permission requested by 

the first storage array to the first storage array, and is further used to describe that the second 

storage array has completed the writing of the to-be-written data.

2. The data write method according to claim 1, wherein the method further comprises:

after receiving the lock revocation request, storing, by the second storage array, the 

to-be-written data into a local storage according to the write address, and sending the lock 

revocation success message; and

storing, by the first storage array, the to-be-written data into a local storage according to the 

write address after receiving the lock allocation message.

3. The data write method according to claim 2, wherein the storing, by the second storage array, 

the to-be-written data into a local storage according to the write address specifically comprises:

combining, by the second storage array, other to-be-written data and the to-be-written data, and 

storing combined data into the local storage according to the write address.

4. The data write method according to claim 3, wherein the combining specifically comprises:

if the other to-be-written data and the to-be-written data share an address-overlapping part, 

storing the address-overlapping part as the to-be-written data.
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8 5. The data write method according to claim 1, wherein

the first storage array and the second storage array each comprise a storage area network, SAN 

storage controller and a storage connected to the SAN storage controller.

6. The data write method according to claim 1, wherein

5 the write address is a logical unit number LUN ID and an address range in a LUN.

7. A lock management apparatus, wherein the lock management apparatus communicates with 

a first storage array and a second storage array, and the apparatus comprises:

a transceiver module, configured to communicate with the first storage array and the second 

storage array; and

0 a lock management module, communicating with the transceiver module, and specifically

configured to: after receiving a locking request from the first storage array by using the transceiver 

module, generate a lock revocation request and send the lock revocation request to the second 

storage array by using the transceiver module, and after receiving a lock revocation success 

message from the second storage array by using the transceiver module, generate a lock allocation

5 message and send the lock allocation message to the first storage array by using the transceiver 

module, wherein

the locking request carries a locking command, to-be-written data, and a write address, and the 

write address describes a location for storing the to-be-written data;

the lock revocation request is used to withdraw write lock permission granted to the second 

0 storage array, wherein the lock revocation request further carries the to-be-written data and the write 

address, and the lock revocation request is further used to instruct the second storage array to store 

the to-be-written data according to the write address;

the lock revocation success message is used to describe that the second storage array has finish 

the use of the write lock permission, and is further used to describe that the second storage array has 

25 completed writing of the to-be-written data; and

the lock allocation message is used to allocate the write lock permission requested by the first 

storage array to the first storage array, and is further used to describe that the second storage array 

has completed the writing of the to-be-written data.

8. The lock management apparatus according to claim 7, wherein

30 the write address is a logical unit number LUN ID and an address range in a LUN.

9. The lock management apparatus according to claim 7 or 8, wherein 

the lock management apparatus and the first storage array are integrated.

10. A storage system, the storage system comprising a first storage array, a second storage 

array and a lock server, wherein:
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8 the first storage array is configured to receive a data write request, wherein the data write

request carries to-be-written data and a write address, and the write address describes a location for

storing the to-be-written data; and then send a locking request to the lock server, wherein the

locking request carries a locking command, the to-be-written data, and the write address;

5 the second storage array is configured to after receiving the lock revocation request, store the

to-be-written data into a local storage according to the write address, and then send a lock 

revocation success message to the lock server, wherein the lock revocation success message is used 

to describe that the second storage array has finish the use of the write lock permission, and further, 

the lock revocation success information carries information that the to-be-written data is 

0 successfully written,

and

the first storage array is further configured to store the to-be-written data into a local storage 

according to the write address after receiving the lock allocation message.

11. A lock server, wherein the lock server comprises a processor and an interface, and the 

5 interface is connected to a first storage array and a second storage array, wherein

the processor communicates with the interface, and is configured to: after receiving a locking 

request from the first storage array by using the interface, generate a lock revocation request and 

send the lock revocation request to the second storage array by using the interface; and after 

receiving a lock revocation success message from the second storage array by using the interface, 

0 generate a lock allocation message and send the lock allocation message to the first storage array by 

using the interface, wherein

the locking request carries a locking command, to-be-written data, and a write address, and the 

write address describes a location for storing the to-be-written data;

the lock revocation request is used to withdraw write lock permission granted to the second

25 storage array, wherein the lock revocation request further carries the to-be-written data and the write 

address, and the lock revocation request is further used to instruct the second storage array to store 

the to-be-written data according to the write address;

the lock revocation success message is used to describe that the second storage array has finish 

the use of the write lock permission, and is further used to describe that the second storage array has 

30 completed writing of the to-be-written data; and

the lock allocation message is used to allocate the write lock permission requested by the first 

storage array to the first storage array, and is further used to describe that the second storage array 

has completed the writing of the to-be-written data.

12. A data write method, applied to a storage controller, wherein the storage controller is
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7 connected to a storage and a lock server, wherein the method comprises:

receiving a data write request from a host, wherein the data write request carries to-be-written 

data and a write address, and the write address describes a location for storing the to-be-written data; 

and then sending a locking request to the lock server, wherein the locking request carries a locking 

command, the to-be-written data, and the write address;

after receiving a lock allocation message sent by the lock server, instructing the storage to store 

the to-be-written data according to the write address, wherein the lock allocation message is used to 

allocate write lock permission requested by the first storage array to a first storage array, and is 

further used to describe that another storage controller has written the to-be-written data according 

to the write address; and

after writing the data to the storage, sending a data writing completed message to the host.

13. The data write method according to claim 12, wherein the method comprises:

receiving a lock revocation request sent by the lock server, wherein the lock revocation request 

is used to withdraw the write lock permission, and the lock revocation request further carries 

to-be-written data and a write address;

instructing the storage to store the to-be-written data according to the write address; and

sending a lock revocation success message to the lock server, wherein the lock revocation 

success message is used to describe that the storage controller has finish the use of the write lock 

permission, and further, the lock revocation success information carries information that the 

to-be-written data is successfully written.

14. The data write method according to claim 13, wherein the instructing, by the storage 

controller, the storage to store the to-be-written data according to the write address specifically 

comprises:

combining other to-be-written data in the storage controller and the to-be-written data, and 

instructing the storage to store combined data according to the write address.

15. A data write apparatus, wherein the data write apparatus communicates with a storage and 

a lock server, wherein the data write apparatus comprises:

a transceiver module, configured to receive a data write request from a host, wherein the data 

write request carries to-be-written data and a write address, and the write address describes a 

location for storing the to-be-written data; and

a processing module, communicating with the transceiver module, and configured to: after the 

transceiver module receives the data write request, generate a locking request and send the locking 

request to the lock server by using the transceiver module, wherein the locking request carries a 

locking command, the to-be-written data, and the write address, wherein
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8 the processing module is further configured to: after receiving, by using the transceiver module, 

a lock allocation message sent by the lock server, instruct the storage to store the to-be-written data 

according to the write address, wherein the lock allocation message is used to allocate write lock 

permission requested by the data write apparatus to the data write apparatus, and is further used to 

describe that another data write apparatus has written the to-be-written data according to the write 

address; and

the processing module is further configured to: after writing the data to the storage, send a data 

writing completed message to the host by using the transceiver module.

16. The data write apparatus according claim 15 wherein:

the transceiver module is configured to receive a lock revocation request sent by the lock 

server, wherein the lock revocation request is used to withdraw the write lock permission, and the 

lock revocation request further carries to-be-written data and the write address; and

the processing module is further configured to: instruct the storage to store the to-be-written 

data according to the write address, and generate a lock revocation success message, wherein the 

lock revocation success message is used to describe that the data write apparatus has finish the use 

of the write lock permission, and further, the lock revocation success information carries 

information that the to-be-written data is successfully written, wherein

the transceiver module is further configured to send the lock revocation success message to the 

lock server.
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