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A method of constructing a profile comprising terms indica
tive of a characteristic of an entity commences when first
electronic mail address, associated with a first entity, is
created within a knowledge management System. The elec
tronic mail address may be created automatically upon
Submission of an electronic mail document, or may be
created manually by a Systems administrator. A first elec
tronic document is received via an electronic communica
tions network at the first electronic mail address from a

Second entity, typically a user of the knowledge management
System who is a registered and interactive user. The first
electronic document is then parsed to identify profile terms
therein. These profile terms are included within a first profile
for the first entity. In this way, users of a knowledge
management System may construct a profile of an entity

(e.g., a customer) that is not a user of or participant within
the knowledge management System.
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METHOD OF CONSTRUCTING AND DISPLAYING
AN ENTITY PROFILE CONSTRUCTED
UTILIZING INPUT FROM ENTITIES OTHER
THAN THE OWNER

0001. This application is a continuation-in-part of U.S.
application Ser. No. 09/156,468, filed Sep. 18, 1998.

whole, reach a critical mass, and the original benefit of
knowledge management falls apart or is marginalized to a
Small group.
0007. In order to address the problems associated with
the manual input of knowledge information, more Sophisti
cated prior art knowledge management initiatives may pre
Sume the existence of a centralized Staff to work with users

FIELD OF THE INVENTION

0002 The present invention relates generally to the field
of knowledge management and, more specifically, to a
method and apparatus for constructing a user knowledge
profile within a database.
BACKGROUND OF THE INVENTION

0003) The new field of “knowledge management” (KM)

is receiving increasing recognition as the gains to be realized
from the Systematic effort to Store and export Vast knowl
edge resources held by employees of an organization are
being recognized. The Sharing of knowledge broadly within
an organization offers numerous potential benefits to an
organization through the awareneSS and reuse of existing
knowledge, and the avoidance of duplicate efforts.
0004. In order to maximize the exploitation of knowledge
resources within an organization, a knowledge management
System may be presented with two primary challenges,

namely (1) the identification of knowledge within the orga
nization and (2) the distribution and accessing of informa
tion regarding Such knowledge resources Within the organi
Zation.

0005 The identification, capture, organization and stor
age of knowledge resources is a particularly taxing problem.
Prior art knowledge management Systems have typically
implemented knowledge repositories that require users
manually to input information frequently into pre-defined
fields, and in this way manually and in a prompted manner
to reveal their personal knowledge base. However, this
approach Suffers from a number of drawbacks in that the
manual entering of Such information is time consuming and
often incomplete, and therefore places a burden on users
who then experience the inconvenience and cost of a cor
porate knowledge management initiative long before any
direct benefit is experienced. Furthermore, users may not be
motivated to describe their own knowledge and to contribute
documents on an ongoing basis that would Subsequently be
re-used by others without their awareneSS or consent. The
manual input of Such information places a burden on users
who then experience the inconvenience and cost of a cor
porate knowledge management initiative long before any
direct benefit is experienced.
0006. It has been the experience of many corporations
that knowledge management Systems, after Some initial
Success, may fail because either compliance (i.e., the thor
oughneSS and continuity with which each user contributes
knowledge) or participation (i.e., the percentage of users
actively contributing to the knowledge management System)
falls to inadequate levels. Without high compliance and
participation, it becomes a practical impossibility to main
tain a Sufficiently current and complete inventory of the
knowledge of all users. Under these circumstances, the
knowledge management effort may never offer an attractive
relationship of benefits to costs for the organization as a

to capture knowledge bases. This may however increase the
ongoing cost of knowledge management and requires a
larger up-front investment before any visible payoff, thus
deterring the initial funding of many an otherwise promising
knowledge management initiatives. Even if an initial deci
Sion is made to proceed with Such a Sophisticated knowledge
management initiative, the cash expenses associated with a
large centralized knowledge capture Staff may be liable to
come under attack, given the difficulty of quantifying knowl
edge management benefits in dollar terms.
0008 AS alluded to above, even once a satisfactory
knowledge management information base has been estab
lished, the practical utilization thereof to achieve maximum
potential benefit may be challenging. Specifically, ensuring
that the captured information is readily organized, available
and accessible as appropriate throughout the organization
may be problematic.
SUMMARY OF THE INVENTION

0009. According to a first aspect of the present invention,
there is provided a method of constructing a profile com
prising terms indicative of a characteristic of an entity. A first
electronic mail address, associated with a first entity, is
created. A first electronic document is received via an
electronic communications network at the first electronic

mail address from a Second entity. The first electronic
document is parsed to identify a first profile term therein.
The first profile term is included within a first profile for the
first entity.
0010. According to a second aspect of the present inven
tion, there is provided a method of displaying profile infor
mation on a computer display device. A first profile term,
included within a profile for a first entity as a result of a
Submission to the profile from the first entity, is displayed on
the computer display device. A Second profile term, included
within the profile for the first entity has a result of a
Submission to the profile from a Second entity, is displayed
on the computer display device. The display of the first
profile term is visually distinct from the display of the
Second profile term So as to indicate that the Second profile
term is included within the profile for the first entity as a
result of the submission from the second entity and not from
the first entity.
0011. Other features of the present invention will be
apparent from the accompanying drawings and from the
detailed description that follows.
BRIEF DESCRIPTION OF THE DRAWINGS

0012. The present invention is illustrated by way of
example and not limitation in the figures of the accompa
nying drawings, in which like references indicate Similar
elements and in which:

0013 FIG. 1 is a block diagram illustrating a knowledge
management System, according to an exemplary embodi
ment of the present invention.
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0.014 FIG. 2 is a block diagram illustrating a knowledge
Site management Server, according to an exemplary embodi
ment of the present invention.
0.015 FIG. 3 is a block diagram illustrating a knowledge
access Server, according to an exemplary embodiment of the
present invention.
0016 FIG. 4 is a block diagram illustrating a knowledge
converter, according to an exemplary embodiment of the
present invention.
0017 FIG. 5 is a block diagram illustrating a client
Software program, and an e-mail message generated thereby,
according to an exemplary embodiment of the present
invention.

0.018 FIG. 6 is a block diagram illustrating the structure
of a knowledge repository, according to an exemplary
embodiment of the present invention, as constructed from
the data contained in a repository database and a user
database.

0.019 FIG. 7 is a flowchart illustrating a method, accord
ing to an exemplary embodiment of the present invention, of
constructing a user knowledge profile.
0020 FIG. 8 is a flowchart illustrating a high-level
method, according to an exemplary embodiment of the
present invention, by which terms may be extracted from an
electronic document and by which confidence level values
may be assigned to Such terms.

0021

FIG. 9A is a flowchart illustrating a method,

according to exemplary embodiment of the present inven
tion, of determining a confidence level for a term extracted
from an electronic document.

0022 FIG. 9B is a flowchart illustrating a method,
according to exemplary embodiment of the present inven
tion, by which a document weight value may be assigned to
a document based on addressee information associated with
the document.

0023 FIG. 10 illustrates a term-document binding table,
according to an exemplary embodiment of the present
invention.

0024 FIG. 11 illustrates a weight table, according to an
exemplary embodiment of the present invention.
0.025 FIG. 12 illustrates an occurrence factor table,
according to an exemplary embodiment of the present
invention.

0.026 FIG. 13 illustrates a confidence level table, includ
ing initial confidence level values, according to an exem
plary embodiment of the present invention.
0027 FIG. 14 illustrates a modified confidence level
table, including modified confidence level values, according
to an exemplary embodiment of the present invention.
0028 FIG. 15A is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of constructing a user knowledge profile that
includes first and Second portions.
0029 FIG. 15B is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of Storing a term in either a first or a Second
portion of a user knowledge profile.

0030 FIG. 16A illustrates a user-term table, constructed
according to the exemplary method illustrated in FIG. 15A.
0031 FIG. 16B illustrates a user-term table, constructed
according to the exemplary method illustrated in FIG. 15A.
0032 FIG. 17A is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of facilitating access to a user knowledge profile.
0033 FIG. 17B is a flowchart illustrating an alternative
method, according to exemplary embodiment of the present
invention, of facilitating access to a user knowledge profile.
0034 FIG. 17C is a flowchart illustrating a method,
according to exemplary embodiment of the present inven
tion, of performing a public profile process.
0035 FIG. 17D is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of performing a private profile process.
0036 FIG. 17E is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of performing a profile modification process.
0037 FIG. 18A is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of addressing an electronic document for trans
mission over a computer network.
0038 FIG. 18B is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of executing an “explain' function that provides
the reasons for the proposal of an e-mail recipient.
0039 FIG. 18C is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of executing a “more' function that proposes
further potential recipients for an e-mail message.
0040 FIG. 18D illustrates a user dialog, according to an
exemplary embodiment of the present invention, through
which a list of potential recipients is displayed to an
addressor of an e-mail message.
0041 FIG. 19 is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of managing user authorization to publish, or
permit access to, a user knowledge profile.
0042 FIG. 20 is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of assigning a confidence value, either in the form
of a confidence level value or a confidence memory value,
to a term.

0043 FIG. 21 is a flowchart illustrating a method,
according to an exemplary embodiment of the present
invention, of determining or identifying a confidence value,
either in the form of a confidence level value or a confidence

memory value, for a term.
0044 FIG. 22 illustrates a user-term table, according to
an exemplary embodiment of the present invention, that is
shown to include a confidence level value column, a con

fidence memory value column and a time Stamp column.
004.5 FIG. 23 is a block diagram illustrating a machine,
according to one exemplary embodiment, within which

US 2001/0013029 A1

Software in the form of a Series of machine-readable instruc

tions, for performing any one of the methods discussed
above, may be executed.
DETAILED DESCRIPTION

0046. A method and apparatus for constructing a user
knowledge profile are described. In the following descrip
tion, for purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of
the present invention. It will be evident, however, to one
skilled in the art that the present invention may be practiced
without these specific details.
OVERVIEW

0047. With a view to addressing the above described
difficulties associated with manual knowledge capture either
by a profile owner or by a dedicated Staff, there is provided
a method and apparatus for capturing knowledge automati
cally, without excessive invasion or disruption of normal
work patterns of participating users. Further, the present
Specification teaches a method and apparatus whereby a
database of captured knowledge information is maintained
continuously and automatically, without requiring that cap
tured knowledge information necessarily be visible or acces
Sible to others. The present specification also teaches facili
tating the user input and modification of a knowledge profile
asSociated with the user in a knowledge database at the
user's discretion.

0.048. The present specification teaches a method and
apparatus for intercepting electronic documents, Such as for
example e-mail messages, originated by a user, and extract
ing terms therefrom that are potentially indicative of a
knowledge base of the originating user. The extracted
knowledge terms may then be utilized to construct a user
knowledge profile. The grammatical Structure, length, fre
quency and density with which the extracted knowledge
terms occur within electronic documents originated by a
user, and prior history of use of the extracted knowledge
terms within an organization may furthermore be utilized to
attach a metric, in the form of a confidence level value, to the

relevant knowledge terms for the purpose of grouping,
ranking, and prioritizing Such knowledge terms. Knowledge
terms may furthermore be Stored in either a private or public
portion of the user knowledge profile, depending upon the
confidence level values thereof.

0049. It will be appreciated that the large volume of
e-mail messages traversing an e-mail System over a period
of time will contain a large number of terms that may be
irrelevant to the identification of the knowledge base of a
user. With a view to determining which terms are truly

indicative of a knowledge base, a number of rules (or
algorithms) may be exercised with respect to extracted terms
to identify terms that are candidates for inclusion within a
public portion of the user knowledge profile. Further rules

(or algorithms) may be applied to an assembled knowledge

profile for the purpose of continually organizing and refining
the profile.
0050 Corporate e-mail systems have become increas
ingly pervasive, and have become an accepted medium for
idea communication within corporations. Accordingly, the
content of e-mail messages flowing within a large organi
Zation amounts to a vast information resources that, over the

Aug. 9, 2001
course of time, may directly or indirectly identify knowl
edge bases held by individuals within the organization.
0051. The present specification also teaches addressing
privacy concerns associated with the examination of e-mail
messages for the above purposes by providing users with the
option Selectively to Submit originated e-mail messages for
examination, or alternatively to bypass the examination and
extraction System of the present invention.
0052 There is also taught a computer-implemented
method and apparatus for addressing an electronic docu
ment, Such as an e-mail message, for transmission over a
computer network. The e-mail message may be examined to
identify terms therein. The identified terms are then com
pared to a number of user knowledge profiles with a view to
detecting a predetermined degree of correspondence
between the identified terms and any one or more of the user
knowledge profiles. In the event that a predetermined degree
of correspondence is detected, the Sender of the electronic
document is prompted to the either accept or decline the
proposed recipient as an actual recipient of the electronic
document, after first being offered an opportunity to inspect
the Specific basis of the correspondence between the iden
tified terms and the proposed recipients. The e-mail message
may also be parsed to extract recipients entered manually by
the user. The degree of correspondence between the knowl
edge profiles of the manually entered recipients and the
identified terms of the message is then optionally used as the
basis of recommendations to the user that certain manually
entered recipients be dropped from the ultimate list of
recipients.
0053. This aspect of the present teachings is advanta
geous in that a Sender of an e-mail message is presented with
a list of proposed recipients, identified according to their
knowledge profiles and the content of the e-mail message,
who may be interested in receiving the e-mail message.
Accordingly, the problems of Over-distribution and under
distribution of e-mail messages that may be encountered
within an organization may be reduced. Specifically, in the
over-distribution situation, many users are frequently copied
on e-mail messages, resulting in lost productivity as the
users Struggle to cope with increasing Volumes of daily
e-mail. Further, when the time available to read e-mail

messages becomes restricted, users typically begin to defer
reading of e-mail messages, and communication efficiency
within the organization may be adversely affected. In the
under-distribution situation, it may occur that the proper
recipients of the message are not included in the distribution
list, and accordingly fall “out of the loop'.
0054 There is also taught a method of facilitating a user
profile query or look-up wherein, in response to a match
between a query and a user profile, the owner of the user

profile may be prompted for authorization to publish all (or
a portion) of the user profile to the originator of the query or
to others generally. This is advantageous in that it addresses
the above mentioned privacy concerns by treating the
knowledge profile as a confidential resource under the
control of the user. The user is thus also able to control the

timing, circumstances and extent to which it is made acces
Sible to others. A further advantage is that the user is
prompted for input Specifically to Satisfy Specific, pending
requests of others. This relieves the user of the need to
remember to modify his or her profile on a regular basis and
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the need to make decisions concerning the composition of
the profile prospectively, prior to any actual use of the profile
by others. In this manner the user Saves time and effort, Since
the determination that manual interaction with the profile is
necessary is a function of the present System, not a respon
sibility of the user.
0.055 There is also taught a method of assigning a
confidence level value to a term within an electronic docu

ment. This confidence level value is based on a first quan
titative indicator, derived from the number of occurrences of
the term within the electronic document, and a Second

characteristic indicator, derived utilizing the characteristic
of the term.

0056. For the purposes of the present application, the
word “term' shall be taken to include any acronym, word,
collection of words, phrase, Sentence, or paragraph. The
term “confidence level” shall be taken to mean any indica
tion, numeric or otherwise, of a level within a predetermined
range.
SYSTEMARCHITECTURE

0057 FIG. 1 is a block diagram illustrating a knowledge
management System 10, according to an exemplary embodi
ment of the present invention. The system 10 may conve
niently be viewed as comprising a client System 12 and a
Server System 14. The client System 12 may comprise one or
more clients, Such as browser clients 16 and e-mail clients

18, that are resident on terminals or computers coupled to a
computer network. In one exemplary embodiment, each of
the browser clients 16 may comprise the Internet Explorer
client developed by Microsoft Corp. of Redmond, Wash., or
the Netscape Navigator client developed by Netscape Com
munications of Menlo Park, Calif. Each of the e-mail clients

18 may further comprise the Outlook Express, Outlook 97,
Outlook 98 or Netscape Communicator e-mail programs. As
will be described in further detail below, the browser and

e-mail clients 16 are complemented by extensions 19, that
enable the e-mail clients 18 to Send an electronic message

(e.g., either an e-mail or HTML document) to a knowledge

server 22 implemented on the server side 14 of the system
10. As shown in FIG. 1, the extensions 19 may be integral

with an e-mail client 18, or external to the client 18 and in

communication therewith. The clients 16 and 18 may default
to Sending every communication to a relevant component of
the knowledge Server 22, while allowing a user Specifically
to designate a communication not Suitable for transmission
to the knowledge Server 22. The user designation may be
facilitated through controls that are installed as Software
modules which interact with or modify an e-mail client 18,
and which cause messages to be copied to a special e-mail

address (e.g., a Knowledge Server (KS) mailbox 25 main
tained by a e-mail server 23) associated with a knowledge

Server component. In the case where a client extension 19
for performing this automatic transmission is not available,
the user can manually add the e-mail address of the KS
mailbox 25 to the list of recipients for the message. Further
details in this regard are provided below. Files embedded
within an e-mail message, Such as attachments, may also be
Selectively included or excluded from the capture proceSS
and may also be Selectively included or excluded from
retention in a knowledge repository.
0.058. The browser clients 16 are used as an additional
means to Submit documents to the knowledge Server 22 at

the discretion of a user. The browser client 16 is used to

access an interface application 34, maintained on a web
server 20, which transmits documents to the knowledge
server 22.

0059. In alternate embodiments, a client may also propa
gate a list of bookmarks, folders or directories to the
knowledge Server 22 for the purpose of user knowledge
profile construction.
SERVERSIDE ARCHITECTURE

0060. The server side 14 of the system 10 includes the
web server 20, the e-mail server 23 and the knowledge
server 22. The web server 20 may be any commercially
available web server program Such as Internet Information

Server (IIS) from Microsoft Corporation, the Netscape

Enterprise Server, or the Apache Server for UNIX. The web
server 20 includes the interface application 34 for interfac
ing with the knowledge server 22. The web server 20 may
run on a Single machine that also hosts the knowledge Server
22, or may alternatively run along with the interface appli
cation 34 on a dedicated web server computer. The web
Server 20 may also be a group of Web Server programs
running on a group of computers to thus enhance the
scalability of the system 10. As the web server 20 facilitates
access to a local view of a knowledge repository 50,
maintained by the knowledge access Server 26, by the
browser clients 16, the web server interface application 34
implements knowledge application interfaces, knowledge
management interfaces, user profile creation and mainte
nance interfaces, and a Server management interface. The
Web Server 20 also facilitates knowledge profile queries,
e-mail addressing to an e-mail client 18, and any other
access to the knowledge server 22 using the standard HTTP

(web) protocol.
0061 The knowledge server 22 includes a knowledge site
management server (KSMS) 27 and the knowledge access
server (KAS) 26. The knowledge server access 26 includes

an interface that provides a local view of a knowledge
repository 50, which is physically stored in the user database
56A and a repository database 56B. The knowledge site
management Server 27 is shown to have access to the local
view of the knowledge repository 50 maintained by the
knowledge acceSS Server 26. The illustrated components of
the knowledge server 22 are collectively responsible for the

capture (termed “knowledge discovery”) of terms indicative
of a user knowledge base and for the distribution of user
knowledge profile information. Knowledge discovery may
be done by the examination and processing of electronic
documents, Such as e-mail messages, which may be propa
gated to the e-mail server 23 from an e-mail client 18 via the
Simple Mail Transfer Protocol (SMTP), as shown at 32.
Alternatively, knowledge discovery may be implemented by
the examination of Submissions from a browser client 16 via
the web server 20.

0062) The knowledge server 22 includes the knowledge
acceSS Server 26 and the knowledge Site management Server
27 as two separate and distinct Server Systems in View of the
divergent functions provided by the servers 26 and 27.
Specifically, the knowledge Site management Server 27
functions primarily to manage non-interactive processing

(e.g., the extraction of knowledge from inbound e-mail
messages), to manage the user information database 56A,
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and to implement various centralized System management
processes. The knowledge Site management Server 27 does
not communicate interactively with clients 18, or with
clients 16 except for administrative functions. The knowl
edge acceSS Server 26, on the other hand, functions primarily
to respond to queries and updates from users Submitted via
clients, typically browser clients 16. Multiple instances of a
knowledge access Server 26 may be required to Support a
large corporate environment and to provide appropriate
Scalability; however only one knowledge Site management
Server 27, one user database 56A, and one repository data
base 56B typically exist in a working System. In Small Scale
environments, the Web Server 20, knowledge acceSS Server
26, and knowledge Site management Server 27, and even the
e-mail Server 23, may all optionally be deployed on the same
physical computer.
0.063 FIG. 2 is a block diagram illustrating an exemplary
embodiment, according to the present invention, of the
knowledge site management server 27. The server 27 is
shown to include a Socket front-end 40 to facilitate com
munication with the web server 20 for administrative

requests, a request handler 44, a knowledge gathering Sys
tem 28, a knowledge converter 24, and a variety of Special
ized controller modules 45A-45C. The request handler 44,
upon receiving a request from the Web Server 20 via the
interface application 34 and Socket front-end 40, Starts a
Session to process the request Such as, for example, a request
by an authorized Systems administrator to configure the
behavior of the knowledge gathering System 28.

0064. The knowledge gathering system 28 is shown in
FIG. 2 to include an extraction controller 47, a mail system
interface 42, and a term extractor 46 including confidence
logic 45. The extraction controller 47 commands the mail
System interface 42 to retrieve messages Submitted by the
e-mail client extensions 19 to the KS mailbox 25 on the

e-mail Server 23 for the purpose of extraction and proceSS
ing. The extraction controller 47 can request this continu
ously or periodically on a Scheduled basis, So that messages
can be processed at a convenient time when computing
resources are lightly loaded, for example, overnight. The
mail System interface 42 retrieves e-mail messages from the
e-mail server 23 using the Simple Mail Transfer Protocol

(SMTP), Post Office Protocol 3 (POP3), or Internet Message
Access Protocol 4 (IMAP4) protocols. The mail system

interface 42 propagates electronic documents directly to a
term extractor 46, including confidence logic 45, that oper
ates to convert electronic documents into per-user knowl
edge profiles that are Stored in a knowledge repository 50.
The term extractor 46 may include any commercially avail

able term extraction engine (such as “NPTOOL' from
LingSoft Inc. of Helsinki, Finland, or “Themes” from Soft

ware Scientific) that analyzes the electronic document, rec

ognizes noun phrases in the document, and converts Such
phrases to a canonical form for Subsequent use by the
confidence logic 45 as candidate terms in a knowledge
profile.
0065. The term extractor 46 performs a variety of the
Steps when parsing and decoding an electronic document,
Such as interpreting any special attributes or Settings
encoded into the header of the message of the e-mail client
18, resolving the e-mail addresses of recipients against either
the built-in user database or an external user database,

preprocessing the electronic document, extracting noun
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phrases from the text as candidates for knowledge terms,
processing these knowledge terms, and Storing Summary
information about the document and extraction process in
the databases 56A and 56B. The term extractor 46 further

detects and Strips out non-original texts, attachments and in
Some cases the entire electronic document based on the

document not meeting predetermined minimum criteria.
Further details regarding the exact procedures implemented
by the term extractor 46 will be provided below. Once the
term extractor 46 has extracted the knowledge terms, the
knowledge repository 50 is updated. Specifically, new terms
are added, and repetitions of known terms are used to update
the knowledge repository 50.
0066. The knowledge repository 50 is defined by a hier
archical Structure of classes. The objects of these classes
represent the knowledge information that includes, interalia,

user profiles (including knowledge profiles) and organiza

tional Structure, and are Stored in two databases: the user

database 56A and the repository database 56B. The reposi
tory database 56B contains profile and repository informa
tion and can use one of a number of commercial relational

database management Systems that Support the Open Data

Base Connectivity (ODBC) interface standard. A database

interface 54 provides a logical database-independent class
API to access the physical databases and to shield the
complete Server codes from accessing database native API
So that the Server process can use any relational database

management System (RDMS). Because the repository data

base 56A is open to inspection by Systems administrators,
and may be hosted on an existing corporate System, special
measures may be taken to enhance the privacy of informa
tion in the repository database 56B; for example, the reposi
tory database 56B contains no actual user names or e-mail
addresses, but instead may use encrypted codes to represent
users in a manner that is meaningful only in combination
with the user database. The user database 56A is a small

commercial RDBMS embedded into the knowledge reposi
tory 50 in Such a way that it cannot be accessed except
through the interfaces offered by the system 10. The user
database 56A contains encrypted identifying codes that
allow the names of actual users to be associated with e-mail

addresses, login IDs, passwords, and profile and repository
information in the repository database.
0067 Alexicon controller 45C is responsible for building
tables of associated terms. Terms are considered "asSoci

ated” with each other to the extent that they tend to co-occur
in close proximity within the documents of multiple users.
The lexicon controller 45C manages the background process
of data mining that is used to discover associations between
terms and record those in Special association tables within
the repository database 56B.
0068 A profile controller 45B is a module that may
optionally be included within the knowledge Site manage
ment Server 27, and manages a queue of pending, compute
intensive operations associated with updating profiles. Since
the algorithm for the confidence level value calculation of a

term (embodied in the confidence logic 45) depends on the

total number of documents profiled, the confidence level
value for each and every term in a user's profile is techni
cally obsolete when any document is profiled. The profile
controller 45B manages the “recalculation” of profiles. The
actual operation is performed within the knowledge access
server 26, which has a knowledge repository 50 interface.
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0069. A case controller 45A keeps track of open cases
and initiates notifications to users concerning their status. A
“case” is a pending request from one user to another, as will
be detailed below. For example, if a user requests an expert
in a certain field via a client browser client 16, the knowl

edge acceSS Server 26 matches the term against both the
public and private portions of all user profiles. If a high
confidence, but private, match is found, the System cannot
reveal the identity of the matched perSon to the inquirer and
must therefore open a “case'. The case places a notification
in the profile “home’ page of the target user and/or transmits
an e-mail message with a link back to that page. The target

user may then (via a browser):
0070) 1. See the identity of the inquirer and the basis
of the match.

0071 2. See comments added by the inquirer.
0072 3. Deny the request, at which point the case is
closed.

0073 4. Put a block on any further matches from
that perSon or based on that term.
0074 5. Go into the profile and edit the term respon

knowledge converter 24 is shown to include a term extractor
46 that is fed from an array of format converters 60. The
knowledge converter 24 is able to access the knowledge
repository 50, and to import data from other knowledge
Systems, or export knowledge to other knowledge Systems,
via each of the format converters 60.

0079 Returning to FIG. 1, the knowledge access server
26 implements the interface to the knowledge repository 50
and the knowledge Site management Server 27 is shown to
access the knowledge repository 50 via the knowledge
access server 26. FIGS. 3 and 4 illustrate data for the

knowledge repository 50 as residing in databases 56A and
56B. The databases 56A and 56B are built on a general
database interface 54 and provide persistent Storage for the
core System classes referred to above. In one exemplary
embodiment of the present invention, the user database and
the repository databases are implemented utilizing the
Microsoft SQL server, developed by Microsoft Corp. of
Redmond Wash., to provide default Storage management
Services for the System. However, programming may be
done at a more general level to allow for Substitution of other
production class relational database management Systems,
such as those developed by Sybase, Oracle or Informix.

sible for the match.

0075 6. Indicate that the case is accepted and pro
vide authorization to reveal the identity of the target
to the inquirer.
0.076 From the perspective of the inquirer, private
matches are initially returned with a match Strength only and
do not reveal the name of the perSon or document matched.
The user can then initiate cases for any or all of these private
matches, based on how urgently the information is needed,
how good the matches were, and whether the public matches
are Sufficient. Each case gets an expiration date Set by the
inquirer and notification options regarding how the inquirer
wants to be told about the disposition of the case. Open cases
are Summarized in the Web area for the inquirer, along with
the date and query that generated the return values. If the
target denies a case, that Status is communicated to the user.
The user has no option to Send e-mail or otherwise further
identify that perSon. If the target accepts the case, the
identity of the target is communicated to the user by updat
ing the case record and the case is closed. Case history
retention options are a site administration option.
0.077 FIG. 3 is a block diagram illustrating the compo
nents that constitute the knowledge access Server 26. The
knowledge access Server 26 is shown to include a Socket
front-end 40 to facilitate communication with the web server

interface application 34. The knowledge acceSS Server 26
further includes a request handler 44, a term extractor 46, a
knowledge repository 50 and a database interface 54 that
function in a manner similar to that described above with

reference to the knowledge gathering System 28. The term
extractor 46 includes comparison logic 51, the functioning
of which will be described below. The knowledge access
Server 26 functions primarily as an interface between knowl
edge users and the knowledge repository 50. It provides
services to the web server interface application 34, which
implements a number of user interfaces as described above
for interacting with the knowledge repository 50.
0078 FIG. 4 is a block diagram illustrating the compo
nents that constitute the knowledge converter 24. The

CLIENT SIDE ARCHITECTURE

0080 FIG. 5 is a diagrammatic representation of a client,
according to an exemplary embodiment of the present
invention, in the form of an e-mail client 18. It will be

appreciated that the e-mail client 18 may be any commer
cially available e-mail client, Such as a MicroSoft Exchange,
Outlook Express, Outlook 97/98 or Lotus Notes client. The
e-mail client 18 includes modifications or additions, in the
form of the extensions 19, to the standard e-mail client to

provide additional functionality. Specifically, according to
an exemplary embodiment of the present invention, three
Subsystems are included within the e-mail client extensions
19, namely a user interface 80, a profiling system 82, and an
addressing System 84.
0081. The profiling system 82 implements properties on
an originated message, as well as menu and property sheet
extensions at global and message levels for users to Set and
manipulate these new properties. More specifically, profiling
system 82 provides a user with a number of additional
options that determine how a message 85 propagated from
the e-mail client 18 to the knowledge repository 50 will be
processed and handled for the purposes of knowledge man
agement. A number of the provided options are global, while
others apply on a per-message basis. For example, according
to one exemplary embodiment, the following per-message

options (or flags) may be set by a user to define the

properties of an e-mail message:
0082) 1. An "Ignore” flag 86 indicating the e-mail
message should not be processed for these purposes
of constructing or maintaining a user knowledge
profile, and should not be Stored.
0.083 2. A “Repository” parameter 88 indicating that
the message may be processed for the purposes of
constructing a knowledge profile and then Stored in
the repository 50 for Subsequent access as a docu
ment by others. The “Repository” parameter 88 also

indicates whether the document (as opposed to terms
therein) is to be stored in a private or public portion

of the repository 50.
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0084. A number of global message options may also be
made available to a user for Selection. For example, an

e-mail address (i.e., the KS mailbox 25 or the e-mail server
23) for the knowledge server 22 may be enabled, so that the

e-mail message is propagated to the Server 22.
0085 Actual implementation and presentation of the
above per-message and global options to the user may be
done by the addition of a companion application or Set of
Software modules which interact with API's provided by
e-mail clients, or modules which modify the e-mail client
itself, which are available during message composition. If
the user activates the Ignore flag 86, the profiling System 82
will not make any modifications to the message and no copy
of the message will be sent to the knowledge gathering
system 28 via the KS mailbox 25. Otherwise, per-message
options, once obtained from the user, are encoded. Subse
quently, when the user chooses to Send the message 85 using
the appropriate control on the particular e-mail client 18, the
e-mail address of the knowledge gathering Server is
appended to the blind copy list for the message. The
profiling System 82 encrypts and encodes the following
information into the message header, for transmission to and
decoding by the knowledge gathering System 28, in accor
dance with Internet specification RFC 1522:
0.086 1. The list of e-mail addresses in the “to:” and
“cc:” lists;

0087 2. Per-message options as appropriate; and
0088. 3. For those recipients suggested by the

addressing system 84 (see below), a shortlist of topic

identifiers including the primary topics found within
the message and the primary topics found within the
user profile that formed a basis of a match.
0089 4. Security information to validate the mes
Sage as authentic.
0090 When the message 85 is sent over the normal
e-mail transport, the following events occur:
0091 1. Recipients on the “to:” and “cc:” lists will
receive a normal message with an extra header
containing the encoded and encrypted options. This
header is normally not displayed by Systems that
read e-mail and can be ignored by recipients,
0092) 2. The recipients will not be aware that the
knowledge gathering System has received a blind
copy of the message; and
0093. 3. If the sender chooses to archive a copy of
the message 85, the e-mail address of the knowledge
gathering system 28 will be retained in the “bcc'
field as a reminder that the message was Sent to the
knowledge gathering Server.
0094) Further details concerning the addressing system
86 will be discussed below.
THE REPOSITORY

0.095 FIG. 6 is a block diagram illustrating the structure
of the repository 50, according to one exemplary embodi
ment of the present invention, as constructed from data
contained in the repository database 56B, and the user
database 56A. The repository 50 is shown to include a
number of tables, as constructed by a relational database

management system (RDBMS). Specifically, the repository
50 includes a user table 90, a term table 100, a document
table 106, a user-term table 112, a term-document table 120
and a user-document table 130. The user table 90 stores

information regarding users for whom knowledge profiles
may be constructed, and includes an identifier column 92,
including unique keys for each entry or record within the
table 90. A name column 94 includes respective names for
users for whom knowledge profiles are maintained within
the repository 50. A department column 96 contains a
description of departments within an organization to which
each of the users may be assigned, and an e-mail column 98
Stores respective e-mail addresses for the users. It will be
appreciated that the illustrated columns are merely exem
plary, and a number of other columns, Storing further infor
mation regarding users, may be included within the user
table 90.

0096) The term table 100 maintains a respective record
for each term that is identified by the term extractor 46
within an electronic document, and that is included within

the repository 50. The term table 100 is shown to include an
identifier column 102, that Stores a unique key for each term
record, and a term column 104 within which the actual

extracted and identified terms are Stored. Again, a number of
further columns may optionally be included within the term
table 100. The document table 106 maintains a respective
record for each document that is processed by the term
extractor 46 for the purposes of extracting terms therefrom.
The document table 106 is shown to include an identifier

column 108, that Stores a unique key for each document
record, and a document name column 110, that Stores an

appropriate name for each document analyzed by the term

extractor 46.

0097. The user-term table 112 links terms to users, and
includes at least two columns, namely a user identifier
column 114, Storing keys identifying users, and a term
identifier column 116, Storing keys identifying terms. The
user-term table 112 provides a many-to-many mapping of
users to terms. For example, multiple users may be associ
ated with a single term, and a Single user may similarly be
associated with multiple terms. The table 112 further
includes a confidence level column 118, which stores

respective confidence level values, calculated in the manner
described below, for each user-term pair. The confidence
level value for each user-term pair provides an indication of
how Strongly the relevant term is coupled to the user, and
how pertinent the term is in describing, for example, the
knowledge base of the relevant user.
0098. The term-document table 120 links terms to docu
ments, and provides a record of which terms occurred within
which document. Specifically, the term-document table 120
includes a term identifier column 122, Storing keys for
terms, and a document identifier column 124, Storing keys
for documents. The table 120 further includes an adjusted
count column 126, which stores values indicative of the
number of occurrences of a term within a document,

adjusted in the manner described below. For example, the
first record within the table 120 records that the term
“network' occurred within the document "e-mail 1' 2.8

times, according to the adjusted count.
0099] The user-document table 130 links documents to
users, and includes at least two columns, namely a user
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identifier column 132, Storing keys identifying users, and a
document identifier column 134, Storing keys identifying
various documents. For example, the first record within the
exemplary user-document table 130 indicates that the user
“Joe” is associated with the document "e-mail 1'. This

that is required for the maintenance of both the repository
and user databases 56B and 56A. For example, the term
extractor 46 will identify the date of transmission of the
e-mail, and all addressees. The term extractor 46 will

additionally determine further information regarding the
electronic document and terms therein. For example, the

asSociation may be based upon the user being the author or
recipient of the relevant document.

term extractor 46 will determine the total number of words

IDENTIFICATION OF KNOWLEDGE TERMS
AND THE CALCULATION OF ASSOCIATED
CONFIDENCE LEVEL VALUES

words within the document, the length of each term (i.e., the
number of words that constitute the term), the part of speech

0100 FIG. 7 is a flow chart illustrating a method 140,
according to an exemplary embodiment of the present
invention, of constructing a user knowledge profile. FIG. 7
illustrates broad steps that are described in further detail
with reference to Subsequent flow charts and drawings. The
method 140 commences at Step 142, and proceeds to deci

type (e.g., whether the word is a lexicon term). To this end,

Sion box 144, wherein a determination is made as to whether

an electronic document, for example in the form of an e-mail
propagated from an e-mail client 18, is indicated as being a
private document. This determination may be made at the
e-mail client 18 itself, at the e-mail server 23, or even within

the knowledge Site management Server 27. This determina
tion may furthermore be made by ascertaining whether the
Ignore flag 86, incorporated within an e-mail message 85, is
Set to indicate the e-mail message 85 as private. AS discussed
above, the Ignore flag 86 may be set at a users discretion
utilizing the profiling System 82, accessed via the user
interface 80 within the extensions 19 to the e-mail client 18.
In the event that the electronic document is determined to be

private, the method 140 terminates at step 146, and no
further processing of the electronic document occurs. Alter
natively, the method 140 proceeds to step 148, where
confidence level values are assigned to various terms within
the electronic document. At Step 150, a user knowledge
profile is constructed utilizing the terms within the electronic
document to which confidence level values were assigned at
step 148. The method 140 then terminates at step 146.
0101 FIG. 8 is a flow chart illustrating a high-level
method 148, according to an exemplary embodiment of the
present invention, by which terms may be extracted from an
electronic document, and by which confidence level values
may be assigned such terms. The method 148 comprises two
primary operations, namely a term extraction operation
indicated at 152, and a confidence level value assigning
operation, indicated at a 154. The method 148 implements
one methodology by which the step 148 shown in FIG. 7
may be accomplished. The method 148 begins at step 160,
and then proceeds to Step 162, where an electronic docu
ment, Such as for example an e-mail, a database query, a
HTML document and or a database query, is received at the
knowledge Site management Server 27 via the mail System
interface 42. For the purposes of explanation, the present
example will assume that an e-mail message, addressed to
the KS mailbox 25, is received at the knowledge site
management Server 27 via the mail System interface 42,
from the e-mail server 23. At step 164, terms and associated
information are extracted from the electronic document.
Specifically, the e-mail message is propagated from the mail
system interface 42 to the term extractor 46, which then
extracts terms in the form of, for example, grammar terms,
noun phrases, word collections or Single words from the
e-mail message. The term extractor 46 may further parse a
header portion of the e-mail to extract information therefrom

comprising the electronic document, the density of recurring
that each word within the document constitutes, and a word
the term extractor 46 is shown in FIG. 2 to have access to

a database 49 of lexicon terms, which may identify both
universal lexicon terms and environment lexicon terms

Specific to an environment within which the knowledge Site
management Server 27 is being employed. For example,
within a manufacturing environment, the collection of envi
ronment lexicon terms will clearly differ from the lexicon
terms within an accounting environment.
0102 Following the actual term extraction, a first rel
evancy indicator in the form of an adjusted count value is
calculated for each term within the context of the electronic

document at step 168. At step 170, a second relevancy
indicator in the form of a confidence level is calculated for

each term within the context of multiple electronic docu
ments associated with a particular user. Further details
regarding steps 168 and 170 are provided below. The
method 148 then terminates at step 172.

0103 FIG. 9A is a flow chart illustrating a method 154,

according to an exemplary embodiment of the present
invention, of determining a confidence level for a term
extracted from an electronic document. Following the com
mencement Step 180, a term and associated information is
received at the confidence logic 45, included within the term
extractor 46. While the confidence logic 45 is shown to be
embodied in the term extractor 46 in FIG. 2, it will be

appreciated that the confidence logic 45 may exist indepen
dently and Separately of the term extractor 46. In one

embodiment, the associated information includes the fol

lowing parameters:
0.104) 1. A count value indicating the number of
occurrences of the term within a Single electronic
document under consideration;

0105 2. A density value, expressed as a percentage,
indicating the number of occurrences of the term
relative to the total number of terms within the

electronic document;

0106 3. A length of value indicating the total num
ber of words included within the relevant term;
01.07

4. A Part of Speech
indication indicating9. the
p

parts of speech that words included within the term

comprise (e.g., nouns, verbs, adjectives, or adverbs);
and

0108) 5. A Type indication indicating whether the
term comprises a universal lexicon term, an envi
ronment lexicon term, or is of unknown grammatical
Structure.

0109 At step 184, a “binding strength', indicative of how
closely the term is coupled to the electronic document under
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consideration, is determined. While this determination may
be made in any number of ways, FIG. 10 shows an exem
plary term-document binding table 200, utilizing which a
class may be assigned to each of the extracted terms.
Specifically, the term-document binding table 200 is shown
to include three columns, namely a "number of occurrences
column 202, a density column 204, and an assigned class
column 206. A term having a density value of greater than
four percent, for example, is identified as falling in the “A”
class, a term having a density of between two and four
percent is identified as falling in the “B” class, a term having
a density of between one and two percent is identified as
falling in the “C” class, while a term having a density of
between 0.5 and one percent is identified as falling in the “D
class. For the terms having a density of above 0.5 percent,
the density value is utilized to assign a class. For terms
which have a density value less than 0.5 percent, the count
value is utilized for this purpose. Specifically, a term having
a count value of greater than 3 is assigned to the “E” class,
and a term having a count value of between 1 and 3 is
assigned to the “F” class. Accordingly, the assigned class is
indicative of the “binding strength” with which the term is
asSociated with or coupled to the electronic document under
consideration.

0110. At step 186, a characteristic (or qualitative) indi
cator in the form of a term weight value is determined, based
on characteristics qualities of the term Such as those repre
sented by the Type and Part of Speech indications discussed
above. While this determination may again be made in any
number of ways, FIG. 11 shows an exemplary weight table
210, utilizing which a weight value may be assigned to each
of the extracted terms. Specifically, the weight table 210 is
shown to include four columns, namely a weight column
212, a type column 214, a length column 216 and a Part of
Speech column 218. By identifying an appropriate combi
nation of type, length and Part of Speech indications, an
appropriate term weight value is assigned to each term. In
the type column 214, a type “P” indication identifies an
environment lexicon term, a type "L' indication identifies a
universal lexicon term, and a type “U” indication identifies
a term of unknown grammatical Structure for a given length.
The entries within the length column 216 indicate the
number of words included within the term. The entries

within the Part of Speech column 218 indicate the parts of
speech that the words within a term comprise. The “A”
indication identifies the adjectives, the “V” indication iden
tifies a verb, the "N' indication identifies a noun, and the

“X” indication identifies an unknown part of speech. By
mapping a specific term to an appropriate entry within the
weight table 210, an appropriate term weight value, as
indicated in the weight column 212, may be assigned to the
term.

0111. At step 188, a relevancy quantitative indicator in
the form of an adjusted count value for each term, is
calculated, this adjusted count Value being derived from the
binding Strength and term weight values calculated at Steps
184 and 186. While this determination may again be made
in any number of ways, FIG. 12 shows an exemplary
occurrence factor table 220, utilizing which an adjusted
count value for the relevant term may be determined. The
occurrence factor table 220 is shown to include values for

various binding Strength/term weight value combinations.
The adjusted count Value is indicative of the importance or
relevance of term within a Single, given document, and does

not consider the importance or relevance of the term in View
of any occurrences of the term in other electronic documents
that may be associated with a particular user.
0112 At step 190, a determination is made as to whether
any adjusted count values exists for the relevant term as a
result of the occurrence of the term in previously received
and analyzed documents. If So, the adjusted count Values for
occurrences of the term in all Such previous documents are
Summed.

0113 At step 192, an initial confidence level values for
the term is then determined based on the Summed adjusted
counts and the term weight, as determined above with
reference to the weight table 210 shown in FIG. 11. To this
end, FIG. 13 illustrates a confidence level table 230, which
includes various initial confidence level values for various

Summed adjusted count/weight value combinations that may
have been determined for a term. For example, a term having
a Summed adjusted count of 0.125, and a weight value of
300, may be allocated an initial confidence level value of
11.5. Following the determination of an initial confidence
level value, confidence level values for various terms may be
grouped into “classes', which Still retain cardinal meaning,
but which standardize the confidence levels into a finite
number of “confidence bands'. FIG. 14 illustrates a modi

fied table 240, derived from the confidence level table 230,

wherein the initial confidence levels assigned are either
rounded up or rounded down to certain values. By grouping

into classes by rounding, applications (like e-mail address
ing), can make use of the classes without specific knowl
edge/dependence on the numerical values. These can then be

tuned without impact to the applications. The modified
confidence level values included within the table 240 may
have significance in a number of applications. For example,
users may request that terms with a confidence level of
greater than 1000 automatically be published in a “public'
portion of their user knowledge profile. Further, e-mail
addressees for a particular e-mail may be Suggested based on
a match between a term in the e-mail and a term within the

user knowledge profile having a confidence level value of
greater than, merely for example, 600.
0114. The method 154 then terminates at step 194.
0.115. In a further embodiment of the present invention,
the method 154, illustrated in FIG. 9A, may be supple
mented by a number of additional steps 195, as illustrated in
FIG. 9B, by which a “document weight' value is assigned
to a document based on addressee information associated

with the document. The document weight value may be
utilized in any one of the steps 182-192 illustrated in FIG.
9A, for example, as a multiplying factor to calculate a
confidence level value for a term. In one exemplary embodi
ment, the binding Strength value, as determined at Step 184,
may be multiplied by the document weight value. In another
exemplary embodiment, the term weight value, as deter
mined at step 186, may be multiplied by the document
weight value.
0116. The document weight value may be calculated by
the confidence logic 45 within the term extractor 46. Refer
ring to FIG. 9B, at step 196, the confidence logic 45
identifies the actual addressee information. To this end, the

term extractor 46 may include a header parser (not shown)

that extracts and identifies the relevant addressee informa

tion. At step 197, the confidence logic 45 then accesses a
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directory Structure that may be maintained by an external
communication program for the purposes of determining the
level of Seniority within an organization of the addressees
asSociated with the document. In one exemplary embodi
ment of the invention, the directory Structure may be a

Lightweight Directory Access Protocol (LDAP) directory

maintained by a groupware Server, Such as MicroSoft
Exchange or Lotus Notes. At step 198, a cumulative senior
ity level for the various addressees is determined by Sum
ming seniority values for each of the addressees. At step 199,
the Summed Seniority value is Scaled to generate the docu
ment weight value. In this embodiment, the cumulative or
Summed Seniority level of the various addressees comprises
an "average' Seniority value that is used for the purpose of
calculating the document weight term. Alternatively, instead
of Summing in the seniority values at step 198, a “peak”

fundamental configuration for their profile. If Set low, the
user profile will be aggressively published to the public Side.
If set high, only terms with a high level of confidence will
be published. Users can also elect to bypass the threshold
publishing concept altogether, manually reviewing each

term that crosses the threshold (via the notification manager)

and then deciding whether to publish. At decision box 258,
a determination is made as to whether the confidence level

value for the term is less than the threshold value. If so, this

scaled at step 199 to generate the document weight value.
0117. In alternative embodiments, the addressee informa
tion may be utilized in a different manner to generate a
document weight value. Specifically, a document weight
value may be calculated based on the number of addressees,
with a higher number of addressees resulting in a greater
document weight value. Similarly, a document weight value
may be calculated based on the number of addressees who

may be indicative of a degree of uncertainty regarding the
term as being an accurate descriptor of a user's knowledge.
Accordingly, at Step 260, the relevant term is then Stored in
the “private” portion of the user knowledge profile. Alter
natively, should the confidence level value be greater than
the threshold value, this may be indicative of a greater
degree of certainty regarding the term as an accurate descrip
tor of a user's knowledge, and the relevant term is then
stored in the “public' portion of the user's knowledge profile
at step 262. The method 150 then terminates at step 264.
0119 FIG. 16A shows an exemplary user-term table 112,
constructed according to the method 250 illustrated in FIG.
15A. Specifically, the table 112 is shown to include a first
user knowledge profile 270 and a Second user knowledge
profile 280. The first user knowledge profile 270 is shown to
include a “public' portion 272, and a “private” portion 274,
the terms within the “private” portion 274 having an

message addressed primarily to an executive group may be
assigned a greater document weight value than an e-mail
message addressed primarily to a group of Subordinates.
Further, the document weight value may also be calculated
using any combination of the above discussed addressee
information characteristics. For example, the document
weight value could be calculated using both addressee
Seniority and addressee number information.

16A comprises an embodiment of the table 112 in which the
public and private portions are determined dynamically with
reference to a confidence level value assigned to a particular
user-term pairing. FIG. 16B illustrates an alternative

Seniority value (i.e., a Seniority value based on the Seniority
level of the most senior addressee) may be identified and

are included within a specific organizational boundary (e.g.,
a specific department or division). For example, an e-mail

CONSTRUCTION OF AUSER KNOWLEDGE
PROFILE

0118 FIG. 15A is a flow chart illustrating a method 250,
according to one exemplary embodiment of the present
invention, of constructing a user profile that includes first
and Second portions that may conveniently be identified as
“private” and “public' portions. Specifically, unrestricted
access to the "public portion of the user knowledge profile
may be provided to other users, while restricted access to the
“private” portion may be facilitated. For example, unre
Stricted access may encompass allowing a user to review
details concerning a user knowledge profile, and the target
user, responsive to a specific request and without Specific
authorization from the target user. Restricted access, on the
other hand, may require Specific authorization by the target
user for the provision of information concerning the user
knowledge profile, and the target user, in response to a
specific request. The method 250 commences at step 252,
and then proceeds to Step 254, where a determination is
made regarding the confidence level value assigned to a
term, for example using the method 154 described above
with reference to FIG. 9A. Having determined the confi
dence level value, the method 250 proceeds to step 256,
where a threshold value is determined. The threshold value

may either be a default value, or a user Specified value, and
is utilized to categorize the relevant term. For example, users
may set the threshold through the browser interface as a

assigned confidence level value (as indicated in the confi
dence level column 118) below a threshold value of 300. The
second user knowledge profile 280 similarly has a “public'
portion 282 and a “private” portion 284.
0120) The exemplary user-term table 112 shown in FIG.

embodiment of the user-term table 112 that includes a

“private flag” column 119, within which a user-term pairing
may be identified as being either public or private, and
accordingly part of either the public or private portion of a
Specific user profile. While the State of a private flag asso
ciated with a particular user-term pairing may be determined
exclusively by the confidence level associated with the
pairing, in an alternative embodiment of the invention, the
State of this flag may be set by other mechanisms. For
example, as described in further detail below with reference
to FIG. 17E, a user may be provided with the opportunity
manually to modify the private or public designation of a

term (i.e., move a term between the public and private
portions of a user knowledge profile). A user may be

provided with an opportunity to modify the private or public
designation of a term in response to a number of events.
Merely for example, a user may be prompted to designate a
term as public in response to a "hit" upon a term in the
private portion during a query process, Such as during an
“expert-lookup' query or during an “addressee-lookup”
query.

0121 When storing the term in the user knowledge
profile at either steps 260 or 262, the allocation of the term
to the appropriate portion may be made by Setting a flag,
associated with the term, in the “private flag” column 119
within the user-term table 112, as illustrated in FIG. 16B.

For example, a logical “1” entry within the “private flag”
column 119 may identify the associated term as being in the
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“private” portion of the relevant user knowledge profile,
while a logical “0” entry within the “private flag” column
119 may identify the associated term as being in the “public'
portion of the relevant user knowledge profile.
0122 FIG. 15B illustrates an exemplary method 260/
262, according to one embodiment of the present invention,
of Storing a term in either a public or private portion of a user
knowledge profile. Specifically, a respective term is added to
a notification list at Step 1264, following the determination
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or remain private responsive to the relevant query. To this
end, FIG. 17A shows a flow chart illustrating a method 300,
according to one exemplary embodiment of the present
invention, of facilitating access to a user knowledge profile.
The method 300 commences at step 302, and then proceeds
to step 304, where a threshold value is determined. At step
306, a document term within an electronic document gen

erated by a user (hereinafter referred to as a “query' user) is

fication list, or for further time to pass, at step 1266, before
looping back to the step 1264. On the other hand, should a

identified. Step 306 is performed by the term extractor 46
responsive, for example, to the receipt of an e-mail from the
mail System interface 42 within the knowledge gathering
system 28. At step 308, comparison logic 51 within the term
extractor 46 identifies a knowledge term within the reposi
tory 50 corresponding to the document term identified at
step 306. The comparison logic 51 also determines a con
fidence level value for the identified knowledge term. At
decision box 310, the comparison logic 51 makes a deter

condition within the decision box 1268 have been met, the

knowledge term identified at step 308 is less than the

made at decision box 258, as illustrated in FIG. 15A. At
decision box 1268, a determination is made as to whether a

predetermined number of terms have been accumulated
within the notification list, or whether a predetermined time
period has passed. If these conditions are not met, the
method waits for additional terms to be added to the noti

mination as to whether the confidence level value for the

method proceeds to step 1270, where the notification list,
that includes a predetermined number of terms that are to be
added to the user knowledge profile, is displayed to a user.
The notification list may be provided to the user in the form
of an e-mail message, or alternatively the user may be

threshold value identified at step 304. If not (that is the
confidence level value is greater than the threshold value)

directed to a web site (e.g., by a URL included within e-mail
message) that displays the notification list. In yet a further

The method 300 then terminates at step 316.
0125 FIG. 17B shows a flowchart illustrating an alter
native method 301, according to an exemplary embodiment
of the present invention, of facilitating access to a user
knowledge profile. The method 301 commences at step 302,
and then proceeds to step 306, where a document term

embodiment, the notification list may be displayed on a web
or intranet page that is frequently accessed by the user, Such
as a home page. At Step 1272, the user then Selects terms that
are to be included in the public portion of the user knowl
edge profile. For example, the user may select appropriate
buttons displayed alongside the various terms within the
notification list to identify terms for either the public or
private portions of the user knowledge profile. At Step 1274,
private flags, Such as those contained within the “private
flag” column 119 of the user-term table 112 as shown in
FIG. 16B, may be set to a logical zero “0” to indicate that
the terms selected by the user are included within the public
portion. Similarly, private flags may be set to a logical one
“1” to indicate terms that were not selected by the user for
inclusion within the public portion are by default included
within the private portion. It will of course be appreciated
that the user may, at Step 1272, Select terms to be included
within the private portion, in which case un-Selected terms
will by default be included within the public portion. The
method then ends at step 1280.
0123 The above described method is advantageous in
that a user is not required to remember routinely to update
his or her user profile, but is instead periodically notified of
terms that are candidates for inclusion within his or her user

knowledge profile. Upon notification, the user may then
Select terms for inclusion within the respective public and
private portions of the user knowledge profile. AS Such, the
method may be viewed as a “push” model for profile
maintenance.

then a public profile process is executed at Step 312. Alter
natively, a private profile proceSS is executed at Step 314 if

the confidence level value falls below the threshold value.

within an electronic document generated by a user (i.e., the
“query' user) is identified. The term extractor 46 performs

Step 306 responsive, for example, to the receipt of an e-mail
message from the mail System interface 42 within the
knowledge gathering System 28. At Step 308, the comparison
logic 51 within the term extractor 46 identifies a knowledge
term within the knowledge repository 50 corresponding to
the document term identified at step 306. At decision box
311, the comparison logic 51 then makes a determination as
to whether a “private” flag for the knowledge term is set to
indicate the relevant knowledge term as being either in the
public or the private portion of a user knowledge profile.
Specifically, the comparison logic 51 may examine the
content of an entry in the private flag column 112 of a
user-term table for a Specific user-term pairing of which the
knowledge term is a component. If the “private” flag for the
knowledge term is Set, thus indicating the knowledge term
as being in the private portion of a user knowledge profile,
the private profile process is executed at Step 314. Alterna
tively, the public profile process is executed at step 312. The
method 301 then terminates at step 316.
0126 FIG. 17C shows a flow chart detailing a method
312, according to an exemplary embodiment of the present
invention, of performing the public profile proceSS men
tioned in FIGS. 17A and 17B. The method 312 commences

METHOD OF ACCESSINGAUSER
KNOWLEDGE PROFILE

0124 While the above method 250 is described as being
executed at the time of construction of a user knowledge
profile, it will readily be appreciated that the method may be
dynamically implemented as required and in response to a
Specific query, with a view to determining whether at least
a portion of a user knowledge profile should be published,

at Step 320, and user information, the knowledge term
corresponding to the document term, and the confidence
level value assigned to the relevant knowledge term are
retrieved at steps 322,324, and 326. This information is then
displayed to the query user at step 328, whereafter the
method 312 terminates at step 330.
0127 FIG. 17D shows a flow chart detailing a method
314, according to an exemplary embodiment of the present
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invention, of performing the private profile proceSS men
tioned in FIGS. 17A and 17B. The method 314 commences

at step 340, and proceeds to step 342, where a user (herein
after referred to as the “target” user) who is the owner of the

knowledge profile against which the hit occurred is notified
of the query hit. This notification may occur in any one of
a number of ways, Such as for example via an e-mail
message. Such an e-mail message may further include a
URL pointing to a network location at which further infor
mation regarding the query hit, as well as a number of target
user options, may be presented. At Step 346, the reasons for
the query hit are displayed to the target user. Such reasons
may include, for example, matching, or Similar, document
and knowledge terms utilizing which the hit was identified
and the confidence level value associated with the knowl

edge term. These reasons may furthermore be presented
within the e-mail propagated at Step 342, or at the network
location identified by the URL embedded within the e-mail.
At Step 348, the target user then exercises a number of target
user options. For example, the target user may elect to reject
the hit, accept the hit, and/or modify his or her user knowl
edge profile in light of the hit. Specifically, the target user
may wish to “move” certain terms between the public and
private portions of the user knowledge profile. Further, the
user may optionally delete certain terms from the user
knowledge profile in order to avoid any further occurrences
of hits on Such terms. These target user options may fur
thermore be exercised via a HTML document at the network

location identified by the URL. At decision box 350, a
determination is made as to whether the user elected to

modify the user knowledge profile. If so, a profile modifi
cation process, which is described below with reference to
FIG. 17E, is executed at step 352. Otherwise, a determina
tion is made at decision box 354 as to whether the target user
rejected the hit. If so, the hit is de-registered at step 356.
Alternatively, if the target user accepted the hit, the public
profile process described above with reference to FIG. 17C
is executed at step 358. The method 314 then terminates at
step 360.
0128 FIG. 17E is a flowchart illustrating a method 352,
according to an exemplary embodiment of the present
invention, for implementing the profile modification proceSS
illustrated at step 352 in FIG. 17D. The method 352
commences at Step 362, and then proceeds to display Step

364, where the target user is prompted to (1) move a term,
on which a “hit” has occurred, between the private and
public portions of his or her user knowledge profile, or to (2)
delete the relevant term from his or her user knowledge
profile. Specifically, the target user may be presented with a
user dialog, a HTML-enriched e-mail message, or a Web
page, listing the various terms upon which hits occurred as
a result of an inquiry, besides which appropriate buttons are
displayed that allow the user to designate the term either to
the included in the public or private portion of his or her user
knowledge profile, or that allow the user to mark the relevant
term for deletion from the user knowledge profile. At input
Step 366, the target user makes Selections regarding the
terms in the matter described above. At decision box 368, a
determination is made as to whether the user Selected terms

for transfer between the public and private portions of the
user profile, or for inclusion within the user profile. If So, the
method 352 proceeds to step 370, wherein the appropriate
terms are designated as being either public or private, in
accordance with the user Selection, by Setting appropriate

values in the “private flag” column 119 within the user-term
table, as illustrated in FIG. 16B. Thereafter, the method

proceeds to decision box 372, wherein a determination is
made as to whether the user has elected to delete any of the
terms presented at Step 364. If So, the relevant terms are
deleted from the user knowledge profile at step 374. The
method is then terminates at step 378.
0129. The methodologies described above with reference
to FIGS. 15 through 17E are advantageous in that, where
the confidence level of a term falls below a predetermined
threshold, the owner of the user knowledge profile may elect
to be involved in the process of determining whether a query
hit is accurate or inaccurate. The owner of the user knowl

edge profile is also afforded the opportunity to update and
modify his or her knowledge profile as and when needed.
Further, the owner of the user knowledge profile is only
engaged in the proceSS for hits below a predetermined
certainty level and on a public portion of the knowledge
profile. Matches between document terms and knowledge
terms in the public portion are automatically processed,
without any manual involvement.
METHOD FOR ADDRESSING AN
ELECTRONIC DOCUMENT FOR
TRANSMISSION OVER A NETWORK

0130 Returning now briefly to FIG. 5, the addressing
system 84 within the e-mail client extensions 19 operates
independently of the profiling System 82 to Suggest potential
recipients for an e-mail message based on the content
thereof. The user interface 80 within the e-mail client

extensions 19 may pop-up a window when the System
determines Such Suggestion is possible, based on the length
of a draft message being sent, or may present a command
button labeled “Suggest Recipients”. This button is user
Selectable to initiate a sequence of operations whereby the
author of the e-mail is presented with a list of potential
recipients who may be interested in receiving the e-mail
based on predetermined criteria, Such as a match between
the content of the e-mail and a user profile, or a commonality
with a confirmed addressee.

0131 FIG. 18A is a flow chart illustrating a method 400,
according to an exemplary embodiment of the present
invention, of addressing an electronic document, Such as an
e-mail, for transmission over a network, Such as the Internet

or an Intranet. The method 400 commences at step 402, and
then proceeds to Step 401, where a determination is made as
to whether the body of the draft message exceeds a prede

termined length (or number of words). If so, content of the
electronic document (e.g., an e-mail message body) is trans
mitted to the knowledge access server 26 via the web server
20 at step 404. Specifically, a socket connection is open
between the e-mail client 18 and the web server 20, and the

content of the message body, which may still be in draft
form, is transmitted using the Hypertext Transfer Protocol

(HTTP) via the web server 20 to the knowledge access

server 26. At step 406, the knowledge access server 26
processes the message body, as will be described in further
detail below. At step 408, the knowledge access server 26
transmits a potential or proposed recipient list and associated
information to the addressing system 84 of the e-mail client
18. Specifically, the information transmitted to the e-mail
client 18 may include the following:
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0132) 1. A list of user names, as listed within column
94 of the user table 90, as well as corresponding
e-mail addresses, as listed within the column 98 of
the user table 90;

0.133 2. A list of term identifiers, as listed in column
116 of the user-term table 112, that were located
within the “public' portion of a user knowledge
profile that formed the basis for a match between
document terms within the message body and
knowledge terms within the user knowledge profile;
and

0.134 3. A “matching metric' for each user included
in the list of user names (1). Each “matching metric'
comprises the Sum of the confidence level values,
each multiplied by the weighted occurrences of the
term within the message body, for the terms identi
fied by the list of term identifiers (2) and associated
with the relevant user. This “matching metric' is
indicative of the Strength of the recommendation by
the knowledge acceSS Server 26 that the relevant user
(i.e., potential recipient) be included within the list of

414, as illustrated in FIG. 18B. Specifically at step 414, the
addressing System 84 propagates a further “Explain' query
to the knowledge access server 26 utilizing HTTP, and opens
a browser window within which to display the results of the
query. At Step 416, the knowledge acceSS Server 26 retrieves

the terms (i.e., the knowledge terms) that constituted the
basis for the match, as well as associated confidence level

values. This information is retrieved from the public portion
of the relevant user knowledge profile in the knowledge
repository 50. At step 418, the information retrieved at step
416 is propagated to the client 18 from the knowledge access
server 26 via the web server 20. The information is then

displayed within the browser window opened by the e-mail
client 18 at step 414. Accordingly, the author user is thus
able to ascertain the reason for the proposal of a potential
recipient by the addressing System 84, and to make a more
informed decision as to whether the proposed recipient

should be included within the actual recipients (confirmed
addressee) list.
0.138. The user also has the option of initiating a “More”

the list of potential recipients in a “potential recipients'
Scrolling window 442, wherein the names of potential
recipients are grouped into levels or ranked classes accord
ing to the Strength of the matching metric. An icon is also
asSociated with each user name, and provides an indication
of the strength of the recommendation of the relevant
potential recipients. Merely for example, a fully shaded
circle may indicate a high recommendation, with various
degrees of “blackening” or darkening of a circle indicating
lesser degrees of recommendation. A “rejection' icon may
be associated with an actual recipient, and an example of
such a “rejection' icon is indicated at 441. The “rejection”
icon indicates a negative recommendation on an actual
recipient Supplied by the author of the message, and may be
provided in response to a user manually modifying his or her
profile to designate certain terms therein as generating Such
a "rejection' Status for a recipient against which a hit occurs.

function by selecting the “More' button 456 on the user
dialog 440, this function serving to provide the user with
additional proposed recipients. Accordingly, a determination
is made at step 422 as to whether the “More” function has
been selected by the author user. If so, the method 400
branches to step 424 as shown in FIG. 18C, where the client
18 propagates a “More' request to the knowledge access
server 20 in the same manner as the “Explain' query was
propagated to the knowledge access Server at Step 414. At
Step 46, the knowledge access server 26 identifies further
potential recipients, for example, by using a threshold value
for the “matching metric' that is lower than a threshold
value utilized as a cutoff during the initial information
retrieval operation performed at steps 406 and 408. At step
428, the knowledge access server 26 then transmits the list
of further potential recipients, and associated information, to
the e-mail client 18. At step 430, the list of additional
potential recipients is presented to the author user for
Selection in descending order according to the “matching
metric' associated with each of the potential recipients.
0.139. At step 432, the user then adds at his or her option,
or deletes Selected potential or "rejected’ recipients to the
list of actual recipients identified in “to:”, “cc:” or “bcc:”
lists of the e-mail, thus altering the Status of the potential
recipients to actual recipients. At Step 434, the e-mail
message is then transmitted to the confirmed addressees.
0140) If the user profile includes a “rejection” status on a

0137 The user dialog 440 also presents a list of actual (or
confirmed) recipients in three windows, namely a “to:

term (Something a user can do through manual modification
of the profile), then a special Symbol, Such as that indicated

confirmed addressees.

0135). At step 410, the author of the electronic document
is presented with a list of potential recipients by the e-mail
client 18, and specifically by the addressing system 84 via a
user dialog 440 as shown in FIG. 18D. FIG. 18D groups
matching levels into matching classes each characterized by

a visual representation (icon).
0136. The user dialog 440 shown in FIG. 18D presents

window 442, a “cc:’ window 444 and a “bcc:’ window 446.

An inquiring user may move recipients between the poten
tial recipients list and the actual recipients lists utilizing the
“Add and “Remove' buttons indicated at 450. The user

dialog 440 also includes an array of “select” buttons 452,
utilizing which a user can determine the recommendation
group to be displayed within the scrolling window 442. The
user dialog 440 finally also includes “Explained Match” and
“More' buttons 454 and 456, the purposes of which is
elaborated upon below. As shown in FIG. 18D, the author
user may Select an "Explain function for any of the pro
posed recipients utilizing the “Explain Match” button 454. If
it is determined at decision box 412 that this “Explain'
function has been selected, the method 400 branches to step

441 in FIG. 18D, may be returned indicating a negative
recommendation on a recipient Supplied by the author of the
meSSage.

0.141. The exemplary method 400 discussed above is
advantageous in that the knowledge access Server 26 auto
matically provides the author user with a list of potential
addressees, based on a matching between document terms
identified within the message body of an e-mail and knowl
edge terms included within user profiles.
CASE CONTROL

0142 FIG. 19 is a flow chart illustrating a method 500,
according to one exemplary embodiment of the present
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invention, of managing user authorization to publish, or
permit access to, a user knowledge profile. The method 500
is executed by the case controller 45A that tracks open
“cases” and initiates notification to users concerning the
Status of Such cases. For the purposes of the present Speci
fication, the term “case' may be taken to refer to a user
authorization proceSS for publication of, or access to, a user
knowledge profile. The method 500 commences at step 502,
and then proceeds to step 504, where a match is detected
with a private portion of a user knowledge profile. At Step
504, the case controller 45A then opens a case, and notifies
the target user at step 506 concerning the “hits” or matches

between a document (or query) term and a knowledge term
in a knowledge user profile. This notification may be by way
of an e-mail message, or by way of publication of informa
tion on a Web page accessed by the user. At step 508, the
case controller 45A determines whether an expiration date,
by which the target user is required to respond to the hit, has
been reached or in fact passed. If the expiration date has
passed, the case controller 45A closes the case and the
method 500 terminates. Alternatively, a determination is
made at decision box 510 as to whether the target user has
responded to the notification by authorizing publication of,
or access to, his or her user knowledge profile based on the
hit on the private portion thereof. If the target user has not

authorized Such action (i.e., declined authorization), an
inquiring user (e.g., the author user of an e-mail or a user
performing a manual database Search to locate an expert) is
notified of the decline at step 512. Alternatively, should the
target user have authorized publication or acceSS, the inquir
ing user is similarly notified of the authorization at step 514.
The notification of the inquiring user at steps 512 or 514 may
be performed by transmitting an e-mail to the inquiring user,
or by providing a Suitable indication on a web page (e.g., a
home page or search/query web page) accessed by the
inquiring user. At Step 516, the appropriate portions of the
user profile pertaining to the target user are published to the
inquiring user, or the inquiring user is otherwise permitted
access to the user profile. At step 518, the case controller
45Athen closes the case, whereafter the method terminates.
SUPPLEMENTAL METHOD OF IDENTIFYING
CONFIDENCE VALUE

0143 FIGS. 7-9 describe an exemplary method 140 of
identifying knowledge terms and calculating associated con
fidence level values. A supplemental method 550, according
to an exemplary embodiment of the present invention, of
assigning a confidence value to a term will now be described
with reference to FIGS. 20-22. The supplemental method
550 seeks to compensate for a low confidence level value
which may be associated with the term as a result of the term
not appearing in any recent documents associated with a
user. It will be appreciated that by calculating a confidence
level value utilizing the method illustrated in FIG. 9, aged

terms (i.e., terms which have not appeared in recent docu
ments) may be attributed a low confidence level value even

though they may be highly descriptive of a specialization or
knowledge of a user. The situation may occur where a user
is particularly active with respect to a particular topic for a
Short period of time, and then re-focuses attention on another
topic. Over time, the methodology illustrated in FIG.9 may
too rapidly lower the confidence level values associated with
terms indicating user knowledge.

Aug. 9, 2001
0144. Referring to FIG. 20, there is illustrated the exem
plary method 550 of assigning a confidence value to a term.
The method 550 commences at step 552, whereafter an

initial confidence memory value (as distinct from a confi
dence level value) is assigned a zero (0) value. At step 556,

a confidence level value for a term is calculated utilizing, for
example, the method 154 illustrates in FIG. 9. However, this
confidence level value is only calculated for occurrences of
the relevant term within a particular time or document
window. For example, in Summing the adjusted count Values
at step 190 within the method 154, the adjusted count values
for only documents received within a predetermined time

(e.g., the past 30 days), or only for a predetermined number
of documents (e.g., the last 30 documents) are utilized to
calculate the Summed adjusted count Value. It will be
appreciated that by discarding documents, which occurred

before the time or document window, the effect on the

confidence level values for aged terms by the absence of
Such aged terms within recent documents may be reduced.
0145 At decision box 558, a determination is then made
as to whether a newly calculated confidence level value for
a term is greater than a previously recorded confidence
memory value, or alternatively greater than a predetermined
site-wide or system-wide threshold value. If the confidence
level value is determined to be greater than the confidence

memory value (or the threshold value), the confidence

memory value is then made equal to the confidence level
value by overwriting the previous confidence memory value
with the newly calculated confidence level value. In this
way, it is ensured that the confidence level value does not
exceed the confidence memory value.
0146 FIG. 22 is an exemplary user-term table 112,
according to one embodiment of the present invention, that
is shown to include a confidence level column 118, a

confidence memory value column 121, and a time Stamp
column 123. The table 122 records a confidence level value

and a confidence memory value for each user-term pairing
within the table 112, and it is to this table that the confidence

level values and the confidence memory values are written
by the method 550. The time stamp column 123 records a
date and time Stamp value indicative of the date and time at
which the corresponding confidence memory value was last
updated. This value will accordingly be updated upon the
overwriting of the confidence memory value at step 560.
0147 Should the confidence level value not exceed the
confidence memory value or the threshold value, as deter
mined at decision box 558, the method 550 then proceeds to
decision box 562, where a further determination is made as
to whether another time or document window, associated

with a step of decaying the confidence memory value, has
expired. If not, the confidence memory value is left
unchanged at Step 564. Alternatively, if the time or document
window associated with the decay Step has expired, the
confidence memory value is decayed by a predetermined
value or percentage at Step 566. For example, the confidence

memory value may be decayed by five (5) percent per

month. The time Stamp value may be utilized to determine
the window associated with the decay Step. The time Stamp
value associated with the decayed confidence memory value
is also updated at step 566. The method 550 then terminates
at step 568.
0.148 FIG. 21 is a flowchart illustrating an exemplary
method 570, according to one embodiment of the present
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invention, of determining or identifying a confidence value

(e.g., either a confidence level value or a confidence memory
value) for a term. The method 570 may be executed in
performance of any of the Steps described in the preceding
flow charts that require the identification of a confidence
level value for a term in response to a hit on the term by a

document term (e.g., in an electronic document or other
query). The method 570 commences at step 572, and pro
ceeds to step 574, where a confidence level value for a term
within a user profile is identified. For example, the confi
dence level value may be identified within be user-term table
112 illustrated in FIG.22. At step 576, a confidence memory
value for the term may then also be identified, again by
referencing the user-term table 112 illustrated in FIG.22. At
decision box578, a determination is then made as to whether

the confidence level value is greater than the confidence
memory value. If the confidence level value is greater than
the confidence memory value, the confidence level value is
returned, at step 580, as the confidence value. Alternatively,
should the confidence memory value be greater than the
confidence level value, the confidence memory value is
returned, at step 582, as the confidence value. The method
570 then terminates at step 584.
0149 Accordingly, by controlling the rate at which a
confidence value for a term is lowered or decayed, the
present invention SeekS to prevent having a potentially
relevant term ignored or overlooked.
COMPUTER SYSTEM

0150 FIG. 23 is a diagrammatic representation of a
machine in the form of computer system 600 within which
Software, in the form of a Series of machine-readable instruc

tions, for performing any one of the methods discussed
above may be executed. The computer system 600 includes
a processor 602, a main memory 603 and a static memory
604, which communicate via a bus 606. The computer
system 600 is further shown to include a video display unit

608 (e.g., a liquid crystal display (LCD) or a cathode ray
tube (CRT)). The computer system 600 also includes an
alphanumeric input device 610 (e.g., a keyboard), a cursor
control device 612 (e.g. a mouse), a disk drive unit 614, a
Signal generation device 616 (e.g., a speaker) and a network
interface device 618. The disk drive unit 614 accommodates
a machine-readable medium 615 on which Software 620

embodying any one of the methods described above is
stored. The Software 620 is shown to also reside, completely
or at least partially, within the main memory 603 and/or
within the processor 602. The software 620 may furthermore
be transmitted or received by the network interface device
618. For the purposes of the present specification, the term
“machine-readable medium” shall be taken to include any
medium that is capable of Storing or encoding a Sequence of
instructions for execution by a machine, Such as the com
puter System 600, and that causes the machine to performing
the methods of the present invention. The term “machine
readable medium’ shall be taken to include, but not be

limited to, Solid-State memories, optical and magnetic disks,
and carrier wave signals.
THIRD PARTY PROFILING

0151 FIG. 24 is a block diagram illustrating a knowl
edge management System 10, according to an alternative
embodiment of the present invention, that corresponds Sub
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stantially to that illustrated in FIG. 1. However, the knowl
edge management System 10 is shown to include a dedicated
knowledge management client 700 that communicates with
the web server 20, or directly with the knowledge site
management Server 27, to facilitate knowledge management
activities by a user. For example, the knowledge manage
ment client 700 may be utilized by a user to query the
knowledge Site management Server 27 with a view to
identifying the profiles of other users and entities that match
Specified criteria. A user may also access, modify and
maintain his or her profile, as maintained by the knowledge
site 27, utilizing the knowledge management client 700.
0152 FIG. 25 is a flowchart illustrating a method 800,
according to an exemplary embodiment of the present
invention, of constructing a profile comprising terms indica
tive of a characteristic of an entity associated with the
profile. The method 800 commences at step 802, where an
interactive user Sends an electronic document to a "mailbox”

for a third party. The interactive user may send the electronic
document from the knowledge management client 700, from
a browser client 16, or from an e-mail client 18. The

electronic document may comprise an electronic mail mes
Sage, an attachment to Such an electronic mail message, or
any other document in electronic form. For the purposes of
the present invention, the term “electronic document' shall
also be deemed to encompass the terms of a Search query, or
any String of characters in electronic form. The mailbox of
the third party to which the electronic document is Sent may
be identified by an e-mail address that is known to the
interactive user, that is presented to the interactive user via
a graphical user interface, or that is identified by the e-mail
server 23 from identity information associated with elec
tronic document. It may be that the electronic document
submitted by the interactive user at step 802 is the first
Submission of an electronic document to be utilized in the

construction of a profile for the Specific entity. In Such a
case, a mailbox for the third party may not as yet the
existence. Nonetheless, in this case, the interactive user

provides identity information that may be utilized to con
Struct a mailbox. For example, the interactive user may
Specify a new e-mail address that is not as yet recorded
within the knowledge server 22.
0153. At step 804, the e-mail server 23 determines
whether a mailbox exists for the relevant third party. Fol
lowing decision box 806, should no mailbox exist for the
third party, a determination is made at decision box 808 as
to whether automatic third party profile creation has been
enabled by a system administrator. If not, at step 810, a
message to this effect is Sent to the interactive user who
originated the transmission of the electronic document.
Alternatively, following a positive determination at decision
box 808, at step 812, a mailbox is automatically created by
the knowledge Site management Server 27 for the third party,
and this information is communicated to the e-mail Server

23. Further, a user record for the third party is created in the
user table 90. Reference is now made to FIG. 26, which

shows a modified example of the user table 90 shown in
FIG. 6, that now includes an “interactive/non-interactive”

column 99. As a default condition, a record for a third party
within the user table indicates the third party as being a
“non-interactive' user. Accordingly, the third party is, as a
default condition, not permitted to interact with the profile
created for the third party. However, a Systems administrator
may modify the status of the record for the relevant third
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party to enable the third party to participate within the
knowledge management System as an interactive user.
0154 Returning to decision box 806, if a mailbox already

exists for the third party (e.g., the third party is already
registered and recorded as interactive user within the knowl
edge management System), the method 800 proceeds

directly to step 814. The method 800 also proceeds to step
814 following completion of step 812. At step 814, the
knowledge Site management Server 27 parses the received
electronic document to identify profile terms therein. This
parsing is performed, in one exemplary embodiment,
according to the method described above with reference to
FIG 8.

0.155. At step 816, a confidence level is calculated and
assigned to the identified profile terms within the context of
the electronic document. This may be done in the manner
described above with reference to FIG. 9A. At step 86, the
identified profile terms are recorded in the term table 100, as
illustrated in FIG. 26, and a user-term binding record for
each profile term and the third party is created within the
user-term table 112. If a relevant user-term binding record
for a profile term and the third party already exists within the
user-term table 112, then the confidence level assigned to the
binding may be adjusted at step 818.
0156 AS also described above, a user-term binding
record may be allocated to either the public or private
portion of the user profile of the third entity, depending on
the confidence level assigned to the relevant binding. The
confidence level, in the case of terms extracted from an
electronic document Submitted by third party, may in one
embodiment be subject to slightly modified confidence level
determining algorithms. For example, a predetermined
threshold number of occurrences of a profile term acroSS all
documents received from third parties may be required
before a non-owner submitted profile term is advanced from
the private portion of a profile to the public portion thereof.

O157 At step 820, the knowledge site management 727
may then mark the user-term binding record within the
user-term table 112 as being either owner Submitted or
non-owner Submitted. This end, and referring to FIG. 26, the
user-term table 112 is shown to include an “owner-Submit

ted” column 113 within which the source of the term may be
recorded as being either the user identified by the user ID
within the user ID column 114 or as being another user. Of
course it will be appreciated that a user-term binding record
entered into the user-term table 112 for a term extracted from

an electronic document submitted by the owner-user will be
marked as being owner-Submitted, and thus distinguishable
from binding records for non-owner Submitted profile terms.
Following step 820, the method 800 then terminates at step
822.

0158 Accordingly, by allowing an interactive user within
a knowledge management System to Submit an electronic
document to a mailbox, containing information about a third
party who may or may not be an active participant in the
knowledge management System, for the purposes of profile

creation, the profiling of entities (e.g., individuals, organi
zations or other bodies) Selectable by the interactive user is

facilitated. For example, it is envisage that within an orga
nization, a profile of a particular customer may be created by
the Submission of electronic documents pertaining to the

customer to an e-mail address dedicated to the customer. In

this situation, the customer would typically remain a non
interactive entity within the context of the knowledge man
agement System. On the other hand, a first member of a
particular organization may Submit documents that are
believed to provide profile information regarding a Second
member to a mailbox dedicated to receiving documents for
profiling the Second member. In this case, the Second mem
ber would typically be an interactive user of the knowledge
management System, and thus able to control and edit his or
her profile.
0159 FIG. 27 is a flowchart illustrating a method 900,
according to an exemplary embodiment of the present
invention, of displaying profile information of a computer

display device (e.g., a cathode ray tube (CTR) or a liquid
crystal display (LCD)). The method 900 may be performed
by the knowledge management client 700, a browser client

16, or an e-mail client 18 responsive to input (e.g., an HTML
document) received from the Web server 20 or the e-mail
server 23.

0160 The method 900 commences at step 902, where a
profile to be displayed is access by the knowledge Site
management server 27. Specifically, as indicated at step 904,
a user-term table 112 and a term table 100 may be accessed
with a view to displaying terms of the user profile for a first
entity against which a match occurred during the processing
of a query. Alternatively the access to the profile may be
performed responsive to a request from a user to modify his
or her profile.
0.161. At decision box 906, a determination is made with
respect to each term, identified as belonging to a particular
profile according to the user-term table 122, regarding

whether relevant binding record indicates the term (in the
context of the profile) as being non-owner submitted. If the

term is identified as having been submitted to the profile by
a non-owner of the profile, the method 900 proceeds to step
908, where the display by a client of the profile term is
distinguished by a graphic characteristic. For example, a
grey icon may be displayed adjacent the relevant term to

indicate the non-owner Submitted nature thereof. On the

other hand, if a term is identified as having been Submitted
to the profile by the owner of the profile, the method 900
proceeds to step 910, where the display by a client of the
profile term may also be distinguished by a different graphic
characteristic. For example, a color icon may be displayed
adjacent to the relevant term to indicate the owner-Submitted
nature thereof.

0162 At decision box 912, a determination is made as to
whether there are any further terms within the profile that are
required to be displayed. For example, a determination may
be made as to whether a match occurred against any further
terms responsive to a query. Alternatively, where all terms
within a user profile are to be displayed, a simple determi
nation is made as to whether there are any further terms that
are required to be displayed. If there are further terms to be
displayed, the method 900 then loops back to step 904.
Alternatively, the method 900 terminates at step 914.
0163 Accordingly, the method 900 provides a conve
nient and user-friendly manner in terms of which a user,
Viewing profile information presented to the viewer as a
result, for example, of a query against a knowledge profile
database, is able visually to distinguish between profile
terms that have been owner-Submitted and those that are not
owner-Submitted.
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0164. Thus, a method and apparatus for constructing a
user knowledge profile have been described. Although the
present invention has been described with reference to
Specific exemplary embodiments, it will be evident that
various modifications and changes may be made to these
embodiments without departing from the broader Spirit and
Scope of the invention. Accordingly, the Specification and
drawings are to be regarded in an illustrative rather than a
restrictive Sense.
What is claimed is:

1. A method of constructing a profile comprising terms
indicative of a characteristic of an entity, the method includ
ing the Steps of
creating a first electronic mail address associated with a
first entity;
receiving a first electronic document via an electronic
communications network at the first electronic mail

address from a Second entity;
parsing the first electronic document to identify a first
profile term therein; and
including the first profile term within a first profile for the
first entity.
2. The method of claim 1 wherein the first electronic mail

address is automatically created by a knowledge manage
ment Server upon reception of first electronic document at
the knowledge management Server from the Second entity,
the Second entity Specifying an identifier for the first entity.
3. The method of claim 1 wherein the first profile for the
first entity is searchable by a third entity.
4. The method of claim 1 wherein the first entity is not
registered as an interactive user within a knowledge man
agement System that maintains the first profile for the first
entity, and wherein the first profile for the first entity is not
accessible by the first entity.
5. The method of claim 4 wherein the first entity is a
customer of, or a Supplier to, an organization Serviced by the
knowledge management System.
6. The method of claim 1 wherein both the first and

Second entities are each registered as interactive users within
a knowledge management System that maintains the first
profile for the first entity, and wherein the first profile for the
first entity is accessible by the first entity.
7. The method of claim 6 wherein the first profile for the
first entity is both accessible and modifiable by the first
entity.
8. The method of claim 1 wherein the first electronic

document comprises an electronic mail message.
9. The method of claim 1 wherein the first electronic

document comprises an attachment to an electronic mail
meSSage.

10. The method of claim 1 including the Step of assigning
a confidence level to the first profile term based on a
contextual characteristic of the identified profile term within
the first electronic document.

11. The method of claim 10 wherein the confidence level

is assigned to the first profile term based on a part of Speech
comprising the identified profile term.
12. The method of claim 10 wherein the confidence level

is assigned to the identified profile term based on the number
of occurrences of the first profile term within the first
electronic document

13. The method of claim 1 including the Step of assigning
a confidence level to the first profile term based on address
information associated with the first electronic document.

14. The method of claim 1 including the Steps of receiving
a Second electronic document via the electronic communi
cations network at the first electronic mail address from the

first entity, parsing the Second electronic document to iden
tify a Second profile term therein, including the Second
profile term within the first profile for the first entity, and
distinguish the first profile term from the second profile term
within the first profile for the first entity to reflect the
submission of the first profile term by the second entity and
the submission of the second profile term by the first entity.
15. The method of claim 1 wherein the first profile for the
first entity includes profile terms allocated to either a public
portion of the first profile that has a first level of access or
a private portion of the first profile that has a Second level of
CCCSS.

16. The method of claim 15 including the step of making
the profile terms allocated to the public portion of the first
profile available for public viewing within a knowledge
management System in response to a query to the first
profile.
17. The method of claim 15 including the step of allo
cating a specific profile term to the public portion of the first
profile upon the Submission of the Specific profile term to the
first profile a predetermined minimum number of times.
18. A method of displaying profile information on a
computer display device, the method including the Steps of:
displaying a first profile term, included within a profile for
a first entity as a result of a Submission to the profile
from the first entity; and
displaying a Second profile term, included within the
profile for the first entity has a result of a submission to
the profile from a Second entity,
wherein the display of the first profile term is visually
distinct from the display of the Second profile term SO
as to indicate that the Second profile term is included
within the profile for the first entity as a result of the
Submission from the second entity and not from the first
entity.
19. The method of claim 18 wherein the display of the
Second profile term is accompanied by a graphic that iden
tifies the Second profile term as being included within the
profile for the first entity as a result of the submission to the
profile from the Second entity.
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