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FALSE ALARM AVOIDANCE IN SECURITY The above techniques can include additional features and 
SYSTEMS FILTERING LOW IN NETWORK one or more of the following advantages . 

The use of an analysis of the metadata by the intrusion 
BACKGROUND detection panel would likely significantly reduce the rate of 

5 false alarms . Thus , minimizing costs borne by alarm moni 
This description relates to operation of security systems in toring companies , building owners , and security profession 

particular intrusion systems . als , and better utilize police department resources to handle 
It is common for businesses and homeowners to have a real intrusion situations . As all raw data comes from separate 

security system for detecting alarm conditions at their prem sensors on a single detection device the filter event decla 
ises and signaling the conditions to a monitoring station or 10 ration and in some instances from other enhanced sensor 
to authorized users of the security system . Security systems devices these data can be combined to define a “ composite " 
often include an intrusion detection panel that is electrically or “ complex " event signal that corresponds to a true alarm 

condition more dependably than would any one of the or wirelessly connected to a variety of sensors . Those 
individual sensor events from the simple individual sensors , sensors typically include motion detectors , cameras , and 15 considered separately . proximity sensors ( used to determine whether a door or The details of one or more embodiments of the invention window has been opened ) . Typically , such systems receive are set forth in the accompanying drawings and the descrip a very simple signal ( electrically open or closed ) from one tion below . Other features , objects , and advantages of the 

or more of these sensors to indicate that a particular condi invention is apparent from the description and drawings , and 
tion being monitored has changed or become unsecure . 20 from the claims 

For example , typical intrusion systems can be set up to 
monitor entry doors in a building . When the door is secured , DESCRIPTION OF DRAWINGS 
the proximity sensor senses a magnetic contact and creates 
an electrically closed circuit . When the door is opened , the FIG . 1 is a schematic diagram of an example security 
proximity sensor opens the circuit , and sends a signal to the 25 system at a premises . 
panel indicating that an alarm condition has occurred ( e . g . , FIG . 2 is a block diagram of an intrusion detection panel 
an opened entry door ) . system . 

FIG . 3 is a flow diagram showing an example process for 
SUMMARY determining an alarm condition . 

30 FIG . 4 is a flow diagram of an analysis process . 
The problem with this type of intrusion system is that it FIG . 5 is a flow diagram of an example environmental 

is prone to false alarms . All that the panel can determine algorithm . 
from the signals sent from the sensors is whether a door / FIG . 6 is a schematic block diagram showing part of an 
window has been opened or whether motion has been example monitoring station . 
detected within an area being monitored . The panel cannot 35 FIG . 7 is a block diagram showing an example composite 
determine any other condition associated with the occur - sensor device . 
rence of the condition . For example , while a heat - sensitive FIG . 8 is a block diagram depicting a network of sensor 
motion sensor could detect that a warm object has moved devices . 
across the room , the motion sensor cannot detect whether FIGS . 9 and 10 are flowcharts depicting processing on the 
that movement was caused by a human or a pet . As another 40 sensor devices . 
example , the motion detector could detect that a warm object 
has moved across a window , however , the motion sensor DETAILED DESCRIPTION 
cannot detect whether that object is inside or outside of the 
window . These limitations are significant causes of false Referring now to FIG . 1 an example application 10 of a 
alarms that can cost alarm monitoring companies , building 45 security system in particular an intrusion detection system 
owners , security professionals and police departments sig - 12 installed at a premises 14 is shown . In this example , the 
nificant amounts of money and wasted time that would premises 14 is a residential house , but the premises may 
otherwise be spent on real intrusion situations . alternatively be any type of premises or building , e . g . , 

According to an aspect , a sensor device includes , at least commercial , industrial , etc . The intrusion detection system 
one event sensor element , a processor and memory in 50 12 includes an intrusion detection panel 16 , and sensors / 
communication with the processor device , and a storage detectors 28 disbursed throughout the premises 14 . The 
device that stores a program of computing instructions to intrusion detection system 12 is in communication with a 
receive sensor data from the at least event sensor element of central monitoring station 18 ( also referred to as central 
the sensor device , analyze the received sensor data for the monitoring center ) via one or more data or communication 
presence of an alarm condition , receive sensor data from at 55 networks 24 ( only one shown ) , such as the Internet ; the 
least one other sensor device that is in a peer to peer phone system or cellular communication system being 
relationship with the sensor device to validate whether the examples of others . The intrusion detection panel 16 
indicated alarm condition is a valid alarm or a false alarm , receives signals from plural detectors / sensors ( generally 
send results of analyzed sensor data to the at least one other referred to as 28 ) that send to the intrusion detection panel 
sensor device in the peer to peer relationship with the sensor 60 16 information about the status of the monitored premises . 
device ; and a network interface configured to communicate Several types of sensor / detectors ( unless otherwise noted 
sensor data and alarm conditions to other sensor devices that are used interchangeably herein ) are used . One type 28a of 
are in a peer to peer relationship with the sensor device . detector is a detector that sends a binary signal that indicates 

Aspects of the invention include computer program prod - presence or absence of an event . Examples of these types of 
ucts tangible stored on a physical , hardware storage device 65 detectors 28a include glass break detectors and contact 
or devices or systems as well as computer implemented switches . Another type 28b of detector is a detector that 
methods . sends metadata that includes data resulting from processing 
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applied by the detector to inputs received by the sensor . phones , etc . At some point the intrusion detection panel 
Examples of these types of detectors 28b include micro - receives 56 signals from one or more sensors of type 28a , 
phones , motion detectors , smart switches and cameras . which indicates an event . 

The detectors 28 may be hard wired to the intrusion The intrusion detection panel analyzes 58 the received 
detection panel 16 or may communicate with the intrusion 5 sensor data 32 and received metadata 54 to determine 
detection panel 16 wirelessly . In general , detectors 28a sense whether the received alarm condition is truly an alarm 
glass breakage , motion , gas leaks , fire , and / or breach of an condition . According to the analysis the intrusion detection 
entry point , and send the sensed information to the intrusion panel 16 may output an indication of an event . 
detection panel 16 . Based on the information received from Typically , for sensors such as glass break detectors and 
the detectors 28a , the intrusion detection panel 16 deter - 10 contact switches these signals are discrete , i . e . , binary sig 
mines whether to trigger alarms , e . g . , by triggering one or n als that indicate either the presence of a condition or the 
more sirens ( not shown ) at the premise 14 and / or sending absence of the condition . When the intrusion detection panel 
alarm messages to the monitoring station 18 . 16 receives one of these signals from glass break detectors 

A user may access the intrusion detection panel 16 is and contact switches that indicate the presence of a condi 
accessed to control the intrusion detection system , e . g . , 15 tion that signal is analyzed along with metadata received 
disarm the intrusion detection system , arm the intrusion from one or more other sensor signals received by the 
detection system , enter predetermined standards for the intrusion detection panel 16 . According to some embodi 
intrusion detection panel 16 to trigger the alarms , stop the ments , based on the analysis , the intrusion detection panel 
alarms that have been triggered , add new detectors , change outputs 39 a signal according to whether the intrusion 
detector settings , view the monitoring status in real time , etc . 20 detection panel determines that it received a valid sensor 
The access can be made directly at the premise 14 , e . g . , signal that indicates an alarm or whether it received an 
through a keypad 30 connected to the control panel . In some occurrence of a false alarm condition . The intrusion detec 
implementations , the intrusion detection panel 16 through a tion panel 16 thus aggregates received sensor data from 
remote device 20 and in those implementations , the intru - various sensor types in a manner that minimizes occurrences 
sion detection panel 16 can also send alarms to the remote 25 of false alarms . 
device 20 . The arm / disarm user interfaces can include such In other embodiments , discussed below , the analysis 
interaction as one button arming and passive / proximity / could be performed by a remote device . In those embodi 
RFID / SmartCard / etc . disarming . The arm / disarm user inter - ments , the intrusion detection panel 16 passes the signal and 
faces should be simple to use as authorized user interaction metadata to the remote device for processing 
with more complex arm / disarm interfaces is one of the more 30 For example , using conventional perimeter and interior 
significant sources of false alarms . intrusion detection , the intrusion detection panel receives 

The data or communication network 24 may include any signals from sensor types 28a ( i . e . , binary ) motion sensor 
combination of wired and wireless links capable of carrying signals indicating that there has been motion in a room , the 
packet and / or switched traffic , and may span multiple car - intrusion detection panel also checks to see if contact 
riers , and a wide geography . In one embodiment , the data 35 sensors for doors or windows are also indicating that one or 
network 24 may simply be the public Internet . In another both have been opened . If there has been no intrusion 
embodiment , the data network 24 may include one or more through a door or window , but the motion sensor is triggered 
wireless links , and may include a wireless data network , e . g . , then this is likely a false alarm occurrence and an alarm state 
with tower 25 such as a 2G , 3G , 4G or LTE cellular data would not be initiated or , alternatively , an alert message 
network . The panel 16 may be in communication with the 40 would be communicated to a system user for final confir 
network 24 by way of Ethernet switch or router ( not illus - mation of whether an alarm state should be initiated . This 
trated ) . The panel 16 may therefore include an Ethernet or situation could occur when a pet is moving within the room 
similar interface , which may be wired or wireless . Further or if a person walks past a glass window or door . Similarly , 
network components , such as access points , routers , if a window or door sensor indicates that one or both have 
switches , DSL modems , and the like possibly interconnect - 45 been opened yet the motion sensor does not detect any 
ing the panel 16 with the data network 24 are not illustrated . motion in the room , this is also a likely false alarm occur 
Referring now to FIG . 2 , details on an exemplary intru - rence . This situation could occur when a door or window is 

sion detection panel 16 are shown . The intrusion detection blown open by the wind or if a proximity sensor is failing . 
panel 16 includes processor 32 and memory 34 , storage 33 , These are only two examples of many false alarm situations 
a key pad 40 and a network interface card ( NIC ) 36 coupled 50 that can be identified by the panel ' s analysis of the data 
via a bus 42 . The intrusion detection panel 16 also includes being provided by various sensors . 
one or more interfaces 38 to receive sensor data from the The intrusion detection panel 16 also receives metadata 
various sensors 28 . Illustrated for explanatory purpose are from other sensors , i . e . , sensor types 28b , and using the 
detector interfaces 38a for contact switches , glass break metadata from those sensors determines if in fact there was 
sensors that are exemplary of sensor types 28a , as well as 55 an improper intrusion . Sensor types 28b perform a signifi 
detector interfaces 38b for motion detectors , cameras and cant amount of analysis and send metadata to the panel 
microphones that are exemplary of sensor types 28b . The representing the results of that analysis . 
detector interfaces 38 are illustrated as grouped according to As used herein metadata is defined as data that conveys 
type of detector , however other configurations are possible . results of processing of inputs by sensor types 28b , where 
The sensors 28 can be coupled to the interfaces either via 60 this defined data includes characteristics of an object or 
hard wiring or wirelessly as mentioned above . other feature detected by the sensor types . The metadata 

Referring now to FIG . 3 , intelligent processing 50 by the comprises information / data that conveys a state of an area 
intrusion detection system is shown . The intrusion detection within the range of sensors of the sensor type 286 . This 
panel receives 52 signals from various sensors of type 28a , information can be among other things , information that 
e . g . , glass break detectors and contact switches and receives 65 delineates approximate or exact object size , position , speed , 
54 metadata from sensors of type 28b , e . g . , a camera , a identity of an individual detected or the lack of identity of an 
recording device , enhanced motion detectors , and micro - individual detected , etc . 
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The sensors provide in addition to an indication that sensor types 28a , which indicate whether there is was a 
something is detected in an area within the range of the potential intrusion into the premises . 
sensors , detailed additional information that can be used to Applying rules 66 ( FIG . 4 ) also involves determining 74 
evaluate what that indication may be without the intrusion perimeter presence information regarding detected objects 
detection panel 16 being required to perform extensive 5 from the various sensors . This information is gathered from 
analysis of inputs to the particular sensor . The received sensors disposed external to the premises , such as conven 
metadata is analyzed by the intrusion detection panel 16 to t ional or enhanced motion detectors , video cameras , micro 
discriminate true alarm conditions from false alarm occur - phones and / or other sound capturing devices . Generally , the 
rences . information is in the form of metadata , e . g . , the results of 

By analyzing metadata from the sensor types 28b the 10 processing at the sensors inputs to the various sensors of 
sensor rather than the intrusion detection panel 16 performs sensor type 286 . The perimeter presence information can be 
much of the analysis on inputs received at the particular relatively simple information such as existence of a perim 
sensor , and sends the results of that analysis as metadata to eter intrusion by an object , details regard the time of the 
the intrusion detection panel 16 . The intrusion detection intrusion and information regarding the size , speed , etc . of 
panel 16 uses that metadata in combination with conven - 15 the object that caused the perimeter intrusion to more 
tional perimeter and interior intrusion detection as well as complex information such as indicating a perimeter intru 
metadata from other sensors of the sensor type 16b to verify s ion based on characteristics of the intruder . 
existence of an alarm condition . For example , recognition software can be used to dis 

For example , a motion detector could be configured to criminate between objects that are a human and objects that 
analyze the heat signature of a warm body moving in a room 20 are an animal ; further facial recognition software can be 
to determine if the body is that of a human or a pet . A built into video cameras and used to verify that the perimeter 
metadata representation of the result of that analysis would intrusion was the result of a recognized , authorized indi 
be a message or data that conveys information about the vidual . Such video cameras would comprise a processor and 
body detected . For example , the signal could be a message memory and the recognition software to process inputs 
that details size or shape , etc . of that warm body that can be 25 ( captured images ) by the camera and produce the metadata 
used to indicate that the body is too small to be a human . to convey information regarding recognition or lack of 
This metadata is sent to the intrusion detection panel 16 recognition of an individual captured by the video camera . 
along with metadata from other sensors . The intrusion The processing could also alternatively or in addition 
detection panel analyzes 58 the metadata to validate whether include information regarding characteristic of the indi 
the received indication from one or more of the sensor types 30 vidual in the area captured / monitored by the video camera . 
28a actually represents a valid event or whether it represents Thus , depending on the circumstances , the information 
a false alarm occurrence . Various sensors thus are used to would be either metadata received from enhanced motion 
sense sound , motion , vibration , pressure , heat , images , and detectors and video cameras that performed enhanced analy 
so forth , in an appropriate combination to detect a true or sis on inputs to the sensor that gives characteristics of the 
verified alarm condition at the intrusion detection panel . The 35 perimeter intrusion or a metadata resulting from very com 
intrusion detection panel evaluates the metadata and outputs plex processing that seeks to establish recognition of the 
from all sensors in a logical manner with respect to each object . 
other , and the environment , to make an intelligent decision Applying rules 66 ( FIG . 4 ) also involves determining 76 
as opposed to just transferring a sensor input to a signal valid interior violation information from various sensors 
output . This will reduce the occurrences of false alarms 40 within the premises . This information is gathered from 
minimizing the number of false alarms that are sent to the simple sensors disposed internal to the premises , such as 
central monitoring station . conventional or enhanced motion detectors , video cameras , 

Referring to FIG . 4 , an exemplary analysis 58 performed webcams , and microphones and / or other sound capturing 
by the intrusion detection panel 16 is shown . The intrusion devices . Generally , the information is in the form of either 
detection panel 16 receives the various sensor signals , as in 45 a binary signal for sensor types 28a or metadata , e . g . , the 
FIG . 3 . The intrusion detection panel 16 determines 62 what results of processing sensors inputs to sensor types 28b . The 
condition has been asserted typically from one or more of valid interior violation information can be relatively simple 
the sensor types 28a asserting an entry into the premises 14 . information such as presence of a body in the premises to 
Either the intrusion detection panel 16 or individual sensors more complex information such as characteristics of the 
apply appropriate logic to execute various sensor algorithms 50 body , e . g . , recognition software built into video cameras . 
that analyze inputs to other sensors such as sensor types 28b Thus , depending on the circumstances , the information 
disposed within the environment . In any event , the intrusion would be either a binary signal ( open / close , or a pattern or 
detection panel 16 gathers 64 sufficient environmental infor - code , etc . ) indication of the presence or absence of a 
mation pertinent to the asserted condition . In some imple - perimeter intrusion , which would be received from conven 
mentations the gather data includes all available environ - 55 tional motion detectors and video cameras or a more com 
mental information . The metadata from the sensors ( or plex metadata signal received from enhanced motion detec 
intrusion detection panel ) along with outputs from sensor tors and video cameras that performed enhanced analysis on 
types 28a are used in execution of an environmental algo inputs to the sensor that gives characteristics of the perim 
rithm 66 that forms a decision regarding intrusion . eter intrusion . 

Referring now to FIG . 5 , an exemplary environmental 60 When the processor in the intrusion detection panel 16 
algorithm is : determines existence of a forced entry 72 , presence of an 

individual at the perimeter of the premises 74 , and presence 
Forced entry + Perimeter presence + Valid interior of an individual within the area of the premises 76 , the 

violation = Verified alarm condition intrusion detection panel 16 considers this as an intrusion . 
Applying rules 66 ( FIG . 4 ) involves determining 72 65 The intrusion detection panel 16 asserts an alarm 78 , which 

presence of a forced entry . A forced entry into the premises could be sounding an external / internal alarm and / or sending 
is determined by receipt of one or more indications from the a message to the monitoring center . In some embodiments , 
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if any one or more of the sensors fail to assert existence of suitable for establishing a connection and communicating 
the conditions 72 , 74 and 76 mentioned above , then the across network 24 will be apparent to those of ordinary skill . 
intrusion detection panel 16 determines 80 that there was a Program instructions stored in the memory 34 of the 
false alarm . intrusion detection panel 16 , along with configuration data 
When the intrusion detection panel 16 determines 80 that 5 may control overall operation of the panel 16 . In particular , 

there was a false alarm , the intrusion detection panel 16 in program instructions control how the panel 16 may grant a 
some embodiments maintains counts of and / or records user with a certain level of access to a security system , how 
details regarding the false alarm asserted by the one or more the panel 16 may be transitioned between its armed and 
sensors . As these counts and details accumulate , the intru - disarmed states , and how the panel 16 reacts to sensing 
sion detection panel 16 can be configured to send informa - 10 conditions at detectors 28 that may signify an alarm . More 
tion regarding these false alarms to the monitoring station over , one or more data network addresses for signaling alarm 
( or another station ) for maintenance purposes . For example , conditions may be stored in the memory 62 of the intrusion 
for each false alarm the intrusion detection panel 16 records detection panel 16 . These network addresses may include 
the date and time , and sensors that were used in the 16 the network addresses ( e . g . IP ) by which the monitoring 
evaluation and the outputs recorded by each of the sensors . station 18 may be reached . Example control panels may 

The environmental intrusion detection algorithm is comprise DSC® models PC2864 and PC9155 , SCW915x 
executed at the intrusion detection panel . The intrusion suitably modified to operate as described herein . 
detection panel 16 gathers and stores sufficient environmen - An example monitoring station 18 is shown in FIG . 6 . The 
tal information , and applies appropriate logic through execu - 20 monitoring station 18 is depicted as a single physical moni 
tion of algorithms that analyze the environment according to toring station or center in FIG . 1 . However , it could alter 
the conditions above . For the forced entry element of the natively be formed of multiple monitoring centers / stations , 
above equation sensors such as convention contact switches each at a different physical location , and each in communi 
and glass break sensors send sensor signals to the panel for cation with the data network 24 . The central monitoring 
analysis . For the perimeter presence element of the above 25 station 18 includes one or more monitoring server ( s ) 82 each 
equation sensors such as video camera are used to discover processing messages from the panels 16 and / or user devices 
over a period of time whether there were any perimeter ( not shown ) of subscribers serviced by the monitoring 
intrusions . Video cameras can forward frame data to the station 18 . Optionally , a monitoring server 82 may also take 
panel for analysis , or alternatively , the analysis can be built part in two - way audio communications or otherwise com 
into the video cameras . Such devices integrate image detec - 30 municate over the network 24 , with a suitably equipped 
tors or video capture “ like ” devices with other sensors that interconnected panel 16 and / or user device ( not shown ) . 
provide a data stream output . For the valid interior violation The monitoring server 82 may include a processor , a 
element of the above equation sensors such as simple web network interface and a memory ( all not illustrated ) . The 
cams that are placed in the interior of a premises supply monitoring server 82 may physically take the form of a rack 
information that verifies presence of a body within the 35 mounted card and may be in communication with one or 
premises . The environmental intrusion detection algorithm more operator terminals ( not shown ) . An example monitor 
uses combinations of existing security sensors with binary ing server 82 is a SURGARDIM SG - System III Virtual , or 
outputs and other sensors with more complex outputs similar system . 
together to arrive at a decision on whether to assert an alarm The processor of each monitoring server 82 acts as a 
condition . When the environmental intrusion detection algo - 40 controller for each monitoring server 82 , and is in commu 
rithm is satisfied , the intrusion detection panel 16 will assert nication with , and controls overall operation , of each server 
an alarm , such as sounding an alarm and / or sending a 82 . The processor may include , or be in communication with 
message to a central monitoring system . the memory that stores processor executable instructions 

Sensor devices can integrate multiple sensors to generate controlling the overall operation of the monitoring server 82 . 
more complex outputs so that the intrusion detection panel 45 Suitable software enable each monitoring server 82 to 
can optimally utilize its processing capabilities to execute receive alarms and cause appropriate actions to occur . Soft 
algorithms that thoroughly analyze the environment by ware may include a suitable Internet protocol ( IP ) stack and 
building virtual images or signatures of the environment to applications / clients . 
make an intelligent decision about the validity of a breach . Each monitoring server 82 of central monitoring station 

The memory 34 stores program instructions and data used 50 18 may be associated with an IP address and port ( s ) by 
by the processor 60 of the intrusion detection panel 16 . The which it communicates with the control panels 16 and / or the 
memory 34 may be a suitable combination of random access user devices to handle alarm events , etc . The monitoring 
memory and read - only memory , and may host suitable server address may be static , and thus always identify a 
program instructions ( e . g . firmware or operating software ) , particular one of monitoring server 32 to the intrusion 
and configuration and operating data and may be organized 55 detection panels . Alternatively , dynamic addresses could be 
as a file system or otherwise . The stored program instruction used , and associated with static domain names , resolved 
may include one or more authentication processes for through a domain name service . 
authenticating one or more users by the intrusion detection The network interface may be a conventional network 
panel 16 before granting the users with accesses to a security interface that interfaces with the network 24 ( FIG . 1 ) to 
system that includes the intrusion detection panel 16 . 60 receive incoming signals , and may for example take the 

The program instructions stored in the memory 34 of the form of an Ethernet network interface card ( NIC ) . The 
panel 16 may further store software components allowing servers may be computers , thin - clients , or the like , to which 
network communications and establishment of connections received data representative of an alarm event is passed for 
to the data network 24 . The software components may , for handling by human operators . The monitoring station 18 
example , include an internet protocol ( IP ) stack , as well as 65 may further include , or have access to , a subscriber database 
driver components for the various interfaces , including the 84 that includes a database under control of a database 
interfaces 38 and the keypad 30 . Other software components engine . Database 84 may contain entries corresponding to 
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the various subscribers to panels like the panel 16 that are nodes request access to resources provided by the detection 
serviced by the monitoring station 18 . panel 16 . In the peer - to - peer network , filtering tasks are 

Referring now to FIG . 7 , an enhanced sensor device 100 shared among the various sensors that are interconnected 
is shown . The enhanced sensor device 100 produces a filter peers , and which provide data and in some instances pro 
event declaration 102 from information received from sen - 5 cessing power , storage etc . directly to other peer sensors , 
sors elements 108a - 108n in which a filter 105 ( e . g . , software without the need for centralized coordination by the detec 104 running on the enhanced sensor processing device ! tion panel 16 or control center . Such sensor nodes 100a - 100c 
memory 106 ) executes a set of mathematical functions and therefore can consider not only its local filter state from the transformations on combinations of raw sensor data from the filter 104 , but also a global filter state from global filtering sensor elements and / or metadata characteristics produced by 10 114 performed by the other filters in other sensor nodes the sensor elements 108a - 108n . The enhanced sensor 100 100a - 100c when determining the presence / absence of a produces the filter event declaration 102 by examining the composite filter event declaration . raw sensor data and / or metadata over time intervals , and in For example , as shown in FIG . 8 , three enhanced sensor particular based on an order of arrival of the raw data 
collected from the multiple sensing elements 108a - 108n on 15 devi 15 devices 100a - 100c , each with single sensors — a heat - sensi 
the enhanced sensor device 100 . These data are sent as input tive motion sensor , a door switch , and a video camera are 
to the filter / processor 105 providing in effect a composite or each equipped with a wireless sensor network node ( pro 
virtual sensor . The software filter 104 output operates in a cessor and wireless interface ) . In other embodiments , the 
binary mode ( e . g . , the combined outputs of the collection of three enhanced sensor devices 100a - 100c can each have a 
simple sensors are inputted to the filter 104 and the result of 20 heat - sensitive motion sensor , a door switch , and a video 
the analysis is a determination of whether or not the result camera and have a local filter that examines data coming 
from the filter 104 has a value that exceeds a preconfigured from each of the sensor elements and a global filter that 
threshold value . examines data from the other devices . Firmware running on 

This embodiment is distinct from filters that run on the each enhanced sensor device ' s processor is configured such 
detection panel 16 ( FIG . 1 ) , as discussed above , and which 25 that when a local filter fires ( goes from 0 to 1 state ) , the filter 
receive inputs from separate sensor devices . In this embodi - communicates this occurrence directly , via messages trans 
ment , all raw data comes from separate sensor elements ( or mitted over local network 112 , e . g . , a wireless network , to 
from a sensor over time ) on a single detection device 100 . the other sensor nodes 100a - 100c in the a - node set shown . 
Alternatively , filtering can be performed in multiple layers , If two ( or all three ) of the nodes experience corresponding 
that is some filtering can occur at the enhanced sensor device 30 local filter events , one of the three nodes will recognize this 
100 and some filtering at the detection panel 16 . corroboration ( via the peer - to - peer wireless messaging ) and 

The filter event declaration 102 produced from the the global filter will be fired by that node . When the global 
enhanced sensor device can be combined by the processor filter fires this occurrence of the local filter events is sent to 
executing the filter to define a “ composite ” or “ complex ” the composite filter event declaration . 
event signal ( composite filter event declaration ) that corre - 35 This approach to multi - sensor data filtering has certain 
sponds to a true alarm condition more dependably than advantages over centralized ( panel based ) filtering in that the 
would any one of the individual sensor events from the panel may be some distance from the ( relatively localized ) 
simple individual sensors , considered separately . The filter set of nodes . Peer - to - peer messaging is fast , whereas com 
105 can be placed on the detection panel 16 or in a server , munication back to the detection panel 16 may involve 
and raw data inputted to the filter can come from multiple 40 multiple hops of the message through the wireless network . 
sensors of various types in the network . Such time latency can be detrimental to capturing video 

Referring now to FIG . 8 , a plurality of an enhanced sensor images of an event . The peer - to - peer approach provides 
devices 100a - 100c is shown . These an enhanced sensor relatively low latency and thus enables better capture of 
devices 100a - 100c are similar to enhanced sensor device video / images . Such distributed filtering also adds redun 
100 ( FIG . 7 ) , but include a global filter as part of the filter 45 dancy and robustness to the network ( e . g . , the message of 
device 105 ( filter 104 and processor memory 106 from FIG . the complex filter event can be sent to multiple panels / web 
7 ) shown placed lower in a detection network , e . g . , on gateways / IP addresses . This would be especially important 
individual devices that have multiple on - board sensors . for certain types of detections such as in a building that 
As shown in FIG . 8 , the individual enhanced sensor might be on fire , or in situations where one panel may have 

devices 100a - 100c ( collectively referred to as sensor nodes 50 been deliberately disabled by an intruder ) . 
100a - 100c ) are in communication over a distributed net The local filters can be tuned over time using pattern 
work , e . g . , wire or wireless . Each of the individual sensor recognition to show which local events correlate with which 
nodes 100a - 100c include respective processors / memory 106 other local events . This could best be done in the panel or 
and corresponding local filter 104 and a global filter 114 . The remote server , and the positive correlations used to help 
processors / memories 106 use both local filters 104 and 55 decide which nodes to place in direct ( peer - to - peer ) com 
global 114 filters . The local filters 104 filter the raw data munication with each other . 
from individual nodes , locally , and communicate filter states The filter / processor 105 can also process metadata to 
or “ filter events ” to corresponding global filter 114 of the determine a level of awareness that is communicated to the 
other nodes directly in a peer - to - peer fashion , via the P2P monitoring station 18 . Several different levels of awareness 
interfaces 110 without sending these filter events to the 60 would be provided . The levels can be fixed within a par 
detection panel 16 . ticular system or the levels can be end - user defined levels . 
Any node in a pre - defined set of nodes is in mutual When user - defined a user can use a user , e . g . , graphical user 

communication with other nodes . In the context of this interface to define the particular levels . The levels are of 
embodiment , a peer - to - peer ( P2P ) network is a type of successively increasing levels of concern or risk , typically 
decentralized and distributed network where the individual 65 with the highest level being an assertion of an alarm . For 
nodes act as both suppliers and consumers of resources , in example , there can be five ( 5 ) user assignable levels of 
contrast to a centralized client server situation , e . g . , where “ awareness ” as discussed below . 
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1 = A point of protection was tripped , but nothing to worry combinations thereof . Computer programs can be imple 
about mented in a high - level procedural or object oriented pro 

2 = watch - suspicious activity may be occurring gramming language , or in assembly or machine language if 
3 = warning - out of policy activity has occurred desired ; and in any case , the language can be a compiled or 
4 = eminent threat of a breach 5 interpreted language . Suitable processors include , by way of 
5 = breach has occurred , emergency responders have been example , both general and special purpose microprocessors . 

notified Generally , a processor will receive instructions and infor 
These are but examples . Further , the different parameters mation from a read - only memory and / or a random access 

for each of these levels can be programmable . memory . Generally , a computer will include one or more 
Referring now to FIG . 9 , the enhanced sensor device 100 10 mass storage devices for storing information files ; such 

is configured to produce 120 a filter event declaration , as devices include magnetic disks , such as internal hard disks 
shown . The enhanced sensor device 100 receives 122 infor and removable disks ; magneto - optical disks ; and optical 
mation from sensors elements 108a - 108n . The filter 105 disks . Storage devices suitable for tangibly embodying 
executes 124 a set of mathematical algorithms and transfor - computer program instructions and information include all 
mations on combinations of the raw sensor data from the 15 forms of non - volatile memory , including by way of example 
sensor elements and / or metadata produced by the sensor semiconductor memory devices , such as EPROM , 
elements 108a - 108n , as appropriate , and produces 126 , the EEPROM , and flash memory devices ; magnetic disks such 
filter event declaration 102 ( collectively 124 and 126 as internal hard disks and removable disks ; magneto - optical 
referred to as processing 127 ) . Depending on the execution disks ; and CD _ ROM disks . Any of the foregoing can be 
of the algorithms , the enhanced sensor device will raise 128 20 supplemented by , or incorporated in , ASICs ( application 
an alarm condition and notify 130 an intrusion detection 
panel and / or central monitoring station . Other embodiments are within the scope and spirit of the 

Referring now to FIG . 10 , processing 127 is shown in description claims . For example , due to the nature of soft 
more detail . The enhanced sensor device 100 examines 140 ware , functions described above can be implemented using 
the raw sensor data and / or metadata over time intervals , and 25 software , hardware , firmware , hardwiring , or combinations 
applies 142 algorithms such as an order of arrival algorithm of any of these . Features implementing functions may also 
as collected from the multiple sensing elements 108a - 108n be physically located at various positions , including being 
on the enhanced sensor device 100 . The enhanced sensor distributed such that portions of functions are implemented 
device 100 also receives 144 data from sensor devices as in at different physical locations . Other embodiments are 
FIG . 8 over the P2P network . The sensor device 100 applies 30 within the scope of the following claims . 
146 the local filter and global filter to filter the raw data from What is claimed is : 
sensor device 100 and from others of the individual sensor 1 . A system comprises : 
devices and communicates 148 filter states or " filter events " a plurality of sensor devices including a first sensor device 
with each other directly over the peer - to - peer network . The and a second sensor device , with each of the first sensor 
sensor device 100 processes the information based on the 35 device and the second sensor device , comprising : 
local filter state and the global filter state from filtering at least one event sensor element ; 
performed by other filters in other enhanced sensor devices . a processor device ; 
Based on the processing using the local and global filters , the a memory in communication with the processor device ; 
enhanced sensor device 100 determines 150 the presence or 
absence of a composite filter event declaration , which can be 40 a storage device that stores a program of computing 
used to raise an alarm 128 ( FIG . 9 ) and / or notify 130 ( FIG . instructions to configure the processor device to : 
9 ) an intrusion detection panel and / or central monitoring receive sensor data from that sensor device ' s at least 
station , as appropriate . one event sensor element ; 

Servers can be any of a variety of computing devices analyze the received sensor data to detect the pres 
capable of receiving information , such as a server , a distrib - 45 ence of an alarm condition ; 
uted computing system 10 , a rack - mounted server and so the first sensor device further configured upon 
forth . Server may be a single server or a group of servers that detecting the alarm condition , to : 
are at a same location or at different locations . Servers can broadcast by the first sensor device , the detected 
receive information from client device user device via alarm condition to at least the second sensor 
interfaces . Interfaces can be any type of interface capable of 50 device along with the sensor data received by 
receiving information over a network , such as an Ethernet the first sensor device , with the broadcast occur 
interface , a wireless networking interface , a fiber - optic net ring over a peer to peer network ; 
working interface , a modem , and so forth . Server also receive by the processor device of the first sensor 
includes a processor and memory and a bus system includ device from the second sensor device , results of an 
ing , for example , an information bus and a motherboard , can 55 analysis by the second sensor device ; 
be used to establish and to control information communi analyze by the processor device of the first sensor 
cation between the components of server . device , at least the detected alarm condition and the 

Processor may include one or more microprocessors . results from the second sensor device to validate 
Generally , processor may include any appropriate processor whether the detected alarm condition is a valid alarm 
and / or logic that is capable of receiving and storing infor - 60 or a false alarm ; and 
mation , and of communicating over a network ( not shown ) . raise an alarm when the results from the second sensor 
Memory can include a hard drive and a random access device confirm the presence of the detected alarm 
memory storage device , such as a dynamic random access condition broadcasted from the first sensor device . 
memory computer readable hardware storage devices and 2 . The system of claim 1 , wherein the sensor data from the 
media and other types of non - transitory storage devices . 65 first sensor device is a binary signal . 

Embodiments can be implemented in digital electronic 3 . The system of claim 1 , wherein the sensor data from the 
circuitry , or in computer hardware , firmware , software , or in first sensor device include metadata , with the metadata 

and 
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comprising information resulting from processing of inputs 8 . The system of claim 7 , wherein the sensor data includes 
by the first sensor device with the information comprising metadata , with the metadata comprising information result 
data regarding a state of an environment within the range of ing from processing of inputs by the sensor device with the 
the first sensor device . information comprising data regarding a state of an envi 

4 . The system of claim 1 wherein the system is an 5 ronment within the range of the sensor device . 
intrusion detection system and the instructions to analyze 9 . The system of claim 6 wherein the instructions to 
comprise instructions to : analyze further comprises instructions to analyze the sensor 

determine whether there was an indication of a forced data from the first sensor device and sensor data from the 
entry ; second sensor device according to order of arrival of the 

determine whether there was an indication of a perimeter 10 sensor data from the first sensor device and sensor data from 
presence using the metadata ; and the second sensor device . 

determine whether there was an indication of a valid 10 . The system of claim 6 wherein the second sensor interior violation . device comprises plural sensor elements , and the instruc 
5 . The system of claim 1 , wherein the instructions further tions to analyze further comprise instructions to analyze the comprise instructions to : 15 sensor data according to order of arrival of sensor data from maintain counts of and / or record details regarding false the plural sensor elements . alarms asserted by the first and second sensor devices ; 11 . The system of claim 10 wherein the sensor elements periodically send information including counts of asserted 

false alarms to a monitoring station . of the second sensor are contact switches and glass break 
6 . The system of claim 1 wherein the second sensor device 20 sensors enhanced motion detectors , video cameras , micro 

comprises : phones and / or other sound capturing devices . 
the storage device that stores the program of computing 12 . The system of claim 6 wherein the first sensor device 

instructions configured to cause the processor to : sends the composite filter declaration to a detection panel . 
receive the alarm condition and sensor data from the first 13 . The system of claim 8 , wherein the processor of the 

sensor device that is in the peer to peer relationship 25 second sensor device is further configured to : 
with the second sensor device over the peer to peer determine whether there was an indication of a forced 
network ; entry ; 

receive sensor data from the at least event sensor element determine whether there was an indication of a perimeter of the second sensor device ; presence using the metadata ; and analyze the received sensor data from the at least one 30 
event sensor element of the second sensor device for determine whether there was an indication of a valid 
the presence of the received alarm condition ; interior violation . 

produce a composite filter declaration when the received 14 . The system of claim 7 , wherein the sensor data is first 
alarm condition is validated by the analysis of the sensor data , and the instructions to analyze comprise instruc 
received sensor data from the second sensor device ; 35 tions to : 

send the composite filter declaration . produce the composite filter declaration when analysis of 
7 . The system of claim 6 wherein each sensor device the received second sensor data validates the presence 

further comprises : of the indicated alarm condition . 
a plurality of sensor elements , with the plurality of sensor 15 . The system of claim 13 , further configured to : elements producing the sensor data that are processed 40 
by the processor device ; and process the metadata to assign a first one of a plural 

different levels of awareness , which is communicated a network interface configured to communicate with other 
sensor devices in the peer to peer relationship with the to a monitoring station . 
sensor device . * * * * * 


