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(57) Abstract: In an example, a downlink packet is received. The downlink packet contains a tag of a first Virtual Local Area Net -
work (VLAN) for indicating the downlink packet to be transmitted in the first VLAN. If the downlink packet is a known unicast
packet whose destination address is a Media Access Control (MAC) address of a Data Center (DC) server, the first VLAN is a man-
agement VLAN and an egress port corresponding to the downlink packet is an aggregation port, the downlink packet is transmitted
via a physical port bundled with first VLAN in the aggregation port. The management VLAN may be a VLAN used for managing
the DC server, and the physical port bundled with the first VLAN is also bundled with a service VLAN.
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PACKET TRANSMISSION

This application claims the benefit of priority from Chinese Patent Application No,
201510064868.2, entitled “Method and apparatus for managing data center servers”, filed

on February 6, 20135, the entire content of which is hereby incorporated by reference.

Background

18061} A Data Center (DC) server may be managed via an Integrated Light-Out
(ILO) port which is also called a server out-of-band management port. [ILO is also
sometimes referred to as “in case of line out”. The ILO port is a separate dedicated
physical port, and the DC server sets a physical port aside as the ILO port. Management
packets may be transmitted between a network management device and the DC server via
the ILO port. A dedicated management network is nccessary so that the network
management device can manage the DC server via the ILO port. The management

network is separated from a service network of the DC server.

Brief Description of the Drawings

[60662] Features of the present disclosure are illustrated by way of example and not
timited in the following figure(s), in which like numerals indicate like elements, in which:
18063] FIG. 1 is a flowchart illustrating a packet transmission method according to
some examples of the present disclosure.

[66064] FIG. 2 is a flowchart illustrating a packet transmission method according to
some examples of the present disclosure.

18005] FIG. 3 is a diagram illustrating the stracture of a DC network according to
some examples of the present disclosure.

[66066] FIG 4 is a diagram illustrating the structure of a packet transmission
apparatus according to some cxamples of the present disclosure,

18067] FIG. 5 is a diagram illustrating the structure of a packet transmission

apparatus according to some examples of the present disclosure.
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Detailed Description

18008] For simplicity and illustrative purposes, the present disclosure is described
by referring mainly to an example thercof. In the following description, numerous
specific details are set forth in order to provide a thorough understanding of the present
disclosure. It will be readily apparent however, that the present disclosure may be
practiced without limitation to these specific details. In other instances, some methods
and structures have not been described in detail so as not to unnecessarily obscure the
present disclosure.  Throughout the present disclosure, the terms “a” and “an” are
mtended to denote at least one of a particolar element.  As used herein, the term
“inchades” means includes but not limited to, the term “including” means inchuding but
not limited to.  The term “based on” means based at least in part on,

[6669] In a management packet transmission method, a DC server sets a physical
port aside as an ILO port. A network management device transioits management packets
via the 1L port, so as to manage the DC server. Accordingly, physical port resources of
the DC server are occupied.

[6618] In addition, a dedicated management network is necessary so that the
network management device can manage the DC server, which causes high network
coustruction costs,

18011} FIG. 1 is a flowchart illustrating a packet transmission method
according to some examples of the present disclosure. The method may be
applicable to an Intelligent Resilient Framework (IRF) system. In the IRF system,
muliiple network devices may be connected through physical IRF ports and may be
virtualized into a device after necessary configurations are performed.

[6312] As shown in FIG. 1, the method includes the following blocks.,

[6013] At block 110, a downlink packet is received. The downlink packet
contains a tag of a first Virtual Local Area Network (VLAN) for indicating the
downlink packet to be transmitted in the first VLAN.

[6014] At block 120, if the downlink packet is a known unicast packet whose
destination address is the Media Access Control (MAC) address of a DC server, the
first VLAN is a management VLAN and an egress port corresponding to the
downlink packet is an aggregation port, the downlink packet is transmitted via a

physical port bundled with the first VEAN in the aggregation port. The management
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VLAN may be a VLAN used for managing the DC server, and the physical port
bundled with the first VLAN is also bundled with a service VLAN.

16615] In some examples of the present disclosure, the downlink packet is a
packet sent by a network management device or a core network to the DC server.
8016} In some examples of the present disclosure, a physical port in the
aggregation port for transmitting service packets of the BC server is bundled with
the management VLAN. A downlink packet is received, If the downlink packetis a
known unicast packet whose destination address is the MAC address of the DC
server, the first VEAN is a management VLAN and an cgress port corresponding to
the downlink packet is an aggregation portt, the downlink packet is transmitied via
the physical port bundled with the management VLAN in the aggregation port. Thus,
the manageruent packets transmitted in the management VLAN may be transmitied
via a service network and it is unnecessary to set a physical port for transmitting the
mavagement packets aside, thereby reducing network constraction costs and fully
utilizing physical port resources of the IRF system.

18017} In some examuples of the present disclosure, the aggregation port may
include multiple physical ports. One or more physical ports may be selected from
the multiple physical ports to transmit scrvice packets. By the aggregation port, load
balance and flow backup may be implemented. One of the multiple physical ports
may be bundled with the management VLAN to transmit management packets.
[6618] In some examples of the present disclosure, if the downlink packet is an
unknown unicast packet or a broadcast packet and the first VLAN is the
management VLAN, the downlink packet is transmitted via all physical ports
bundled with the management VLAN except a physical port receiving the downlink
packet.

16019] In some examples of the present disclosure, if the downlink packet is a
known unicast packet whose destination address is the MAC address of the DC
server, the first VLAN is a service VLAN and an egress port corresponding to the
downlink packet is an aggregation port, a physical port corresponding to the
downlink packet is selected from the multiple physical ports included in the
aggregation port according to a load balance algorithm.

18026] The downlink packet is forwarded to the DC server via the physical port

corresponding to the downlink packet.
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18021} In some examples of the present disclosure, after the downlink packet is
received and if the downlink packet is a unicast packet, a forwarding table is
scarched. A forwarding entry in the forwarding table may indicate a relationship
between a MAC address, a VLAN and an egress port.

(8022} When the egress port corresponding to the downlink packet is identified
according to the destination MAC address of the downlink packet and the tag of the
first VLAN, it is determined that the downlink packet is a known unicast packet.
[6023] In some examples of the present disclosure, the forwarding table may be
configured in advance, or may be obtained by the IRF system through learning
packets exchanged with the DC server. For exaruple, an uplink packet sent by the
DC server via a first physical port is received. The uplink packet contains the MAC
address of the DC server and the tag of the first VLAN. When the forwarding table
does not store a forwarding entry for indicating a relationship between an egress port,
the MAC address of the DC server and the first VLAN, an aggregation port
including the first physical port is determined as an egress port corresponding to the
MAC address of the DC server and the first VLAN, and the forwarding entry for
indicating a relationship between the aggregation port including the first physical
port, the MAC address of the DC server and the first VLAN is stored into the
forwarding table.

16024} In some cxamples of the present disclosure, the uplink packet is a
packet sent from the DC server to the IRF system.

[8025] Some examples of the present disclosure may be applied to the IRF
system. The IRF system consists of top-of-rack {TOR) devices, and the TOR devices
may be TOR switches.

[6026] FIG. 2 is a flowchart illustrating a packet transmission wmethod
according to some examples of the present disclosure. As shown in FIG. 2, the
method includes the following blocks.

16027} At block 200, a management VLAN for managing DC servers is

allocated in advance, The management VLAN may transmit management packets,

[60628] In this example, the tag of the management VLAN is VLAN 401.
18029] At block 201, the management VLAN is bundled with a physical port of

a DC server, and bundled with a physical port of an IRF system counnected with the

physical port of the DC server.
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18036} The physical ports bundled with the management VLAN may also be
bundled with a service VLAN to transmit service packets.

18031} At block 202, for any IRF system connected with the DC server, the
following Access Control List (ACL) rules are configured in the IRF system.

[6032] In a first ACL rule, when a condition is met that a known layer 2 unicast
downlink management VLAN packet is received and an egress port in a layer 2
MAC forwarding entry corresponding to the known layer 2 unicast downlink
management VLAN packet is an aggregation port, an egress port corresponding to
the known layer 2 unicast downlink management VLAN packet is set as a physical
port bundled with the management VLAN in the aggregation port.

[0633] In a second ACL rule, when a condition is met that an unknown layer 2
unicast or broadcast downlink management VLAN packet is received, an egress port
corresponding to the unknown layer Z unicast or broadcast downlink management
VLAN packet is set as all local physical ports bundled with the management VLAN

xcept an ingress port corresponding to the unknown layer 2 unicast or broadcast

oD

downlink management VLAN packet.

[6634] At block 203, the IRF system receives a layer 2 management VELAN
packet sent by a network management device, and determines whether the layer 2
management VELAN packet is a unicast packet or a broadcast packet according to the
destination MAC address of the layer 2 management VLAN packet. When
determining that the layer 2 management VLAN packet is a unicast packet, block
204 is performed. When determining that the layer 2 management VLAN packetis a
broadeast packet, block 206 is performed.

18035] At block 204, the IRF system searches a locally generated layer 2 MAC
forwarding table for a layver 2 MAC forwarding entry corresponding to the
destination MAC address of the unicast packet and the tag of the management
VLAN, aund determines whether the layer 2 MAC forwarding entry is identified. If
the IRF system identifies the layer 2 MAC forwarding entry, block 205 is performed;
otherwise, block 206 is performed.

[6036] At block 205, the IRF system finds that an cgress port in the identified
tayer 2 MAC forwarding entry is an aggregation port, and forwards the unicast
packet via a physical port bundled with the management VLAN in the aggregation

port according to the first ACL rule. And thus, this flowchart ends,
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18037} At block 206, the IRF system forwards the broadcast packet via all local
physical ports bundled with the management VLAN except an ingress port
corresponding to the broadcast packet according to the second ACL rule.

[6638] When the IRF system broadcasts the layer 2 management VLAN packet,
if an egress port is a single physical port which is not an aggregation port, the IRF
system forwards the layer 2 management VLAN packet via the physical port. If an
egress port is an aggregation port, the IRF system forwards the layer 2 management
VLAN packet via the physical ports bundled with the management VLAN in the
aggregation port.

18039] According to the above examples, the management VLAN for managing
DC servers is allocated, and the first ACL rule 1s configured in the IRF system. In
the first ACL rule, when a condition is met that a known layer 2 unicast downlink
management YVLAN packet is received and an egress port in a layer 2 MAC
forwarding entry corresponding to the known layer 2 unicast downlink mavagement
VLAN packet is an aggregation port, an egress port corresponding to the known
layer 2 unicast downlink management VLAN packet is set as a physical port bundled
with the management VLAN in the aggregation port.

[6040] Becausc one physical port may support multiple VLANSs, a physical port
of the DC server may be bundled with the service VLAN after bundled with the
management VLAN, Accordingly, both management packets and service packets
may be transmitted via the physical port. Thercfore, it is unnecessary for the DC
server to sct a physical port for transmitting management packets aside, thereby
fully utilizing physical port resources of the BC server .

16041} in addition, management packets may be successfully transmitted in a
service network. Accordingly, it is unnecessary to establish a dedicated management

network separated from the service network, thereby saving network establishment

cosls,
100421 An example will be described hereinafter.
[6643] As shown in FIG. 3, an IRF system includes a TOR switch 1 and a TOR

switch 2, and a DC server 1 and a BC server 2 are connected with the IRF system.
18044] The physical port P11 of the DC server 1 is connected with the physical
port G1/0/1 of the TOR switch 1.

16045} The physical port P12 of the DC server 1 is connected with the physical
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port G2/0/1 of the TOR switch 2.
18046] The physical port P21 of the DC server 2 is connected with the physical
port G1/0/2 of the TOR switch 1.

(6047} The physical port P22 of the DC server 2 is connected with the physical
5 port G2/0/2 of the TOR switch 2,
18048 In the IRF system, the physical port G1/0/1 of the TOR switch 1 and the

physical port G2/0/1 of the TOR switch 2 are bundled as an aggregation port G
according to Link Aggregation Control Protocol (ILACP), and the physical port
(G1/0/2 of the TOR switch 1 and the physical port G2/0/2 of the TOR switch 2 arc
10 bundled as an aggregation port G2 according to the LACP.
00491 The following processing is performed in advance,
[6038] The physical port P11 of the DC server 1 is bundled with a management
VLAN 401, and the physical port P21 of the DC server 2 is bundled with the
mavagerment VLAN 401,
i5 {051} On the TOR switch 1, the physical port G1/0/1 connected with the
physical port P11 is bundled with the management VLAN 401, and the physical port
G1/0/2 connected with the physical port P21 is bundled with the management VLAN
401,
18052] Following ACL rules are configured in the TOR switch 1 and the TOR
20 switch 2 in the IRF system.
(G653 In a first ACL rule, when a condition is met that a known layer 2 unicast
downlink VLAN 401 packet i1s received and an egress port in a layer 2 MAC
forwarding entry corresponding to the known layer 2 unicast downlink VLAN 4031
packet is an aggregation port, an cgress port corresponding to the known layer 2
25 unicast downlink VLAN 401 packet is set as a physical port bundled with the
management VLAN 401 in the aggregation port.
[3054] In a second ACL rule, when a condition is met that an unknown layer 2
unicast or broadcast downlink VLAN 401 packet is received, an egress port
corresponding to the unknown layer 2 unicast or broadcast downlink VLAN 401
3¢ packet is set as all local physical ports bundled with the management VLAN 401
except an ingress port corresponding to the unknown layer 2 anicast or broadcast
downlink VLAN 401 packet.
[8055] A process of the TOR switch learning the layer 2 MAC forwarding entry
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is implerented as follows.

18056] The TOR switch 1 receives a layer 2 management VLAN 401 packet
from the DC server 1 via the physical port G1/0/1, and searches a local layer 2 MAC
forwarding table for a layer 2 MAC forwarding entry corresponding to the source
MAC address of the layer 2 management VLAN 401 packet and the VLAN 401. If
the TOR switch 1 does not identify the layer 2 MAC forwarding entry, the TOR
switch 1 learns the layer 2 MAC forwarding entry.

[8657] The layer 2 MAC forwarding entry includes a VLAN tag, i.e., VLAN
401, a MAC address, i.c., the source MAC address of the layer 2 management
VLAN 401 packet (i.e., the MAC address of the DC server 1), and an egress port,
i.c., the aggregation port G1 (i.e., the aggregation port to which the ingress port
G1/0/1 of the layer 2 management VLAN 401 packet belongs).

[6058] The TOR switch 1 receives a layer 2 management VLAN 401 packet
from the DC server 2 via the physical port G1/0/2, and secarches the local layer 2
MAC forwarding table for a layer 2 MAC forwarding entry corresponding to the
source MAC address of the layer 2 management VLAN 401 packet and the VLAN
401. If the TOR switch 1 does not identify the layer 2 MAC forwarding entry, the
TOR switch 1 learns the layer 2 MAC forwarding entry.

18059] The layer 2 MAC forwarding entry includes a VLAN tag, i.e., VLAN
401, a MAC address, i.e., the source MAC address of the layer 2 management
VLAN 401 packet (i.c., the MAC address of the DC server 2}, and an egress port,
i.e., the aggregation port G2 (i.c., the aggregation port to which the ingress port
(G1/0/2 of the layer 2 management VLAN 401 packet belongs).

100601 According to characteristics of the IRF system, each device in the IRF
system, such as the TOR switches 1 and 2 in this example, may synchronize its layer
2 MAC forwarding entry to other devices in the IRF system.

18061} A process of a TOR switch forwarding a layer 2 management packet is
implemented as follows.

[8062] The TOR switch | receives a layer 2 unicast management packet sent
from a network management device to the DC server 1. A VLAN tag in the layer 2
unicast management packet is the VLAN 401, and the destination address of the
fayer 2 unicast management packet is the address of the DC server 1. The TOR

switch 1 locally identifics a layer 2 MAC forwarding cntry. An egress port in the
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tayer 2 MAC forwarding euntry is the aggregation port G1. The TOR switch 1 finds
that the layer 2 unicast management packet meets the condition in the first ACL rule,
and thus forwards the layer 2 unicast management packet via the physical port
G 1/0/1 bundled with the VLAN 401 in the aggregation port G1 according to the first
ACL rule. The layer 2 unicast management packet may arrive at the physical port
P11 of the BC server 1.

18063} The TOR switch 1 receives a layer 2 unicast management packet sent
from the network management device to the DC server 2. A VLAN tag in the layer 2
unicast management packet is the VLAN 401, and the destination address of the
tayer 2 unicast management packet is the address of the DC server 2. The TOR
switch 1 locally identifics a layer 2 MAC forwarding cntry. An egress port in the
layer 2 MAC forwarding entry is the aggregation port G2, The TOR switch 1 finds
that the layer 2 unicast management packet meets the condition in the first ACL rule,
and thus forwards the layer 2 unicast management packet via the physical port
G1/4/2 bundied with the VLAN 401 in the aggregation port G2 according to the first
ACL rule. The layer 2 unicast management packet may arrive at the physical port
P21 of the BC server 2.

[8064] The TOR switch 1 receives a layer 2 broadcast management packet from
the network management device. A VLAN tag in the layer 2 broadcast management
packet is the VLAN 401, and the destination address of the layer 2 broadcast
management packet is a broadcast address. The TOR switch 1 finds that the layer 2
broadcast management packet mects the condition in the sccond ACL rule, and thus
forwards the layer 2 broadcast management packet via the physical port G1/0/1
bundled with the VLAN 401 in the aggregation port G1 and the physical port G1/0/2
bundled with the VLAN 401 in the aggregation port G2 according to the second
ACL rule. The layer 2 broadcast management packet may arrive at the physical port
P11 of the DC server 1 and the physical port P21 of the DC server 2.

18065] A process of a TOR switch forwarding a layer 2 service packet is
implemenied as follows.

[6066] The TOR switch 1 receives a layer 2 service packet from a core network,
and locally identifies a layer 2 MAC forwarding entry according to a VLAN tag in
the layer 2 service packet and the destination MAC address of the layer 2 service

packet. The TOR switch 1 finds that an egress port in the layer 2 MAC forwarding
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euntry is an aggregation port, distributes the layer 2 service packet to a physical port
of the aggregation port according to a predefined load balance algorithm and
forwards the layer 2 service packet via the physical port.
[60667] For example, if the egress port in the layer 2 MAC forwarding entry is
the aggregation port G1, a Hash calculation is performed for five-tuple information
of the layer 2 service packet according to a predefined Hash algorithm, and maps a
calculation result to a physical port of the aggregation port Gi, e.g. GU/O/1 or
(G2/0/1, and then forwards the layer 2 service packet via the physical port. If the
calculation result is mapped to the physical port G2/0/1, the TOR switch 1 forwards
the layer 2 service packet and the physical port G2/0/1 to the TOR switch 2, and the
TOR switch 2 forwards the layer 2 service packet via the physical port G2/0/1.
[06068] The process of the TOR swiich 2 forwarding the layer 2 service packet
is similar to the process of the TOR switch 1 forwarding the layer 2 service packet.
18069] According to the above examples, the layer 2 managerent packets may
be forwarded via a fixed physical port in the IRF system, and the layer 2 service
packets may be forwarded via the physical ports in the IRF system according to the
load balance algorithm.
(80706} FIG. 4 1s a diagram illustrating the structure of a packet transmission
apparatus according to some examples of the present disclosure. The apparatus may
be a TOR switch. The apparatus includes a non-transitory machine-rcadable storage
mediam 410 and a processor 420. The non-transitory machine-readable storage
medium 410 may storc machine-readable instructions that can be cxecuted by the
processor 420. The processor 420 may read the machine-readable instractions stored
in the non-transitory machine-readable storage medium 410 to perform a process oft

receiving a downlink packet, wherein the downlink packet contains a tag of a
first VLAN for indicating the downlink packet to be transmitted in the first VLAN;
and

if the downlink packet is a known unicast packet whose destination address is
the MAC address of a DC server, the first VLAN is a management VLAN and an
egress port corresponding to the downlink packet is an aggregation port,
transmitting the downlink packet via a physical port bundled with management
VILAN in the aggregation port. The management VLAN may be a VLAN used for

managing the DC server, and the physical port bundled with the first VLAN is also

10
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bundled with a service VLAN.
18071 In some examples of the present disclosure, the processor 420 may read
the machine-readable instructions stored in the non-transitory machine-readable
storage 410 to further perform a process of:

if the downlink packet is an unknown unicast packet or a broadcast packet and
the first VLAN is the management VLAN, transmitting the downlink packet via all
physical ports bundled with the management VLAN cxcept a physical port receiving
the downlink packet.
{6072} In some examples of the present disclosure, the processor 420 may read
the machine-readable instructions stored in the non-transitory machine-readable
storage medium 410 to further perform a process of:

if the downlink packet is a known unicast packet whose destination address is
the MAC address of the DC server, the first VEAN is a service VLAN and an egress
port corresponding to the downlink packet is an aggregation port, selecting a
physical port corresponding to the downlink packet from the mmultiple physical ports
included in the aggregation port according to a load balance algorithim; and

forwarding the downlink packet to the DC server via the physical port
corresponding to the downlink packet,
18073] In some examples of the present disclosure, the processor 420 may read
the machine-readable instructions stored in the non-transitory machine-readable
storage mediam 410 to further perform a process of:

after the downlink packet is received and if the downlink packet is a unicast
packet, searching a forwarding table, wherein a forwarding entry in the forwarding
table may indicate a relationship between a MAC address, a VLAN and an egress
port; and

when the egress port corresponding to the downlink packet is identified
according to the destination MAC address of the downlink packet and the tag of the
first VLAN, determining that the downlink packet is 2 known unicast packet.
18074] In some examples of the present disclosure, the processor 420 may read
the machine-readable instructions stored in the non-transitory machine-readable
storage medium 410 to further perform a process of}

receiving an uplink packet sent by the DC server via a first physical port,

wherein the uplink packet contains the MAC address of the DC server and the tag of

11
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the first VLAN; and

when the forwarding table does not store a forwarding entry for indicating a
relationship between an egress port, the MAC address of the DC server and the first
VLAN, determining that an aggregation port inclading the first physical port as an
cgress port corresponding to the MAC address of the DC server and the first VLAN,
and storing the forwarding entry for indicating a relationship between the
aggregation port including the first physical port, the MAC address of the DC server
and the first VLAN into the forwarding table.
[B075] A non-transttory machine-rcadable storage medium  is  provided
according to some examples of the present disclosure. The non-transitory
machine-recadable storage medium may store machine-readable instructions, and a
processor may read the machine-readable instructions stored in the non-transitory
machine-readable storage medium to perform a process oft

receiving a downlink packet, wherein the downlink packet contains a tag of a
first VLAN for indicating the downlink packet to be transmitted in the first VLAN;
and

if the downlink packet is a known unicast packet whose destination address is
the MAC address of a DC server, the first VLAN is a management VLAN and an
egress port correspounding to the downlink packet is an aggregation port,
transmitting the downlink packet via a physical port bundled with the management
VLAN in the aggregation port. The management VLAN may be a VLAN used for
managing the DC server, and the physical port bundled with the first VEAN is also
bundled with a service VLAN,
108076} In some examples of the present disclosure, the processor may read the
machine-readable instructions stored in the non-transitory machine-readable storage

edium to further perform a process oft

if the downlink packet is an unknown vnicast packet or a broadcast packet and
the first VLAN is the management VLAN, transmitting the downlink packet via all
physical ports bundled with the management VLAN except a physical port receiving
the downlink packet.
180771 In some examples of the present disclosure, the processor may read the
machine-readable instructions stored in the non-transitory machine-readable storage

medinm to forther perform a process oft
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if the dowulink packet is a known unicast packet whose destination address is
the MAC address of the DC server, the first VEAN is a service VLAN and an egress
port corresponding to the downlink packet is an aggregation port, selecting a

physical port corresponding to the downlink packet from the multiple physical ports

(4]

included in the aggregation port according to a load balance algorithm; and
forwarding the downlink packet to the DC server via the physical port
corresponding to the downlink packet.
[6678] In some examples of the present disclosure, the processor may read the
machine-rcadable instructions stored in the non-transitory machine-readable storage
10 medium to further perform a process of:
after the downlink packet is received and if the downlink packet is a unicast
packet, searching a forwarding table, wherein a forwarding entry in the forwarding
table may indicate a relationship between a MAC address, a VLAN and an egress
port; and
i5 when an egress port corresponding to the downlink packet is identified
according to the destination MAC address of the downlink packet and the tag of the
first VLAN, determining that the downlink packet is a known unicast packet.
18679] In some examples of the present disclosure, the processor may read the
machine-readable instructions stored in the non-transitory machine-readable storage
20 medinm to forther perform a process off
receiving an uplink packet sent by the DC server via a first physical port,
wherein the uplink packet contains the MAC address of the DC server and the tag of
the first VLAN; and
when the forwarding table does not store a forwarding entry for indicating a
25 relationship between an egress port, the MAC address of the DC server and the first
VLAN, determining that an aggregation port including the first physical port as an
egress port corresponding to the MAC address of the DC server and the first VLAN,
and storing the forwarding entry for indicating a relationship between the
aggregation port including the first physical port, the MAC address of the DC server
3¢ and the first VLAN into the forwarding table.
18086] The machine-readable storage medium for storing the machine-readable
instructions may be any electric, magnetic or optical storage medium or other

physical storage medium. The non-transitory storage medium may include or store
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information, e.g. executable instructions and data. For example, the non-transitory
storage medium may be a Radom Access Memory (RAM), a transitory storage
mediam, a non-transitory storage medium, a Flash card, a storage driver (e.g. a disk
driver), a solid-state disk, a storage disk of any type (e.g. an optical disk and a
DVD), or a similar storage medium, or any combination of the above.

180817 The wmachine-readable storage medium described above wmay be
non-transitory.

[6082] FIG. 5 is a diagram illustrating the structure of a packet transmission
apparatus according to some examples of the present disclosure. The apparatus may
be a TOR switch, The apparatus includes a receiving unit 510, a processing unit 520
and a transmitting unit 530,

[0083] The receiving unit 510 is to receive a dowunlink packet. The downlink
packet contains a tag of a first VLAN for indicating the downlink packet to be
transmitied in the first VLAN.

10084} The processing unit 520 is to determine whether the downlink packet is
a known unicast packet whose destination address is the MAC address of a DC
server, whether the first VLAN is a management VLAN, and whether an egress port
corresponding to the downlink packet is an aggregation port.

18085] If the downlink packet is a known unicast packet whose destination
address 1s the MAC address of a DC server, the first VLAN is a management VEAN
and an egress port corresponding to the downlink packet is an aggregation port, the
transmitting unit 530 is to transmit the downlink packet via a physical port bundled
with the management VLAN in the aggregation port. The management VLAN may
be a VLAN used for managing the DC server, and the physical port bundled with the
first VLAN is also bundled with a service VLAN.

[6086] In some examples of the present disclosure, if the downlink packet is an
unknown unicast packet or a broadcast packet and the first VLAN is the
management VLAN, the transmitting unit 530 is to transmit the downlink packet via
all physical ports bundled with the management VLAN except a physical port
receiving the downlink packet.

18087] In some examples of the present disclosure, if the downlink packet is a
known unicast packet whose destination address is the MAC address of the DC

server, the first VLAN is a service VLAN and an egress port corresponding to the
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downlink packet is an aggregation port, the processing unit 520 is to select a
physical port corresponding to the downlink packet from the multiple physical ports
included in the aggregation port according to a load balance algorithm., The
transmitting unit 53¢ is to forward the downlink packet to the DC server via the
physical port corresponding to the downlink packet.

{B08R] In some examples of the present disclosure, after the receiving unit 510
receives the downlink packet and if the downlink packet is a unicast packet, the
processing unit 520 is to search a forwarding table. A forwarding entry in the
forwarding table may indicate a rclationship between a MAC address, a VLAN and
an egress port. The processing unit 520 is to determine that the downlink packet s a
known unicast packet when identifying an cgress port corresponding to the downlink
packet according to the destination MAC address of the downlink packet and the tag
of the first VLAN.

18089] In some examples of the present disclosare, the receiving unit 510 is to
receive an uplink packet sent by the DC server via a first physical port. The uplink
packet contains the MAC address of the DC server and the tag of the first VLAN,
When the forwarding table does not store a forwarding entry for indicating a
relationship between an cgress port, the MAC address of the DC server and the first
VILAN, the processing unit 520 is to determine that an aggregation port including
the first physical port as an egress port corresponding to the MAC address of the DC
server and the first VLAN, and store the forwarding entry for indicating a
relationship between the aggregation port including the first physical port, the MAC
address of the DC server and the first VLAN into the forwarding table.

16096] in an examples of the present disclosure, a physical port in the
aggregation port for transmitting service packets of the DC server is bundled with
the first YVLAN which may transmit management packets of the DC server. After a
mavagement packet is received, the management packet may be transmiited via the
physical port bundled with first YVLAN. Thus, the management packet may be
transmitted via a service network and it is unnecessary to set a physical port for
transmitting management packets aside, thereby reducing network construction costs
and folly uiilizing physical port resources of the IRF system.

18081} Although described specifically throughout the entirety of the instant

disclosure, representative examples of the present disclosure have utility over a wide
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range of applications, and the above discussion is not iniended and should not be
construed to be limiting, but is offered as an illustrative discussion of aspects of the

disclosure,

18092] What has been described and illastrated hercin is an exarople along with
some of its variations. The terms, descriptions and figures used herein are set forth by
way of illustration only and are not meant as hmitations. Many variations are possible
within the spirit and scope of the subject matter, which is intended to be defined by the
following claims ~- and their equivalents -- in which all terms are meant in their broadest

reasonable sense unless otherwise indicated.
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What is ¢laimed is:

1. A packet transmission method, comprising:

receiving a downlink packet, the downlink packet containing a tag of a first
Virtual Local Area Network (VLAN)} for indicating the downlink packet to be
transmitted in the first VLAN,; and

if the downlink packet is a known unicast packet whose destination address is a
Media Access Control (MAC) address of a Data Center (BC) server, the first VLAN
is a management VLAN and an egress port corresponding to the downlink packet is
an aggregation port, transmitting the downlink packet via a physical port bundled
with the first VLAN 1o the aggregation port,

wherein the management VLAN is a VLAN used for managing the DC server,
and the physical port bundled with the first VLAN is bundled with a service VLAN.

2. The method of claim 1, further comprising:

if the downlink packet 1s an unknown unicast packet or a broadcast packet and
the first VLAN is the management VLAN, transmitting the downlink packet via all
physical ports bundled with the management VLAN except a physical port receiving
the dowunlink packet.

3. The method of claim 1, further comprising:

if the downlink packet is a known unicast packet whose destination address is
the MAC address of the DC server, the first VLAN 1s a service VLAN and the
egress port corresponding to the downlink packet is the aggregation port, selecting a
physical port corresponding to the downlink packet from multiple physical ports
included in the aggregation port according to a load balance algorithim; and

forwarding the downlink packet to the DC server via the physical port
corresponding to the downlink packet.

4. The method of claim 1, further comprising:

after the downlink packet 1s received and if the downlink packet is a unicast
packet, searching a forwarding table, wherein a forwarding entry in the forwarding
table indicates a relationship between a MAC address, a VLAN and an egress port;
and

when the cgress port corresponding to the downlink packet is identified

according to the destination MAC address of the downlink packet and the tag of the
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first VLAN, determining that the downlink packet is a known anicast packet.

5. The method of claim 4, further comprising:

receiving an uplink packet sent by the DC server via a first physical port,
wherein the uplink packet contains the MAC address of the DC server and the tag of

the first VLAN; and

(4]

when the forwarding table does not store a forwarding entry for indicating a
relationship between an egress port, the MAC address of the DC server and the first
VLAN, determining that an aggregation port including the first physical port as the
egress port corresponding to the MAC address of the DC server and the first VLAN,

10 and storing the forwarding entry for indicating a relationship between the
aggregation port including the first physical port, the MAC address of the DC server
and the first VLAN into the forwarding table.

6. A packet transmission apparatus, comprising a non-transitory storage
medium and a processor,

i5 the non-transitory storage medium storing machine-readable instructions to be
executed by the processor; and

the processor is to read the machine-readable instructions stored in the
non-transitory storage medium to perform a process of:

receiving a downlink packet, the downlink packet containing a tag of a first

20 Virtual Local Arca Network (VLAN) for indicating the downlink packet to be
transmitted in the first VLLAN; and

if the downlink packet is a known unicast packet whose destination address is a
Media Access Control (MAC) address of a Data Center (DC) server, the first VLAN
is a management VLAN and an egress port corresponding to the downlink packet is

25 an aggregation port, transmitting the downlink packet via a physical port bundled
with the first VLAN in the aggregation port,

wherein the management VLAN is a VLAN used for managing the DC server,
and the physical port bundled with the first VLAN is bundled with a service VLAN.

7. The apparatus of claim 6, wherein the processor is to read the

3¢ machine-readable instructions stored in the non-transitory storage medium to further
perform a process of:

if the downlink packet is an unknown unicast packet or a broadcast packet and

the first VLAN is the management VLAN, transmitting the downlink packet via all

18
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physical ports bundled with the management VLAN except a physical port receiving
the downlink packet.
8, The apparatus of claim 6, wherein the processor is to read the

machine-readable instructions stored in the non-transitory storage medium to further

(4]

perform a process of:
if the downlink packet is a known unicast packet whose destination address is
the MAC address of the DC server, the first VLAN is a service VLAN and the
egress port corresponding to the downlink packet is the aggregation port, selecting a
physical port corresponding to the downlink packet from multiple physical ports
10 iocluded in the aggregation port according to a load balance algorithr; and
forwarding the downlink packet to the DC server via the physical port
corresponding to the downlink packet.
9. The apparatus of claim 6, wherein the processor is to read the
machine-readable instructions stored in the non-transiiory storage medium to farther
{5  perform a process of:
after the downlink packet 1s received and if the downlink packet is a unicast
packet, searching a forwarding table, wherein a forwarding entry in the forwarding
table indicates a relationship between a MAC address, a VLAN and an egress port;
and
20 when the cgress port corresponding to the downlink packet is identified
according to the destination MAC address of the downlink packet and the tag of the
first VLAN, determining that the downlink packet is a known unicast packet.
16. The apparatus of claim 9, wherein the processor is to read the
machine-readable instructions stored in the non-transitory storage medinm to further
25 perform a process of:
receiving an uplink packet sent by the DC server via a first physical port,
wherein the uplink packet contains the MAC address of the DC server and the tag of
the first VLAN; and
when the forwarding table does not store a forwarding entry for indicating a
3¢ relationship between an egress port, the MAC address of the DC server and the first
VLAN, determining that an aggregation port including the first physical port as the
egress port corresponding to the MAC address of the DC server and the first VLAN,

and storing the forwarding entry for indicating a relationship between the
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aggregation port including the first physical port, the MAC address of the DC server
and the first VLAN into the forwarding table.
11. A non-transitory storage medium, to store machine-readable instructions

that can be executed by a processor, wherein the machine-readable instructions are

(4]

executed by the processor to perform a process of;
receiving a downlink packet, the downlink packet containing a tag of a first
Virtual Local Area Network (VLAN) for indicating the downlink packet fo be
transmitted in the first VLAN: and
if the downlink packet is a known unicast packet whose destination address is a
10 Media Access Control (MAC) address of a Data Center (BC) server, the first VLAN
is a management VLAN and an cgress port corresponding to the downlink packet is
an aggregation port, transmitting the downlink packet via a physical port bundled
with the first VLAN in the aggregation port,
wherein the management VLAN s a VLAN used for managing the DC server,
t5  and the physical port bundled with the first VLAN is bundled with a service VLAN.
12. The nunon-transitory storage medium  of claim 11, wherein the
machine-readable instructions are executed by the processor to further perform a
process of!
if the downlink packet is an unknown unicast packet or a broadcast packet and
20 the first VLAN is the management VLAN, transmitting the downlink packet via all
physical ports bundled with the management VLAN except a physical port receiving
the downlink packet.
13. The non-transitory storage wedium of claim 11, wherein the
machine-recadable instructions are executed by the processor to further perform a
25 process of:
if the downlink packet is a known unicast packet whose destination address is
the MAC address of the DC server, the first VLAN 15 a service VLAN and the
egress port corresponding to the downlink packet is the aggregation port, selecting a
physical port corresponding to the downlink packet from mulliple physical ports
3¢ included in the aggregation port according to a load balance algorithm; and
forwarding the downlink packet to the DC server via the physical port
corresponding to the downlink packet.

14. The mnon-transitory storage medium of claim 11, wherein the
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machine-readable instructions are executed by the processor to further perform a
process of:

after the downlink packet 1s received and if the downlink packet is a unicast
packet, searching a forwarding table, wherein a forwarding entry in the forwarding
table indicates a relationship between a MAC address, a VLAN and an egress port;
and

when the cgress port corresponding to the downlink packet is identified
according to the destination MAC address of the downlink packet and the tag of the
first VLAN, determining that the downlink packet is a known unicast packet.

15. The non-transitory storage medium  of claim 14, wherein the
machine-readable instructions arc cxccuted by the processor to further perform a
process of;

receiving an uplink packet sent by the DC server via a first physical port,
wherein the uplink packet contains the MAC address of the DC server and the tag of
the first VLAN; and

when the forwarding table does not store a forwarding entry for indicating a
relationship between an egress port, the MAC address of the DC server and the first
VLAN, determining that an aggregation port including the first physical port as the
egress port corresponding to the MAC address of the DC server and the first VLAN,
and storing the forwarding entry for indicating a rclationship between the
aggregation port including the first physical port, the MAC address of the DC server

and the first VLAN into the forwarding table,
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a downlink packet is received. The downlink packet contains a tag of
a first Virtual Local Area Network (VLAN) for indicating the ’/
downlink packet to be transmitted in the first VLAN

if the downlink packet is a known unicast packet whose destination
address is the Media Access Control (MAC) address of a DC server,
the first VLAN is a management VLAN and an egress port
corresponding to the downlink packet is an aggregation port, the
downlink packet is transmitted via a physical port bundled with the
first VLAN in the aggregation port. The management VLAN may be
a VLAN used for managing the DC server, and the physical port
bundled with the first VLAN is also bundled with a service VLAN
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