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REMOTE MONITORING OF REAL-TIME 
INTERNET PROTOCOLMEDIA STREAMS 

TECHNICAL FIELD 

0001. The present disclosure relates generally to the field 
of networking. 

BACKGROUND 

0002 Fault isolation and diagnosis of real-time Internet 
Protocol (IP) multimedia streams is difficult because the end 
points of the communication have little or no insight into the 
causes and Sources of impairments. The endpoints only know 
that packets are being lost or delayed by some element. Such 
as a router or Switch, along the media network path. 
0003. The problem is exacerbated in the case of multicast 
real-time sessions where any router or switch in the network 
may replicate and forward packets along different Sub 
branches of a multicast tree. Hence the impairment patterns 
seen by different receivers (endpoints) may be very different. 
Comparing the patterns seen by different receivers may pro 
vide further insight into where the problem lies, but is often 
insufficient to identify with high confidence the particular 
router, Switch, or link causing the fault. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0004 FIG. 1 is a block diagram showing a media moni 
toring System. 
0005 FIG. 2 is a block diagram of a network node used in 
the media monitoring system in FIG. 1. 
0006 FIG. 3 shows an RTP tunnel used by the media 
monitoring system. 
0007 FIG. 4 shows an alternative embodiment of the RTP 
tunnel shown in FIG. 3. 
0008 FIG. 5 is a flow diagram showing in more detail 
operations performed by the network node in FIG. 2. 
0009 FIG. 6 shows media monitoring messages 
exchanged between a central media monitor and a local media 
monitor. 
0010 FIG. 7 is a flow diagram showing tunneling messag 
ing exchanged between the central and local media monitors. 
0011 FIG. 8 shows how tunneled media packets are pro 
cessed. 
0012 FIG. 9 is a block diagram showing how the media 
monitoring system uses a reference media stream. 
0013 FIG. 10 shows in more detail how tunneled media 
packets are used in conjunction with the reference media 
Stream. 

0014 FIG. 11 is a flow diagram further describing how 
tunneled media packets are used in conjunction with the 
reference media stream. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

Overview 

0015. In one embodiment, a packet filter (or “trap) is 
installed on one or more interfaces of a router, Switch (inter 
mediary) or other node in an IP network that identifies mul 
timedia packets for a particular media stream. A packet rep 
licator (or "cloner”) duplicates the identified packets 
allowing the original packets to continue through the IP net 
work. A forwarder (“tunneler) encapsulates and sends the 
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cloned media packets to a central facility where the tunneled 
media stream is further analyzed. 

Description 

0016 Monitoring of multimedia streams in intermediate 
devices increases the ability to identify and diagnose faults. 
There are three general classes of such intermediary monitor 
ing facilities. A first class includes intermediaries which join 
media streams as receivers and process the entire media 
stream as a normal receiver. Such intermediaries may even 
include specialized stream analysis hardware and Software 
Such as are used for quality testing and assessment. These 
localized systems in most cases are far too expensive to pro 
vide monitoring at every potential point where multimedia 
traffic passes through an Internet Protocol (IP) network. 
0017. Another class comprises intermediaries which cap 
ture and dump bulk traffic traces to local or remote storage for 
offline analysis. These capabilities are provided by Switched 
Port ANalyzer (SPAN) ports and full Netflow traffic tracing. 
Such systems work well for forensics but are not well suited 
to real-time fault isolation and diagnosis. 
0018. Another class includes intermediaries which moni 
tor individual multimedia streams and compute Some statis 
tics based on observation of the traffic flows. The statistics are 
typically passed through an assessment filter, and if certain 
thresholds are exceeded, an alarm may be raised. A proposed 
Media Delivery Index (MDT) described in RFC4445 falls 
into this category. Flow monitoring with measurement Suffers 
from a difficult tradeoff between the amount of work required 
to extract the relevant measurements as the data passes 
through an intermediary node Versus the usefulness of the 
statistics for fault isolation and diagnosis. 
0019 All of these systems need a control scheme for turn 
ing the measurement and capture machinery on and offin the 
relevant network nodes, and some external inputs which 
decide which points in the network to monitor. Care must be 
taken when turning on these kinds of monitoring. For 
example adding a receiver to a multicast session, particularly 
one near the source, may cause the multicast tree to be recom 
puted significantly perturbing normal network operation. 
0020 Lawful Intercept (LI) or “wiretapping intercepts 
packets for identified flows and tunnels the flows to a moni 
toring point called a “mediation device'. The LI systems 
typically require the intercepted stream to have near perfect 
fidelity. However, precise fidelity is not always necessary in 
Quality of Service (QoS) monitoring systems. Conversely, 
the LI Systems do not need to preserve the exact timing of the 
original media stream. However, accurately identifying 
media stream timing is very important for multimedia moni 
toring. 

Remote Media Monitoring 
0021 FIG. 1 shows a media monitoring system 100. A 
media source 108 may send media packets from a media 
stream 16 to any combination of receivers 114 via a packet 
switched Internet network 106 alternatively referred to as the 
Internet. The media source 108 could be a server that stores 
the media locally or receives the media from another server or 
media source via another network, satellite, cable, or any 
other communication media. 
0022. The receivers 114 could be Personal Computers 
(PCs), Set-Top Boxes (STBs), Personal Digital Assistants 
(PDAs), Voice Over Internet Protocol (VOIP) phones, Inter 
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net connected televisions, cellular telephones, or any other 
device that receives media packets. The packet Switched net 
work 106 includes multiple different intermediary nodes 110 
that direct media packets from media source 108 to one or 
more of the different receivers 114. The intermediary nodes 
110 may be routers, Switches, gateways, or any other network 
processing device. The intermediary nodes 110 and receivers 
114 are all referred to generally as local nodes 125. 
0023 A Network Operation Center (NOC) 102 provides a 
central location for monitoring the operation of different local 
nodes in Internet network 106. The NOC 102 can be any 
combination of servers and processors that analyze informa 
tion transmitted by any combination of different local nodes 
110 and/or 114. 

0024. A central media monitor 104 operates in the NOC 
102 and communicates with one or more local Media Moni 
tors (MMs) 112A and 112B that operate locally in the differ 
ent local nodes 112 and/or 114. The local MM 112 traps 
media packets from the real-time multimedia stream 116, 
clones the packets by copying them, and tunnels the packets 
over different tunnels 120A and 120B to the central media 
monitor 104 for analysis. 
0025 Sending the captured media packets from local 
nodes 125 to media monitor 104 allows media analysis to be 
centralized at NOC 102. This eliminates having to use expen 
sive media monitoring equipment at local node. Further, 
using novel tunneling techniques, the central media monitor 
104 can reproduce the media streams with a fidelity equal to 
that obtainable by monitoring equipment actually located at 
the individual local nodes. 

0026 FIG. 2 shows the internal operations that may be 
performed by one of the intermediary nodes 110 or by any of 
the receivers 114 shown in FIG. 1 (local nodes 125). The local 
media monitor 112 may be operated by a processor and con 
ducts different classify 150, trap 152, clone 154, and tunnel 
156 operations. 

Classification 

0027. The flow classifier 150 is installed in the data path 
146 of the router, switch, or receiver 125 for a particular 
interface identified by the central media monitor 104 (FIG.1). 
In the case of a unicast media flow 116 (FIG. 1), the interface 
can be ascertained by looking up an entry in a Forwarding 
Information Base (FIB) in forwarding table 142 for a 5-tuple 
also identified by the central media monitor 104. The classi 
fier 150 is then installed on an associated egress interface 148, 
or set of interfaces if load splitting is in effect. In the case of 
a multicast media stream 116, there may be multiple egress 
interfaces 148A-148C. In this case, the local media monitor 
112 can either select one or more of the egress interfaces 148, 
or select the ingress interface 144 by examining a multicast 
Routing Information Base (RIB) in forwarding table 142. 
0028. Since IP multicast is tree-based, there will be only a 
single ingress interface 144 for a flow. In unicast equal cost 
path splitting could result in packets for a flow arriving on 
multiple ingress interfaces. Thus, it often makes sense to only 
capture packets on egress interfaces 148. There may also be 
an advantage to trapping on the egress interfaces 148. For 
example, a packet may be dropped from an output queue due 
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to congestion. Capturing packets on the egress interfaces 148 
allow these dropped packets to be detected and reflected in the 
media monitoring session. 

Trap 

0029 Packets from media stream 116 that match the clas 
sifier 150 on the selected interface are trapped by trap opera 
tion 152. In order to capture accurate flow timing, the trap 
operation 152 assigns and binds an associated timestamp 
value 39 provided by clock 140 with the trapped packet the 
instant the packet is trapped. For ingress interface 144 the 
timestamp value 139 from clock 140 is chosen to be close as 
possible to the moment the media packet 204 is received from 
the ingress interface 144. Foregress interfaces 148, the times 
tamp values 139 are as close as possible to the instant when 
the last bit of the packet 204 has departed the output queue 
(not shown) for Successfully transmitted packets. A good 
approximation of this instant is when the transmit-done inter 
rupt occurs. For dropped packets, the timestamp 139 is as 
close as possible to the instant when the queuing system 
scheduler decides to discard packet 204. 

Clone 

0030 The cloning operation 154 makes a copy of the 
trapped packet 204. When trapping is completed on an ingress 
interface 144; the packet 204 is physically cloned since the 
original packet continues through the normal forwarding cir 
cuitry of the router/switch 146, and in the case of multicast, 
through additional replication circuitry. For a multicast 
stream 116, the clone operation 154 could perform the clon 
ing using the native replication circuitry of the multicast 
forwarding system 146 and hence get the cloned packet “for 
free’’. 
0031 When the ingress interface 144 includes ingress 
queuing, a queued packet could be discarded at ingress due to 
congestion or system overload. These discarded packets can 
be marked by the clone operation 154 to notify, the central 
media monitor 104 that the packet was discarded by the local 
node 125. 
0032. In the case of the egress interfaces 148, it is also 
possible to physically copy the packet. However, an alterna 
tive technique takes the original packet off an output buffer 
ring (not shown) when a transmit done signal is activated and 
hand the packet directly to the tunnel operation 156. This 
simply reassigns the output packet buffer to the tunnel opera 
tion 156 rather than recycle the output buffer to an output 
buffer pool. The packet buffer can be reassigned instead of 
making a copy for packets being discarded. 
0033. These different optimizations may or may not be 
used depending on the relative cost in memory and processing 
tradeoffs of making copies versus the cost and complexity of 
managing the re-assignment of packet buffers. In either case 
the cloned packets are then handed to the tunnel operation 
156. 

Tunneling 

0034) Referring to FIG.3, the tunneloperation 156 in FIG. 
2 encapsulates the cloned media packets 204 into tunnels 120. 
In order to preserve the exact timing and loss information 
related to the original real-time media stream 116, the tunnel 
ing uses a Real-Time Protocol (RTP) session to instantiate the 
tunnel. RTP has the useful properties of providing sample 
timing, sequence preservation, and loss detection for the data 
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in the tunnel. In the example described below, each trapped 
and cloned media packet 204 is an RTP packet. However, 
other types of media packets, such as native MPEG packets, 
MPEG-in-ATM, MPEG-over-CATV, or MPEG encapsulated 
in UDP, may also be trapped, cloned and tunneled. 
0035 Each media packet 204 includes network headers 
206 used for forwarding the media packet through the IP 
network 106 (FIG. 1). The network headers 206 may include 
a Media Access Control (MAC) header 206A, an Internet 
Protocol (IP) header 206B, and a User Datagram Protocol 
(UDP) header 206C. 
0036. It is not strictly necessary to include any Layer 2 
headers (e.g. the MAC headers mentioned above) that may 
have been on the packet at the time it was trapped and cloned. 
A UDP payload without the corresponding IP and UDP head 
ers may be provided if the tunnel setup provides the same flow 
information that the IP header 206B and UDP header 206C 
would provide. 
0037. The media packets 204 may also include media 
stream headers that are used for identifying the timing and 
sequence of media for the associated media stream. For 
example, a RTP header 208 may include a media payload type 
208A, a media sequence number 208B, media timestamp 
208C, and a media Synchronization SouRCe identifier 
(SSRC) 208D, among other fields. Finally the media packet 
204 includes a media stream payload 210 that includes, but is 
not limited to, audio and/or video information. 
0038. The local media monitor 112 (FIGS. 1 and 2) encap 
sulates the media packet 204 in a tunnel header 200 that 
includes tunnel network headers 201 and RTP tunnel header 
202. The tunnel network headers 200 include any addressing 
needed for transporting the tunnel packets 120 from the local 
node 125 to the NOC 102 (FIG. 1). The RTP tunnel header 
202 may include a tunnel payload type 202A, a tunnel 
sequence number 202B, and a tunnel timestamp 202C, 
among other tunnel information. 
0039. The tunnel operation 156 in FIG.2 synchronizes the 
timestamp value 139 with the interface hardware/software 
that implements the packet trap operation 152. This times 
tamp value 139 associated with the trapped and cloned packet 
is converted, if necessary, into the RTP tunnel timestamp 
202C in FIG. 3. The tunnel timestamp 202C is used by the 
central media monitor 104 (FIG. 1) to recover the original 
timing of the media packet 204 as seen by the local media 
stream monitor 112. 

Reducing Bandwidth 
0040. Whenever tunnels are constructed it is possible to 
run into Maximum Transmission Unit (MTU) issues due to 
the tunnel headers adding bytes to the original packets. Using 
RTP for tunneling adds additional overhead of 40 bytes in the 
case of IPv4 (RTP=12, UDP-8, IP=20). Since stream fidelity 
should be maintained. Some situations may require using IP 
fragmentation. These MTU issues can be negotiated as part of 
tunnel setup. Thus, a need exists for reducing the number of 
bits in these tunneled media packets. 
0041. Both compressing/blocking the headers and elimi 
nating the payload may be particularly useful when monitor 
ing media streams 116 at the Subscriber end of access links 
117 (FIG.1). For example, Home Access Gateways (HAG) or 
Residential Gateways (RGs) may be monitored remotely. The 
media stream 116 may be monitored on these residential 
nodes 114 So long as the tunneled flow does not consume too 
much of the limited upstream bandwidth available on many 
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access networks links 117. The compression and/or filtering 
of certain headers or payload data allows a large number of 
residential nodes. Such as receivers 114, to perform local 
monitoring and transport the monitored filtered data over 
tunnels 120 to the NOC 102. 
0042 FIG. 4 shows how multiple RTP packets 204 from 
the original media stream 116 are combined in a single tunnel 
packet 210. Multiple tunnel RTP headers 202 and their dif 
ferent associated media packets 204 are blocked into a single 
tunnel packet 210. The RTP headers 202 are then used to 
reconstruct the arrival timing for their associated media pack 
etS. 

0043. This is particularly effective when the payloads are 
being suppressed. The RTP header compression can also be 
used on the tunneled stream to further reduce required band 
width. The RTP header compression is described in Request 
for Comment (RFC) 4362, RFC 4170, and RFC 2507 and is 
therefore not described in further detail. If the media flow 
being monitored is an RTP flow, the RTP payload 210 may 
optionally be omitted, the tunneled packet 204 may consist of 
just the RTP headers 208 for the packets being monitored. 
0044 FIG.5 further describes some of the operations per 
formed by the local media monitor 112 in the local network 
node 125. In operation 240, the local media monitor receives 
a request to monitor a particular media stream from the cen 
tral media monitor 104 in the NOC 102 (FIG. 1). The local 
media monitor in operation 241 captures the media packets 
for the requested media stream for a particular ingress or 
egress interface that may be identified by the central media 
monitor 104. 
0045. In operation 242, the headers of captured media 
packets may be compressed and/or the payload contents 
removed from further tunneling pursuant to monitoring 
requests from the central media monitor 104. The local media 
monitor 12 attaches a tunnel header to the remaining por 
tions of each of the captured media packets in operation 243. 
A tunnel sequence number is added to the tunnel headers in 
operation 244 that identifies a sequential count for the encap 
sulated tunneled packets sent from the local node 125 to the 
NOC 102. 
0046. A tunnel timestamp is also added to each of the 
tunnel headers in operation 245 that is associated with the 
time at local node 125 when the media packet was actually 
captured or trapped by the local media monitor 112. Packets 
that are dropped by the local node 125 may be identified and 
an associated tag or identifier inserted in the corresponding 
tunnel header in operation 246. The encapsulated media 
packets or media packet identifiers are then sent over the 
tunnel 120 to the central media monitor 104 in operation 247. 

Tunnel Setup and Flow Description 
0047 Referring to FIG. 6, a processor 122 in the NOC 102 
operates as the central media monitor 104 and a processor 124 
in the router/switch 112 or receiver 114 (local node 125) 
operates as the local media monitor 112. In one example, the 
central media monitor 104 and the local media monitor 112 
are computer instructions that are operated by processors 122 
and 124, respectively. However, any other type of logic or 
processing could alternatively be used for performing the 
monitoring operations described below. 
0048. Any variety of different control protocols can be 
used to set up the tunnels 120. Control Protocols such as 
Simple Network Management Protocol (SNMP) can be used 
to define and control the tunnels 120. A simple transport 
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establishment protocol like Stream Control Transmission 
Protocol (SCTP) could also be used, with the RTP packets 
carried as unreliable SCTP segments. 
0049. In one embodiment, a session rendezvous protocol 
specifically tailored to real-time multimedia is used. This 
could include H.323 and Session Initiation Protocol (SIP). 
Another alternative may include using a Session Announce 
ment Protocol (SAP) and multicasting for instantiating the 
tunnel rather than unicast. This allows multiple monitoring 
stations to join a monitoring session and receive the tunneled 
data via multicast rather than unicast. 
0050. In one embodiment, the central media monitor 104 
sends a monitoring message 251 to the local media monitor 
112 that identifies the media streams 116 to be trapped via a 
flow classifier 252. Any number of existing flow classification 
schemes can be used such as a flexible netflow scheme or a 
common classification engine. In one example, the flow is 
identified using a IP 5-tuple 254, and optionally by using an 
Real-Time Protocol (RTP) Synchronization SouRCe identi 
fier (SSRC) 256. 
0051 Techniques such as traceroute and mtrace can be 
used to identify the routers/switches on the tree for a multi 
media flow 116, and the monitoring facility enabled on any 
subset of those network elements as desired. There may be 
multiple flows that are closely bound to one another that need 
to be simultaneously monitored through the tunnel 120. 
Examples are sessions that consist of separate video and 
audio streams, or sessions constructed by layered coding with 
a separate flow for each layer. This information may also be 
used in many monitoring cases to Substitute for actually send 
ing the IP header 206B and UDP header 206C for the tunneled 
packets 204 (FIG. 3). In other cases these headers may be 
included. For example, the IP header 206B in FIG.3 may 
need to be included when the central media monitor 104 
needs to know if different packets are sent with different 
Differentiated Services Code Points (DSCPs). 
0052. The monitoring message 251 may also identify 
where to install the trap. While it is possible to simply enu 
merate the individual interfaces, this may have disadvantages. 
For example, the central media monitor 104 may need to 
know how a given system names interfaces, and need a pos 
sibly dynamic way to determine the interfaces associated 
with the media flow 116. 
0053. The following describes one preferred embodiment 
used for interface binding. For a unicast flow, the monitoring 
message 251 may simply indicate ingress or egress in field 
258 and let the local node 125 performing the trap-clone 
tunnel determine where to put the trap. For a multicast flow, 
the monitoring message 252 may indicate ingress in field 258 
for ingress trapping. Alternatively, field 258 may also give a 
set of IP addresses of next hops that are branches of the 
multicast Sub-tree emanating from the local node to be moni 
tored. 
0054 The same or a separate tunnel description message 
262 is used for describing the tunnel itself, the destination IP 
address and port of the tunnel 120, etc., and may include the 
RTP payload type mappings. The tunnel description message 
262 may also include compression/block type information 
260 that identifies which headers and payloads should be 
passed through the tunnel 120, such as IP and UDP headers or 
the media payload. 
0055 Referring to FIGS. 6 and 7, the central media moni 
tor 104 may use a Session Initiation Protocol (SIP) 264 to 
establish the tunnel and a Session Description Protocol (SDP) 

Nov. 20, 2008 

for describing both the flow classifiers in monitoring message 
251 and describing the tunnel itself in tunnel description 
message 262. The central media monitor 104 wanting to 
establish the trap-clone-tunnel session, initiates a SIP invite 
266 transaction in operation 280 to set up the tunnel 120 and 
instruct the local node 125 what to trap and how to tunnel. 
0056. The SIP transaction 264 may contain three MIME 
body parts and include an application/SDP body part 252 that 
describes the flow to be monitored in operation 282. A text 
encoded or specifically registered MIME application body 
part 258 in operation 284 may identify the interface informa 
tion for monitoring different ingress or egress interfaces as 
described above. 
0057. An application/SDP body part 262 in operation 286 
constitutes an SDP offer with a description of the tunnel 120. 
This SDP body part 262 in operation 288 may be enhanced 
with some payload-format specific information 260 that indi 
cates which headers to include and whether to include the user 
payload in the tunneled packets. For example, field 260 in 
FIG. 5 identifies any type of media packet information that 
may be compressed or left out of the information encapsu 
lated in tunnel 120. 
0058. The local media monitor 112 installing the trap may 
contain a SIP UAS which attempts to complete the session 
setup as requested. Standard SIP errors are returned if any part 
of the operation fails. If the operation succeeds, a SIP “200 
OK' response 268 is received in operation 290 with a single 
MIME body part containing the agreed parameters for the 
tunnel 120. This conforms to the commonly-used SDP offer 
answer methodology documented in RFC3264. At this point 
the trap-clone-tunnel is in operation and media packets are 
then intercepted by local media monitor 112 and sent through 
the tunnel 120 to the central media monitor 104. 

Processing Tunneled Media Flows 
0059 FIG. 8 shows one example of how the central media 
monitor 104 processes the tunneled media packets. In FIG. 8, 
the RTP tunnel 120 is shown including five tunnel packets 301 
A-301 E. Each tunnel packet 301 has an associated sequence 
number 202B and an associated timestamp 202C. In this 
example, the tunnel packets 301 are received out of order 
from how they were originally trapped and encapsulated by 
the local node 125. For example, tunnel packet 301B was 
trapped at time T3 and assigned sequence number 3 and 
tunnel packet 301C was trapped at time T2 and assigned 
sequence number 2. However, the central media monitor 104 
received tunnel packet 301 B before packet 301C. 
0060. Further, the tunnel headers 202A indicates that the 
local node 125 dropped the fourth media packet in the native 
media stream 116 prior to being trapped and tunneled to the 
central media monitor 104. The tunnel packets 301 also indi 
cate that one of the Successfully trapped media packets encap 
sulated as RTP tunnel sequence number 5 was lost some 
where during the tunnel transmission from local node 125 to 
NOC 102. 
0061 The media monitor 104 separates the native media 
packets 204 from the RTP tunnel encapsulation headers 200 
and sends the decapsulated media stream 302 to a decoder 
and/or more sophisticated media analysis engine 300. The 
decapsulated RTP media stream 302 might be fed into an RTP 
jitter buffer prior to being processed by decoder 300. 
0062 All of the RTP tunnel characteristics identified in the 
RTP tunnel headers 200 can be accounted for by the central 
media monitor 104 prior to feeding the decapsulated packets 
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302 into the decoder/analysis engine 300. For example, the 
central media monitor 104 can reconstruct the arrival times 
for the decapsulated media packets as originally seen at the 
trappoint in the local node 125. The original trappoint timing 
is recreated by using the RTP tunnel timestamps 202C to 
clock the packet delivery through the jitter buffer to decoder 
3OO. 

0063 As mentioned above, packets lost during tunnel 
transmission from local node 125 to NOC 102 are identified 
by gaps in the RTP tunnel sequence numbers 202B. Assuming 
there are no packets lost in the tunnel 120 and the media 
stream 116 stream contains the full media payload 210, the 
decapsulated media stream packets 302 fed to the decoder 
300 should be an identical copy of the media as received by 
the local node 125, along with the precise timing of when the 
media packets arrived at the local node trap point. 
0064. If the tunneled flow 120 does not include the media 
stream payload 210 and no reference stream is available, no 
actual decode and play-out can be performed. However, sta 
tistics such as loss/jitter alarms raised, etc. can still be com 
puted. 
0065. The tunnel 120 can also identify and report packets 
which were discarded by the router, switch, receiver, etc. 
acting as the trap point. For example, tunnel header 202A for 
tunnel packet 301D indicates the associated media packet was 
dropped at the local node 125. This information can be fed 
into the analysis engine 300 to both compute more accurate 
media stream statistics, and for deeper quality estimation. 
Thus, the analysis engine 300 knows exactly what media 
packets were lost due to packet drops at the local node 125 and 
not simply that something was dropped. 
0066. If the tunneled data stream 120 has loss, simply 
feeding the decapsulated media stream 302 into the analysis 
engine 300 could produce misleading data. The central media 
monitor 104 can thus also distinguish loss in the native media 
stream loss 116 from loss in tunnel 120 by identifying any 
missing tunnel sequence numbers 202B. Media stream analy 
sis is then adjusted to ignore tunnel loss, and packet statistics 
adjusted so as not to misinterpret the underlying stream loss 
and jitter in media stream 116. 
0067. To explain further, each successfully tunneled and 
decapsulated media packet 302A-302D is presented to the 
decoder 300 in the sequence and at the times T1, T2, T3, and 
T6, respectively, when the media packets were originally 
trapped by the local node 125. The sequence for the decap 
sulated media packets 302 are identified by the associated 
RTP tunnel sequence numbers 202B and the RTP tunnel 
timestamp values T1, T2, T3, and T6 are identified in the 
associated RTP tunnel timestamps 202C. 
0068. In this example, tunnel packet 301B arrived at the 
central media monitor 104 before tunnel packet 301C. How 
ever, the tunnel headers 200 indicate that media packet 210 
encapsulated in tunnel packet 301C should be supplied to 
decoder 300 at time T2 before the media packet 210 encap 
sulated in tunnel packet 301 B is supplied to decode 300 at 
time T3. 

0069. The tunnel headers 202A and sequence numbers 
202B are also used to distinguish packets lost at local node 
125 from packets lost in tunnel 120. As described above, 
tunnel header 202A in tunnel packet 301D indicates media 
packet seq4 was dropped by the local node 125. According, 
the central media monitor 104 will not send any associated 
decapsulated media packet to the decoder 300 at time T4. 
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(0070. However, the fifthtunnel packet 301 between tunnel 
packet 301 D (seq=4) and 301E (seq6) is missing. This indi 
cates the packet was dropped during transmission from the 
local node 125 to NOC 102. Accordingly, the central media 
monitor 10 may notify the decoder 300 that a media packet 
302 was dropped in tunnel 120 and accordingly should not be 
considered lost by the local node 125 when performing media 
stream analysis. 

Reference Media Stream 

(0071 Referring to FIG.9, the central media monitor 104 
and the decoder and analysis engine 300 (FIG. 8) are typically 
installed either inhead-ends where the original media streams 
116 are sourced, or in Network Operation Centers (NOCs) 
102 which are either co-located with the head-end, or at a 
minimum located in locations with plenty of bandwidth and 
robust connections to the head-ends. Therefore, it is quite 
easy for the central media monitor equipment 104 to also 
receive the original media stream 116 in its native encapsu 
lation, simply by joining the media session or having the 
media source 108 generate a tunneled data stream to the 
central media monitor 104. 

0072 Such a stream is referred to as a reference stream 
320 because it has very close fidelity to the original media 
stream 116, and is in the exact format and encapsulation of the 
native media stream 116 sent through the network 106 to the 
receivers 114. The reference media stream 320 can then be 
used in combination with the tunneled media stream 120 
received from the local media monitor 112A. The payload 
from the reference stream 320 can be used when the tunneled 
media flow 120 does not contain media payloads 210 (FIG. 
3). The insertion is relatively simple for RTP encapsulated 
media streams by aligning up the same media stream 
sequence numbers. The reference media stream 320 also 
allows for accurate decoding even when there packet loss in 
tunnel 120. Other encapsulations, like MPEG2TS in UDP, 
can also be lined up using data in the MPEG headers. 
0073. When data is lost upstream of the trap point in local 
node 110A, as opposed to discarded at the trap point, the 
reference stream 320 can contain the original dropped media 
packet. This allows the analysis engine 300 (FIG. 8) to iden 
tify exactly what was lost due to packet drop upstream of the 
trap point and not simply indicate generally something was 
dropped. 
(0074 FIG. 10 shows one example of how the reference 
stream 320 is used by the central media monitor 104. The 
central media monitor 104 receives both the reference media 
packets from reference media stream 320 and the tunnel 
packets 352 from tunnel 120. As shown in FIG. 9, the refer 
ence media stream 320 is received directly from the media 
source 108 and the tunnel packets 352 are received from the 
local media monitor 112 in one of the local nodes 110 or 114. 

0075. In this example, the tunnel packets 352 do not 
include the media stream payload 210 that were contained in 
the tunnel packets 301 shown in FIG. 8. Alternatively, the 
tunnel packets 352 only include the tunnel header informa 
tion 200 and media stream RTP header information 208. The 
reference media packets 350 from reference media stream 
320 include the same RTP header information 208 but also 
include the media payloads 210. 
0076. The central media monitor 104 conducts the same 
tunnel decomposition 104A described above in FIG. 8 but 
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now may also provide a reference media stream combining 
operation 104B prior to conducting a RTP playout operation 
104C. 

0077 Referring both to FIG. 10 and FIG. 1, in operation 
370 the central media monitor 104 receives the reference 
media stream 320 and in operation 372 receives the tunneled 
media stream 120. If the tunneled media stream 120 does not 
contain the media payload 210 in operation 374, the media 
payload 210 from the reference media stream 320 is com 
bined with the RTP header information 208 from tunnel 120. 

0078 If any tunnel packets 352 are dropped during trans 
mission from the local node 125 to NOC 102 in operation 
378, the corresponding packets from reference stream 320 
can be inserted in operation 380. The local media monitor 104 
in operation 382 may also distinguish packets lost upstream 
of the local media monitor 112 from other packets lost down 
stream of the local trap point. For example, any media packet 
lost in reference media stream 320 would be lost upstream 
and also indicated as lost by the local node 110. These 
upstream losses can be distinguished from downstream pack 
ets only lost by the local node. 
0079 Referring back to FIG. 10, the output of central 
media monitor 104 is a reconstructed media stream 354 that 
includes both the media packet RTP header information 208 
from tunnel 120 and the corresponding media payloads 210 
from the reference media stream 320. 

0080. In this example, the third tunneled packet between 
tunnel packet 352B and 352C was lost during tunnel trans 
mission and not actually identified as lost by the local node 
110. Accordingly, the reference packet 350C associated with 
the lost tunnel packet 352 is inserted as reconstructed packet 
3S4C. 

0081. It is also determined that the media packet with 
seq2 was lost upstream of the local node trap point. This is 
determined by recognizing that none of the reference media 
packets 350 have a seq2. Accordingly, no media packet is 
inserted between reconstructed packets 354A and 354B in 
reconstructed media stream 354. 

0082 It can also be determined that the sixth media packet 
contained in tunnel packet 352C was received by the trap 
point in the local node 110 before the fifth media packet 
contained in tunnel packet 352D. This is determined by com 
paring the tunnel sequence numbers 202B and timestamp 
values 202C in tunnel packets 352C and 352D. Accordingly, 
reconstructed packet 354D with seq6 is input to the decoder 
300 (FIG. 8) at trap time T4 prior to inputting reconstructed 
packet 354E with seq=5 at trap time T5. 
I0083) Referring again back to FIG. 9, the reference 
streams from any two trappoints can be compared in a similar 
manner as comparing the monitored tunneled stream 120 
with the reference stream 320. For example, two trap points 
112A and 112B are located at local nodes 110A and 1114B 
upstream and downstream, respectively, of a Suspected 
impairment point 110C. Each of the local nodes 110A and 
114B establish separate tunnels 120 and 324, respectively, 
with the central media monitor 104. Each local node 110A 
and 114B then classify, trap, clone, and tunnel back packets 
from media stream 116 to central media monitor 104. 

0084. For example, media packets may be indicated as lost 
by the downstream trap point 112B and identified as success 
fully received by the upstream trap point 112A. Accordingly, 
the lost packet may be associated to node 110C. Also, a packet 
lost in the tunnel 324 may be replaced by the corresponding 
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media packet received in tunnel 120. Of course any other 
additional detailed forensics can be used for isolating and 
diagnosing faults. 
I0085 Thus, a new fault isolation and diagnosis system is 
provided for real-time IP multimedia systems where trap, 
clone and tunneling is used to send data to a centralized 
analysis center. A novel RTP tunneling technique further 
improves the utility and fidelity of equipment used for ana 
lyzing faults and impairments. 
I0086. The centralized media monitoring is more scalable 
and provides better economics than analysis equipment 
installed locally on the network nodes. Simple and efficient 
schemes are used by the nodes to implement media stream 
monitoring which do not require any understanding of the 
underlying media flows. Low bandwidth embodiments also 
described above can be implemented on home gateways so 
that impairments on access links can be analyzed in detail 
without perturbing the receivers. 
I0087. The monitoring system can be used with any net 
working equipment required to have a comprehensive capa 
bility to isolate and diagnosis faults in Internet Protocol Tele 
Vision (IPTV) or any other real-time multimedia flow. 
I0088. Several preferred examples have been described 
above with reference to the accompanying drawings. Various 
other examples of the invention are also possible and practi 
cal. The system may be exemplified in many different forms 
and should not be construed as being limited to the examples 
set forth above. 

I0089. The figures listed above illustrate preferred 
examples of the application and the operation of Such 
examples. In the figures, the size of the boxes is not intended 
to represent the size of the various physical components. 
Where the same element appears in multiple figures, the same 
reference numeral is used to denote the element in all of the 
figures where it appears. 
0090. Only those parts of the various units are shown and 
described which are necessary to convey an understanding of 
the examples to those skilled in the art. Those parts and 
elements not shown are conventional and known in the art. 

0091. The system described above can use dedicated pro 
cessor Systems, micro controllers, programmable logic 
devices, or microprocessors that perform some or all of the 
operations. Some of the operations described above may be 
implemented in Software and other operations may be imple 
mented in hardware. 

0092. For the sake of convenience, the operations are 
described as various interconnected functional blocks or dis 
tinct software modules. This is not necessary, however, and 
there may be cases where these functional blocks or modules 
are equivalently aggregated into a single logic device, pro 
gram or operation with unclear boundaries. In any event, the 
functional blocks and software modules or features of the 
flexible interface can be implemented by themselves, or in 
combination with other operations in either hardware or soft 
Ware 

0093. Having described and illustrated the principles of 
the invention in a preferred embodiment thereof, it should be 
apparent that the invention may be modified in arrangement 
and detail without departing from such principles. We claim 
all modifications and variation coming within the spirit and 
Scope of the following claims. 
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1. A method comprising: 
requesting remote monitoring of a media stream; 
receiving in response to the request at least portions of 

media packets trapped from the media stream, the media 
packets encapsulated in a tunnel including headers that 
identify approximate times when the media packets 
where initially trapped; 

decapsulating the trapped media packets; and 
arranging and providing the media packets for decoding or 

further analysis according to the trap times identified in 
the tunnel headers. 

2. The method of claim 1 including: 
receiving sequence numbers in the tunnel headers; 
using the sequence numbers in the tunnel headers to dis 

tinguish between the media packets dropped during tun 
nel transmission and the media packets lost before or 
while the media packets were being trapped; and 

taking the distinguished types of lost media packets into 
account when decoding or further analyzing the media 
Stream. 

3. The method according to claim 1 including identifying 
different headers or payload portions of the trapped media 
packets to either include or not include payloads of encapsu 
lated media packets. 

4. The method according to claim 1 including: 
receiving a reference media stream that includes media 

packets having headers and payloads; 
receiving portions of the encapsulated media packets from 

the tunnel that only include headers and no payloads; 
and 

matching the headers for the media packets in the reference 
media stream with the headers for the encapsulated 
media packets from the tunnel; 

combining the payloads from the matching media packets 
in the reference media stream with the headers for the 
matching encapsulated media packets from the tunnel. 

5. The method according to claim 1 including receiving the 
media packets in a Real-Time Protocol (RTP) tunnel that 
includes a RTP tunnel timestamp and a RTP tunnel sequence 
number. 

6. The method according to claim 5 including receiving 
RTP media packets in the RTP tunnel that include a second 
RTP timestamp and a second RTP sequence number. 

7. The method according to claim 1 including identifying 
an ingress or egress interface for trapping the media packets 
during the remote monitoring. 

8. The method according to claim 1 including: 
requesting one or more network nodes to locally trap media 

packets and tunnel the locally trapped media packets 
back to a central media monitoring location; 

sending flow identifiers to the networks nodes identifying 
the one or more media streams associated with the media 
packets; 

sending tunnel identifiers to the network nodes identifying 
tunnel address information; and 

sending trap information indicating what portions of the 
trapped media packets to encapsulate in the tunnel. 

9. The method according to claim 1 including: 
using a first signaling protocol to establish the tunnel; and 
using a second signaling protocol to describe both the 

media stream and the tunnel. 
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10. An apparatus, comprising: 
one or more processors; and 
a memory coupled to the one or more processors compris 

ing instructions executable by the processors, the pro 
cessors operable when executing the instructions to: 

receive a request to capture packets from a media stream 
and send the captured packets to a remote monitoring 
location; 

capture Real-Time Protocol (RTP) media packets at an 
intermediary router or switch node that forwards the 
media stream from a media source to one or more media 
stream endpoints; and 

send the captured RTP media packets, or portions of the 
RTP media packets, to a Network Operation Center 
(BOC) that is located outside of a primary network path 
for the media stream. 

11. The apparatus according to claim 10 wherein the one or 
more processors: 

encapsulate the media packets in a tunnel header that iden 
tifies when the media packets are captured by the inter 
mediary router or Switch and in what sequence the media 
packets are encapsulated and sent over the tunnel to the 
NOC. 

12. The apparatus according to claim 10 wherein the one or 
more processors identify media packets dropped by the inter 
mediary router or Switch receiving the media stream and 
provide a dropped packet identifier in the tunnel header iden 
tify the packets dropped by the intermediary router or switch. 

13. The apparatus according to claim 10 wherein the one or 
more processors: 

conduct a classify stage to identify the media streams 
requested for monitoring; 

conduct a trap stage where the packets from the identified 
media streams are captured; 

conduct a clone stage where the captured packets are cop 
ied; and 

a tunnel stage where the copied packets are encapsulated in 
the tunnel headers and sent via the tunnel to the NOC. 

14. The apparatus according to claim 10 wherein the one or 
more processors: 

receive an ingress or egress interface identifier, and 
trap media packets at an ingress or egress interface corre 

sponding with the ingress or egress identifier. 
15. The apparatus according to claim 10 wherein the one or 

more processors receive a compression or filtering message 
indicating what portions of the captured packets to include or 
remove prior to being sent to the NOC. 

16. A network processing device, comprising 
a processor to cause one or more network nodes to identify 

one or more media streams and capture media packets 
associated with the identified media streams, the proces 
Sor further causing the captured media packets to be 
encapsulated in real-time media headers that allow the 
processor to recreate the media stream as originally 
received by the one or more network nodes. 

17. The network processing device according to claim 16 
wherein the real-time media headers identify when the pack 
ets were trapped by the network nodes and identify packets 
dropped while being sent from the network nodes to the 
processor. 

18. The network processing device according to claim 16 
wherein the processoruses a Session Initiation Protocol (SIP) 
to initiate remote monitoring of the media streams by the 
network nodes and uses a Session Description Protocol 
(SDP) to identify what media streams to monitor and describe 
a tunnel for sending the captured media packets. 
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19. The network processing device according to claim 16 
wherein the processor is configured to: 

receive a reference media stream from a media Source; 
receive a tunneled media stream from one of the network 

nodes; 
identify packets in the reference media stream correspond 

ing with packets in the tunneled media stream; and 
use the corresponding packets from the reference media 

stream and the tunneled media stream to reproduce the 
media stream as received at one of the network nodes. 
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20. The network processing device according to claim 19 
wherein the processor is configured to: 

identifying packets in the tunneled media stream that do 
not include headers or payloads; and 

use the headers or payloads from the corresponding pack 
ets in the reference media stream to recreates the media 
stream originally captured by the network nodes. 

c c c c c 


