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9 [Description]

[Title of Invention]MOVING BODY IDENTIFICATION SYSTEM AND 

IDENTIFICATION METHOD

[Technical Field]

[0001]

The present invention relates to a moving body identification 

system and an identification method.

[Background Art]

[0002]

Recently, unmanned aircraft as a kind of moving body, commonly 

called drones, have become popular. Various unmanned aircraft 

ranging from a small aircraft in dozen centimeters to a large aircraft 

in dozen meters have been manufactured, and their various usages 

include aerial image capturing and observation. Applications of 

unmanned aircraft are expected to further increase in the future, 

but unregulated and uncontrolled flight is not preferable for safety.

[0003]

PTL 1 discloses a conventional technology of automatically 

avoiding any other drone when having sensed its approach.

[Citation List]

[Patent Literature]

[0004]

[PTL 1] Japanese Patent Laid-Open No. 2004-175209

[Summary of Invention]

[Technical Problem]

[0005]
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The conventional technology is able to only avoid contact 

between unmanned aircraft but is unable to distinguish legitimate 

unmanned aircraft registered in advance and other unmanned aircraft 

(illegitimate unmanned aircraft) when they are flying in the same

5 airspace.

[0006]

Embodiments of the present invention are intended to solve the 

above-described problem by providing a moving body identification 

system and an identification method that are capable of identifying

10 any legitimate moving body.

[Solution to Problem]

[0006a]

An aspect of the present invention provides a moving body

identification system for identifying an unmanned moving body, the

15 system being configured to: acquire moving state information 

including first position information of multiple moving bodies sensed 

by a moving state monitoring device configured to monitor a moving 

state of the moving body; acquire, from the moving body, report 

information including second position information of the moving body

20 measured by the moving body; and identify a registration status of 

the moving body based on the first position information and the 

second position information.

[0006b]

Another aspect of the present invention provides a moving body

25 identification method of identifying an unmanned moving body, the 

method being configured to cause a computer system to: acquire moving 

state information including first position information of multiple 

moving bodies sensed by a moving state monitoring device configured 

to monitor a moving state of the moving body; acquire, from the
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moving body, report information including second position information 

of the moving body measured by the moving body; and identify a 

registration status of the moving body based on the first position 

information and the second position information.

5 [0007]

To solve the above-described problem, in a moving body 

identification technology according to an embodiment of the present 

invention, moving state information including first position 

information of multiple moving bodies sensed by a moving state

10 monitoring device configured to monitor a moving state of a moving 

body is acquired, predetermined report information including second 

position information of the moving body measured by the moving body 

is acquired from the moving body, and a registration status of the 

moving body is identified based on the first position information and

15 the second position information.

[Advantageous Effect of Invention]

[0008]

According to embodiments of the present invention, it is
possible to identify which moving bodies among multiple moving bodies

20 are legitimate. In addition, any moving body remaining after any 
legitimate moving body is removed from among the multiple moving 
bodies is illegitimate, and thus the present invention can 
distinguish legitimate and illegitimate moving bodies among the
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[Brief Description of Drawings]

[0009]

[Fig. 1] Fig. 1 illustrates an entire schematic diagram of a moving 

body identification system according to a first embodiment.

[Fig. 2] Fig. 2 is a configuration diagram of a legitimate moving 

body (drone).

[Fig. 3] Fig. 3 is a configuration diagram of an illegitimate moving 

body.

[Fig. 4] Fig. 4 is a configuration diagram of an authentication 

station .

[Fig. 5] Fig. 5 is a configuration diagram of a satellite.

[Fig. 6] Fig. 6 illustrates an exemplary table for managing a moving 

body identification result.

[Fig. 7] Fig. 7 illustrates an exemplary table for managing a 

legitimate moving body identification result.

[Fig. 8] Fig. 8 is a flowchart illustrating processing of registering 

a moving body to the authentication station.

[Fig. 9] Fig. 9 is a flowchart illustrating processing of identifying 

a moving body.

[Fig. 10] Fig. 10 is an explanatory diagram illustrating a relation 

between query information transmitted to a moving body and report 

information obtained by decrypting the query information.

[Fig. 11] Fig. 11 is a flowchart illustrating processing of forwarding 

the report information between moving bodies.

[Fig. 12] Fig. 12 illustrates an exemplary screen displaying a moving
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9 body identification result.

[Fig. 13] Fig. 13 illustrates an entire schematic diagram of a moving 

body identification system according to a second embodiment.

[Fig. 14] Fig. 14 is a flowchart illustrating processing of 

identifying a moving body.

[Fig. 15] Fig. 15 is a flowchart illustrating processing of displaying 

a moving body identification result on a user terminal according 

to a third embodiment.

[Fig. 16] Fig. 16 illustrates an entire schematic diagram of a moving 

body identification system according to a fourth embodiment. 

[Description of Embodiments]

[0010]

Embodiments of the present invention will be described below 

with reference to the accompanying drawings . The present embodiment 

describes an application to identification of an unmanned aircraft 

(what is called a drone) as an exemplary "movingbody" . In the present 

embodiment, a moving body is not limited to a flying moving body, 

but may be a moving body that moves on the ground or a moving body 

that moves on or in water. A moving body according to the present 

embodiment is an unmanned moving body. The unmanned moving body 

means a moving body with no pilot on board, and a crew or a passenger 

other than a pilot may be on board the moving body. In the present 

embodiment, a group of flying unmanned aircraft are monitored to 

identify which unmanned aircraft are legitimate in real time. The 

identification of a legitimate unmanned aircraft leads to real-time 

identification of which unmanned aircraft are illegitimate. A
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9 result of the unmanned aircraft identification can be output to an 

external system so that an alert is emitted.

[Embodiment 1]

[0011]

The following describes a first embodiment with reference to 

Figs. 1 to 12. Fig. 1 illustrates an entire schematic diagram of 

an unmanned aircraft identification system as a "moving body 

identification system" according to the present embodiment. In the 

embodiments including the present embodiment, an "unmanned aircraft 

identification system" is described as an exemplary "moving body 

identification system". Fig. 1 illustrates a situation in which 

multiple unmanned aircraft (drones) 1(1) to 1 (3), 1U (4), and 1U (5) 

as exemplary "moving bodies" are flying in a predetermined area. 

An unmanned aircraft is an unmanned object that flies through remote 

operation or through automatic operation by computer control. 

Examples of unmanned aircraft include a helicopter type and an 

airplane type in various sizes. The predetermined area is a range 

of monitoring unmanned aircraft, and the size thereof can be set 

as appropriate. For example, the predetermined area may be set to 

be the entire country such as Japan or an administrative division 

such as a prefecture or a city. The predetermined area may be set 

to be a facility such as a public office, a power plant, an amusement 

park, a park, a hospital, a factory, or a commercial facility. In 

addition, the predetermined area may be set to be a geographical 

element such as a river, a road, or a mountain.

[0012]
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9 Fig. 1 illustrates a mixture of the legitimate unmanned aircraft 

1 (1) to 1 (3) and the illegitimate unmanned aircraft 1U (4) and 1U (5) . 

The legitimate unmanned aircraft 1 (1) to 1 (3) are unmanned aircraft 

registered to an authentication station 2 to be described later. 

The illegitimate unmanned aircraft 1U(4) and 1U(5) are unmanned 

aircraft not registered to the authentication station 2 or unmanned 

aircraft, registration valid durations of which have expired at the 

authentication station 2.

[0013]

In Fig. 1, the legitimate unmanned aircraft and the illegitimate 

unmanned aircraft are denoted by consecutive numbers (1) to (5) 

without distinction. Among the illegitimate unmanned aircraft 1U, 

the unmanned aircraft 1U (4) is a first illegitimate unmanned aircraft, 

and the unmanned aircraft 1U(5) is a second illegitimate unmanned 

aircraft. In Fig. 12 to be described later, legitimate unmanned 

aircraft in a group or illegitimate unmanned aircraft in a group 

are denoted by consecutive numbers within the group. Hereinafter, 

an unmanned aircraft is also referred to as a drone. When not 

distinguished, legitimate and illegitimate unmanned aircraft are 

collectively referred to as the unmanned aircraft 1 (drone 1) in 

some cases.

[0014]

The unmanned aircraft identification system includes, for 

example, the authentication station 2, a satellite 3, a wireless 

LAN access point 4, and a communication network CN2 . A user can 

provide an instruction to the drone 1 or read data therefrom by using
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9 a user terminal 14 such as a dedicated remote controller or a 

smartphone .

[0015]

The authentication station 2 is a computer system configured 

to authenticate whether the drone 1 as an identification target is 

a registered drone. The authentication station 2 may be installed 

for each predetermined area or may be installed for multiple 

predetermined areas (monitoring ranges). For example, a single 

authentication station may be installed for the entire region of 

Japan to monitor drones in Japan, and or a sub authentication station 

may be installed for each area or each facility. The authentication 

station 2 does not need to be fixedly installed but may be configured 

as a movable system. For example, the authentication station 2 may 

be installed on a temporary basis to monitor drones in a particular 

area or facility only for a particular duration.

[0016]

The authentication station 2 has multiple functions F20, F21, 

and F22. The flight state acquisition function F20 is a function 

to sense a flight state (position information) by detecting a moving 

body based on a profile obtained from, for example, an optical image 

captured by a camera or the like, radio wave emitted by a radar or 

the like, or sound wave or ultrasonic wave emitted by a sonar, a 

microphone, or the like. The flight state acquisition function F20 

acquires the flight state by a method different from a method of 

communicating with a drone to be described later, irrespective of 

whether a drone is registered or whether a communication reply is
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9 obtained. For example, the flight state acquisition function F20 

is a function to acquire the flight state of a drone from a flight 

state monitoring device such as the satellite 3 positioned in a space 

overhead a predetermined area . The "overhead space " may be referred 

to as "one side". The satellite 3 maybe referred to as a "one-side 

moving state monitoring device". The flight state acquisition 

function F20 is achieved by, for example, an image analysis program 

P20 to be described later. The flight state as an exemplary "moving 

state" includes the position information of a drone (legitimate or 

illegitimate) flying or parking in a monitoring range. The flight 

state may include a moving direction and a moving speed in addition 

to the position information. The position information, the moving 

direction, and the moving speed can be detected by analyzing multiple 

satellite images received from the satellite 3 at time intervals. 

[0017]

The report information acquisition function F21 is a function 

to transmit query information to a group of drones to be identified 

and receive report information from any legitimate drone among the 

group of drones. The report information acquisition function F21 

can be achieved by, for example, a drone authentication management 

program P21 to be described later.

[0018]

The legitimate drone determination function F22 is a function 

to identify any legitimate drone from among a group of drones to 

be identified based on the report information and the flight state. 

Since any legitimate drone can be distinguished in this manner, any
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9 drone other than the legitimate drone among the group of drones can 

be identified as an illegitimate drone. The legitimate drone 

determination function F22 can be achieved by, for example, a 

legitimate drone determination program F22 to be described later. 

[0019]

The following describes the entire operation of the unmanned 

aircraft identification system with reference to Fig. 1. First, 

registration processing (SI) is executed. A user who intends to 

fly a drone registers information related to the drone to the 

authentication station 2. When having authenticated registration 

of the drone, the authentication station 2 issues a one-time password 

(OTID_B) as encryption control inf ormation . The user downloads the 

one-time password to the drone and stores the one-time password 

therein. The one-time password is an exemplary highly transitory 

password. Thus, the present embodiment employs the one-time 

password as exemplary highly transitory encryption control 

information. However, the present embodiment is not limited to the 

one-time password but may employ any encryption control information 

that can be used to identify whether a drone is legitimate or 

illegitimate, such as a password other than the one-time password 

or a decryption program.

[0020]

Thereafter, the authentication station 2 periodically or not 

periodically identifies a group of drones. The authentication 

station 2 may identify a group of drones in a predetermined period 

or at a time specified by, for example, a system administrator.



11
20

16
30

03
42

 
22

 M
ay

 2
01

9 Alternatively, the authentication station 2 may identify a group 

of drones when a trigger such as an alert signal is input from an 

external system.

[0021]

At the identification of a group of drones, the authentication 

station 2 requests the satellite 3 to transmit encrypted query 

information to the group of drones to be identified (S2) . The query 

information includes a query time . The query information may include 

information (such as an authentication station ID and position 

information) for identifying the authentication station 2 in addition 

to the query time . The query information is encrypted with a one-time 

password (OTID_A).

[0022]

Having received the request to transmit the query information 

from the authentication station 2 through a communication network 

CN1, the satellite 3 captures an image of an image capturing target 

air area (including a predetermined area), and transmits the image 

to the authentication station 2 (S3) . In addition, the satellite 

3 transmits encrypted query information at once toward the air area 

including the predetermined area (S4) . The transmission of query 

information may employ, for example, data broadcast CN3 of the 

satellite 3. Query information may be transmitted first, and 

subsequently, a satellite picture may be captured, or the 

transmission of query information and the capturing of a satellite 

picture may be performed simultaneously.

[0023]
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9 The legitimate drones 1(1) to 1(3) among the group of drones 

each acquire the one-time password (OTID_B) at registration to the 

authentication station 2 and hold the one-time password. Having 

received the encrypted query information, each legitimate drone 

decrypts the query information by using the one-time password 

(OTID_B) (S5) . The illegitimate drones 1U(4) and 1U(5) does not 

hold the one-time password (OTID_B) and cannot decrypt the query 

information .

[0024]

Having decrypted the query information, each legitimate drone 

generates the report information including a result of the decryption 

and the position information of the drone. The report information 

includes, for example, the query time included in the query 

information and the latest position information of the legitimate 

drone. The report information may further include information for 

identifying the authentication station 2 by which the query 

information is issued, information indicating the moving direction 

and speed of the legitimate drone, and a management number (drone 

ID) of the legitimate drone at registration . The report information 

is preferably encrypted in a format that allows decryption only at 

the authentication station 2 and the legitimate drone. This is to 

prevent the illegitimate drone 1U from pretending to be a legitimate 

drone by transmitting fake report information to the authentication 

station 2.

[0025]

When direct communication is possible with the wireless access
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9 point 4, a legitimate drone can send the report information to the 

authentication station 2 by transmitting the report information to 

the wireless access point 4. In Fig. 1, the legitimate drone 1 (1) , 

which is close to the ground, can directly transmit the report 

information to the wireless access point 4 (S7).

[0026]

When a legitimate drone is distant from the wireless access 

point 4 and cannot perform direct communication, the legitimate drone 

forwards the report information to another legitimate drone. In 

Fig. 1, legitimate drone 1(3) forwards the report information of 

the legitimate drone 1 (3) to another legitimate drone 1 (2) positioned 

in a range in which wireless communication CN4 is possible (S6 (1) ) . 

[0027]

The legitimate drone 1(2) forwards the report information of 

the legitimate drone 1(2) and the report information received from 

the legitimate drone 1(3) to the legitimate drone 1(1) through the 

wireless communication CN4 (S6(2)). The legitimate drone 1(1) 

transmits the report information of the legitimate drone 1(2) and 

the report information of the legitimate drone 1 (3) to the wireless 

access point 4 (S7).

[0028]

The legitimate drone 1 (1) may transmit the report information 

to the wireless access point 4 at a timing when the legitimate drone 

1(1) receives the report information from the other legitimate drones 

1(2) and 1(3). Alternatively, the legitimate drone 1 (1) may transmit, 

to the wireless access point 4, the report information from the other
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9 legitimate drones 1 (2) and 1 (3) at a timing when the legitimate drone 

1(1) transmits the report information of the legitimate drone 1(1) 

to the authentication station 2.

[0029]

The authentication station 2 determines whether any of the group 

of drones is legitimate or illegitimate based on a result of analysis 

on the satellite picture acquired from the satellite 3, and the report 

information acquired from a legitimate drone. For example, the 

analysis of the satellite picture determines the position of each 

drone at an image capturing time corresponding to an issue time of 

the query information. The report information acquired by the 

authentication station 2 from a legitimate drone as a response to 

the query information includes the position information of the 

legitimate drone.

[0030]

The authentication station 2 compares position information (and 

at least one of a moving direction and a moving speed) obtained from 

the result of analysis on the satellite picture, and position 

information (and at least one of a moving direction and a moving 

speed) obtained from a re suit of de cryption of the report information . 

Accordingly, the authentication station 2 can identify which drone 

among the group of drones in the satellite picture is legitimate. 

The authentication station 2 may output a drone identification result 

(S8) . For example, an external alarming system may emit an alert 

based on the drone identification result received from the 

authentication station 2. The drone identification result may be
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9 displayed through the user terminal 14 or the like as described in 

an embodiment to be described later.

[0031]

Fig. 2 is a hardware configuration diagram of a legitimate drone . 

The legitimate drone 1 includes, for example, a body 10, a controller 

11, a motor 12 conf igured to drive, for example, a rotor, andabattery 

13 configured to supply electrical power to the controller 11 and 

the motor 12. The controller 11 controls flight of the drone and 

includes, for example, a micro processor 110, a memory 111, a 

microphone 112, a camera 113, sensors 114, a GPS reception unit 115, 

a communication unit 116, and a motor control unit 117.

[0032]

The micro processor (inFig. 2, CPU) 110 achieves a predetermined 

function by executing each of computer programs P10 and Pll stored 

in the memory 111. The memory 111 as a storage device stores the 

flight control program P10, the drone authentication program Pll, 

and the one-time password (OTID_B) as the encryption control 

information . Descriptionofan operating system and various drivers 

is omitted. The flight control program P10 is a computer program 

that allows the drone to fly in air through remote operation or 

automatic control. The drone authentication program Pll is a 

computer program for authenticating that the drone is legitimate, 

and cooperates with software of the authentication station 2 . The 

drone authentication program Pll achieves a function to generate 

the report information based on the query information received from 

the authentication station 2 through the satellite 3, a function
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9 to forward the report information received from a legitimate drone 

to another legitimate drone or the wireless access point 4, and a 

function to detect any other drone flying around the own drone, to 

which the report information is to be forwarded.

[0033]

The microphone 112 and the camera 113 serve as a drone detection 

unit for detecting any drone flying around the own drone . For example, 

flight noiseofany other drone is de tectedby analyzing sound detected 

by the microphone 112 in surrounding environment. For example, the 

existence of any other dr one is de tectedby analyzing an image captured 

by the camera 113 in surrounding environment. The existence of any 

other drone may be sensed based on comprehensive determination on 

a result of the analysis on sound detected by the microphone 112 

and a result of the analysis on an environment image detected by 

the camera 113. The drone detection unit is not limited to the 

microphone 112 and the camera 113, but may be, for example, a magnetic 

sensor .

[0034]

The sensors 114 are measuring units such as a pressure altitude 

sensor, a triaxial accelerometer, a triaxial gyro sensor, a ground 

speed meter, a geomagnetic sensor, a pressure sensor, an infrared 

sensor, a temperature sensor, and a humidity sensor. The 

above-described sensors are exemplary, and not all sensors need to 

be included in a drone. Only some sensors in accordance with usage 

of the drone need to be mounted.

[0035]
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9 The global positioning system (GPS) reception unit 115 is a 

device for receiving the position information of the own drone from 

a GPS. The communication unit 116 is a device for achieving 

communication among the satellite 3, the GPS, the wireless access 

point 4, and any other drone. The motor control unit 117 is a device 

for controlling the motor 12.

[0036]

Although Fig. 2 illustrates an example in which the drone 

authentication program Pll is implemented as a computer program, 

the present invention is not limited thereto. At least part of the 

functions achieved by the drone authentication program Pll may be 

achieved by a dedicated hardware circuit instead. For example, the 

function to decrypt query information by using a one-time password 

may be achieved by a hardware circuit and a computer program in 

cooperation. Any other functional configuration in the description 

can be implemented by any one of a hardware circuit and software 

or by both in cooperation. Any function implementation method is 

applicable. Application of any implementation method is included 

in the scope of the present invention.

[0037]

Fig. 3 illustrates an exemplary configuration of the 

illegitimate drone 1U. The illegitimate drone 1U is different from 

the legitimate drone 1 described with reference to Fig. 2 in that 

at least the drone authentication program Pll and the one-time 

password (OTID_B) are not included. The illegitimate drone 1U may 

be different from the legitimate drone 1 in, for example, the specific
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but such a difference is not essential.

[0038]

Fig. 4 illustrates an exemplary configuration of the 

authentication station 2. The authentication station 2 includes, 

for example, a micro processor 210, a memory 211, and a communication 

unit 212. The memory 211 stores various computer programs such as 

the image analysis program P20, the drone authentication management 

program P21, and a legitimate drone determination program P22. The 

memory 211 also stores the one-time password (OTID_A) for encrypting 

query information to be transmitted to a group of drones.

[0039]

The image analysis program P20 detects, for example, the number 

of drones flying (or parking) and the positions thereof by analyzing 

a satellite picture acquired from the satellite 3. The image analysis 

program P20 achieves the flight state acquisition function F20 

illustrated in Fig. 1.

[0040]

The drone authentication management program P21 transmits 

encrypted query information to the group of drones, acquires the 

report information as a response to the query information from a 

legitimate drone, and decrypts the report information. The drone 

authentication management program P21 achieves the report 

information acquisition function F21 illustrated in Fig. 1. The 

one-time password (OTID_A) corresponding to the one-time password 

(OTID_B) held by any legitimate drone is used to encrypt the query
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[0041]

The legitimate drone de termi nation program P22 compares a result 

(the flight states of the group of drones) of the analysis on the 

satellite picture and the report information from the legitimate 

drone and determines the legitimate drone among the group of drones . 

The legitimate drone determination program P22 achieves the 

legitimate drone determination function F22 illustrated in Fig. 1. 

[0042]

The configurations of the computer programs P20 to P22 are not 

limited to the above-described examples. The programs P20 to P22 

maybe achieved as a group of further segmental i zed computer programs, 

or may be achieved as one computer program such as a drone 

authentication station control program.

[0043]

The communication unit 212 is a device configured to achieve 

communication with a legitimate drone through the wireless access 

point 4 and the communication network CN2, communication with the 

satellite 3 through the communication network CN1, and communication 

with the user terminal 14.

[0044]

The authentication station 2 does not need to be configured 

as one computer system, but may be configured through cooperation 

of multiple computer systems. Multiple virtual calculators may be 

generated in a physical calculator and each allocated to an 

authentication station for an area.
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Fig. 5 illustrates an exemplary configuration of the satellite

3. The satellite 3 includes, for example, a micro processor 310, 

a memory 311, a communication unit 312, an image capturing unit 313, 

a posture control unit 314, sensors 315, and a GPS reception unit 

316.

[0046]

The memory 311 stores, for example, a satellite control program 

P30, an image transmission program P31, and a query information 

distribution program P32. The memory 311 also stores query 

information received from the authentication station 2 through the 

communication network CN1.

[0047]

The satellite control program P30 controls the satellite 3. 

The image transmission program P31 captures a satellite picture and 

transmits the picture to the authentication station 2. The query 

information distribution program P32 distributes the query 

information received from the authentication station 2 to a group 

of drones.

[0048]

The communication unit 312 is a device configured to perform 

communication with the authentication station 2 and transmission 

of the query information to the group of drones . The image capturing 

unit 313 is a device configured to capture a satellite picture. The 

posture control unit 314 is a device configured to control the posture 

of the satellite 3. The sensors 315 are various sensors such as
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9 an infrared sensor, a geomagnetic sensor, and a triaxial gyro sensor . 

The GPS reception device 316 is a device configured to acquire position 

information of the satellite 3 from the GPS.

[0049]

Fig. 6 illustrates an exemplary drone identification result 

management table T20 used by the authentication station 2. When 

having identified a group of drones, the authentication station 2 

stores a result of the identification in the management table T20. 

The drone identification result management table T20 stores, for 

example, a management number C200, a query information decryption 

result C201, position information C202, and a drone ID C203 in 

association with each other.

[0050]

The management number C200 is used to distinguish a group of 

drones determined from a satellite picture. The query information 

de cryption re sultC201 isaflag indicating whether query information 

transmitted from the authentication station 2 is correctly de cryp ted. 

In other words, the f lag C2 01 indicates whether a drone is a legitimate 

drone having the one-time password (OTID_B) used to decrypt the query 

information. The position information C202 indicates the position 

of a drone specified by the management number C200. The drone ID 

C203 is an identification number provided when a drone is registered 

to the authentication station 2.

[0051]

Only drones having management numbers #1 to #3, which correctly 

decrypt the query information, are legitimate drones among five
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9 drones listed in the management table T20 . Drones having management 

numbers #4 and #5, which cannot correctly decrypt the query 

information, are illegitimate drones. The drone having management 

number #4 successfully transmits position information but does not 

prove that the query information is correctly decrypted. Thus, this 

drone is an illegitimate drone that has failed to fake.

[0052]

Fig. 7 illustrates an exemplary legitimate drone management 

table T21 that manages legitimate drones. The legitimate drone 

management table T21 manages, for example, a drone name C210, a drone 

ID C211, a one-time password C212, a query information decryption 

result C213, and position information C214.

[0053]

The drone name C210 is the name of a legitimate drone. A user 

can set a desired name to a drone. The drone ID C211 is an 

identification number provided to a legitimate drone by the 

authentication station2. The one-time password C212 is the one-time 

password (OTID_B) provided by the authentication station 2 and used 

to decrypt query information.

[0054]

The query information decryption result C213 indicates a result 

obtained by a legitimate drone by decrypting the query information 

by using the one-time password (OTID_B). The decryption result 

includes, for example, a request for a reply to a query, the issue 

time of the query information, an authentication station ID, and 

a control command. The control command controls operation other
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9 than communication, such as flight of a legitimate drone, andexamples 

of the control commands include simple commands such as "increase 

altitude", "decrease altitude", "land", and "move from the place", 

andcommands to add conditions to a flightplan, suchas "avoidentering 

to a predetermined area" , "set or cancel (update) a flight forbidden 

area", and "limit speed". The authentication station 2 can provide 

the control command to a predetermined drone among legitimate drones 

basedonaresult of analysis ona satellite picture. Having received 

the control command, the drone executes an operation in accordance 

with the control command or changes a flight plan with taken into 

account a condition in accordance with the control command.

Accordingly, contact between drones can be prevented, and a drone 

can be forcibly expelled from an off-limits area . The control command 

can be transmitted to a specified drone, and in such a case, the 

query information includes the drone ID, the position information 

(acquired from the satellite) , and the position inf ormation (acquired 

from a drone through the first communication and included in the 

query information through the second communication) of a target 

drone .

[0055]

The position information C214 indicates the position of a 

legitimate drone . The position includes, for example, the latitude, 

the longitude, and the altitude. The position may include the past 

history of the position and a future position in a flight plan. The 

altitude of a legitimate drone may be a value obtained by an altitude 

sensor mounted on the legitimate drone.
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The management table T21 may manage, for example, a battery 

remaining amount, a flight time, a model, a vendor name, and a user 

name in addition to the information listed in Fig. 7 . The management 

table T21 does not need to be one table, but may be configured as 

multiple tables in association with each other.

[0057]

Fig. 8 is a flowchart illustrating processing of registering 

a drone to the authentication station 2. A user accesses to a drone 

registration service provided by the authentication station 2 by 

using the user terminal 14 such as a personal computer, a portable 

information terminal, or a cellular phone, and inputs necessary 

informationsuch as a user name (S10) . The drone registration service 

is provided as, for example, a Web service by the drone authentication 

management program P21. The authentication station 2 checks, for 

example, the user name and performs login processing (Sil) . 

[0058]

The user terminal 14 transmits, to the authentication station 

2, information of a drone requesting registration (S12) . The user 

terminal 14 transmits, for example, the full name and address of 

the user, a drone name, a vendor name, and a model name to the 

authentication station 2. When registration of flight of the drone 

is required in addition to registration of the drone, a flight date 

and time, a flight area, and a flight purpose may be additionally 

registered. In this case, a one-time password to be described later 

that proves registration may be set to have an expire date
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[0059]

The authentication station 2 receives the drone information 

received from the user terminal 14 (S13) and determines whether to 

permit registration of the drone information (S14) . The 

authentication station 2 determines that registration is not 

permitted when, for example, the full name of the user as a drone 

administrator is not input (No at S14), and then performs error 

processing (S15) . In the error processing, for example, an error 

message telling that an essential item is not input is returned to 

the user terminal 14. Alternatively, any drone of a vendor and any 

drone of a specification model that are specified in advance may 

be rejected from being registered to the authentication station 2 

for safety reason.

[0060]

Having determined to permit registration of the drone 

information received at step S13 (Yes at S14), the authentication 

station 2 registers the drone information to the legitimate drone 

management table T21 described with reference to Fig. 7 (S16).

Subsequently, the authentication station 2 issues the one-time 

password (OTID_B) so that the registered drone can correctly decrypt 

the query information as a legitimate drone, and transmits the 

one-time password to the user terminal 14 (S17) .

[0061]

The user terminal 14 receives and stores the one-time password 

(OTID_B) (S18) and forwards the one-time password to the drone (S19).
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9 The drone stores the one-time password received from the user terminal 

14 in the memory 111 (S20) .

[0062]

Fig. 9 is a flowchart illustrating processing of identifying 

a group of drones. First, the authentication station 2 transmits 

the query information to the satellite 3 and requests the satellite 

3 to transmit the query information to the group of drones (S30). 

Having received, from the authentication station 2, the request to 

transmit the query information, the satellite 3 captures a satellite 

picture and transmits image data thereof to the authentication 

station 2 (S31) . The satellite 3 transmits the query information 

received from the authentication station 2 to the group of drones 

(S32) .

[0063]

The authentication station 2 determines which drones are 

positioned at which places by analyzing the image data of the satellite 

picture received from the satellite 3 (S33).

[0064]

Having received the encrypted query information, any legitimate 

drone among the group of drones decrypts the query information by 

using the one-time password (OTID_B) stored in advance (S34andS36), 

and acquires latest position information from the GPS (S35 and S37) . 

Then, the legitimate drone produces a report including the position 

information. The position information included in the report may 

be position information measured after the reception of the query 

information, or position information corresponding to time
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9 information (query time and satellite image capturing time) included 

in the query information may be selected from a log storing position 

information and a time in association with each other and used as 

the position of the drone at capturing of the satellite image. 

[0065]

In this example, the legitimate drone 1(1) as one of the 

legitimate drones 1(1) and 1(2) can communicate with the wireless 

access point 4, but the other legitimate drone 1 (2) is distant from 

the wireless access point 4 and thus cannot communicate with the 

wireless access point 4 . The one legitimate drone 1(1) and the other 

legitimate drone 1 (2) can communicate with each other in a wireless 

manner .

[0066]

Having found the legitimate drone 1(1) flying nearby, the other 

legitimate drone 1(2) transmits the report information of the own 

drone to the legitimate drone 1 (1) (S38). Having received the report 

information from the other legitimate drone 1(2), the one legitimate 

drone 1(1) forwards the report information to the wireless access 

point 4, or when producing the report information of the own drone, 

the legitimate drone 1(1) additionally transmits the report 

information of the own drone to the wireless access point 4 (S39). 

[0067]

The authentication station 2 acquires the report information 

of the legitimate drones 1(1) and 1(2) through the wireless access 

point 4 and the communication network CN2. The authentication 

station 2 compares the report information of a legitimate drone and
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9 a flight state (such as position information of the group of drones 

obtained by analyzing the satellite picture) acquired from the 

satellite 3, and detects the legitimate drone from among the group 

of drones (S40). A drone at a position in accordance with the position 

information included in the report information is a legitimate drone . 

[0068]

The authentication station 2 detects, as an illegitimate drone, 

any drone other than any detected legitimate drone among the group 

of drones based on the flight state of the entire group of drones 

(such as the positions of the group of drones) analyzed with the 

satellite picture, and the position of the legitimate drone (S41) . 

An illegal drone is a drone having no position information 

corresponding to that acquired from any legitimate drone among the 

multiple drones included in the flight state obtained from the 

satellite 3. The authentication station 2 can output an 

identification result in response to a request from, for example, 

an external system or the user terminal 14 or at each acquisition 

of a drone identification result (S42).

[0069]

The order of the steps illustrated in Fig. 9 can be changed 

as appropriate. For example, steps S31 and S32 may be executed in 

an inverted order, and step S33 may be executed before step S32. 

[0070]

The following describes an exemplary relation between query 

information DI and report information D2 with reference to Fig. 10. 

Report information D2(l) is produced by a legitimate drone having
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9 received query information. Report information D2 (2) is produced 

to include report information received from another legitimate drone 

flying nearby.

[0071]

The query information DI may include, for example, an 

authentication station ID as information for identifying the issuer 

of query information, and a time stamp indicating the issue time 

of the query information. When the authentication station ID is 

unnecessary, for example, when there is only one authentication 

station 2 in the entire country, the query information DI may be 

produced to only include the time stamp (the issue time of the query 

information). The query information DI may be produced to only 

include the authentication station ID without the time stamp. In 

other words, the query information DI only needs to have a 

configuration indicating reception of information (query 

information) that allows a legitimate drone to produce and transmit 

report information.

[0072]

Thus, the query information DI may only include, for example, 

a control command having a content such as "transmit report 

information". In addition to the command instructing report 

information transmission, the control command may include a command 

instructing emergency landing, a command instructing leaving from 

the current flight area, and an instruction requesting the user to 

contact the authentication station 2. As illustrated in Fig. 10, 

the query information DI may include all of the authentication station
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9 ID, the time stamp, and at least one control command. The following 

description will be made on an example in which the query information 

DI includes the authentication station ID and the time stamp. 

[0073]

Having received the query information DI, a legitimate drone 

produces the report information D2. The report information D2 

includes, for example, a query information decryption result and 

own drone information. The query information decryption result is 

information obtained by decrypting the encrypted query information, 

and is the authentication station ID and the time stamp. When the 

query information includes a control command, the decryption result 

may include the content of the control command or a response to the 

control command, or may include no information related to the control 

command.

[0074]

The own drone information is information related to the 

legitimate drone having received the query information, and includes, 

for example, the drone ID and the position information. When the 

authentication station 2 needs to acquire, for example, the user 

name of the legitimate drone, the report information D2 preferably 

includes the drone ID. However, when it is only needed to identify 

whether a flying drone determined from a result of analysis on a 

satellite picture is legitimate, the report information does not
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9 need to include the drone ID. This is because whether the drone is 

legitimate can be determined from the position of the drone. In the 

following description, the own drone information includes the drone 

ID and the position information.

[0075]

Having produced the report information D2(l), the legitimate 

drone transmits the information to the authentication station 2. 

However, when there is no wireless access point 4 with which the 

legitimate drone can directly communicate, the legitimate drone 

detects another legitimate drone flying nearby and transmits the 

report information D2 (1) of the own drone to the detected legitimate 

drone. A drone used to relay the report information D2(1) can be 

detected by analyzing, for example, flight noise obtained by the 

microphone 112 or an image obtained by the camera 113.

[0076]

A legitimate drone requested to perform the relay produces the 

report information D2(2) including information of two legitimate 

drones. Query information decryption results (authentication 

station IDs and time stamps) are normally identical to each other, 

and thus the report information D2(2) includes only one query 

information decryption result. However, the present invention is 

not limited thereto, and the report information D2 (2) maybe generated 

to include all report information D2 (1) of the respective legitimate 

drones. In this case, the report information D2(2) may include, for 

example, "authentication station ID, time stamp, drone ID, 

position", "authentication station ID, time stamp, drone ID,
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[0077]

Fig. 11 is a flowchart illustrating processing that a legitimate 

drone forwards the report information. The legitimate drone 

determines whether it is a transmission timing of the report 

information (S50). The transmission timing of the report 

information is a timing, for example, when query information is 

received, when there is query information in response to which no 

report information has been transmitted, or when report information 

is received from another legitimate drone. Alternatively, no query 

information may be used while a drone is flying, but query information 

(or authentication information corresponding thereto) may be 

received and stored through communication with the authentication 

station 2 in advance at drone purchase (registration), at drone 

registration update, or before flight so that report information 

is produced and transmitted as a reply to the query information during 

flying. In this case, report information is transmitted multiple 

times for one piece of query information, and a legitimate drone 

moves while autonomously transmitting report information 

periodically, at each predetermined flight distance, or at each 

change of flight area.

[0078]

Having determined that it is the transmission timing of the 

report information (Yes at S50), the legitimate drone determines 

whether a predetermined time has elapsed since the previous 

transmission of report information (S51). The predetermined time
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9 is, for example, a report deadline time set in advance as a time 

interval at which report information is to be transmitted. The report 

deadline time may be set to the legitimate drone at registration 

to the authentication station 2 or may be specified in query 

information. The report deadline time may be a fixed value or a 

variable value set in accordance with, for example, usage of a drone 

or a user property.

[0079]

When having determined that the predetermined report deadline 

time has elapsed since the time of the previous transmission of report 

information (Yes at S51), the legitimate drone changes the position 

thereof by a predetermined distance or more to find the wireless 

access point 4 or another legitimate drone used as a relay device 

(S52) . For example, the legitimate drone decreases the altitude 

thereof or changes the flight path thereof.

[0080]

When having determined that the predetermined report deadline 

time has not elapsed since the time of the previous transmission 

of report information (No at S51), the legitimate drone skips step 

S52 and transitions to step S53 described below.

[0081]

The legitimate drone searches for the wireless access point 

4 or another legitimate drone as the destination of the report 

information (S53). The legitimate drone determines whether the 

destination of the report information has been found (S54) . When 

having found the destination (Yes at S54), the legitimate drone
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position information and time information (such as the production 

or transmission time of the report or the measurement time of the 

position information) . The position information and the time 

information can be used to determine whether a drone is legitimate 

or illegitimate based on a satellite image captured at a time close 

to the time information. When transmitting only the report 

information of the own drone, the legitimate drone produces and 

transmits the report information D2 (1) illustrated in Fig. 10. When 

transmitting report information of another legitimate drone in 

addition to the report information of the own drone, the legitimate 

drone produces and transmits the report inf ormation D2 (2) illustrated 

in Fig. 10.

[0082]

The timing of producing the report information is not limited 

to a timing after the destination is found, but may be a timing before 

the destination is found. For example, the report information may 

be produced and stored in the memory 111 when it is determined that 

the transmission timing is reached at step S50. However, when the 

position is changed at step S52, the position information in the 

report information is corrected with a latest value.

[0083]

Fig. 12 illustrates an exemplary screen G10 of a drone 

identification re suit provided by the authentication station2. For 

example, which drone is legitimate or illegitimate can be displayed 

on the screen G10 in a distinguished manner in view of the sky from
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9 the ground. Scenery including, for example, a cloud, the sun, the 

moon, a building, and a mountain may be displayed together or may 

be omitted. All or part of drones and scenery may be displayed in 

a simplified manner. For example, display of north, south, east, 

and west may be added to the screen GIO.

[0084]

In the example illustrated in Fig. 12, three legitimate drones 

and two illegitimate drones are displayed on the screen G10 in a 

distinguished manner based on names and colors. In addition, for 

example, the position, speed, and user name of each drone may be 

displayed near the drone.

[0085]

According to the present embodiment thus configured, it is 

possible to identify which drone is legitimate among a group of drones . 

According to the present embodiment, the flight state of the entire 

group of drones is recognized based on a satellite picture, and any 

legitimate drone is determined from a result of analysis on report 

information. Thus, in the present embodiment, it is possible to 

simultaneously identify which drone is illegitimate among the group 

of drones.

[0086]

In the present embodiment, a result of the identification of 

the group of drones can be output to, for example, an external system 

or the user terminal 14, and thus can be exploited, for example, 

to improve a security system and determine a flight path. For example, 

a facility administrator can use the identification result output
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9 from the authentication station 2 to reinforce caution or prompt 

attention by broadcasting. For example, a user can use the 

identification result output from the authentication station 2 to 

change the flight path of a legitimate drone managed by the user 

to an area in which there are a smaller number of illegitimate drones . 

[0087]

In the present embodiment, since an image of a group of drones 

is captured from an overhead space thereof by using the satellite 

3, the flight state of the group of drones can be detected in a 

relatively wide range . However, the present invention is not limited 

to the satellite 3. The flight state may be detected from above 

the group of drones by a camera mounted on an airship 3A to be described 

later. Alternatively, the flight state may be detected by capturing 

an image of the group of drones from the vicinity of the roof of 

a tall building or a floor halfway through the building.

Alternatively, the flight state of the group of drones maybe detected 

by a flying monitoring drone. The image capturing of the group of 

drones may be performed from a manned aircraft operated by a pilot, 

or may be performed from the ground or water as described in an 

embodiment to be described later. A satellite picture does not need 

to be a still image, but may be moving image data. Still image data 

or moving image data of a satellite picture can be gene rated as digital 

data and provided with compression processing as appropriate. In 

addition, the digital data of a satellite picture may be encrypted 

and transmitted to the authentication station 2.

[0088]
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a legitimate drone by using the wireless LAN access point 4. Thus, 

in an urban region, the authentication station 2 can relatively easily 

acquire report information from a legitimate drone by using any 

existing access point 4. A drone on which a relay access point is 

mounted may be flown in a predetermined area.

[Embodiment 2]

[0089]

The following describes a second embodiment with reference to 

Figs. 13 and 14. The present embodiment corresponds to a modification 

of the first embodiment, and thus mainly describes any difference 

from the first embodiment. In the present embodiment, the 

authentication station 2 communicates with a legitimate drone by 

using a cellular phone base station 5. In the first embodiment, 

a transmission means (the satellite 3) configured to transmit query 

information to a group of drones is different from a reception means 

(the wireless access point 4, the communication network CN2) 

configured to acquire report information from a legitimate drone. 

However, in the present embodiment, the transmissionmeans configured 

to transmit query information to a group of drones and the reception 

means configured to receive report information from a legitimate 

drone are each achieved by the cellular phone base station 5 and 

the communication network CN2, and thus identical.

[0090]

Fig. 13 illustrates an entire schematic diagram of an unmanned 

aircraft identification system according to the present embodiment.
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9 In the present embodiment, the cellular phone base station 

(hereinafter referred to as a base station) 5 is used in place of 

the wireless access point 4 . In addition, in the present embodiment, 

a radar device 6 on the ground is used in place of the satellite

3. The radar device 6 may be a fixed device or a movable device. 

The "ground" may be referred to as "the other side" . The radar device 

6 maybe referred to as an "other-side moving state monitoring device" 

configured to monitor a movement area (flight area) from the other 

side. A group of drones may be monitored from on or in a body of 

water rather than from the ground. In the following, base stations 

5 (1) to 5 (3) are collectively referred to as the base station 5 when 

not distinguished.

[0091]

The legitimate drones 1(1) to 1 (3) are each controlled to adjust 

the directionality of radio wave used in a cellular phone 

communication network in accordance with the altitude thereof and 

fly while maintaining a position at which communication is constantly 

possible with at least one base station 5.

[0092]

For example, the legitimate drone 1 (1) at low altitude expands 

the directionality Θ1 of radio wave. Accordingly, the legitimate 

drone 1(1) at altitude low can have an increased communicable area 

W1 enough to communicate with the base station 5(1). Conversely, 

when the legitimate drone 1(1) narrows down the directionality Θ1 

of radio wave, the communicable area W1 is reduced so that 

communication with the base station 5 is impossible.
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The legitimate drone 1(3) at high altitude narrows down the 

directionality Θ3 of radio wave . Accordingly, the legitimate drone

1 (3) at high altitude has a reduced communicable area W3 to communicate 

only with the particular base station 5 (3) . When the legitimate 

drone 1(3) expands the directionality Θ3 of radio wave, the 

communicable area W3 is increased enough to communicate with the 

multiple base stations 5(2) and 5(3) . Thus, consumption at the 

battery 13 of the legitimate drone 1(3) becomes significant, 

potentially leading to a shorter flight time.

[0094]

The legitimate drone 1 (2) at intermediate altitude adjusts the 

directionality Θ2 of radio wave in accordance with the altitude. 

In this manner, a communication path to the base station 5 can be 

established with reduced consumption at the battery 13 by adjusting 

the directionality Θ of radio wave in accordance with the altitude 

of a legitimate drone.

[0095]

The ground radar device 6 is, for example, a Doppler radar device 

connected with the authentication station 2 through the communication 

network CN2. The ground radar device 6 detects the flight state 

(positions, forexample) of a group of drones flying in a predetermined 

area, and transmits the flight state to the authentication station

2 .

[0096]
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9 The following schematically describes the entire operation of 

the unmanned aircraft identification system according to the present 

embodiment. First, a user registers a drone managed by the user 

to the authentication station 2 (SI) . The authentication station 

2 requests to the base station 5 to transmit query information (S2A) . 

The ground radar device 6 detects the flight state of a group of 

drones and transmits the flight state to the authentication station 

2 in response to a request from the authentication station 2 or 

periodically (S3A).

[0097]

The base station 5 transmits query information received from 

the authentication station 2 into the communication area of the base 

station 5 (S4A). Any legitimate drone having received the query 

information from the base station 5 decrypts the query information 

(S5A). The legitimate drone produces report information and 

transmits the report information to the authentication station 2 

(S6A) . Each legitimate drone controls the flight position thereof 

to enable communication with the authentication station 2 through 

the base station 5, and thus does not need to use another legitimate 

drone as a relay device . However, like an embodiment to be described 

later, report inf ormation may be forwarded between legitimate drones 

in a bucket-brigade manner when the cellular phone communication 

network is used.

[0098]

Fig. 14 is a flowchart of processing of identifying a group 

of drones. The authentication station 2 requests the ground radar
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9 device 6 to detect the flight state of the group of drones (S60) . 

The ground radar device 6 transmits the flight state such as the 

positions and speeds of the group of drones to the authentication 

station 2 (S61). The authentication station 2 requests the base 

station 5 to transmit the query information (S62) . The base station 

5 transmits query information to surrounding of the own station in 

response to the request from the authentication station 2 (S63). 

Steps S62 and S63 may be executed before or simultaneously with step 

S60 .

[0099]

Any legitimate drone having received the query information from 

the base station 5 decrypts the query information (S64) , and acquires 

the position information of the own drone from the GPS (S65) . The 

legitimate drone adjusts the directionality of radio wave for 

communication with the base station 5 in accordance with the current 

altitude (S66). Then, the legitimate drone transmits report 

information to the authentication station 2 (S67). Step S66 may 

be executed, for example, before step S64 or after step S67.

[0100]

Having received the report information from the legitimate drone, 

the base station 5 forwards the report information to the 

authentication station 2 through the communication network CN2 (S68) . 

[0101]

The authentication station 2 identifies any legitimate drone 

among a group of drones based on the report information from the 

legitimate drone and the flight state of the group of drones from
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9 the ground radar device 6 (S69) , and also identifies any illegitimate 

drone among the group of drones (S70) . The authentication station 

2 outputs a result of the identification of the group of drones to, 

for example, an external system or the user terminal 14 (S71) .

[0102]

The present embodiment thus configured achieves effects same 

as those described in the first embodiment. In addition, since the 

cellular phone base station 5 is used to transmit query information 

to a legitimate drone and receive report information from the 

legitimate drone in the present embodiment, a group of drones can 

be monitored and identified in a countryside where only a small number 

of wireless access points 4 are available.

[Embodiment 3]

[0103]

The following describes a third embodiment with reference to 

Fig. 15. In the present embodiment, a result of drone identification 

by the authentication station 2 is displayed on the user terminal 

14 .

[0104]

The user terminal 14 requests a result of identification of 

a group of drones to the authentication station 2 (S80) . The

authentication station 2 transmits the result of identification of 

the group of drones to the user terminal 14 (S81) . The user terminal 

14 stores the result of identification of the group of drones acquired 

from the authentication station 2 (S82). The user terminal 14

acquires an image of an overhead space by using a camera mounted
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9 on the user terminal or an external camera connected with the user 

terminal (S83).

[0105]

The user terminal 14 analyzes the captured image to determine 

any object in the image (S84) and calculates the position of the 

determined object (S85) . For example, the user terminal 14 includes 

a GPS reception function or a gyro sensor, and can set the position 

of the terminal to be an approximate position of the obj ect or calculate 

the position of the object in the image by adjusting the position 

of the obj ect based on the direction, angleofview, zoommagnification, 

or the like of the image capturing by the camera.

[0106]

The user terminal 14 compares the calculated position of the 

object and the result of identification of the group of drones acquired 

from the authentication station 2 (S86) and displays a result of 

the comparison over the image acquired at step S83 (S87) . A drone 

is specified when the position of the drone in the captured image 

is close to only one drone position included in the drone 

identification result. The user terminal 14 stores image data 

corresponding to the model name of a legitimate drone, and thus, 

when there are multiple close drone positions, determination is made 

based on matching between the camera captured image and an image 

included in matching data or by a user based on these images arranged 

on a display. When the captured image is not similar to the image 

data, the drone is identified as an illegal drone . A synthesis image 

of a result of the determination is displayed on a display provided



44
20

16
30

03
42

 
22

 M
ay

 2
01

9 to the user terminal 14 or an external display connected with the 

user terminal 14.

[0107]

The present embodiment thus configured achieves effects same 

as those of the first embodiment. In addition, since the user 

terminal 14 can display a result of identification of a group of 

drones by the authentication station 2 over an image captured by 

the camera of the user terminal 14 in the present embodiment, a user 

can easily determine which drone is legitimate or illegitimate among 

a group of drones in an overhead space. The present embodiment may 

be combined with any of the first and second embodiments described 

above. The present embodiment may be also combined with a fourth 

embodiment to be described later.

[Embodiment 4]

[0108]

Fig. 16 illustrates an entire schematic diagram of an unmanned 

aircraft identification system according to the fourth embodiment. 

In the present embodiment, the wireless LAN access point 4 and the 

cellular phone base station 5 can be both used to communicate with 

a legitimate drone. In the present embodiment, for example, the 

airship 3A is used in place of the satellite 3. A monitoring drone 

or a manned aircraft may be used in place of the airship 3A. The 

present embodiment thus configured achieves the effects of the first 

and second embodiments.

[0109]

The present invention is not limited to the above-described
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9 embodiments. The skilled person in the art may perform, for example, 

various kinds of additions and modifications without departing from 

the scope of the present invention.

[0109a]

The reference in this specification to any prior publication

(or information derived from it) , or to any matter which is known, 

is not, and should not be taken as an acknowledgment or admission 

or any form of suggestion that that prior publication (or information 

derived from it) or known matter forms part of the common general 

knowledge in the field of endeavor to which this specification 

relates .

[0109b]

Throughout this specification and the claims which follow, 

unless the context requires otherwise, the word "comprise", and 

variations such as "comprises" and "comprising", will be understood 

to imply the inclusion of a stated integer or step or group of integers 

or steps but not the exclusion of any other integer or step or group 

of integers or steps.

[Reference Signs List]

[0110]

1:drone (movingbody), 2: authentication station, 3: satellite, 

3A: airship, 4: wireless accesspoint, 5: cellular phone base station, 

6: radar device, 14: user terminal
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[Claims]

[Claim 1]

A moving body identification system for identifying an 

unmanned moving body, the system being configured to:

5 acquire moving state information including first

position information of multiple moving bodies sensed by a 

moving state monitoring device configured to monitor a 

moving state of the moving body;

acquire, from the moving body, report information

10 including second position information of the moving body 

measured by the moving body; and

identify a registration status of the moving body based 

on the first position information and the second position 

information .

15 [Claim 2]

The moving body identification system according to 

claim 1, being further configured to:

transmit query information to the moving body; and 

receive the second position information and a reply to 

20 the query information from the moving body.

[Claim 3]

The moving body identification system according to

claim 1 or 2, being further configured to:

store, in the moving body, encryption control

25 information for decrypting encrypted query information; and
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communicate, with the moving body, the query 

information and the reply to the query information in an 

encrypted manner by using the encryption control 

information .

5 [Claim 4]

The moving body identification system according to any 

one of claims 1 to 3, wherein

the first position information and the second position 

information each include time information taken to produce 

10 the information, and

the time information is used to identify the 

registration status of the moving body based on the first 

position information and the second position information.

[Claim 5]

15 The moving body identification system according to

claim 2, wherein the query information includes a control 

command to move the moving body.

[Claim 6]

The moving body identification system according to

20 claim 5, wherein the query information includes a moving 

body ID or position information of a moving body on which 

the command is to be performed.

[Claim 7]

The moving body identification system according to

25 claim 1, wherein the registration status indicates whether
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the moving body has successfully gone through a registration 

process for registering the moving body with an 

authentication station.

[Claim 8]

5 The moving body identification system according to

claim 1, wherein, when the moving body is unable to perform 

direct communication with the moving body identification 

system, the moving body identification system acquires the 

report information of the moving body from another moving

10 body that receives the report information from the moving 

body.

[Claim 9]

The moving body identification system according to 

claim 1, wherein the report information includes only the

15 second position information.

[Claim 10]

The moving body identification system according to 

claim 1, wherein the report information includes at least 

one of moving direction and moving speed of the moving body.

20 [Claim 11]

A moving body identification method of identifying an 

unmanned moving body, the method being configured to cause

a computer system to:

acquire moving state information including first

25 position information of multiple moving bodies sensed by a



C:\Interwoven\NRPortbl\DCC\MAS\ 19100571 _ I .docx-25/07/2019
20

16
30

03
42

 
30

 Ju
l 2

01
9 - 49 -

moving state monitoring device configured to monitor a 

moving state of the moving body;

acquire, from the moving body, report information 

including second position information of the moving body

5 measured by the moving body; and

identify a registration status of the moving body based 

on the first position information and the second position 

information .

[Claim 12]

10 The moving body identification method according to

claim 11, wherein the registration status indicates whether 

the moving body has successfully gone through a registration 

process for registering the moving body with an 

authentication station.

15
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Drone identification result management table T20

C200 C201 C202 C203

Management Query information Position
Drone IDnumber decryption result information

#1 O O O

#2 O o O

#3 O o o

#4 X o —

#5 X X —
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